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"Suppose,"” he said to Piglet, "you wanted to catch me, how would you do it?"
"Well," said Piglet, "I should do it like this. | should make a Trap, and | should put a Jar of Honey
in the Trap, and you would smell it, and you would go in after it."
- Winnie The Pooh.
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»A honeypot is an information system resource whose value lies in unauthorized or illicit
use of that resource”. — Wikipedia.org
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Honeynet

A honeyfarm is a centralized collection of honeypots and analysis tools.
The concept of the honeynet first began in 1999 when Lance Spitzner, founder of the Honeynet
Project, published the paper "To Build a Honeypot":
"A honeynet is a network of high interaction honeypots that simulates a production network
and configured such that all activity is monitored, recorded and in a degree, discretely
regulated." — Wikipedia.org
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NNIVNY NN N?2IWN NN X TN 178 DD 7w 217'wn (NIMWON NIDPNN N9
DN'NIOPNN 'OIX NITIN ,DINYN D'YADRN T¥N DMK NITIR NI 2NN YT 9I0K7 X' NN7'vn
D721 WAT NITIDM 7w 121NN QOIX NlNNY ,HoneyFarm-n X' NNTENA NI YTAN .NIFIDX NIDOI
.02V D"V 7N

01X7 ' 7V "To Build a Honeypot" "mxnn 01019 apy 1999-2 nnonn Honeypot-n VD011
Honeynet Project-n 7w TO'"N ,11¥VU'90

D'AYNNN .NOPNN7 NINIY D'NMX DAYNA 7¢ DY X'NY D2 XLANN IT Ddwwn 7w nTine
JDIYMA NI DAY NRN ,NXN [DNNNY NN 7w Nix D'oly 0N LTI D'YMA DINNYIA
.Cent0S 7V Apache M :nnarT?

XY 73> -NINK N'Y2 DY NN L,DAYNN NNnd 7Y YA N1 Honeynet-w NTaIvn NIAjpya
o> NI' Y'PWN7 W N7y NN NITYY ynwn ,Nnin Nr 0pIpt R LIY Dwa 0hran
YN 01N nm v VMWare-a win'w N7 71>' 2% MWOX |NN'9 .ApIThNE NIN'OA
D'7NY7 XIN NIYY? INIY 901N 12T .TNXK AWNN 2V (NNNX w2T NITIRM) NRIY NIFRIVYININDIYN
ITE NI ,NIY 21010 D'V N7YN AT [NND .WATH NITIDA IRY 1N 71'T2 2WNN INIR 7Y WX Nnin
Tayn DT NAXY NDAN 7R DXIND YN97 721° Y9N ,NINK DRIV D20 ANTAY NN 7
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https://honeynet.org/blog/4

Technoloagic

nnp NN dw att -HoneyPots

(MMnon npAyn DAl NMO TIZ) ANN A7 DNNIYAN NIt NIDIyA 19010 Y DID
.[Nn NNd 7V VY9N NT 77N .NMIY NV™MYAL NRIY NINNA WAT NITIRA D'Pn7 NNYWONNN

NOWNN NX 7010 WX T¥7 NN 1mynw (Perl-2 0'amd pan) o'woin 0'7 9w vo -DTK .1
X NIYON7 XN 7700 [I'Vvan .0'9PINN 7V DIRNN' 27 N2 N D20 ANIXa 2 ant?
NIMYOX NI'MT NIXY'O MNP W' ndWwn? ,DTK n¥n nd>wwnn oXY P T 72V D'opimnn
X ,NNIAA NIX2 QPINN DY WWPEN IR 17220 NDWANY KN NP DARKAY NN NIy
N72V2 NIMMN NN M AN 17'RO NIRAN AT NXY9N W 170NN 72 Nk NnTn
JIPMMmMN niviin

Services:  Services: [ogging:  Standard | Looks like: Windows | Install | start | stwop | staws | togs | auit |
Echo | SMBa IHostname:|wg.aII.net Mailto: |root@lacalhost
Systat I St ! Buffer Size: |2048 Loopcount: |1 1] Inactivity Timeout: ISD
Daytime | SMBc |51 5556 7 2002/07/16 14.37.90 16963 160630 UIPLister. pl 50 R-0
Metstat | DTK |[0.0.0.0 -1 0.0.0.0 53 2002/07/16 14:37:20 15260 15260:0 UDPlisten.pl 50 R-0
0.0.0.0 -1 0.0.0.0 68 2002/07/16 14:37.20 15267 15267.0 UDPlisten.pl SO R-0
DHS | X1 |lgioiolo -1 000.0.0 111 2002/07/16 14:37:20 15274 15274:0 UDBlisten.pl 50 R-D
ttp | iz (9000 -10.0.0.0 365 2002/07/1¢ 14.37.20 15281 15261 .0 UDPListen pl 50 5-0
0.0.0.0 -1 0.0.0.0 12345 2002/07/16 14:37:20 15288 15288:0 UDPlisten.pl S0 R-0
Gopher | X11-3 [|0.0.0.0 -1 0.0.0.0 12346 2002/07/16 14:37:20 15295 15205.0 UDPlisten.pl SO R-0
0.0.0.0 -1 0.0.0.0 65535 2002/07/16 14:37:20 15302 15302.0 UDPlisten.pl SO R-0
Finger | MetBus ||oi0.0.0 -1 0.0.0.0 28000 2002/07/16 14:37:21 15303 15309:0 UDPlisten.pl S0 R-0
Ssh | MetBusz ||2-0-0-0 -1 0.0.0.0 2049 2002/07/16 14:37,21 15316 15316.0 UDPListen.pl S0 R-0
0.0.0.0 -1 0.0.0.0 5999 2002/07/16 14:37:21 15323 15323:0 UDPlisten.pl S0 R-0
Telnet | MaxPort [0.0.0.0 -1 0.0.0.0 14000 2002/07/16 14:37:21 15330 153300 UDPListen pl SO R-D
0.0.0.0 -1 0.0.0.0 10000 2002/07/16 14:37-21 15337 15337.0 UDPlisten.pl SO R-0
FTP | Weirdport ||0 0.0 0 -1 0.0.0.0 10752 2002/07/16 14:37.21 15344 15344.0 UnPlisten pl S0 R-0
- 65535 -1 0.0.0.0 20D2/D7/16 14:37:21 15351 15351.1 Generic.pl SO R-0
emall | 28000 |lcccis 1 0l 00 2002/07/16 14:37:21 15351 15951:1 Genecde pL § RO-0
Web | 2049 65535 -1 0.0.0.0 2002/07/1€ 14:37:21 15351 15351:1 Generic.pl S RO-D
65535 -1 0.0.0.0 2002/07/16 14:37:21 15351 15351:1 Generic.pl § RO-0
8SL | 5999 [|g5535 -1 0.0.0.0 2002/07/16 14:37:%21 15351 15351:1 Beneric.pl 8 RO-O
65535 -1 0.0.0.0 2002/07,16 14:37.21 15351 15351.1 Generic.pl § RO-O _
Ketberos | 14000 ||G5535 -1 0.0.0.0 2002/07/16 1d:37:21 15351 15351:1 Generic pl § RO-D
pop3 | 10000 (65535 -1 0.0.0.0 2002/07/16 14:37:21 15351 15351:1 Generic.pl § RO-D
65535 -1 0.0.0.0 200240716 14:37:21 15351 15351:1 Generic.pl § RO-0
SunRPC | 10752 [|65535 -1 0.0.0.0 2002/07/16 14:37:21 15351 15351:1 Generic.pl § RO-0 4
Version 1.1 - Fred Cohen
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Frotected Area

GHH Logfile

Documents

Red Lines represent transparent
hyperlinks

Green Lines represent configuration to
same configuration file

Black Lines represent the configuration
file's access to protected logfile.
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http://en.wikipedia.org/wiki/Honeypot_%28computing%29 .
http://www.honeypots.net/honeypots/links .
http://www.projecthoneypot.org .

(om'wanin TNX X2 [Xon) drunkgeisha.noblogs.org .
honeynet.org .

holcroft.org .

isoc.org .

http://www.honeynet.org .

http://www.ukhoneynet.org .

.Honeypots by Reto Baumann and Christian Plattner .

.The Use of Honeypots and Packet Sniffers for Intrusion Detection by Michael Sink, P.E .
A Guide to the Honeypot Concept Mark Pickett .

http://www.christianplattner.net .

http://all.net/dtk/index.html .

http://ghh.sourceforge.net/index.php .
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