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Aomam e 2P By - ONLINE FORENSICS

120N NXXIND WNINNYT 2175w "R1N¥I0190 0RININ TN X' DTID AN'PNRA NI7ITAN Ni'van NNN
D'9IN'Y ,0'NIND D'¥AP ,AYI 2N L|ND'T? DIYVIND 0D™NAN (12D DN LIPINYD AUNnn
,Q'YNNYN NINY ,NII9YN ,VNa NIWISY NNYZRN NIDIN ,D'7NINN D'AYNNY? NIY'Al
DN N7X 'O ,0MIAT 0'¥APA YNWIN VTN AN NINTA0 ,DNS ,hw'2a nima ,0™"uoIin otnnY

JIWNNI MuNnn aUnnn PINta RTIETY D123 0TIANA [12'0N1 'TNI9N WpInn 7w "nknnnl on7n"

ATNI9N W72vnn it 901 1IN Xwi

Reconnaissance

L.
y

Relevancy Reliability

M'PNY D'RYNNN 727U NIF0N7N NT'AL,0IN) 7Y N2 NIMD QI0*K | [IT'R 7V 1mu? X'n nonn
NIAPY DIN'I' NIRYAYT QIKYYT7 1INK DIININ 9I10'K 7*70N 90112 .90XIN NINN ¢ NI'MXN DTNl
X71 D'IN'NN DRININ D AWRAN AN NP 1202 WWOKRYT DI 7T210 O aIRN 72V (FOOTPRINT)
N2'202 ONLINE n1ima i10'X? no'wnwn coffee 1nd 070w nTawn .np'1an 17nn2 '1'w 7y Nay
N2 WAIYNn Y77 v Myt o'nnonn DX NAtNn  NIVIXZA X7 0UT T 0Ny DNpian XY

XY

:0'DLVN D'VISY 717¥) INIA

NN NN 'PRNY N1 X7 IR MSI Yaipd nyan 0xapn iy ninwna n7azannn mpnnn

.ANMXNNA NIM90Y7 0'¥APN DX Y7N11 MSIEXTRACT-n NIdINN NNKA WNNw1 271 N1N2 X7 na'on
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[® | ess MSlérables
File: | H:\complte downloads \Microsoft COFEENCOFEE v1.1. 2M\COFEE w1.1.2 Installer msi | D
| Baract Files || Table View | Summary |
File Name Directory Size Version 4
B247bdfadocf 11f1efaddB85042b1e...  SourceDirtools 322 =,
req exe Source Dirtbin Win2k03 78336 523759..
COFEE EULA Af SourceDir 21508
srvcheck exe Source DirbinWinZk 2BRT2
ftv2mlastnode of SourceDirys 125
tasklist exe Source Dirbin WinXP 83568 h2379..
whoami exe Source DirbinWinVista 44544 6.0.538...
SHOWGRPS . EXE SourceDirtbin 24576
srvcheck exe Source Dirtbin WinXP 5120
psfile. exe Source Dirtbin 45152 1.000
38bc48e508324bcled #61e6f480... SourceDirtools N
quEEr EXe Source Dirbin\ WinXP 15456 52.379..
JcefbB6at 728441474eaB60267...  SourceDirtools 351
5] et mvm St ez Dlir iy Uil -1 Anaen R 7970 v
[ SelectAl | [ Unselect Al Exract
Status:Idle 181 files found.

‘X2 NIMS0N yn KRN '71,7nn'7 MINXY AXXINN

Mame Size | Type
Iabin File Folder
Chis File Folder
IClog File Folder
ICirezource File Folder
ICsave File Folder
IChtools File Folder
BinCheckSum 15KE File
EI_]CDFEE ELLA.rtf 22KB Rich Text Format
B COFEE. exe 836 KB Application
COFEE. exe.duplicate 1 836 KB DUPLICATE1 File
@ Microsoft, VisualBasic, Compati. .. 232KE Application Extension
@ stdole.dll 16 KB Application Extension
@ User Guide for COFEE w112, pdf 3,296 KB Foxit PDF Document

DY WYY 7'7inn COFEE-Q win'win

o ny Ll
yTnn qio'r .2

n"Im iy 3

NoOp N709N
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Step 1: Tonl Generation

~
>

Step 2: Data Acquisition

<
<

Step 3: Report Generatlon

Investigator’s Machine

Target Machine

Sho7 nves .1
NP'NA MYONN NDINN - D'MTIP VTN N"wn wwn X977 2Uga ap'ma arm Dl IXdn QA

NIN VIN'ONI 2GB NINDY KIN Y'MINN AN 7712 .AN2IW TR vIN'eI (SDELETE-wipe) njimy

fat32-9

E Format Device...
File

Select Device to Format

|g h: ﬂ Format and \wipe |

I+ ‘wipe and Format Drive (This will tske significantly longer than format alone)

Select Device to Format ...

GDelete — Secure Delete wvwl.G1
Copyright <C> 1999-2005 Mark Russinovich
Susinternals — www.syszinternals.com

SDelete is set for 1 pass.

Cleaning free space on

:Mxy 750 n'Mah wan ,DOK-n NX 112nw NXY

incident :0'7'on® 2-7 no'y77inni ONLINE yT'n qIio'X7 DTvImn 0" qoix oy y'an COFEE
37NN AwNnn 7V 17V91'w NI7IY9N NINdA XIN 0'7'91N9n |2 7Tann .volatile data-1 response

.0N"2'aN NP'Mynn XN incident response TWXD

NoOp N709N
www.DigitalWhisper.co.il
4 2010 "xNao ,5 jIM"na



Technologic

Mode

|NWI - Incidert Response j

MWL - Incident Response
Mare {NW3IC - Vaolatile Data

71y 0'WNTA DLL 'Yl D1UNI9 N90IN 771> 0'9011 070 7W NNRNNI N90IN TWONRN 750 qoIa

W' X CTIVE JoNn MIP'Y ,NIRNO0O N9 .0"01'S 070 9'oInTl "aIan?" AWOX NNNA XD .AXINN

.0 N71Y9Y7 TVIM 70N D IdT? [aImd

Toal l

Applications List kﬂ MYON D' Running Sequence [

sutorunsc.exe ~ ipconfig.exe Izl

nbtstat.exe -A127.001 i nbtstat.exe - 0n 0+
net.exe user

hostname.exe net.exe file
net.exe accounts

handle exe -a = net.exe share
netexe use

openfiles.exe lquery v = pslist.exe -t

tasklistexe Isve pslistexe

nbtstat.exe -C whoami.exe

SC.ENE queryex qUSET.exe
psloggedon sxe
netstat exe -a0
netstat.exe -no

= sclistexe

showgrps.exs
systeminfo.exe

netman eve b/

< I > < I >

Available Commands for Selection 45 MNumber of Commands Selected 17

0'7 NBOIN
Add Tool - Load Order Save Order |

:internet explorer-nn NIXNO'0 TIV'NY? 'M0INY 707 XNAIT

Tool Property

Description ||EPasswordDyeryptor

Tool

W XP | J

¥ 2000 | J

v 2003 | J
[™ Use the same tool for all 0S

Arguments |,.fs

Family |passw0n:| j

Output Format |Text j

Vendor Name |

Vendor Link |

Require File(s)

C:\Documents and Settings‘coopert'.Dh

CAGEXmI4dl

[v¥ Randomizing Tool Name

oK | CanDeI|

NoOp N709N
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.XINY NNYWOKRN NN'WAYT DNIX N9'0INI D'N¥APN DX NIV N1DINN

719Y 72Th .NNdIm NImPol DIT vsloNEM 7> 7y nrooian COFEE oy o'wann 0'750 QOIN

,TAN [12220 NNN NMDINN YI'PA KD XD DDA D RT? WX N2a nn o' 2707 nnay

.ONLINE nX'7n0 n'¥nI0IXNI 1'KIY DaNnn NI

NIRXINN NIN'RI N'NXRNTYA Np' T2 T\I37 NXTI NTIAY NNIX DX NWWYX2NN NRIY NITIRS NIy |3 1nd

.19100 0" T NIaxXImMn

NWIV '7ON DXNI NY¥annY ' 1an 'nn N1 NruSwNN NIFMRN 1N [1AYN2 np'nw Qo011 2N

P MNIX? 27720 AWNNA DD YN ATIRON DRN ?ANK NAT K71 NIYYY MR KINY N N

JUTIRON Ni7'wo 2y EXCEL '¥apa 0019n yTn 7w 200MB NMaznnn DY Nj790n VSI0NZ™M

‘at.exe yaIp N¥N TV 770 XNAITY

A B c D E F
1 |TimeofDay  |ProsessName  |PID Operation 3 Detall
2 20 Aew 3336 Load image c maqe Base (u7e300000, mage Sire: (0000
3 2260 s 3336 CresieFlle CONINDOWS PrefiohAT EXE-1381 128807 Deslred Acosss: Generke Read, Dlsposfion: Opd
4 TN S 3336 QuerrsandardinformationTlle CNINDOWS PrefichAT EXE-1381 128807 Allocation3lze: 16,334, EndCfFlle: 13,062, Numi
3 XN R 3336 ReadFle < ot Ofiset 0, Lengin: 13,062
[ 52260 Aene 3336 Claserle
7 260 A 3336 ReqOpenkey X Xivindows NTiCurrentversionimage Flie Execution Options'at exe Deslred Access: Read
8 S0 Aew 333 Load Image ]} maZkemels2 di mage Base: (N72500000, Image Size: 04000
] TN S 3334 ReqOpeniley HELM CunnentContnolSehControfiTeming] Sener Deslred Access: Read
10 XN R 333 Reqluenvale HELM CunnenRConinlSenControliTeming] SenerTSAppCompat Tipe: REG DWORD, Lengin: 4, Dat: 0
1 S0 e 3336 Regliosese) HKLM urremContralSenContralTarmingl Sener
12 260 A 3336 Load image (1]} mage B3se (77210000, image Sipe (i55000
13 S0 Aew 333 Load Image i mage Base: (NT7d0000, Image Size: 0000
14 2260 s 335 Load Image mage Base: NTTeT0000, Image Size 01000
13 TN S 339 Load Image mage Gase: 1nibas0000, Image Size: 0e4000
18 XN R 333 Load Image MagE Gase: (Neocd00, Image Size 014000
17 52260 Aene 3336 Load image: mage Base (770000, Image Size 0is000
18 260 A 3336 Load image Baser NT7340000, Image Size: (10000
18 S0 Aew 333 Load Image mage Base: NTTE0N00, Image Stze 176000
n TN S 3336 Querplpen CreatlonTime: 3472004 12:35:45 AM, Lasticoesd
i XN R 3336 CreseFlie Deslred Access: ExecuaTramrss, Smchrontzs
n 52360 e 3336 CrezieFlieMznping EmeTyoe SmeTypeCrezizlaction Pagerroes
3 260 A 3336 CreaeFlieMapping SmoType SmcTypeCmer
u S0 Aew 3336 ReqOpeniey HELMSslemiCunrent ContnolSeniControliSakSoofiOption Deslred Acoess: Query Vale, Se Value
-] 2260 s 3336 ReqOpeniey HELMSoRwarePolicles MicrosoRtiindows SakeriCodeldentifiers Deslred Acosss: Query Vale
Fid) XN A 333 Reqluenvale HELMISOFTWARERDIK rosaNIngOws SatnCodeidentMers TranspananiEnabled Tipe: REG DWORD, Lengin: 4, Da: 1
n S0 e 3336 Regliosese) HKLMSOFTHARERGIK rosoiVInOowE SatnCooitenters
28 52260 Aene 3336 ReqOpenke) cleshicrosoRiindows SateriCodeidentifiers Deslned Asoess: Guery Vake
-] 20 Aew 3336 Clozeflle c
3 2260 s 335 Load Image {os mage Base: nietT0000, Image Size: 025000
A TN S 3336 CresieFlie foa Deslred Acoess: Generk: Read, Disposfion: Opd
3 XN R 3336 QuerysandardinormationFlle i Allocationzize” 1,191,935, EndOrFlk: 1,190,796,
3 522600 atene 3336 CregferlieManping o SmoType SneTypeCreateSection, PageProlest
kY 260 A 3336 QuerSiandandimmrmation®lie CHNINDOWSApDP St S 5maln 500 AllocationSize” 1,191,935, EnaOrFlle: 1,190,796,
35 S2260 dene 336 CregieFliehiapoing Sl WS AP g emal s SimeTvoe SncTweCher

:coffee DY NIV'ANN NITIEONI NXINN 'Yapn And [70Y

.NINNN ¢ MAC-n namd Ty'n Arp-a .1

.NINNN 7INNX2 N'ONIVIX NI7IVN NIDINN TIV'N - autorunsc.exe

2
.TIVI PORTS REG Nninivwn ,0'¥2i77 D'NIND 070N 7w nwan TIV'N - handle.exe -a .3
4

nNPNN 72 DX 9'Al arp-n NI 01I9N) NINNA MAC-N NIAIMD 7w q011 TIV'DN - getmac.exe

(nwOn
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.N2IYNA NIMTINN Nin'wn TIV'N - at.exe
121 GATEWAY IP DHCP-n niamd Tiy'n - Ipconfig /all
.NMINNN DY TIY'N - Hosthame

.07 Nd>WYN 'V TV - msinfo32.exe

o o 9 o W

.D'9N'Y T 7NNl 'ipn LOGON-1 D'wnnwn Ninv TV - psloggedon.exe

NINN2 N'9'¥50 N1DINT NINANNN YR + Y2 NIFNYRNNT D'0IS TIV'N - netstat -ao .10
.(PID)

.JN2'T7 D1yumN (processes) 027NN TIV'N - pslist.exe .11

.0'PNINN 0'9IN'Y a3 7V1 *lza 0'NIMDS 0¥ TIV'N - openfiles.exe /query /v .12

.0'001N9 NN NIXT7 N7ID' QY X processes 7 qo1 TIY'N - Taskkist.exe /svc .13

-0 NANDI NIZNNN DINN DINY 07700 NINN2 NetBIOS NIX7AL TIv'N - Nbtstat.exe -c .14
N 1P

.(running 2¥N21) NINNN 2y DN D'NN'WD TIV'N - Sc.exe queryex .15

.NINN2 YNNYN NINY TIV'N - net user .16

.0'NINO 0¥y 7w qon TIy'n - Net file .17

.0'PNINNI D' iEn 01 M9 TIY'n - Net use .18

.DOMAIN-1 0'NIN9N 0'SIN'YN 70 DX NIXY? NNWOKX DY D'NIND D'9IN'Y - Net view .19

.NINNN 7V NIMipzn security NiXIAe Tiv'n - Net localgroup .20

.MIPAN 'TRN NXIAP2 DNANN D'YNANYAN NIY TIY'N - Net localgroup administrators .21

.NINNN 7V Ya1d Dm0 D'NIN9N sessions-n TIV'N - net session .22

JIXIpA 7'voN wnnwnin NN 7w qon Tiy'n - SHOWGRPS.EXE .23

.15 y"v - SCLIST.EXE .24

.LOGIN-2 X¥n1n ynnwnn 0w ¥ qon 'In't - Whoami.exe .25

- 7V NIN XD waTn ,Nd1yna 0'vn PROCCESS 7y 011901 qon yT'n TIv'n - Pstat.exe .26
(0790 MY Q102 |1¥n) NdYNA 0*7w19N DRIVERS

.JNNXn RESTART-nn Nd>ynn At TIV'N - uptime.exe .27

2NN NIR?AL TV - route print .28

(CASE) mjmn '019 NX X'MY7 X0 NIWY7 "YW 75 ,1n7wn 075 1190101 D*IXY 070 11NNAY INKY

17w o100 DOK-n NX X"71,'1D1 NNy pIinn DY
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ptember 2009

File Help
Tooal l Report ]
Tool Generation Case Notes /_
COFEE Source |H:\c:ornp|te downloads\Microsoft € | oo Type |test
COFEEUSE  [@; | | casen [ *
[ OuputUSE | | | @@ foooper
Mode |NW3C - Incident Response j USE Operator |c:00per2

| More Options (Advanced)

| Case Description

USE Label

COFEE

CheckSum Info

Refresh

this is & very oo case!

Generate

.("Ix12) 700 NiIwyan NIIvon 727 LOG yalz 0 ' ¥R DOK-n Oyt 197 van

File Edit Format View

I system.log - Notepad

Help

05-01-2010
05-01-2010
05-01-2010
05-01-2010
05-01-2010
05-01-2010
05-01-2010
05-01-2010
05-01-2010
05-01-2010
05-01-2010

05-01-2010
05-01-2010

05-01-2010
05-01-2010
Selection

05-01-2010
05-01-2010
05-01-2010
07-01-2010
07-01-2010

07-01-2010
07-01-2010

22:
22:
22:
22:
22:
23:
23:
23:
23:
23:
23:
Wolatile Data
23:
23:
Incident Response
23:
23:

23:
23:
23:
19:
19:
Wolatile Data

19
19

55:33
55:34
55:34
55:34
55:34
on:29
on:29
03:19
03:25
03:27
04:34

04:38
04:48

05:15
07:17

07:26
07:37
20:06
16:02
16:46

:16:50
:52:05

Start COFEE

Change Output USB to k:
Change Output USB to h:
Change Qutput USB to k:
Change COFEE USB to k:
Change Qutput USB to h:
Change COFEE USB to h:
Enable
Change Qutput USB to j:
Open "More Option" Dialog
Change Mode to NW3C -

Open "More Option" Dialog
Change Mode to NW3C -

Start Tool Generation
Disable Output USB

Change COFEE USB to j:
Start Tool Generation
Open "More Option" Dialog
Open "More Option" Dialog
Change Mode to NW3C -

Open "More Option" Dialog
Change Mode to NW3C -

>

Qutput USB Selection

£

JI'ONIVIR NXIN NIX? AUTORUN-N N'¥21191 wnnwnin Din DOK 7271 ,1121 750 11'wy DX .INT
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www.DigitalWhisper.co.il

2010 a'xnao 5 it



Technologic

:NJD N'NNY NRXINN

File Edit View Favorites Tools Help File Edit Format View Help
) A [autorun]
e Back ~ J Jl? 7/ Search || Folders jopen=runner.exe
action=Execute runner.exe
AddrESS|E|J:'-,bin icon=Tunner.eze
Mame Size | Type
lE"f‘B.Z.EXE |'?:]';| IN-]FN oY Ty J2KB ADD'?C
=) 4486.exe 283 KB Applic
E4543.exe /‘ G KR Annlic
ﬁ*’f?[l-q.exe Description: Autostart program viewer *= COFEE {'J;)
E 5057, exe Company: Sysinternals - www,sysinternals,com
' File Version; 8.53.0.0 File Edit WView Favaorites Tools Help
[ s683.exe Date Created: 09/01/2010 17:41
o 4 -
%:gzl:: == 30KE  Application @ gt \‘J l'l: )j i l{" i i
(HQH'M ave R4AKR  Annliratinn . ! Address |W J:lll v‘ E
= = Mame
[C)bin
_'}Autorun.inf
gjrunner.exe
:NINWN X7 DOK N N7DN D XTINN checksum-nn 0'7yn1 X7 |amod
File Edit View Favorites Tools Help ","
— 53
@ Back - \_) L@ /L]Search - Folders |;$
Address |E} 1:%bin v| Go
Mame Size  Type e
E‘BU?I.EXE C sum - Motepad
[Flaz95.exe Be Gt Fomot yew eb
P in2k 4013 .0x0:50bB1501805c037 f0dbo7b00bAY|
2d216252429ad 7082 fa3a0213F 2c ’
E] config. bt winEp 4013.exe:0c96567caZBe 0908027 SE407 )
I.f] el ';s ot gqrgi;;?nzsrnna l6ccTanda?
= eLIsTs. win
Ej *A013 . exe:0c¥656TcaZBelIelBDZEYSEANTecbed2
=| folders, txt 7174725Ed747316cc7aed92
SN SHA T e 4466 .0x0;:775192675cdaaf FE60bFeclbBe9IERT
CITESLIINR  |ha03d13¢ 418816043061 F53b eemie
[ pausen.exe winZk \5605.0xe:6bFB6Bc93d144a37F323c39eBe )
2] vorn s et £509cERS0EBalBIVEIZ 20Tl 2ed29
— winxp 5605 . exe; Tead7I9 9627791 1c3F4d548003
£ ©ab0590131561c23F512d208c53d
winZk03
5605 .0%6:7ead799a9b277911c3F 445480035205
90131561c23F512d208c53d
winZk~3595 . exe: 7h99b33eedliZdbd7al8 1bSaba5)
A43bbAENShEYANfFE207c37b45%Bcab®
winxp 3595 . exe 7I6ad7cZ27E5IIIGTEE44597 1319
1068bcBicB4p lobe2o952bdc 166
N9y NPOSN
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YTIRT 0N .2

n701an 1T Y91 nTNa AAUTORUN-n 0T (yor *750 ,nTIwnn ninNY DOK-n NX 12N TWUKD

Y¥17 NNWOR NN''R QUKD WD NNXR TR 1NN 0200 0T RUNNER-N NN yMin? Y7xa ,nainna

D7apnne nrxin 75 2y HASH yxann 5 1nd .xan "7 2wz %7 KILL

B [4 / 44] Executing...

Commandline : at.exe
[Press Space to KILL the Processl]

Calculating Hash ... Done
End
. Success

: autorunsc.exe
[Press Space to KILL the Processl

Calculating Hash ... Done
. Success

I oarp.exe —a
[Press Space to KILL the Processl

Done

Calculating Hash ...
d

. Success

: getmac.exe
Space to KILL the Processl

[.nj7*72n 9102 awinnn HASH-N DN D'¥2PN NINY YR DR TAN XYD 97 N7 Nip'72innl DOK-n 7V niNnwa NIRXINN]

File  Edit

C;)Bad( M =

View

Mame

[ file

(Zhlog
[Zymemory
[CZ)misc
(Chnetwork
[J)opt_tool
[Chpassword

[ policy
[process
[Jreqistry
[)services
[Jusers

[] caseMotes. bt
CheckSumTXT
[Z] coFeE.log

<

Fawvarites

Tools  Help

ir

) search
r Ear

Address I3 1:\out-COOPER_HOME-20100103182422

.0'250 NI7'YD NX TyNnn qon a7 o"'y

Folders

w a Go
Type
File Folder
File Folder
File Folder
File Folder
File Folder
File Folder
File Folder
File Folder
File Folder
File Folder
File Folder
File Folder
1KB TextDocument
8KE File
5KB TextDocument

Size

Nop NPo9N

www.DigitalWhisper.co.il
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& network Ll EsS
File Edit View Favorites Tools Help E"
- >
| | -
- | f_j
@ Back </ l.ﬁ; P Search H Folders =
Address |[f:‘:| 3:\out-COOPER_HOME-20100109182422\network ¥ | Go
MName - Size | Type &
E] Oe36537ddadf7ad4ab232bf1dfa1357a1.log OKE TextD
E] Je36537ddalf7a4ab232bf1dfa1357a 1. txt 1KE TextD
£ 02a5a0d3133a14dacefe 1cccalc 10cf3.log OKB TextD
£ 02a5a0d3133a14dacefe 1cccalc10cF3, bt 2KB TextD
E] 3dd34e5da3s7da?4399 126 18a77e7f.log OKE TextD
E] 3dd34e5da3sTda?4399 126 18a77e 7f tut 1KE TextD
E] Sf194d 1779d3e8af2e0202b2345d4f93 . log OKE TextD
E] Sf094d 1779d3e8af 2202020 234944193 txt 1KB TextD
|"3°°'I e rAard4asl onarAoonLnlndl dndn A 1o - MO o Y e
£ | *

mTa nes .3

:NTIAYN NTAYA D'Y¥APN DX (IYV71 DOK-N IR 7N17 [N DD 011NN §10'K DY 1IN0

£ COFEE V1.1.2, September 2009
File Help
Tool  Report |

— Report Generation

—Case Notes

Raw Input Folder I

I_I Examiner at Scene I

Qutput Folder I

Qutput Format I XML

[~ Duplicate Raw Input Folder
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3 COFEE Report
=3 System Information

® Mzin

3 NETWORK
arp.exe -3
getmac exe
hestname. exe
ipeonfig.axe /all
nbrsrat.exe -4 127.0.0.1
nbrsrat.exe -5
nbtstat.exs -
nbtstat.exs -n
ner.exe view
ner.exe session
netdom exe query DC
openfiles.exe /quary /v
routs,exe print

netstat.exe -no
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netstat.exe -a0
BROCESS
SERVICES
USERS
PASSWORD
soLICY
REGISTRY
LOG

FILE
MEMORY
oPT_TOOL
MISC
Correlation
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Sat Jan 08 18:28:22 2010

Active Connections

Proto Local Address Foreign Address State PID
TCP 127.0.0.1:445 127.0.0.1:28718 ESTABLISHED 4
ICP 127.0.0.1:4745 127.0.0.1: ESTABLISHED 880
ICcPp 127.0.0.1:4748 127.0.0. ESTABLISHED 880
ICP 127.0.0.1:5152 127.0.0. CLOSE_WAIT 556
Icp 127.0.0.1:28718 127.0.0. ESTABLISHED 4
TCP 192.168.1.2:445 192.168.1.5:52348 ESTABLISHED 4
ICP 192.168.1.2:4743 64.4.34.110:1863 ESTABLISHED 880
TCP 192.168.1.2:13269 209.85.227.19:80 CLOSE_WAIT 1088
ICP 192.168.1.2:13357 208.85.227.18:443 CLOSE_WAIT 4424
TCP 192.168.1.2:18811 208.85.227.19:443 CLOSE_WAIT 1088
ICP 192.168.1.2:18812 208,85.227.19:443 CLOSE_WAIT 1088
ICcPp 192.168.1.2:24433 208.85.227.17:443 ESTABLISHED 5072
ICP 192.168.1.2:25881 208,85.137.125:5222 ESTABLISHED 5072
Icp 192.168.1.2:28545 208.85.227.104:80 CLOSE_WAIT 1052
TCP 192.168.1.2:28703 85.64.127.161:1714 ESTABLISHED 880
Icp 192.168.1.2:28706 208.85.229.83:443 ESTABLISHED 5072
TCP 192.168.1.2:28709 212.143.162.149:80 ESTABLISHED 804
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3 COFEE Report
E'3 System Infermation
®3 main
553 NETWORK

--Command

psservice.exe
(3 zrpexz-a sclist.exe
[ getmacmxe sc.exe query
[ hostname.=x=
[3] ipconfig.ese fall --Tool Vendor Company
[3] nbtstatexe-A 127.0.0.1
31 nbtstatexe-s

[ nbestatiexe -

--Description
Correlate Different Commands among Services

[8] nbrstatexe -n

3 netiexe view

[8 netexe session

[ netdom.exe query DC
[8) cpenfiles.exa /query /v
[ route.ese print

[8 netstat.exs-no

[ netstatexe -0

#{ PROCESS

#{3 SERVICES Alerter (Alerter)
#0 USERS S o
& PASSWORD ALG (Application Layer Gateway Service)
B poLicy AppMgmt (Application M: )
| & reaIsTRY aspnet_state (ASP NET State Service)
B oe -
#3 FILE AudioSrv (Windows Audio)
@ wemonry BITS (Background Intelligent Transfer Service)
0 opT_TOOL
B MIsc Browser (Computer Browser)
3 Corslatien CiSve (Indexing Service)
[3] Services_cCorrelation . .
[8] Processes_Correlation ClipSrv (ClipBook)

COMSysApp (COM+ System Application)

dumpsec.exe /computer=iCOMPUTERNAME: /rpt=services /saveas=tsv /outfile=tOutfile%

clr_optimization_v2.0.50727_32 (NET Runtime Optimization Service v2.0.50727_X86)
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Coffee and more anti forensic tool-DECAF
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%/ DECAF v2
Monitor Settings

] Moniter USB 3] Meniter CD-ROM

Signatures

(:..]'"ND70 DAY NONAN NN

=l

[#] Moniter Processes

Main Signatures:|C:"-.D0c:uments and Settings*coopert My DDCL| Set

Custom Signatures |C:"-.D0c:uments and Settings®coopert' My DDCL| Set

[ ‘iew Signatures l [ Load Signatures l

Add to Startup

.L.I Start In Monitor-Mode

l_-IFiIs Execution

l_-IDiSEHS Device

Executable | Set |
Save Settings Loaded Signatures 2 Stop Monitoring
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amw ona- "The debate isn't security versus privacy. It's liberty versus control."

http://news.cnet.com/8301-10789 3-9932600-57.html
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http://www.interpol.int/public/ICPO/PressReleases/PR2009/PR200937.asp

https://cofee.nw3c.org/

DECAF - http://www.decafme.org/

http://www.securityfocus.com/infocus/1503
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