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Eile Edit Wiew Go Capture Analyze Statistics  Help
BEoed PREXEE AeonTL|I[ER Qaab @0 m % @

Eilter: dns * Expression.. Clear Apply

Source Destination
10 102 10.100.101.1
10.100.101.1 182.188.2.102 DNS

Mo. . Tirne Frotocal Info

Standard guery A www.goog
andard query respons

5 0. 1
4 0.038372 6l A

BN Administrator: C\Windows\system32iemd.exe =8

IC=~>ipconfig #flushdns
Mindows IP Configuration

ERSuccessfully flushed the DNS Resolver Cache.
Frame 3 (74 hbytes on wire, 74 bytes captured)

Ethernet II, src: LiteonTe_28:ec:94 (00:22:5F:28:ec: 0
Sre: 192.168.2.102 (1%2.168.2.102])
User Datagram Protocol, Src Port: 628973 (62973), Dst

lc:\>ping wa.goagle.con
int T Prot 1, [Pinging www.l.google.com [[?4.125.3%2.1861| with 32 hytes of data:
QTerner Protocn Replu from 74.125:3%.106: by 3 tine-154ns TTL-58
Reply £rom 74.125.39.106: hy 2 tine-285ns TTL-58

0 E E E

pomain Mame System (guery’)
Transaction ID: OxShoo)
@ Flags: 0x0100 (Standard query)

Reply from 74.125.39.186: by
Reply from 74.125.39.1086: by

[Ping statistics for 74.125.39.186:

2 time=175ms
2 time=162ms

TTL=58
TTL=58

Packets: Sent - 4, Received - 4, Lost - B <Bx loss).
Approximate round trip times in milli-seconds:
Minimum - 154ms, Maximum - 2B85ms, Average - 174ms

questions: 1

Answer RRs: O

Authority RRs: O

additional RRs: O

= queries

= www. google. com: Type A, class IN
Mame: www.googla. com
Type: A (Host address)
Class: IN (Ox0OOL)

ICaN2

0000 00 50 fc 3 c§ 77 00 22 5F 28 ec 94 08 00 45 00 .p...w." _(....E.
0010 00 3¢ 03 bc 00 00 80 11 04 82 c0 a8 02 66 04 64 . <ueveen -.enn f.d
Q020 65 01 F5 Fd 00 35 00 28 ad 4F[Bb 00/ 01 00 00 01 &....5.( .O......
0030 00 00 00 00 00 00 03 77 77 77 06 67 6F &F 67 6C  ....... w ww. goog
0040 65 03 63 6 6d 00 00 OL 2. com

Query Class (dns.qry.class), 2 bytes Packets: 14 Displayed: 2 Marked: 0 Drapped: 0 Profile: Default

2 7TIaa 1901 Kin ,DNS-n 71j7101N92 Packet-n 7w INI'MX NIN'K 7V 'ROINXRY 'T'N'N N2TN A7 In'w

165535-7 0 |'2 y11'7 71>' Packet-n NX NNXNY ID-N 190N¥ NINIX NNT bytes

D'91N'¥N ' 2V NPT WO, (Twn? N1 nnanit Yw nwn 'y) nuiwe Brute-Force NOpNNn NITVA

J'oN' X AT 7191 DMYOKRN
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Faked Bank Real Bank
Site Site

N51

| Real.Bank.Site=2.2.2.2: ID = 3425 |

| Real . Rank Site=2.2.2.2: 1D = 34726 |

| Real.Bank.Site=2.2.2.2: 1D = 3427 |

| Zombies 7 BotNets / Etc |
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2w IP-n namd nn (DNS1) 17w DNS-n v nX 781 (Bank Client) 71an nip? - w1 A
977 YIT X7w Transaction ID-2 wnnwn Kin ,Real.Bank.Site

.DNS2 My NX IRUNN KIN [271 WNTN VTN 702 1'K XN D n'7an DNS1 nw - nw e

DNS2 nawY (DDoS) NiN'w Ny'an Nopnn yxani ,0xanit ovan (Attacker) qpinn - 'wiw 2w
.DNS1 nx M7 1 X7 XInw ' O2

Dy DNS1 v Brute-Force mopmnn yxani ,0anit TV o*an (Attacker) qpimn - A
Real.Bank.Site 7w N'N'MKN IN2IND 227 ATID YT'N NI7ON NIAIWNN .DNS2-n (NI9*Im) NIAIwNn
Q7NN 7Y INIYI K¥N) WX 2220 7W NRON NN - Faked.Bank.Site 7w IP-n naimd>7? nnoni

.(Attacker)

,DNS2 nx 7xwnY "2 ,12 wnnwa DNS1 naww ID-n W47 Brute-Force y¥a% arn qpinn

.NN7¥N2 NOPNNN NX Y¥A7 N'7¥' XID -"TIO 190N INIX DX NI72%7 17X XID DX I

X 07N NIRIYNNN NNXR 971NN 7¢ DNITNN NIIYN 99X 7271 DNS1 N - 'wmn A9
N727N0N DX NYRAN D N KRIN 71,DNS2 N 7RUNY T2 wnnwn NIN 1AW *TIon ID-n 190N
.(Bank Client) 7220 NIj77'7 N2IWNN DX Nawnl !MX AN

INIoN NNN X¥Nw (Faked.Bank.Site) nknn "NXY7? 0101 (Bank Client) 7220 nipY - '"w'w 1Y
NNANNAN '019 DX 010N LI7W 212N 7Y NIAN INX R¥ND DX XIN D NN Qpinn 9w
NYTIN 73 IX) Ta X7 220 MNXR NI7pn 2py D ARAY TN 72 (Username:Password)
.(yaip gpnnw

Bank ) 7220 NI 7w ninannnn ‘019 NX N7V (Faked.Bank.Site) nxmn N - 'vav 1YY
.(Attacker) qjin'7 (Client

[lAwNN '019 NX 00N ,(Real.Bank.Site) 71an 7w Mipnn ANXK7 MaNNn 9NN - 1Y QY
"TIO |1IAWNY? 7120 NIZ7 7w 190D 75 NX Yaynl (Faked.Bank.Site) 17w nkNn MNkn 727 XInW

Y'iwa

977 N1017 *122 DNS-N MW7 nwpa 7Y InWMW NIDNY 2N X7 Q7INNY XN NAIYN AT TIY

NYPA Myl Ni7w? 710 Rin ,DNS-N MW DX 78UNN 2220 NI 'Nn DyT? 1Y X7 9pinn ,nNIX

INTM NP7 PN, nopnnn NR y¥a7 ™1 T 902 DNS-n nwY
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