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o 1 x>y Jd o, o o xCliek-Jacking - 14 % L Sx 0 X
ToxA AN A s 0 4 e x T O X e ) 0SS X ¥ x0T
x € s oL xy 4 x T ] {ilvame’t % . lirmbeipgframed.com ~ ¢~ X . X € o
« X S |XVAX 1v‘-| x
x €] s q. X v s 47 s
<style>

div,iframe,textarea{
text - align:center;

width:500pXx;
position:absolute;
left:0;

}

iframe,textareaf
opacity:0.0;

filter:alpha(opacity=0);

iframe:hover,textarea:hover{
opacity:0.5;
filter:alpha(opacity=50);

</style>

<div style="top:0; z - index:0; height:500px; background - color:lightgreen">
Try to select text from within the iframe and drag it to the textbox below
<span style="position:absolute; left:150px; top:190px;">Move you mouse

here</span>
<span style="position:absolute; left:150px; top:440px;">Move you mouse
here</span>
</div>
<iframe src="http://www.digitalwhisper. co.il/AboutUs" width="500px"
height="400px" style="top:0; z - index:1;"></iframe>
<textarea style="top:400; height:100px; z - index:1;"></textarea>
« ] {1 4x 4 ] C®s yx1 x x s e XL . S s "]
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C | ® vie ce:digitalwhisper.co.il o

<html xmlns="http://www.w3.0rg/1999/xhtml" xml:lang="en" lang="en">
<head profile="http://gmpg.org/xfn/11">

<meta http-equiv="content-type" content="text/html; charset=utf-8" />
<meta name="google-site-verification"
content="6WQethlelX30j3EtOCHGIizHXuV_hlBIREMuwgywsge" />

= =meta name="description" content="vyTn NNUax N1l W0 07T |'TIN

NN ownny (Tann o8 TUn7 R oo

omTg. "=

=title=Digital Whisper :: Digital Whisper :: ,nu7miom vTa nnoas |'7an
vy nnoax u7.</title>

=link rel="stylesheet"
href="http://www.digitalwhisper.co.il/Media/boring/style.css"
type="text/css" media="screen" />

o| <link rel="alternate" type="application/rss+xml" title="Digital

Whisper" href="http://www.digitalwhisper.co.il/rss/" /=
</head=

<body=
<div id="mainContainer" align="center">
<div id="header">
<a href="http://www.DigitalWhisper.co.il"><img src="../logo.png"
border=0></a>

6| <div class="box">

</div>
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 http://dev.w3.org/html5spec/dnd.html

9 http://www.htmI5rocks.com/en/tutorials/dndbasics/

9 http://blogs.msdn.com/b/ie/archive/20110727htmi5dragand-drop-in-ie10-ppb2.aspx
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:SQL Server management server - " « - S
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s, s LY X L X e X X express SYLX . tex TS |

http://www.microsoft.com/downloads/en/details.aspx?FamilylD=265f08bc -1874-4c81-

83d8-0d48dbce6297&displaylang=en

17 0 I'x  SQL ServerZ008-service pack 1: ~! 1 . x 8 7 | 17 1
x  SQLServers L s "

http://www.microsoft.com/download/en/details.aspx?displaylang=en&id=20302
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TN KN'TRY NS
HRTNLN T NN

|2 New Query | [ | 5 W @ | B (31 B8 B3| o9

0" U oW éd 259 Feryet |- ?I ecute | v A AR N =] ﬁj =2 | EE
JqueIn KnTNen 12 Registered Servers + 1 x m
a -- insert plaintext and encrypted data into the temp table,
[ Detabase Engine -- using the public key of the specified certificate
INSERT INTO CertificateTempTable (PlainText, CipherText)
VALUES(@str,

EncryptByCert(Cert_ID('SelfSignedCertificate’), @str));

J23Y0 DY 0'1000 0N == d\splay data in table

ey e S —= SELECT * FROM CertificateTempTable;

TINTD DRI 70 NN

nann y ‘gjg |2

[ Tamas.cMs i -- decrypt data and display
[ test_tamar SELECT CONVERT(NVARCHAR(MAX),
el e DecryptByCert(Cert_|d('SelfSignedCertificate’),

3 IZ‘J;”““ CipherText, N'CertificateStrongPassword1")) As PlainText

Patabaze Diagrams FROM CertificateTempTable;

Tl NIl N
e

3 dbe.Acticns?
3 dbo.aspnet_Applicati O o
R

= dbo.aspnet_Membershig =
AYaon ow — 1[5 dbo.aspnet_Paths EL ||_g Messagesl

dbo.aspnet_Personalizat PlainText

5 dbo.sspnet Personalizat 1 | Secretinformation._shhhhhh |
3 dbo.aspnet_Profile H H

= dbo.aspnet_Roles

VTN UTAN INYIT

X oo X sf x "X WA ss L ssAdl b A $Obfect Exporef X v ¥ T X ¢

N Ata vov

Data base (AdventureWorksj ->

Tables|(AWbuildVersion)i->

Columns (systemInformationID, Database version,VersionDate,ModifiedDate)

= L][dventure\"."orks |
[

A

13 Database Diagrams

= [J3 Tables

@ 3 System Tables

= 3 Celumns
? SysteminformationID (PK, tinyint, not null)
[Z] Database Version (nvarchar(25), not null)
[Z] VersionDate (datetime, not null)
[Z] ModifiedDate (datetime, not null)
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s ” . S s ‘I Y
. EncryptByPassPhrase) s 1, -~ ¢ ~
~:’>qv-H~\ . :v,sﬁ‘ A:’?X,, '|\V-|ss stﬁ‘,,x,, vs\"wx\ s, A1 J"~ s 7 X
ed 18,147 11 « 1 EntryptByPassPhrdse ~ ™ % X s's
w"x s 47447 x  Pa%dhrase §) S X . s d {5 R

Triple DESS " |« s s ¢ 4. xSY (le IX,IG{128bit7 41, & < %7

S X1 L. x4 oy x
create table MyPassTable (
data varchar (122),
passward varchar (122),
encryptedData  varbinary ( max)
)
T ,vx s 14 s-encryptedData o _ _ _ A
Jd, s s LY Da| -
s " s_ s. B X our,, ¢ X s ss ”]_:Passward 1'[
171 4 s, x [TXq{¢s" X qs
data passward encryptedData
nen 13234 487974 NULL
oy 79846 468749 NULL
Alice /1654 fasf NULL
s x4k qéhcryptedData s ! _ s i x <. T
UPDATE MyPassTable

SET encryptedData

= EncryptByPassPhrase ( passward , data )

X v, 85 s, q 4, si ., 0 X s "- ERc®yptByFassRhragmsswerd data)
s q I R LS L T TS Ly o sYux 1"y x:x=,\ x (Is{ <sx s. x s
13234 48794
S v . X I S X
passward encryptedData

| 13234 487974
79846 468749
1701654 fast

(x0100000075135106786745DBF 72ABBACES8D520E22129F92940FBO9B
(0x010000009C968435E51325D989E0F 19379A1BSCBEO2D0OCGEAE778A05
(x010000005F48579C02869DF0D93091FFD16EBS2T1ED351529EBGEB2CE
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~ *s 7 (EncryptedDatp s

v L X s

11

select encryptedData |

convert (varchar , decryptByPassPhrase ( passward , encryptedDat a)) as

decrypted
from MyPassTable

>

(S x .1 _ v v Jvaichan 1(, ¥ A)varbinary,

< X s - encryptedPata

1
s .-Convert 1
1

o 11X " 4L *s« -‘decryptByPassPhrasgéssword encryptedDatg

~ >

” ELIN | X " X
A L X lx.|‘v,s 3F-|j§<wq-|kx.,,¢

A > a ~ A

encryptedData

decrypted

0x0100000075135106786745DBF/2ABBACEBS8D520E22120F92949FB99B

L wn

2 0x010000009C968435E51325D988E0F 19379A1B8CBE02DOCE6AET78A05
S 0x010000005F48579C028690DF0D93091FFD16EBS21ED351529EBGSB2CS

Ny
Alice

ST s* T Fx. .

X

‘Profiler - ~ ¢

X Copdesd | oso1d 0% SQL Server 1 X X e ddsq 7L

= . X s 4] «* s1 b S S+ { {.&s: L S o X

11‘“")<“I:-||_s SI o« - <A . s

VoA > > ~ ~ v ~ v
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17 x 0" s Newrace 1~ 1« 1 s Profilers _ & 1 N, ss 1 x4
i . x 1s  A{Ttaee Logf: ~o I° X ~Spui X744 X

~ ~ v o>
13 Untitled - 1 (NETSER-PC\SQLNETSER) oll@g
| EvertClass | TeaData | | NTuserhiame [ LognName | CPU | Reads | Wres [ Duraticn  [Ow »
RPC:Completed declare @pl nvarchar(64) set @pieN... Report Server SYSTEM i 0 2 ) 1
SQL:BatchStarting ... Report Server sYsTEM
SQL:BatchCompleted ««. Repor:t Server SYSTEIM 0 0 9 i
SQL:BatchStarting ... Report Server sysTEM
SQL:BazchCompleted +++ Repozrt Sexver SYSTEM NT AUT... o 0 o 0
Audit Login == network protocol: LPC set quote... .Net SqlClie... netser netser...
RPC:Completed exec dbo net_CheckSchemaVersion ... .Net SqlClie. netser netser... -] 2 Q 0
RPC:Completed exec dbo net_CheckSchemaVersion ... .Net SqlCli necsex netser. .. 0 2 0 0
RPC:Completed | declare #p12 uniqueidentifier set ... | .Net SqiClie... netser netser... 0 24 ) 14
Audit Logout .Net SqiClie. netser... [} 28 -] 16
RPC:Completed exec sp_reser_connection .Net SqiClie... 0 0 L 0 X
« m »
[declare @pl2 uniqueidentifier R
set Opl2~'7C60CH37-5981~-4100 801
lexec dbc aspnet_Membership_CreateUser
serName-N'nn3' @Password-N'z nl ', @PasswordSale N’ rmzH+17HzBKNKYKBLSWaug==" QEmasil N'tyrrifgmail.con
#UsexId=§plZ output
lselect @p12
« m »
Ready. Rows: 6

DX XIxx_,sX 1Ios . XX 4 %s o \Web.configs | Xt wL ! T s 4% X X
= X JxD T ol yxx] T pxdExd x

| passwordFormat =" Hashed" |

Lo X DX DTy sxf s gl " sty

] passwordFormat Clear " |

ST XAX T X T s, X, X J TS| X

>

Profiler™ -« x0T 4] x 9s I« T "x Tx = x .ox

~ v ~ > ~ >

2 Untitled - 5 (NETSER-PC\SQUNETSER) ol[@]|[&]]
| EvertClass [ TextData | A | NTUserName | LognN | CPU [ Reads | Wites [ Duration | Cie -
| RPC:Completed declare @pl2 uniqueidentifier set ... .Net SqiClie... netser netser... o 24 1 13
-Audx\f Logous . . ] .Net 5qiClie... netsex nevser... o 435 3 70

RPC:Completed exec sp_reset_connection .Net SqlClie.. netser netser o ] ] [}

Audit Login -~ network protocol: LPC set quote... .Net SqlClie... netser netser

RPC:Cozpleted exec dbo.aspnet_Membership GetPassw... netser netser... ] 21 ] 2

Audit Logout SYSTEM NT AUT... 1é 1086 ] 10003

RPC:Completed exec sp_reset_connection SYSTEM NT AUT... o o ] 0

Audit Login -- network protocol: LPC set quote... Report Server SYSTEM NT AUT...

RPC:Completed declaze @pl nvarchar(64) set @pi=N... Report Server SYSTEM NT AUT... 0 2 0 0

RPC:Completed declare @pl nvarchar(64) set @pleN... Report Server SYSTEM NT AUT. .. L] 2 o ] £

SQL:BatchStarting +.. Report Server SYSTEM NT AUT... =
« m »

[declare @pl2 uniqueidentifier -

[@ApplicationName=N"MyApplicat ’ N'nn', N'R/HPLIZ3TE2xERPFEypPLgOXTFXU=" @ 1t=N'PiPC29gmLD3CMm3TX2RCkA==" Q!nniliN':yLl:E

16:08:12", @UsexrId=@pl2 cutput

select 8plz

« T »

Trace & stopped. Ln 97, Col1 | Rows: 111 %

" L JPfofilerss Ls © Xs .
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s - L1+ _ s Profilers {1+~ " Xx..BndryptByPassPhrase _ x _ 4 . x " o _ s _ ¥
I x & s
select encryptedData |
convert (varchar , decryptByPassPhrase (‘1324 5644', encryptedData )) as
decrypted
from MyPassTable
1, . . Fdoex 1 s - PdssPirase, _wx sl ¢x ] s { | x s .
~ s L x 1 s Profiler’s « . 0 S s s
£35 try (NETSER-PC\SQLNETSER) =1 R |
| EventClass | TewdData | ApphcationName | NTUserName | LognMame | CPU | Fleads | Wites | Durtion | Chi =
= Staz
_x-.: o = == network protccol: LRC set quote... Microsoft 53... netser netser.. .
E == natwark pretacel: LPC  set quote... Raport Server SYSTEM NI AUT... =
Exis == network protocol: LPC set quote... Microsoft 5Q... netser netser. ..
E == network protecel: LPC set quote... Microsofr 5Q... netser neTses...
Exis =- network protocol: LPC set quote... .Het SglClie... netser netser. ..
E == network protecel: LPC AT qUOTE. .Het SQiClie... neTses neTer...
S0L:BatchStarting I T | Micrasoft £Q... netser netsar_..
SQL BatchCorgleted - ELICT Jp— “aas 1 Acrosolit 5Q... neties neacies... 9 3 Q Q
Audit Logout Report Server SYSTEM NT AUT... a 31¢ (=] 10000
APC:Cempleced axec Sp_reser_connection Raport Server SYSTEM NI AUT... L] ] Q Q =)
. m » i
Trace & paused. n8; Col2 |Rows:25 o
coopdxx o e ox vy x  ©p b s Prifiters -] se v X
R L LUxxCPrdfilers | 1 4.8 ¥6 s I
x 1 ox o Stored Procedure:: -~ x ) 'Stored Procedurd — _ x _ 1 LIS

F L] xx oS e w w oL VY X ] {ss 1s, X CX L X 1«
(b4 4~ s+ iStored Procedlurer ¢ « -1 X4.Xx" s T D ox o M
-S e 60X L 1"lise_profilef x + { Sored Procedure {1 - "+ ] sly x

47 x 411 + PassPhrasedecnyptByPassPhrase

CREATE PROCEDURHise_profiler

AS

declare  @passward varchar (30)
select encryptedData

convert (varchar , decryptByPassPhrase
decrypted

from MyPassTable

go

— ID%I

( @passward, encryptedData )) as

x |

« X .~ usé profiler i

r”
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”
L s - {1 _ ¥ PdssPhrasé 1 x 17 x 41 + @paysward _ H Y A
~ ~ v ~ ~
. ( 1Y . s )I q s s &
~ ~ ~ = ~ v
. ” . H ”
S LT, x boox s Profilers 1 -l
£ Untiled - 4 (NETSER-PC\SQLNETSER)
| EventClass | TextCata [ Aopbcantiame NTI [ Lognhame [ CPU | Feads [ Wites [ Duration [ om »
S4L:Batchftarting Report Server  SYSTEM WT AUT...
S4L: BarchCompleted «or  Repoxs Sexw SYSTEM HT AUT... ] ] a ]
SHL:BarchScazting Raport Sezver SYSTEM WT ADT.. E
SQL:BatchComplatad - Rapore Sarver SYSTEM NI AUT.. o o a 1
5QL:BatchStarting CREATE PROCEDURE use_profiler AS ... | Microsoft 5Q... netser netser...
SGL: BaschCompleted CREATE PROCEDVRE use_profiler AS Hiczosoft 5G... nevsex nevser... ] a7 [ 2
Audir Legeue Raport Server  SYSTEM NT AUT.. o 292 a 10000
RPC:Casplazed aXEE Sp_FEIST_soRmacTisn Rapsre Sarves SYSTEM WT ADT.. o o 1] o
Audit Login -~ petwork protocol: LEC set quote... Report Server EYSTEM HT AOT..
RFC:Completed declare @pl nvarchar(64) set @pi=N... Report Server  SYSTEM NT AUT.. ] H a o
RPC:Completed declare 8pl nvarchar(4) se: @pl=N... Heport Server  SYSTEM NT AUT.. ] 2 a ] o
« m »
ICREATE PROCEDURE use_profiler &
s
declaze Gpasswazd varchaz (30
--*Statement text is removed ---- - - F
i m v
Trace & paused. Ln 18, Col2 | Rows: 67
. X S X v,y R R A s4 !l 4N 49 ~3Lxl (xLe s I X w4 {7
>
@passwore® X . x « X4 s x4 ., ] : s : 1
v > ~ v ~ v v v v
| . sy,,xxlll_‘ X ,, S Lo L1
~ >
= L} L}
EXEC use_profiler 12341 |
. = X . n
:Profiler Ll Tx
£35 Untited - 4 (NETSER-PC\SQLNETSER)
| EvertCiass | TedData | AopicationName | NTUsertiame | LognName | CPU [ Reads | Wrtes | Dumstion | Ciw =
BPC:Completed declare @pl nvarchar (€4} set @pi=N... Report 5 sysTEM HT AUT... o z o o
RFC:Completed declare @pl nvarchar(§4) wset @pl=N... Report Server SYSTEM WT AUT... L] 2 a o
SGL:BacchStarting Report sysTEM HT AUT...
SUL:BatchCompleted Report SYSTEM HT AUT.. o 0 o °
SGL:BacchStarting Report S sysTEM HT AUT..
SQL:BatchCompleted Report Server SYSTEM WT AUT.. L] Q a 1
SGL:BacchStarting EXEC use_profiler '12341° Microsoft SQ... netser
SQL:Batchlompleted EXEC use_profiler '13341° | Microsofr 5Q... necser netses a 2 (] 51
Audit Logout Beport Server  SYSTEM HT AUT o ank a 10008  |E
RPC:Cospleted #X4S #p_reset_connection Report Server SYSTEM NT AUT -] ] 9 L]
Audit Login == natwsrk protocol: LPC set quots... Raport Servar  SYSTEM NT AUT il
“ m L3
EXEC use _profiler '12341° =
‘ (L] 13
Trace & paused. Ln 57, Col2 | Rows: 67
” .
J xI {1 4% x .S 4¢ *x's .
- ” s
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:Brute Force 1

s oox o« A4y | "sPadssPhraseé x4 x 7 44144, J 1 9dd4 e § -0 S~
« 4 s s’l_,,>$<\~ S . X .S '.s>£>\“ L.S{sX* VZ . sA-|“><“:”~>o<_>" v o~ N S 1% L % 1s
T, x s e i s yBruteForee, w . - 1 x4 0 0l s X
encryption_datar~ 18 s {4 < WIUxx{ Isxoop o Dx 4 s HXX T X 3 4%
CREATE function [dbo] . [encryption_data] ( @encryptedtext varbinary  ( max))
returns  varchar (8000)
with execute as caller
as
begin
declare  @data varchar (8000)
declare  @password varchar (6)
declare @i int
declare @j int
declare @k int
declare @I int
declare ~ @mint
declare  @nint
set @i=-1
set @j=-1
set @k-1
set @I=-1
set @m-1
set @n-1
set @password ="
while  @i<255
begin
while  @j<255
begin
while  @k255
begin
while  @I<255
begin
while  @m255
begin
while  @r=255
begin
set @password=isnull (char (@i), " ) +
isnull  (char (@j), " )+isnull (char (@K, " )
+ isn ull (char (@), " )+isnull (char (@m " )
+ isnull  (char (@n, " )
if
convert (varchar (100), DecryptByPassPhrase (ltrim (rtrim ( @password)),
@encryptedtext )) is not null
begin
-- print 'This is the Encrypt ed text:' +@password

30
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set @i=256; set @j=256; set @k256; set @I=256; set
@m256; set @n-256;
set @data = convert (varchar (100),
DecryptByPassPhrase (ltrim (rtrim ( @password)), @encryptedtext ))
end
-- print 'A'+ltrim(rtrim(@password))+'B'
-- print convert(varchar(100),
DecryptByPassPhrase(ltrim(rtrim(@password)), @encryptedtext))
set @r@n1l
end
set @m0
set @m@ml
end
set @mo0
set @F@K+1
end
set @I=0
set @k@k1
end
set @kO
set @j-@j+1
end
set @j=0
set @i=@i+1
end
return ~ @data
END
http://www.databasejournal.com/features/mssql/article.php/3717826/SQEkrver2005--Hackingpassword:~ * ~ _ *] | x «

[Encryption.htm

S ] . WS” XL S L
select data , [dbo] . [encryption_data]
(encryptedData ) data_hacked from MyPassTable
I xs | x s X 4 XL xT C L iixxddx sodx L ] X, x| xs | s
XS Lx s L L x

http://www.databasejournal.com/features/mssqgl/article.php/3717826/SSkrver2005--

HackingpasswordEncryption.htm
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Technologic

202 « x2847 x 4 LY

Toddy 4t s 41
L X 114y 4l g 44Y 4L ss3T s, X" s 4" s
XU ey XX XA L~ ” T XX 441, Ffa 8 X L. q7
I A S T S A
11 1s L Fo S s o d s, s XA K
create table creditCardTable (
names varchar (22),
creditCard NVARCHARLOO)
)
A 1504091 sT 9
names creditCard
david saas 1241 1412
NNua Ne/m 5673462
ori moss 87944488...
oo Ty 897446 3...
x 7 N R L O L L 1 L MabKetxKeyd 1Masier keys - X5 o, X
s s X Pl Xy s Lo sl 48,241 d4¥9415
ervice Master Key encrypted with DPAPI
Database Master Key ‘
1
Cerfificates |
[bttp://www.4guysfromrolla.com/articlesf022104.aspx ~: X «] _ *
-MS-SQL*+ {1 7 x 7 ? s
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> _ ‘MasterKey ~» x « 1o {11 |
create  Master Key encryption by password='  SectertPasswordl |
'S . X8 s I X s s S,:‘. L XS "0 XXX, X x4 " g L s
Command(s) completed successfu Iy
s.1 L « s *MasterKeys ,” 1+ X
i Lr14y4! s sv-|2'|s e X
create certificate MyCert with  subject = 'MyCertSubj' |
S _ 1+ 1s Mycert_ €§
S _ 4 1s o _-MgCertSdbj §
4.1 _ 4, s 1+, _s . TR BT A S
create  symmetric key MyKey with algorithm =AES_256 encryption
by certificate MyCert ;
A1 4, s T1T: -MygKey § ¢ _ s
s N A x-algorithm=AES X286~ s ¥ X
Uhxos s hxo s s o x ox x " o - by certifidate MyiCers § s _ 1 ¢ 1
e . sy s T . X 1. s 0 v XM IS Sepver | 4 X
Xx DX TRl X . o x 7 cx 1 s ] oA ISt a1 x T X
select * from sys.symmetric_keys |
S « X S X
name principal_id symmetric_key_id key_length key_algorithm algorithm_desc create_date
1 | ##MS_DatabaseMasterKey## | 1 101 128 D3 TRIPLE_DES  2011-12-01
2 MyKey 256 256 A3 AES_256 2011-12-01
3 creditCardKey 1 257 256 A3 AES_256 2011-12-01
4 SecureSymmetrickey 1 260 192 DX DESX 2011-12-04
5  SecureSymKey 1 262 256 A3 AES_256 2011-12-04
Masterkey-s : ~MyKey *x 7 . « 4 O x Bl os 4l d e x a1
XL s , 41 . 1s ] 4.« X s 7 . S's y X Doe S XX ] .
T x s A0 L s, xsVicreditCdrdTablé s s c1 L . x €17
alter table creditCardTable

add creditCardEncrypted

VARBINARY MAY

33
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LA TS 4i 4« s ~xs 4 Jvarbinany ¥ K4, _« xscs  sIlx ysgoxy x

X no ‘I . q ” -I S .I V S 5, -I N . n g ” . s s
| open symmetric key MyKey decryption by certificate MyCert |
-I_:)VS oa =.|:X'|:")LS‘|SI-,‘|\,|-IX;‘5-|+‘|’Ce|rt-f’<x*:31j§ S-I‘I:>
creditCardEncrypteds ! x) i 44 «s D x. x, update S | XX JI¥4T] 4 axTee
: S( ” .o S nambs E | . S 'I s

update creditCardTable
SET creditCardEncrypted =
EncryptByKey (Key GUID('MyKey' ), creditCard );

P4 x0Tk tsxow, s T sX sl o 4 st o, T Xy XOUEncryptByKey
I N
S X S X
names _creditCard creditCardEncrypted
1 davidsaas | 12417412 0x0027D99294A0A24F 8FEAN0F7E08F 32FB01000000B6A039ECIDBC202450BE5F24C8A3E
2 Anuanwun 5673462 0x0027D99294A0A24F8FEAOOF7E08F32FB010000007A4EADFFFEDS 1A383E458FFE223CD .
” . X s s ' x s I ISR I x
alter table creditCardTable
add creditCardDecrypted VARBINARY MAX
1 x” 1 S N s [ S
update creditCardTable
SET creditCardDecr  ypted =
DecryptByKey ( creditCardEncrypted );
S + X S X
names creditCard creditCardEncrypted creditCardDecrypted
1 davidsaas 12411412 0x0027D99294A0A24F 3FEAOOF7EO8F32FB010...  0x3100320034003100200031003400310032002
2 Anuaawn 5673462 0x0027D99294A0A24F BFEAOOF7EO8F32FB010...  0x3500360037003300340036003200
S X s P RIS N TN N -4 . ¥ T § % creditCardDecrypted L s 1ox

X n VaTI’CH]aI’)iN S"'I" “ L oo _Inx

SELECT CONVERTNnVARCHAR100), creditCardDecrypted ) as decryptedRow
from creditCardTable

S,ws, X s 1 Tdd Tk d s, 8% st 4« nvarthars o one L XA
174 1 cd e dXs sy oss s, s ] L
MS-SQL* 1" x 1" 1" s

www.DigitalWhisper.co.il
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q X s S « . X S X
creditCard decryptedRow
112411412 12411412
2 0673462 5673462
Eod o, :V S¢=~::;|H”)X\\,C|_S s L X qs S,XL:]L \.d:S:S’§gecry_pt§dROW
S ”

R 1. 1« v 187 s 49

§7 sl x. {sxs”ediCards 1. x

. S. .o X
Ax 7 4 T X
i 14y 4! s Ix 0 Ly
. . sy -|va . 4x,-Hs’,,v-Hw-| vs”]):‘>sv L. <.‘sA-|><x~s)" ): ‘x:s,,vL~1)-|,h“Z X 4
L, »Xx_ _pr1edd¥ydhix sq Mastdrkey- x « 41~ ddorx1¥ 4714 os G4uix] X
S PR S T IR P
CREATE SYMMETRICKEY SecureSymmetricKey
WITH ALGORITHM= DESX
ENCRYPTIONBY PASSWORDB: NStrongPassword — 1'
;A\xx,”Zx‘ ]x:)j_xs\,," .
OPEN SYMMTRIC KEY SecureSymmetricKey
DECRYPTIONBY PASSWORD: NStrongPassword 1" ;
X q 424,417 s 1 S L I X . s s ” s s L X x x "
s " s s . 1 L L , x A s.|s.|~ = X o x ] . X S
oq . :I\v -|SV” ., ~ S
TXx ] v ks ds¥s s g s ss S x| T4 EtX4ss  |4{s
'S . X s . y x I X Ix B X ekt Esk . s s y x o 0X
CREATEASYMMETRICKEY SecureAsymmetricKey
WITH ALGORITHM= RSA_2048
ENCRYPTIONBY PASSWORDE: NAnotherStrongPasswordl' ;
DY 44 T x®s o9 X 8x s I SOL Servert _ o X% Dxoi
A1, .

A R T TP B S PR S L5 B RNk
| SELECT * FROMsys.asymmetric_keys

. w
>> v
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1 | SecureAsymmetricKey : 1 256 PW

name principal_id asymmetric_key_id pvt_key_encryption_type pvt_key encryption_type_desc  thumbprini
ENCRYPTED_BY_PASSWORD 0x335328|

P O e Xy - X, sy gpbrypted by passward. x s s
T4y Al

w1 X XS s Dosoo . s, x 8

~ > ~ LI

11, s . XY X, |

v

s | x

DECLARE @str NVARCHAR 100)
SET @str ='avram zimer' :

INSERT INTO AsymmetricTempTable (PlainText , CipherText )
VALUES (

@str
Encryp tByAsymKey ( AsymKey_ID ( 'SecureAsymmetricKey' ), @str)

100 o !'mvarchary x (1~ % _x 4 @strd7 1 L~ +q%s,.Ixqs
A2 s LM~ s

. dvram zimet - ¢ x . ] L sxx s {s

~

>

str ~ 1 _ ~ AsymmetricTempTables L * 1 s | x35.s xxy_ " |s

41X x4 1% s chipefText s "X . xS LM 5 , X %]
A4 s s
Tl e X el s o s X LT 8 L4 b s B x s

‘ SET @str ='Type here what you want" ;

\SELECT* FROMAsymmetricTempTable ;

L R —

Id PlainText CipherText
1 | Hello RSA 2048

" mnnax pny

nwn omn
david saas

Ox6E71D839FAAST0EBS120418C415DD82F0171CEBO7B38EDFIBE269F Co30034FOAABFE30ACET3...
O0x594E2AGESESFO44F66F315E810DF4C948BF 1IFBFAZASDE253FF61DE2BADFBEODB3CO7 1FE4CY...
0x0B9682F76B369466D6C36D6AAETEEDEGE 1FAFG681BF4044902CBFEQD29F73042E2C83162F59...
0x1B1940E6DEF42B6B06B0A046B17B3ESFA20CBEBABT7G5F597B2FD3268ADSFDBAGGISTECSSC. ..

:s(HXJ" .« L -Sf“

1S 43w 0 4|

SELECT CipherText
DecryptByAsymKey ( AsymKey ID ('SecureAsymmetricKey' )

CipherText
FROMAsymmetricTempTable ;

. CONVERTNVARCHARLO00),

, N AnotherStrongPassword 1')) AS PlainText
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X
>

hnoloqgic

s s-ICipherText 1

varchar = 4 * L s 7 . s s vaibiharys v x _s _-Cénvert s
A _ -*DecryptByAsymKey 1
s 7 s 4T As o
17,0 v X x T A x D x
A o) BAXY s A 0 il ss T xs A A
y «x o oosbox o CAS PlaiText T »
S « X S
Msg 15466, Level 16, State 1, Line 1
An error occurred during decryption.
s " x | " s va'IVSX:V‘JX ”
SELECT CipherText , CONVERINVARCHARLOO),
DecryptByAsymKey ( AsymKey_ID ( 'SecureAsymmetricKey' )
Cipher Text , NAnotherStrongPasswordl' )) AS ourPlainText
FROMAsymmetricTempTable ; \
\ S . . X IS
C/pherTex‘L UurPﬁipText
1 §M6E71D839FAA91DEE581204180415DD82F01?TCEBD?B... §Hel|0 RSA 2048
2 0x594E2AB8E5F944F66F315E810DF4CO48BF1FBFAZAS..  DiNIN oyt
3 Ix0B9652F76B369466D6C36DBAAEYEEDEGETFAFGEE1E . nunomn
4 0x1B1940EG6DBF42B6B06B0A046B1/B3ESFA20CBEGABY... david saas
:s"yix">_|-|,,\i,i Xt Hw X "§|A%A'S” s X SNV w.|s.||_
CREATE CERTIFICATE SelfSignedCertificate
ENCRYPTIONBY PASSWORE: 'CertificateStrongPasswo rd1’'
WITH SUBJECT = 'Self Signed Certificate' )
EXPIRY_DATE = '12/01/2030'
] . x . R R S s o1 s . sd ™ Isss - ='|J,1’LM\)|_lIxs\
X x N X
DecryptByCert ( Cert_Id ('SelfSignedCertificate' ),

CipherText , NCertificateS trongPassword 1'))

MS-SQL*+ 4 " x 1 " 1
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x "y TIx b 4.1 x DL L des x

X « X s D G ”XZ){XL 1~-|xy -|-|I~ S. ,,1‘.‘ZA'|XS LX

Function Description

SignByksymEey Signs plaintext with an asymmetric key.

VerifySignedByismEsy Tests whether digitally signed data has been changed since it was signed.

SignBylert Signs text with a certificate and returns the signature.
VerifySignedByCert Tests whether digitally signed data has been changed since it was signed.
L As e 0 x0T, s
http://www.4guysfromrolla.com/articles/022807 -1.aspx
L _| "oy " g I .S L L
Tx Ty PTos I ts L L s s T X I s, O b T
.2008 Enterprise s | ~ 1 ¥ _ < "Transparént Data Erccryption ;.  ~ TDE{«. « 7
x 7 A . s s | I N O N S IV (T I S O BN s =] x LI x s s
s L X1 L, XX L S , X S, 1" % X"
+ STDES o = x 7" x .. . A
LS x 1«14 ) s Dooxp o X X .sx o 1T qee o 1T X s s
Fd7 4T ckx s 4 s BN LN I I HX p )X sy od.rx o x o

I T T S

s Vs L Do x
Xowop X1 0 Dox xo Teeg-st o xeulx 0 s AR X 4 s
x]:)vs“IL"A.|x‘_ St X,SV:,A,,SA|='|::|V"SXV"-AXI i _ s Lo .|ﬂ.|>s
xZ,_-|\~ Z‘,,s(’{_,‘ss.|sﬁx:x='|-|2\>v|_ XN « oL X Z)x\l_x1s
X 1T A, 1 745y Cox ]

S

20-28% . X 135%AL s k4L x4 XS (AT A xp R d XS 4 Xs 4 !

_I—1" _Is s " . s s 'I”X"Y
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LS X" x ., 18 x
.2008 Enterprise - 1YV § . x4
Lo s ox T o x g s oL s 1q
1L x s s b ds s X x g { X IR, S B IR | I X x ]
S o~ st _oossp
s 0 _ . DBS *ul o L xs Master:* . {¥xs§ c o x4 s
Drop Down-s  + + 4«1 X0 + 4 _ %¥isf” TTOE %% % )s4.W1DB, s
S X S p X< q .
DNewQuey | | B H T B E BB,
oJ {57 | master | ¥ Execute :"
X X oo ox 1 TDE %« X7 F AP xxX " 14 ] e XI]X7
if exists (select * from master . sys.databases where name = 'TDE' )

drop databas e TDE

Do X X AT H by x ] xoox

a

DX

DB+ <L)

Lo X oS A41T1s X0 s

CREATE DATABASETDE

, X X

:TDE. Drop Down-*

_!TDEDBs 1 : -

TDE ~

¥ Execute k

:Credi tCardNumber « ~ + « X s {

s 4 Customeps s L ¥4 ss

Create Table Customers
(
Customerld int ,
FirstName nvarchar
LastName nvarchar
CreditCardNumber

(50),
(50),

varchar (50)

X | X o, X X L %

. . % - < .
XL Sl % XD s Xq s - X

Into Customers
1, N'Anakin'

Insert
Select
go
Insert
Select

go

N'Skywalker' ,

Into Customers

2, NDavid' , N'Gabay' , '9348

'1234567812345678'

MS-SQL*+ 1 " x :
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Insert Into Customers
Select 2, N« 1%, {1N", 1'y, 1231 -415-6617- 71631’
DS [ I x S X§ ., xS SYHY"s s, "
Customerld FirstName LastName CreditCardNumber
1 Anakin Skywalker 1234567812345678
2 Dawid Gabay 9348
3 2 I 09"ng 231-415-6617-71631
s 14 _wr $2xixs 1l 4 %s | QL Servey, ; xx_. x| px7 o xx 1]
S LS b X O I S S I I L 0 T B T N T T TN
Svda L T AL EAs Y S48 vty " 1x w1 lnotepad L.lS XX
s " T x4 xJp, 1. SQU Servetr P s sp faIs 9 o 6s 4] s 4
S S -I oL
e j - = nean apn
l ST a0 N TN B ow
| 2,304 KB MDFymp  12/11/2011 07:39 AdventureWorks2008R2 |7
576 KB SQL Server Datab... 12/11/2011 07:39 AdventureWorks2008R2_log |1
4,096 KB MDF yuip  12/11/2011 07:39 master |
1,280 KB SQL Server Datab... 12/11/2011 07:39 mastlog |+
2,304 KB MDFymp  12/11/2011 07:39 model [
768 KB SQL Server Datab... 12/11/2011 07:39 modellog [+
13,056 KB MDF yuip  12/11/2011 07:39 MSDBData |
2,816 KB SQL Server Datab...  12/11/2011 07:39 MSDBLog [k |=
2,304 KB MDF ymp  12/11/2011 07:39 TDE [@|
576 KB SQL Server Datab... 12/11/2011 07:39 TDE_log [+
8,192 KB MDF yuip  12/11/2011 07:41 termpdb |7
512 KB SQL Server Datab... 12/11/2011 07:41 templog |5
2,304 KB MDFymp  12/11/2011 07:39 try @
576 KB SQL Server Datab... 12/11/2011 07:39 try_log [
Y Y " _TDE-X " DBS : - .o X O IXXTs, sy X P X X (s L T
X I x .« {3 iTDE- X _ _ N DT B U O S [TV R R R I ek
oo X v s s X s AIRx s Ul X+ L { T 4] AR LK
Customerld FirstName LastMame CreditCardMumber
1 il Anakin Skywalker 1234567812345678
2 2 David Gabay 9343
3 2 Ny 0929 231-415-6617-71631
IMS-SQL* ¢ 4 " x 1" 1" s
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:9348

[ X

e DP9 - 192 |

Imom

-~ Jmoooao

00 00 m oaoo

NIty NANMD 0¥y NDMY yaap

0D ID 00D 0D 00D 0D 00 oo
bl b

m 000

MO NN DN
Eilvint

t6D 11 MavidGabayEEil] agment_ size6D

-

i 4

9348

o

nun? @ nYvn? ()

+'010 IAAnakinSkywalker1234 1

[T »

NN /D0

e nrmx Jnan [

bl
I m

FTAE s p 4 4 d s 4T xS

+ 1 1Masterkeys 1 _ Masters

., XU"s " x X s s
>

| drop master key

s 1,

v v

~Masterkey ¥ x . {7

‘ CREATE MASTER KEY ENCRYPTION BY PASSWORBD 'masterkeypassword' ;

T4y 49 s: s

XX

‘ CREATE CERTIFICATE TDECertificate

WITH SUBJECT = 'TDECertificat e';

7o 1t 11y 9! ¥28 sIH.YAES*: ~ ¢  *DBS ¥y x _ . * 1.1
. I x
CREATE DATABASE ENCRYPTION KEY
WITH ALGORITHM = AES 128
ENCRYPTION BY SERVER CERTIFICATE TDECertificate -
ST e s x4 T
‘ ALTER DATABASETDE SET ENCRYPTION ON |
14 s x DX psx "x L, TDEA{s":x I " s . S R S
dox X L s sy sTs]
| SELECT is_encrypted FROMmaster . sys . databases WHEREname = DB NAME |
” ” S

41
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DXL gt X xSt x T g E 4 s

a ~

S0 x93 € X, ] s L, ToxsxT] L4

T — =
|. 2% == | N 0pRPI9 - INN J
MY NAMD Y'Y oMy Yo

I ft SQL Server RAID Ipmell A 000 IE0@130 I [TAPE
El SSET 170 MSFMB €

u ‘ mn'en DP9

fo o=t » PPRIMARY SFIN

. ETSER'MSSQL'\DATA'\TDE.md fSFIN
"9348" Nx IMNN? NINMON TN '0/

B9

9348 TN ON

o CM'w

ST(2}@pPOFTL. . o @ O nrmx an|C] || 100

<l L |"
I'x v« sWiaMerge, d _ % ! x« 4 1« T H{X soxx s s*xxi{ |
A x4 s 1 - IBB*  pXxXdx "y s K ™MIsie] v Xiux .o

T S X [

http://sourceforge.net/projects/winmerge/files/stablef2.12.4WinMergg.12.4

Setup.exe/download

< "sWinMerge S " I x DX s|f" &7 i oss 1.y x  sT oss {7

Ewinl\‘ler’gef bencryption.txt - aencrypti

\_j Fie Edit View Merge Tools Plugns Window Help =S
o= H B 2T BRXF( P hyE DA

| Folder Comparison Results | Uniitied left- Untitled right | bencryption.bd - aencryption.d |

LosonPare  * C:\Users\12v1\Desktop\TDE-encryption C:\Users\12w1\Desktop\ T DE-encryption\aencryption.txt

\bencryption.txt
) [12) eu@Eoy o £ (03 (0 (03
1b°0s (17)(1¢)) s+, (03)" (1D ([AB)OF >y(*€p11 Q21 O(OC)EN,, £~O1x+} :

PR S -
305 —Fn[}>jD¢ (eIl #O0cxpwea: (IE) El

"(1z)+(03)u(03]
. 5 On reondnyg” NUEAts" “vpoLpOSS o1 5 | (g &< °

o “Nt@E)"1 T, "E™1 1D
[04) (03) ID) '+ Davidta

D#6 TOUSH%RCOtp6'P° N )P O(EB)E9E=] 9 nFEEm“UIn |ins go(TE)A
Pl o ken—{ GO W0 >- ~Anvolp(IH)mmsx;j0 12902 ' | oxv(TA)oAm-.
L e w (b9 0
bOcPufl 6)9g gv Ui%tge, 0(aF)d, —KO+"fb(mopée £A[(11]i(10)°gNm—~ S
t € o B a
3 g 8 g -
< | K| L.
E— E— Ln: 143 Col: 160/8185 Ch: 140/8133 EOL: LF 1255 Mixed  Ln: 6056 Col: 1/71 Ch: 1/57 EOL: LF 255 Mixed
L0 x L, s - XX L (X X NN
- > v - P v

-MS-SQL* + 4 ” xi" s
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http://sourceforge.net/projects/winmerge/files/stable/2.12.4/WinMerge-2.12.4-Setup.exe/download
http://sourceforge.net/projects/winmerge/files/stable/2.12.4/WinMerge-2.12.4-Setup.exe/download
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o oo X
X 4 . % N
', 14 ws A oss o sose T x T o x Py U SQLSenvar] o x 17
| ALTER DATABASE TDE SET ENCRYPTION off ; |
v Xpsy ] x ! DX ] s o X X L . S ] x X% X v L X1 s X
DBs . sl x> s | J.x< 1 _IsgXpxss, x X L3ss d4
s 7 S L 11 x 11
Xl qd
Aol b T4 Y MSSQEY Tk B HAIwE s T oS s 1y x| Coe
ol OX X s s ” .S 11 -~ Tp <" xxt " se Ix oy ooxpsp s Sl ow, To4 Xos L = K
447 4T r A el DL X T x s b MSSQL F ATTYXS LT s L dx L sX X
o ox v dcXes 1. X w47 x o v {0 ] EFSC XY ]l 4 HILxX
el s . o x o 1 True€rypt x Bitlocker ST X W dAls. Lk drLS IS
AT x T s X sy oo x {4 s {4 | ps* X 4 s
x | x
S " xx | s s X s | .l ss s X7 o Fhkx T ]
X X

1 http://www.databasejournal.com/features/mssql/article.php/3717826/SSkrver2005-

-HackingpasswordEncryption.htm

www.msdn.com

http://technet.microsoft.com

http://www.4gquysfromrolla.com/articles/022804..aspx

http://programming4.us/security/1074.aspx

http://www.simple-talk.com/sgl/databaseadministration/transparenidata-encryption/

= =4 4 -4 - -

http://www.mssaltips.com/sglservertip/1312managinggtserver2005masterkeysfor-

encryption/

-MS-SQL*+ {1 7 x 7 ST s
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http://windows.microsoft.com/en-us/windows7/What-is-Encrypting-File-System-EFS
http://windows.microsoft.com/en-US/windows-vista/BitLocker-Drive-Encryption-Overview
http://en.wikipedia.org/wiki/TrueCrypt
http://www.databasejournal.com/features/mssql/article.php/3717826/SQL-Server-2005---Hacking-password-Encryption.htm
http://www.databasejournal.com/features/mssql/article.php/3717826/SQL-Server-2005---Hacking-password-Encryption.htm
http://www.msdn.com/
http://technet.microsoft.com/
http://www.4guysfromrolla.com/articles/022807-1.aspx
http://programming4.us/security/1074.aspx
http://www.simple-talk.com/sql/database-administration/transparent-data-encryption/
http://www.mssqltips.com/sqlservertip/1312/managing-sql-server-2005-master-keys-for-encryption/
http://www.mssqltips.com/sqlservertip/1312/managing-sql-server-2005-master-keys-for-encryption/
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” ”
XML 1 1 XMLBnc 417 _ -« 1x°"
s 7 x A R 5
S « S
1% « 4 L bSX4UI"X X%y X5 X, 4] X B % x0T s KX UK I x 1
Fd 7 XMLA X S L E L' Fod X _W3E S SXMEERCT «~ - ¢ 1 xs
L T R I IR S BN S N SRS L H S e S I T
b XN R I _x°.|x\ x =X >|_x-|\>&,xx.| ”x"-|-|Z>I|_,>£Z-|va)<,,> ” -|,x”,,x-|J“,,|_A\
s ¢ s . s L 1 X .| XN . X = . X
o X 1 s v X T . s . L Lox 7 R R T . s L
x ¢ JBosf - r ¥ Apache Axis2 Java: x {1 @ @ % N s o x XX X ? ] s s
. s ox ¢ B ] XMHL. | oxsx X4xI 1s x s . s 's {7 x "y " X X 4 % X
X LoXx 1% |_(‘-|x“ X "X LI X o« o, B ) CB& J[G]x'sl‘jl: X § % 1", si X | S."xX . ., S
v . Lo IXMLXS  SUx 1.8 S| ETXX Tyt 4 ] S X s 6 x XX
L X AXIS2u X CE I S S S Ml v 1 A T x 4T ] osX
Tox 4 e b T S Lk oos o )UBogsX 1A x b A%
1 x4 s
XML—X S 7 . S IS = X 7 Y
XX, XU s o n ey A U s v x T XML s T (TS S

’”

Ko ] xi,x T xs { B3DESAES, _

.CBC x " ¥ 1

" http://www.nds.rub.de/research/publications/breakingmk-encryption/

2 http://isecpartners.com/files/iSEC_HILL AttackingXMLSecurity bh07.pdf

N IR BTEER Se T B | IS B S R TR

~

X " ” X

3 http://aws.amazon.com/security/securitpulletins/reported-soaprequestparsingvulnerabilitiesreso/

* http://citeseerx.ist.psu.edu/viewdoc/download?doi=10.1.1.134.3005&rep=repl&type=pdf

5 http://www.iacr.org/archiveleurocrypt2002/23320530/cbc02 _e02d.pdf

® http://www.usenix.org/event/woot10/tech/full papers/Rizzo.pdf

~ ~
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http://www.ruhr-uni-bochum.de/index_en.htm
http://www.w3.org/TR/xmlenc-core/
http://www.w3.org/
http://he.wikipedia.org/wiki/קריפטוגרפיה
http://he.wikipedia.org/wiki/קריפטוגרפיה
http://he.wikipedia.org/wiki/XML
http://axis.apache.org/axis2/java/core/
http://www.jboss.org/
http://en.wikipedia.org/wiki/Block_cipher_modes_of_operation
http://www.nds.rub.de/research/publications/breaking-xml-encryption/
http://isecpartners.com/files/iSEC_HILL_AttackingXMLSecurity_bh07.pdf
http://aws.amazon.com/security/security-bulletins/reported-soap-request-parsing-vulnerabilities-reso/
http://citeseerx.ist.psu.edu/viewdoc/download?doi=10.1.1.134.3005&rep=rep1&type=pdf
http://www.iacr.org/archive/eurocrypt2002/23320530/cbc02_e02d.pdf
http://www.usenix.org/event/woot10/tech/full_papers/Rizzo.pdf
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x ., 1y sGBCL x | =

>

s x ]y D144 A osX"{K3DES L ARS ST 4 . X ¥ L« XMEERdS Aty
Tox sl des o0 ol e xL X 17 X A . TR S Lo~ s .

~

1, . Eae(km)s ™  ss  p(EhcDed)od 4. xY Lo ¥ xO {1 y?”
(1 X FoL M) dexsgX e g d-l | mIE {011 x Ly kg {0,101

4 eaT xox k1 1x DEcfke)rx o 0s e80T o x 1 o1 49

m e {01}
PA s L KMIEUS LT XMEm E PO xs T s x T T x L,
Pl Lo FLo_ e 1 .ox x Ll UTF8Y $1 1 S x I X1 §Xx
sex ] txqmli e FAAd T AR KA o v e . L e x o w4y

L e T s 4 p DL XY L X m) e xS X e X X ] s

ML s L sl x J{ Xoqx sxm':j;{m];l X s I x s
w XS =ﬂ_’)|XX‘.)x-I ., S =X"Y"VXXM|=—E¥]CT4LS s
1] s o lxss {18 xd¥Y T pPrpz-xd>* " 7488 40 %s1 . XS
mL S _ L SuX ] o sq4sq4 1 x, s {x_ ¥ys 4 <1s
A pE,—1s Txss o 4xys R oo1s 4.
Pren-L sxx~ s { s 4 X | . L 3] . x " |
L) %H s i K47 0s 4 s xx =X, ]+ s .4 X s s D

mioeoo s xd ko x x

~

XMLEnc® « - % . oy x I 1GBGS{ « X XX sl Xxp.y «xxss€ , 1 x { X X s
I(Enc,Dec) v * 4 . ¥ ¥ L~ x X dns xiy_ (s | X >1-;;]-,1'3 sHpx s ol X x s ¢ I x
Lo 17 T ok s s 0 IR L R b XX RS X T X, v X

x:=m', @iv,C"M:= Enc(k, x)
i "QKE'?,."..,C(&F Cax s 4 ads L 24 s b ]

~

i=2,...,d. Je=m'| @ v, c1, = Enc(k, x)

7 http://ww.w3.org/TR/xmienccore/
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http://he.wikipedia.org/wiki/צופן_בלוקים
http://he.wikipedia.org/wiki/בית_(מחשב)
http://he.wikipedia.org/wiki/בית_(מחשב)
http://en.wikipedia.org/wiki/Character_encoding
http://en.wikipedia.org/wiki/Character_encoding
http://en.wikipedia.org/wiki/Character_encoding
http://en.wikipedia.org/wiki/Character_encoding
http://he.wikipedia.org/wiki/UTF-8
http://www.w3.org/TR/xmlenc-core/

Technologic

C=(v,cM,...,c¥) 11w xwxs T x3 s 1s
Y "+ { _ m(im¥ = Dec,,.(k C)-* " CF Erc,, (Km(m))-> N =
s” . s 14 s s d»s ds g spXXxy {ckx™s” oss 4 s L
) Plaintext Block 1 Plaintext Block 2
Encryption LITT [T 0] CEL T [2[?3
Y
Fany
-
L
Key »| AES
Initialization Vector (IV)  Ciphertext Block 1 Ciphertext Block 2
Lttt Iyl it PP L le-111]
Key»(AES) ey > (AES)
x LI [T 1T le-T 1 1]
Paddin
- ¢ Padding
'
Decryption LITT PPV ELTT  [?2[?03
Plaintext Block 1 Plaintext Block 2
fx, 48BG4« x 0 oy 4] 10 s
s L xT1s
Ak s w3 L k1 AGBE T 4 L Y s A X
S Xwxesti(x)Ts o9 s o F 80 o} _ chosencyphertext: s
boxlm= pmiY, o m @) s 1 xs T (v, 0,0y« 1.<1 ~xz:v

P X IV =1V @msk s { suX 5T X TNT ok w4 AT H T CBCE 4w X L

ST VL EST) tosox s s 4 xy s ek E{0,1)"

I x s s L

s ” _I ‘{C(I—l}s@msk’f(l}]f )>( S X s <.l B X“mg&}&)msk

~

i=2,....d. Im'Y? @ msk

s Il x s s L

T oox s 4 wts oo @msk D or x WX 40X s ], x Y .

Toox s o4 o ods e o makTL X A e L B LT XS T X
S, x s X Esfdxrvs 4 o 1s o o4 s XML 4 e s e XS

XML4 1 _ XME-Enc4 " | - Tx "
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XML: " 4 9 %30 Ay K" % fup w0 X ls” (15 s, N

~ >

-1 CWleb servicer | +s1C U« L x %L X, e, X wWEl formed XML X s« 11C)

Tl e A s, L, TR T XL s T XMES 4 T T 48 s 4y L oxs

N,,XZI-|,,-|9<‘,'|-|:y~*x><$:|::s'|)':x,,-|§’><sxv~:§_><=“xvq:-|‘1<|_4J_1<,,x‘

R R T ENE B IS I I Nk B

T4 4] T o fs s o lss o XMEDSIg S 4 i X7 X
Bs 4 :1s Do JX 1

XML L XML s .ss T oL 447 ]

I’]\ 4 X 11 4 L Y x-|v X . ﬂ(})’SS_IAjl sz-|sI~I x'|“-|v”~" ,_Z-|xx-|x~2>vs

Joxwpg_sex 1 b4 r oxp Ig]l s x, x{« ASTH ~ L L x 14"
= X « X L X

X LAY axx Fodods Lox ¥ § ] BxA Do x X 10 P x x 1s Lo oLox X

X T owsl dild XA=fwdS XX s 8 Xy xBY" 7 . {Bslx8 4§
m= DECEM{I‘:;C] I(x ) N R s k-L i x sisq b T >“‘Zx 5

1,.0d0Q ~ 4! v"

ey x o xx b s o]
€ =(iv,C™,...,ct¥) v .1 x" .1 ys = xx ) =T

. R N Rk
e oo D xm oAy T Al ,X\Q(l} AT 7 W x foxy X

e 1 ceWXWYICBG 4w x L X 1 x 1

. X 1 (X X I

~

N VRN -L N S R
m=Dec_, (k,C) '(x) s:41.x«_s C=WILY)t 4 Dec, (k,C)1x" s

LIx 7 pdexs {1l 00€) =10, X K B L 4 x X

~v

A7 s AL 1 0=y Hem « S Ly L x T L L e X oS

S S CDY W x T es L x T o x X x

x = Dec, (k,C(1))T x " X b 44 "udyes X)L 2X0axX
m=IV@x*x {1 m « S 8"

F v SLow s X oS Do e TV e™y gy L ox

e s X1 <X x 1

8 http://dl.acm.org/citation.cfm?id=1103026
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DXHSI X W NIVESIV Y AIVIE o X0t D X x QUV,ER =1 s . x
N B ST - Gt St SN S N U B BT O L A
_H{y]=(1—1f35ﬁjv_L s X x Do CAL D xLXTLss s sx Iy oeys ] %o x X

XA O(1e)=(x-1/256)* 094 | AES 4 _ . 4,14+

IV L b w o x o0 H(8)="(1—178)%1% 0.97 x " | 3DES

X" 1L . s -|:v :AIL .|IJI_|_X‘~,:x‘ssx?<\y ,j-}<|_,,e<~11vvsxx”=;|,
AT s s ol s v, e™y) T d T ox 1 o d x g
e v A A L VeIV s V) AV T g ="Dec, (k,C(1))1 x "X

msk L X« IV'L js D msky _XOR x IV Xx 10 os 0 x f X - s "
A={w)] x 1 xDec (k (V"N =1V" @ Dec(k,C)=IV" @ x-_ + 11~
w=IW" @, AW s T4 Xs o o x4

XD e X jud I X e nSw @ xS 41 b o a0 L x0T T
s I x s sm I_|xxv: S - oxLz-l'DEchcL{le({l’]] LX L A T | - N
m=IV@x*x {1 CE(Wct): " x s

~

Algorithm 1 Recovering z;.

Input: A single-block ciphertext ¢/ = (IV',c¢"V) and an
index j € {1,...,v}.
Output: The j-th byte x; of 2 = Dec(k, C'")).
1: msk := 0x00

2: repeat

3:  msk:=msk+1

4: IV =1V @ 089V ||msk|jon %

5: until O(IV",CcWV)) =1

6

: return z; == w @ IV}’
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2 + 1 FyLy ¥ x4 1s
Initialization Vector (IV) Ciphertext Block
iU”I nmn TR
v '
0x00 Key —E@
OxFF Y
x1 mEEE
W
U
I = 2
ox00 1= W" v
E 4—m'1 -
OxFF Plaintext Block
s 7 . S 1 - L 11 ] S

oD XMLES 1 L F e X XMLEENCT | SLT | o_sxXo S 4 XMLE D o tiq

1+, s, EncryptionMethod ¥y = ¥ ” = <¢sis{ . ¥ ¥ I «+ 4 L {1 EpcryptedData{ v :
-1+« «CipherValue v = * > s+  A¥< v 40 T3 x Keyinfey @ X, 1 7 s
T« @l formed: X udxsq L ] 4 XMLEE 4 XL x (X )17 xSl s
XML Fragment x> XMLY 4 x 4% < f 1 x . 14 _ .%qg  «vixlsx p s s” s¢

~ v

Loor A4 T 47 Xl c Al PSS T e dX o s(T o psys, o )L x T o oxos o X

Lx " 4 _ s 4.,xy¥ -«

N

.openssk s ¢ x _ . _
s oo B s s L T B Ly YXMLEX X A, X I o T XXsxp ]
XML well ¥ 7 4 X ) 45X 1 ¥Yudx T4 4 4 8 s 4 x ¥ X 14" |, o0 o8 | o7

. 4% 4 4371451 SOAP Fault- 1 €s1¢ IL__ JBoss YAXis2* s L «+ 11 ~ « forred
S(T At Lbox 1,7 xd _sdsi 4. 4 RrspS s’ | f )ys 14 %

[ RN > vw

9 http:/Aww.w3.org/TR/xml/
0 http://www.w3.0rg/TR/xml11/
™ hitp://www.w3.0rg/TR/2000/NOTESOAP20000508/
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