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˫˧˩˶ˣ˰ˢ ˶˟ˡ 
 

ˤ˞ˢ ˢˮ˷ˢ ˱ˣ˯ ˭ˣ˧˪ˠ˪ ˫˧˞˟ˢ ˫˧˩ˣ˶˟ ˪˷ ˸˧˥˶Digital Whisper . ˭ˣ˧˪ˠˢ ˸˞ ˫˧˞˶ˣ˵ ˫˸˞˷ ˫˧ˣˣ˵ˬ ˣˮ˥ˮ˞

-˟1.1 ˟ ˞˪ˣ-31.12 ˠˮ˞ˢˢ ˸ˬ˪˰ˢ˟ ˫˧˵ˣ˯˰ ˫˸˞˷ ˧ˡ˩ ˨ˣ˸-ˢˤˢ ˵˧˴ˬˢ ˶˟ˣˢ. 

 

˵˧˲˞ ˪˷ ˭ˣ˪˯˟ ˟˸˩ˮ ˢˤ ˭ˣ˧˪ˠ .˭˩ ˭˩ , ˧˶˥˞28 ˭ˣ˧˪ˠˢ ˪˷ ˫˧˩˶ˣ˰ˢ ˣ˦˧˪˥ˢ ˸ˣˮˣ˧˪ˠ ,ˣˮ˥ˮ˞ ˭˪ˢ˪ , ˰˧ˠˢ˷

˷˪ˣ ˢˮˣ˷˞˶ˢ ˫˰˲˟ ˸ˬ˞˟ ˷ˠ˲ˢ˪ ˭ˬˤˢ ˭˧ˤˠˬˢ ˸˩˧˶˰ ˪˰ ˡ˥˧˟ ˸˟) ˫˧˶ˠ ˣˮ˥ˮ˞~70 ˧ˮ˷ˢˬ ˶˥˞ ˫˧˸˟ ,

˷ˠ˲ˢ˪ ˭ˬˤ ˞˴ˬˮ˷ ˧ˡ˩ ˧˴˥ˣ ˫˧˧˸ˮ˷ ˨˧˶˴.(! 

 ˦˟˪˸ˢ˷ ˧ˬ ˪˩ ˶ˣ˟˰ ˪ˣ˵ˣ˦ˣ˶˲˪- ˭ˬ˷ ˸ˬ˞˟ ˵˧˲˞ , ˫˧˧˸˧ˬ˞ˢˬ ˪˟˞ï  ˪˰ ˟˟ˣ˸˯ˢ˪ ˫˧˩˧˶˴˷ ˢ˪˞ˬ

˸˪ˡ˟ ˶ˣ˟˰˪ ˧ˡ˩ ˡ˴ˢ . ˭ˣ˧˪ˠ ˧˴˥ ˪ˣ˩˞˪ ˫˧˧˯ ˵˧˲˞˷ ˧˶˥˞ˣ- ˲ˢ ˧˶˟ˡ˟ ˨˧˷ˬˢ˪ ˶˷˲˞ˢ˥˧˸. 

 ˸ˣˮˣ˧˪ˠ ˪˷ ˧˴˥ˣ ˫˧˧˸ˮ˷- ˶ˬ˞ˮ˷ ˣˬ˩ ˣ˞: 

 

 ˸˟˥˶ˢ ˪˰ ˫˧˪˩˸˯ˬ ˣˮ˥ˮ˞ ˢ˷ˡ˥ˢ ˢˮ˷ˢ ˡˣ˟˩˪Digital Whisper ˫˩˸˰ˡ ˸˞ ˰ˣˬ˷˪ ˥ˬ˷ˮˣ . ˡ˥˞

˰ˡ˧ˬ ˸˥˦˟˞ ˫˧˟ˢˣ˞ˣ ˫˧˧˥˷ ˫˧˷ˮ˞ ˭˧˟ ˢ˪˧ˢ˵˟ ˢ˥˧˷ ˶˸ˣ˧ ˶ˣ˴˧˪ ˞ˣˢ ˣˮ˸ˣ˞ ˫˧ˮ˧˧ˮ˰ˬ˷ ˫˧˶˟ˡˢ . ˥ˬ˷ˮ

˩ˮ ˫˩˪ ˢ˞˶ˮ ˨˧˞ ˰ˣˬ˷˪ ˭˧ˤˠˬ˪ ˸ˣ˟ˣˠ˸˟ˢˤ ˸˞ ˸ˣ˷˰˪ ˭ˣ . ˶˸˞˟ ˫ˣ˶ˣ˲ ˥ˣ˸˲˪ ˭ˣ˧˰˶ˢ ˸˞ ˶˟˰˟ ˣˮ˶˩ˤˢ

˭˧ˤˠˬˢ .˸˲˯ˣˮ ˢ˧˴˲ˣ˞ ˫ˢ ˣˮ˪˷ ˠˣ˪˟˟ ˫˧˥˶ˣ˞ ˫˧˦˯ˣ˲ . ˶˸ˣ˧ ˡˣ˰ ˥ˬ˷ˮˣ ˫˩˸˰ˡ ˸˞ ˰ˣˬ˷˪ ˥ˬ˷ˮ

 ˸˞ ˸ˣ˷˰˪ ˣˮ˪ ˣ˶ˤ˰˸ˣ ˣˮ˧˪˞ ˣ˲˶˦˴˸˷Digital Whisper  ˨˪ˢˬ˟ ˶˸ˣ˧ ˡˣ˰ ˱˧˩ˣ ˶˸ˣ˧ ˪ˣˡˠ2012. 

 

˭˟ˣˬ˩ˣ ,˧ˮ˲˪ ˪˩ˢ ,ˢ˴˶ˮ ˡ˧ˠˢ˪ ˢˡˣ˸ ˢ˟˶ ˪˩˪ ˧ˬ ˫˶˸˷ ˣˮˬˤˬ ˶ˤ˰ˣ ˣˮ˪ ˷˧ˠˢ˪ ˫˩˪ ˸˞ ˭ˣ˧˪ˠˢ: 

ˢˡˣ˸ ˢ˟˶ ˪˯˧ˡˣˮ˟ ˭˶˧˪, ˢˡˣ˸ ˢ˟˶ ˪˧˞˟ˠ ˡ˰˪˞ ,ˢˡˣ˸ ˢ˟˶ ˪ˡ˪˲ˮˤˣ˶ ˶˴ˮ ,ˢˡˣ˸ ˢ˟˶ ˪ˢˮˣ˧ ˢˬ˪˷ 

ˢˡˣ˸ˣ ˢ˟˶ ˪ ˪˦˯˶ˠ ˢˡˣˢ˧)Do5(  ˭ˣ˧˪ˠ˪ ˯ˮ˩˧ ˨˞ ˟ˣ˶˵ˢ ˭ˣ˧˪ˠ˪ ˯ˮ˩ˮ ˞˪ ˣ˪˷ ˶ˬ˞ˬ ˶˟ˡˬ ˪˷ ˣ˲ˣ˯˟˷

˞˟ˢ. 

ˢˬ˧˰ˮ ˢ˞˧˶˵! 

 
         ˶ˡ˞ ˶˧ˮˣ ˪˞˧˦˯˵ ˵˧˲˞. 
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˫˧˶ˤ ˫˧ˬˣ˯˶˲ ˧˲ ˪˰ 
˸˞ˬ : ˪˞˧˦˯˵ ˵˧˲˞)cp77fk4r( 

 

 
]˶ˣ˵ˬ˟: comwww.riencha.[ 

ˢˬˡ˵ˢ 

Malvertising ˢˬ˴ˣ˰ ˸˟˶ ˢ˵˧ˮ˩˦ ˪˷ ˫˷ ˞˧ˢ , ˧˟˥˶˟ ˭ˣˡˤ ˸ˣˮˣˣ˩ ˧˪˰˟ ˫˧˲ˣˠ ˷ˣˬ˧˷ ˫˧˷ˣ˰ ˢ˟˷

˸ˣˮˣ˷ˢ ˫ˣ˯˶˲ˢ ˸ˣˬ˶ˣ˲˦˪˲˟ ˷ˣˬ˧˷ ˧ˡ˩ ˨ˣ˸ ˫˧˵˧ˤˬ ˳˧˲ˢ˪ ˸ˮˬ ˪˰ ˦ˮ˶˦ˮ˧˞ˢ .Malvertising  ˞˧ˢ

˧ˬˢ ˪˷ ˟ˣ˪˧˷ ˫˧˪Malware x-Advertising .˸˥˲ˣ˸ˣ ˸˥˲ˣ˸ ˵˶ ˭ˬˤˢ ˫˰˷ ˢˮ˦˵ ˞˪ ˢ˧˧˷˰˸˟ ˶˟ˣˡˬ , ˧ˬ

˞˷ˣˮ˟ ˭˧˧ˮ˰˸ˬ˷ ,ˣˤ ˢ˵˧ˮ˩˦˟ ˷ˣˬ˧˷ ˪˰ ˶˸ˣ˧ˣ ˶˸ˣ˧ ˫˧˰ˬˣ˷ ˣˮ˞ ˦˞˪ ˦˞˪˷ ˡ˧˰ˢ˪ ˪ˣ˩˧. 

 

 ˧ˣ˦˧˟˟ ˫˧˷ˬ˸˷ˬ ˶˷˞˩˷ ˭˧˟ˢ˪ ˟ˣ˷˥Malvertising ˪ ˫˧ˮˣˣ˩˸ˬ ˞˪-Spam  ˫ˣ˧˩ ˶˩ˣˬ ˞ˣˢ˷ ˣˬ˩- 

˞ˣˡ ˥ˣ˪˷ˬ"˲ ˪ ˶˸˞ ˫˯˶˲˪ ˧ˡ˩˟ ˸˧˟˧˯˞ˬ ˸ˣˬ˩˟ ˧ˬˣ˯˶ /˶˴ˣˬ .˫˧ˬ˰˲˪˷ ˸ˣ˶ˬ˪ ,Spam  ˪˟˵˸ˬˢ

 ˭˧˧˲ˬ˵˟ ˧ˤ˩˶ˬ ˵˪˥ ˸ˣ˧ˢ˪ ˪˩ˣ˧ ˪˧˧ˬ˟Malvertising ˪ˠ˪ˠ˸ˬ. 

 

˪˩ˢ ˧ˮ˲˪ ,ˡ˟ˣ˰ ˢˤ ˨˧˞? 

ˢ ˸˷˶ ˪ˡˣˠ ˪˷ ˢ˶˧˷˧ ˸˶ˤˠˮ ˞ˣˢ ˫˧˧˦ˮ˶˦ˮ˧˞ˢ ˢ˰˧˷˲ˢ ˧˲ˣˠ ˪˷ ˥˩ˢˣ ˱˯˩ˢ˷ ˡˣ˯ ˞˪ ˢˤ-Botnets 

ˢ˸ˣ˷˶˟ ˷˧˷ , ˷˧˷ ˪˩˩ˢ˸˦˧˪˷ ˸˥˸ ˫˧˟˷˥ˬ ˶˸ˣ˧ ,ˢ˪˷ ˫˧˥ˣˣ˶ˢ ˣ˪ˡˠ˧ ˨˩ . ˢ˟˶ˢ ˣ˰˧˵˷˧ ˣ˪˞ ˫˧˲ˣˠ

ˢ ˸˞ ˳˧˲ˢ˪ ˧ˡ˩˟-Botnet ˢ˸ˣ˷˶˟ ˷˧˷ ˭˶ˣ˸ˢ .˟ˢ ˭ˣ˧˪ˠ-26  ˪˷Digital Whisper  ˫˪ˣ˰ ˡ˟ˣ˰ ˨˧˞ ˣˮ˧˞˶

http://www.riencha.com/
http://en.wikipedia.org/wiki/Malvertising
http://www.digitalwhisper.co.il/issue26
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-sBrowser Exploit Kits , ˸˯ˮ˩ˮˢ ˢ˶ˣ˟˰˸ˢ ˸ˣˬ˩ ˞ˣˢ ˣ˪˷ ˢ˥˪˴ˢˢ ˸˞ˣˣ˷ˬ˟ ˫˧˶ˣ˦˵˞˲ˢ ˡ˥˞˷ˣ

˫˧˧ˮˣˡˤ ˫˧˶˸˞ ˫˸ˣ˞˪. 

˸˧ˤ˩˶ˬ ˫ˣ˯˶˲ ˸ˬ˶ˣ˲˦˪˲ ˪ˣ˴˧ˮ ˞ˣˢ ˧ˤ˩˶ˬˢ ˭ˣ˧˰˶ˢ ,ˢ˪˞˩ ˶˲˯ˬ ˣ˞ , ˡ˴˩ ˸˟˪˸˷ˬˢ ˸˞ˤ˩ ˪˪˩ ˨˶ˡ˟

˧ˡ˩˟ ˫˧ˮˣ˷ ˫˧˶˸˞˟ ˧˷˧˪˷  ˸ˣˮˣ˷ ˸ˣ˧ˣˢˤ ˧˸˷ ˧˪˰˟ ˫˧ˡˣˬ˰ ˫˯˶˲˪- ˸˧ˮˣˡˤ ˸ˣˢˤˣ ˢˬ˧ˬ˸ ˸ˣˢˤ: 

¶ ˢˬ˧ˬ˸ˢ ˸ˣˢˤˢ ˧ˮˣˡˤ ˡˣˬ˰˩ ˡˣˬ˰ˢ ˪˷ ˧ˣˢ˧ˤ ˰ˣˮˬ˪ ˢˡ˧˵˲˸ , ˱ˣˠ ˪ˣˬ ˪˞ ˧˦ˮˣˣ˪˶˩ ˣ˸ˠ˴ˢˣ

˫ˣ˯˶˲ˢ .˪˪˩ ˨˶ˡ˟ ,ˡˣˬ˰ˢ ˪˷ ˣ˟˴ˬ ˢ˧ˢ˧ ˣˢˤ ,˰ˠ˲˧ ˞˪ ˢˤ ˡˣˬ˰˪ ˯ˮ˩˧˷ ˷˪ˣˠ. 

¶ ˸˧ˮˣˡˤˢ ˸ˣˢˡˤˢ - ˬ˩ ˡˣˬ˰ ˣ˸ˣ˞ ˦˰ˬ˩˟ ˶˟ˣˡˬˢˬ˧ˬ˸ˢ ˸ˣˢˤˢ ˣ , ˶˲˯ˬ ˪˷ ˸˲˯ˣ˸ˬ ˳ˣ˥

˪ ˷˪ˣˠˢ ˸˞ ˶˧˟˰ˢ˪ ˞ˣˢ ˭ˡ˧˵˲˸˷ ˡˣ˵ ˸ˣ˶ˣ˷- Exploit Kits . ˡˣ˵ ˸ˣ˶ˣ˷ ˭˸ˣ˞ ˸˞ ˱ˣ˷˥˧ ˡˣˬ˰ˢ

˩ ˶ˡˠˣ˧ ˞ˣˢ ˶˷˞˩ ˵˶-"˪˰˲ˣˬ" , ˢˢˣ˟ˠ ˢ˵˟ˡˢ ˪˞˧˴ˮ˦ˣ˲ ˫˰ ˫˧˷˪ˣˠ ˣ˧˪˞ ˣ˷˪ˠ˧ ˶˷˞˩ ˵˶ˣ

)˶˰˟ ˫˧˦˧ˣ˪˲˯˵˞ ˫˧ˬ˧˧˵ ˫ˢ˧˪˞ ˶˷˞ ˫˧˟˧˩˶˟ ˫˧˷ˬ˸˷ˬˢ ˫˧˷˪ˣˠˢ˵˟ˡˢˢ ˸˩.( 

˶ˣˬ˞˩ ,ˢ˵˟ˡˢ ˸ˣ˩˶˰ ˭˸ˣ˞˪ ˢ˶ˣ˟˰˸ˢ ˥˲ˮ ˸˞ ˪˧ˡˠˢ˪ ˞˧ˢ ˶˟ˡ ˪˷ ˣ˲ˣ˯˟ ˢ˶˦ˬˢ , ˸˞ ˸ˣ˞˶˪ ˭˸˧ˮ

˞˟ˢ ˫˧˷˶˸˟ ˭ˣ˧˰˶ˢ: 

 

]˶ˣ˵ˬ˟ :through.html-spread-malware-plus-http://blog.armorize.com/2010/12/hdd[ 

http://www.digitalwhisper.co.il/files/Zines/0x1A/DW26-1-BEP.pdf
http://blog.armorize.com/2010/12/hdd-plus-malware-spread-through.html
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˸ˣˬ˧ˬ˸ˣ ˸ˣ˧˦ˮˣˣ˪˶ ˸ˣˬˣ˯˶˲ ˸ˣˠ˴ˣˬ ˭˩˞ ˷˪ˣˠ˪ ˥˦˷ˢ ˧ˮ˲˪ ˪˰ˬ ,˪ ˸˥˸ˬ ˨˞ ˧˩ ˸ˣ˞˶˪ ˭˸˧ˮ ˥˦˷ˢ ˧ˮ˲

 ˪˷ ˭˧˧ˬˣˡˢˬ ˧ˮˣˡˤ ˭˩ˣ˸ ˸˷˵˟˪ ˸ˣ˧ˮ˲ ˰˴˟˪ ˭˲ˡ˲ˡ˪ ˫˶ˣˠ ˸ˣˮˣˬ˸ ˰ˣˮˬ ˣ˸ˣ˞"adshufffle.com " ˢˮ˲ˬˢ

 ˫˷˟ ˫˧˦˧ˣ˪˲˯˵˞ˢ ˸˪˧˟˥˪"Eleonore " ˭˧˧ˬˣˡˢ ˪˰ ˸ˮ˵˸ˣˬˢuns.comcolem . ˢ˯ˮ˸ ˢ˪˧˟˥  ˢ˸ˣ˞

˷˪ˣˠˢ ˪˰ ˢ˲˧˵˸ ˧˶ˣ˦˵ˣ ˶˲˯ˬ , ˥˧˪˴˧ ˫ˢˬ ˡ˥˞ˣ ˢˡ˧ˬ˟-  ˪˷ ˣ˟˷˥ˬ ˸˞ ˨ˣ˲ˢ˧ˣ ˧ˮˣˡˤˢ ˳˟ˣ˵ˢ ˡ˶ˣ˧

ˢ ˸˷˶ˬ ˵˪˥˪ ˷˪ˣˠˢ-Botnets ˢˤ ˭˧˧˲ˬ˵ ˧˶ˣ˥˞ˬ ˡˬˣ˰ ˶˷˞ ˭ˣˠ˶˞ˢ ˪˷. 

 ˪˷ ˫˧˶ˠ˞ˬ˪ ˯ˮˣ˩ˢˣ ˯˲˸ˮ ˞˪ ˢˤ ˭˧˧˲ˬ˵˷ ˡ˰ ˧˩ ˸ˣ˞˶˪ ˶˷˲˞Safebrowsing )˧ˮˬˤˣˬ ˫˸˞˪ ˷ˣ˪ˠ˪ ˫- 

adshufffle.com (˵˧˟ˡˬ ˶˸˞ ˞ˣˢ ˧˩ ˸˰ˡ˪ ˭˸˧ˮ ˢ˧ˢ ˞˪ ,˫˷ˢˬ ˳ˣ˥ , ˸˞ ˸ˣ˩˥˪ ˭ˣ˧˯ˮ ˞ˣˢ ˧˩ ˢ˞˶ˮ˷

adshuffle.com .˫ˣ˯˶˲ˢ ˸ˬ˶ˣ˲˦˪˲ , ˞˧ˢ ˣˮ˪˷ ˢ˶˵ˬ˟doubleclick.net - ˪ ˢ˧˧ˮ˲ˢˢ ˸˞ ˸ˣ˞˶˪ ˢ˪ˣ˩˧- 

adshufffle.com ,˫ˣ˧ ˟˵˰ˬ ˸˰˴˟ˬ ˢˮ˧˞ ˞˧ˢ ˨˞-˫˷ ˠ˴ˣˬˢ ˭˩ˣ˸ˢ ˶˥˞ ˧ˬˣ˧ , ˸ˣ˰˴˟˸ˬ ˶˷˞˩˷ ˨˩

 ˭˧˧ˬˣˡ˪ ˭˩ˣ˸ˢ ˸ˣ˵˧ˡ˟dshufffle.coma ,˵˧˟ˡˬ ˞˪ˣ ˧ˬˣ˯˶˲ ˧˦ˮˣˣ˪˶ ˭˩ˣ˸ ˶˧ˤ˥˧ ˞ˣˢ ,ˢ˸ˮ˧˥˟ˬ-  ˫ˣ˷ ˭˧˞

ˣˮˬˬ ˷ˣ˷˥˪ ˢ˟˧˯. 

˧˷˧˪˷ ˡ˴ ˫ˣ˯˶˲ ˸ˣˬ˶ˣ˲˦˪˲ , ˡ˥˞ ˫ˢ ˫˧˧ˣ˯ˬ ˶˸˞˟ ˧˷˧˪˷ ˡ˴ ˫˧ˬ˯˶˲ˬ ˫˧˷ˬ˸˷ˬ ˶˷˞ ˣ˪˞

ˢ ˫˪ˣ˰˟ ˫˧˧˵˧˰ˢ ˫˧˯˲˸ˬˢ-Malvertising ,˭˩˪ ˫ˡˣ˵ ˢˠ˴ˣˢ˷ ˞ˬˠˣˡˢ , ˫˰DoubleClick x-ADShufffle 

 ˪˷ ˸ˣˬˣ˯˶˲ˢ ˸ˬ˶ˣ˲˦˪˲ ˸˥˸ ˫ˠ ˢ˸˲˴ˮMSN ,ˣ ˸˥˸ ˣ˞˶˸ ˣ˞˶ˮ ˫˧ˬˣˡ ˫˧ˮ˧˧˲ˬ˵Google Ads ,

Yhaoo ,oxF ,Clicksor ,SpeedTest ,NY Times ˡˣ˰ˣ. 

 

˪ ˸ˣˬˣ˯˶˲ ˪ˣˢ˧ˮ ˸ˣ˩˶˰ˬ ˪ˣ˴˧ˮ-Malvertising 

˥˧˷˧˪˷ ˡ˴ ˭˩ˣ˸ ˧˵˲˯ˬ ˭˩ˣ˸ ˪˰ ˸ˣ˯˯˟˸ˬˢ ˫ˣ˯˶˲ ˸ˣˬ˶ˣ˲˦˪˲ ˪˷ ˪ˣ˴˧ˮˬ ˳ˣ , ˪˷ ˢ˪ˣ˰ ˢˬˠˬ ˸ˬ˧˧˵

˸ˣ˧ˮˣˠ˶˧˞ ˫ˣ˯˶˲ ˪ˣˢ˧ˮ˪ ˸ˣˬ˶ˣ˲˦˪˲˟ ˷ˣˬ˧˷ , ˭ˣˠ˩OpenX. 

 ˪˷ ˸ˣˬˣ˯˶˲ˢ ˪ˣˢ˧ˮ ˸˩˶˰ˬ ˧˶ˣ˥˞ˬ ˭ˣ˧˰˶ˢOpenX ˣˮ˩ˣ˸ˬ ˸ˣˬˣ˯˶˲ˢ ˭˩ˣ˸ ˸˞ ˡ˧˶˲ˢ˪ ˞ˣˢ  ˪˷ ˧˰˟˦ˢ

˶˸˞ˢ .˪˰ ˫ˣ˯˶˲ ˢ˸˶ˤ˰˟ ˫˷˧˧˪ ˭˸˧ˮ-ˣˬ˴˰ ˭ˣˠ˶˞ˢ ˪˷ ˸ˣˬˣ˯˶˲ ˫˯˶˲˪ ˧ˡ˩˟ ˣ˞ ˸ˣˬˣ˯˶˲ ˧˵˲˯ ˧ˡ˧- 

˭ˣˠ˶˞ˢ ˪˷ ˶˸˞˟ ,˱˰ˣ˯ˬˣ ˪ˣˡˠ ˶˸˞˟ ˶˟ˣˡˬ ˫˞ , ˪˷ ˧˰˟˦ˢ ˭˩ˣ˸ˢˣ ˧ˬˣ˯˶˲ˢ ˭˩ˣ˸ˢ ˸ˡ˶˲ˢ˷ ˧˶ˢ

˫˩˥ ˡ˰˴ ˞ˣˢ ˶˸˞ˢ , ˧ˬˣ˯˶˲ ˭˩ˣ˸ ˣ˸ˣ˞ ˪ˣˢ˧ˮ˪ ˸˩˶˰ˬ ˸˰ˬ˦ˢˣ- ˧ ˡˣ˰ ˫˩˥ ˡ˰˴ ˞ˣˢ˶˸ˣ . ˶˥˞˪

 ˶˸˞˟ ˸ˣˬˣ˯˶˲ˢ ˸˞ ˫˵ˬ˪ ˢ˴˶ˮ ˭˩˧ˢ ˣˮ˰˟˵ˣ ˶˸˞˟ ˸ˣˬˣ˯˶˲ ˪ˣˢ˧ˮ˪ ˸˩˶˰ˬˢ ˸˞ ˣˮ˰ˬ˦ˢ˷) ˢ˪ˣ˰˲

˶˸˞ˢ ˪˷ ˧˶ˣ˵ˬˢ ˡˣ˵˪ ˸ˣˡˡˣ˟ ˡˣ˵ ˸ˣ˶ˣ˷ ˸˲˯ˣˢ˟ ˢ˩ˣ˶˩ˢ( , ˪ˣˢ˧ˮˢ ˸˩˶˰ˬ˪ ˯ˮ˩ˢ˪ ˵˶ ˣˮ˪ ˶˸ˣˮ

 ˫˧ˮˣ˷ˢ ˫˧˶˦ˬ˶˲ˢ ˸˞ ˰ˣ˟˵˪ˣ- ˫˧ˡˣˬ˰ ˣ˪˧˞˟ ˫˵ˬ˪ ˢ˴˶ˮ ˸ˣˬˣ˯˶˲ ˣ˪˧˞ ,˭ˬˤ ˢˬ˩˪ ,˞ˢˣ˲˪˥˸˧ ˫ˢ ˫ ,

˫˧˷˪ˣˠ ˶˸ˣ˧ ˣ˩˷ˬ ˸ˣˬˣ˯˶˲ ˣ˪˧˞ ˶˥˞ ˟˵˰ˬ ˰˴˟˪ ˪˩ˣˮ ,ˣ˩ˣ ˫˧ˡˣˬ˰ ˣ˪˧˞˟' . ˸˞ ˸ˣˮ˷˪ ˢ˴˶ˮˣ ˢˡ˧ˬ˟

˶˸˞ˢ ˪˷ ˧˶ˣ˵ˬˢ ˡˣ˵˟ ˫ˣ˪˩ ˸ˣˮ˷˪ ˳˪˞ˮ ˞˪ˣ ˪ˣˢ˧ˮˢ ˸˩˶˰ˬ ˨˶ˡ ˸˞ˤ ˢ˷˰ˮ ˸ˣˬˣ˯˶˲ˢ. 

http://www.adshufffle.com/
http://www.colemuns.com/
http://www.adshufffle.com/
http://www.adshuffle.com/
http://www.doubleclick.net/
http://www.adshufffle.com/
http://www.adshufffle.com/
http://blog.armorize.com/2010/12/hdd-plus-malware-spread-through.html
http://stopmalvertising.com/malvertisements/xp-antivirus-2011-distributed-by-google-adsense-and-ad-igniter.html
http://news.cnet.com/8301-27080_3-20000898-245.html
http://news.cnet.com/8301-27080_3-20000898-245.html
http://stopmalvertising.com/malvertisements/multiple-malvertisements-delivered-by-clicksor.html
http://www.youtube.com/watch?v=fVcZ8ZeVaZo
http://news.cnet.com/8301-1009_3-10351460-83.html
http://www.openx.com/
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˸ˣˬˣ˯˶˲ˢ ˫˰ ˢˡˣ˟˰ˢ ˨˧˪ˢ˸ ˪˩ ˸˞ ˶˴˵˪ ˪ˣ˩˧˷ ˭ˣ˧˰˶˟ ˶˟ˣˡˬ , ˭ˣ˩˧˯˟ ˫ˠ ˶˟ˣˡˬ ˨˞-  ˰ˡˮ ˞˪ ˫˞

ˢ˥ˣ˦˟ ˢ˶ˣ˴˟ ˸˩˶˰ˬˢ ˪˰ ˶ˣˬ˷˪ ,ˣˮˠˮ ˪ˣ˰˲˪ˣ ˢ˰˧˷˲ ˧˲ˣˠ ˷ˬ˷˪ ˪˩ˣ˸ ˞˧ˢ . ˢ˶˦ˬ ˭ˢ ˣ˪˞ ˸ˣ˩˶˰ˬ

˫˧˲˵ˣ˸˪ ˡˣ˞ˬ ˢ˥ˣˮ ,˧ˮˣ˴˧˥ ˡˣ˵˟ ˶˟ˣˡˬ˷ ˧ˮ˲ˬ ,˭ˣˠ˶˞ˢ ˧˸˶˷ˬ ˡ˶˲ˮ ˸˶˷˟ ˫ˠ ˫˧ˬ˰˲˪ˣ , ˨˶ˡ˟˷ ˢˬ

 ˪˪˩)˧˰˟˦ ˭˲ˣ˞˟ (˭ˣˠ˶˞ˢ ˧˸˶˷ˬ ˶˸ˣ˧ ˢ˪˵ ˢ˴˧˶˲ ˸˶˦ˬ˪ ˣ˸ˣ˞ ˨˲ˣˢ. 

˵ˣ˸ˣ ˢˡ˧ˬ˟ˢˤ ˭ˣˮˠ˯˟ ˸ˣ˩˶˰ˬ˪ ˳ˣ˶˲˪ ˣ˥˧˪˴˧ ˭˩˞ ˫˧˲ , ˱ˣˠ˟ ˭˧˧ˣ˰ ˡˣ˵ ˟˪˷˪ ˸˪ˣ˩˧ˢ ˫ˢ˪ ˢ˧ˢ˸

˫ˢ˪˷ˬ ˸ˣˬˣ˯˶˲ ˪ˣ˸˷ˢ˪ ˱˞ ˣ˞ ˸ˣ˧˦ˮˣˣ˪˶ˢ ˸ˣˬˣ˯˶˲ˢ . ˧˦ˮˣˣ˪˶ ˶˸˞˟ ˰˧˲ˣ˸˷ ˸ˬˣ˯˶˲ ˫˧ˬ˸ˢ ˷˪ˣˠ˪

˞˧ˢ ˱˞ ˸˧˦ˮˣˣ˪˶ ˟˷˥˸. 

 ˪˷ ˸ˣˣ˴ˢ ˧ˡ˧ ˪˰ ˢˮ˷ ˧˴˥ˬ ˸ˣ˥˲ ˧ˮ˲˪ ˰˴ˣ˟˷ ˶˵˥ˬArmorize.com , ˟˵˰ ˰˴˟˸ˢ˷ ˧˸˶˷˪ ˢ˴˧˶˲ ˪ˠ

OpenX ˰"˫˧˶˵˞ˢ ˸˴ˣ˟˵ ˧ , ˡ˥˞˟ ˸ˣˮˣˬ˸ ˸˪˰ˢ˪ ˢ˷˪ˣ˥ ˪˷ ˪ˣ˴˧ˮ ˧ˡ˧ ˪˰ ˰˴ˣ˟ ˶˟ˡˢ ˧˩ ˢ˪˧ˠ

 ˸˩˶˰ˬ˟ ˫˧ˬ˧˧˵ˢ ˫˧ˮ˧ˠ˞˪˲ˢˬOpenX . ˫˧˲˵ˣ˸˪ ˸˩˶˰ˬˢ ˪˰ ˦˪˸˷ˢ˪ ˶˷˲˧˞ ˣˤ ˢ˷˪ˣ˥ ˪˷ ˪ˣ˴˧ˮ

ˢ ˧˸˶˷ ˪˰ ˫ˠ ˦˪˸˷ˢ˪-OpenX ˶˸ˣ˧˟ ˫˧ˮ˩ˡˣ˰ˬˢ. 

ˢ˷˪ˣ˥ˢ  ˫˷˟ ˭˧ˠ˞˪˲˟ ˢ˸˪ˠ˸ˢ"OpenX Video Plugin ."˫˯˶ˣ˲˷ ˶˵˥ˬˢ ˧˲˪ , ˫˧˵ˡˣ˟ ˫˧˲˵ˣ˸ˢ ˣ˧ˢ

 ˳˟ˣ˵ˢ ˫˞ˢ ˢ˪˧˥˸"ofc_upload_image.php "˫ˣ˵˧ˬ˟" :www/admin/plugins/videoReport/lib/ofc2." 

˭˩ˣ ˢˡ˧ˬ˟- ˷ˢ ˪˰ ˭˵˸ˣˬ ˭˧ˠ˞˪˲ˢ ˧˩ ˡ˧˰ˬ ˶˟ˡˢ˸˶ . 

˭˩ˬ ˶˥˞˪ ,ˢ˞˟ˢ ˢ˷˵˟ˢ ˸˞ ˥˪ˣ˷ ˢ˧ˢ ˱˵ˣ˸ˢ: 

http://victim.com/www/admin/plugins/videoReport/lib/ofc2/ofc_upload_imag

e.php?name=shell.php&HTTP_RAW_POST_DATA= <?PHPCODE?> 

 ˸ˣˮˣˬ˸ˢ ˸˪˰ˢ˪ ˭˧ˠ˞˪˲˟ ˷ˬ˸˷ˢ˪ ˢ˧ˢ ˢˡ˧˵˲˸)˞˷'- ˸ˣˢˡˤˢ ˷˶ˣˡ ˢ˧ˢ ˞˪ ,˟ˣ'-  ˧˩ ˞ˡˣˣˬ ˢ˧ˢ ˞˪ ˭˩˞

ˢˮˣˬ˸ ˟˧˩˶ˬˢ ˭˩ˣ˸˟ ˶˟ˣˡˬ ( ˸˞˪˰ˢ ˸˟ˣ˦˪WebShell ˢ ˸˶˷˪-OpenX. 

ˣˤ ˢ˷˪ˣ˥˪ ˱ˣ˷˥ˢ ˭˧ˠ˞˪˲˟ ˶˟ˣˡˬ ˭˩˞ˣ ˢˡ˧ˬ˟ ,˸˪˟˵˸ˬ ˢ˸˧˧ˢ ˢ˞˟ˢ ˢ˰ˡˣˢˢ: 

 

]˶ˣ˵ˬ˟ :malvertising.html-dyndns-by-hacked-http://blog.armorize.com/2011/07/openx[ 

http://cve.mitre.org/cgi-bin/cvename.cgi?name=2009-4140
http://cve.mitre.org/cgi-bin/cvename.cgi?name=2009-4140
http://blog.armorize.com/2011/07/openx-hacked-by-dyndns-malvertising.html
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˭˩˞ˣ , ˶˴ˣ˧ ˢ˧ˢ ˭˧ˠ˞˪˲ˢ"ˬ˸ˢˮˣ "ˢ˰˟˵ˮ˷ ˢ˧˵˧˸˟: 

 

]˶ˣ˵ˬ˟ :malvertising.html-dyndns-by-hacked-http://blog.armorize.com/2011/07/openx[ 

ˢ ˸˞˪˰ˢ ˶˥˞˪-WebShell ,˸˩˶˰ˬˢ ˧˪ˢˮˬ ˪˷ ˫ˢ˧˸ˣ˞ˬ˯˧˯ ˸˞ ˱ˣ˪˷˪ ˪ˣ˩˧ ˢ˧ˢ ˱˵ˣ˸ˢ , ˶˟˥˸ˢ˪

˪ ˢˮ˲ˬˢ ˭˩ˣ˸ˢ ˸˞ ˯˧ˮ˩ˢ˪ˣ ˫ˬ˷˟-Exploits Kit ˶˸˞˟ ˸ˣˠ˴ˣˬˢ ˸ˣˬˣ˯˶˲˟ .ˣ˲˧˵˸ ˪ˠ˟ˣ˪˞ ˸ , ˣ˲˵˸ˮ

˸ˣˮˣ˷ ˸ˣ˶˟˥ ˪˷ ˫˧˶˸˞ ˸ˣ˶˷˰ , ˸˴ˣ˟˵ ˪˷ ˢ˲˧˵˸ˢ ˸ˣ˩˶˰˪ ˫˧˰ˣˠˮˢ ˫˧˶˸˞˟ ˫˧˷˪ˣˠˢ ˸˞ ˣˮ˲ˣˢ ˭˪ˣ˩ˣ

ˣ˪˞ ˸ˣ˲˧˵˸ ˶ˣ˥˞ˬ ˸ˡˬˣ˰ˢ ˫˧˶˵˞ˢˢ. 

 

Malvertising ˫˧ˮ˲ˡ˲ˡ˪ ˫˧˲˯ˣ˸˪ ˸ˣ˧ˣ˯˥˟ 

˩ˡ˲ˡˢ ˸ˣ˪ˣ˩˧ ˸˞ ˟˧˥˶ˢ˪ ˫˧ˮˣ˷ˢ ˫˧˥˸˲ˬ˪ ˫˧˶˷˲˞ˬ ˶˷˞ ˫˧˲˯ˣ˸ ˫˧ˬ˧˧˵ ˭˲ˡ˲ˡ ˪˩˪ ˦˰ˬ˩ ˫ˣ˧˭˲ ,

˸˶˥˞ ˣ˞ ˣˤ ˢ˶˟˥ ˪˷ ˢ˸ˣ˯˥ ˸˥˸ ˫˧˥˸ˣ˲ˬ ˫˧˸˧˰˪ ˣ˪˞ ˫˧˲˯ˣ˸ , ˸ˣˬˣ˯˶˲˟ ˞˦˟˸ˬ ˪˪˩ ˨˶ˡ˟ ˶˟ˡˢ

˫˧ˬ˧˧ˣ˯ˬ ˫˧˶˸˞˟ ˱˯ˣ˸˟ ˷ˣˬ˧˷ˢ ˸˰˟ ˣ˰˧˲ˣ˧˷ .˱˯ˣ˸˟ ˧ˣ˪˸ ˭˟ˣˬ˩ ˶˟ˡˢ , ˸ˣˬˣ˯˶˲ˢ ˫˧˶˵ˬˢ ˟˶˟ ˨˞

˭ˢ˧˪˞ ˱˯ˣˮ˟ ˫˧˸˧˰˪ˣ ˣˮ˷˪ˠ ˫ˢ˧˪˞ ˫˧˶˸˞˟ ˸ˣˬˣ˯˶˲ˢ ˫ˣ˵ˬ˟ ˣ˰˧˲ˣ˧. 

˰ ˸˰˴˟˸ˬ ˣˤ ˢ˪ˣ˰˲˱˯ˣ˸ˢ ˧ˡ˧ ˪ ,˷˞˶ˬ ˰˟˵ˮ˷ ˶˸˞˪ ˢ˷˧˪ˠˢ ˸˞ ˸ˣˢˤ˪ ˣˡ˧˵˲˸˷ ˡˣ˵ ˪˧˩ˬˢ , ˸ˣˢˤ˪

 ˸ˮ˸ˣˮ ˪˷ ˸ˣˬˣ˯˶˲ˢ ˸˶˷ˬ ˸ˬˣ˯˶˲ ˭˰˦˧˷ ˡˣ˵˟ ˣ˲˧˪˥ˢ˪ˣ ˸ˬˣ˯˶˲ˢ ˸ˠ˴ˢ ˪˰ ˧˞˶˥˞˷ ˡˣ˵ˢ ˸˞

˸ˣ˯˥ˢ .ˡˣˬ˰ˢ ˪˷ ˸˧˶ˣ˵ˬˢ ˣ˸˶ˣ˴˸˟ ˰ˣˠ˲˪ ˞˪ ˧ˡ˩˟ , ˶˸˞˟ ˧˶ˣ˵ˬˢ ˫ˣ˯˶˲ˢ ˫ˣ˵ˬ˟ ˰˧˲ˣ˸ ˸ˬˣ˯˶˲ˢ

 ˣˮ˷˪ˠ ˣ˧˪˞- ˟˷ ˶˟ˡ˭ˢ˟ ˰ˠˣ˲ ˷ˣ˶˧˲ ,˧˶ˣ˵ˬˢ ˶˸˞˟ ˫˯˶˲ˬˢ ˸ˮ˧˥˟ˬ ,ˢˮ˰˦ˮ ˞˪ ˣ˪˷ ˸ˬˣ˯˶˲ˢ ,

ˢ˟ ˢ˲˴ ˞˪ ˷˪ˣˠˢˣ ,˸ˬ˯˶˲ˬˢ ˢ˶˟˥˪ ˫ˣ˶ˤ˧ ˞˪ ˱˯˩˷ ˨˩ . ˢ˶˟˥˪ ˣ˞ ˱˯ˣ˸ˢ ˶˸ˣ˧˪ ˫ˣ˶ˤ˧ ˸˞ˤ ˫ˣ˵ˬ˟ˣ

˸ˣ˯˥ˢ ˸ˮ˸ˣˮ. 

http://blog.armorize.com/2011/07/openx-hacked-by-dyndns-malvertising.html
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ˣ˪˞ ˸ˣ˶ˣ˷ ˸˟˧˸˩˪ ˭ˣ˩ˮ ,˧ˮˣˡˤ ˭˩ˣ˸ ˭ˣ˰˦˪ ˧ˡ˩˟ ˢˤ ˭ˣˮˠˮˬ ˪˷ ˪ˣ˴˧ˮ ˫ˣ˷ ˢ˲˴ˮ ˞˪ ,ˠˮˬ˟ ˶˟ˣˡˬ ˨˞ ˫˞˷ ˭ˣˮ

ˢ˴ˣ˞˸ ˶ˣ˟˴˧ ˣ˟ ˷ˣˬ˧˷ˢ ,ˣ˪ˣ˴˧ˮ˟ ˰˧˵˷ˢ˪ ˢˣˣ˷ ˧˩ ˣ˞˶˧ ˸ˣ˧ˮˣˡˤˢ ˸ˣˮ˩ˣ˸ˢ ˧˴˧˲ˬˣ , ˫˧˲˯ˣ˸˷ ˧ˣ˩˧˯ ˫˧˧˵

ˣ˩˲ˢ˸˧ ˫˧ˬ˧ˬ˸ ,˶˸ˣ˧˟ ˧ˮ˪˦˵ ˸ˣ˧ˢ˪ ˪˩ˣ˧ ˫˧ˬ˸ ˱˯ˣ˸˟ ˷ˣˬ˧˷ˢ ˫ˠ ˤ˞ˣ. 

˞˟ˢ ˶ˣ˷˧˵˟ ˸ˣ˞˶˪ ˭˸˧ˮ ˢˡ˟ˣ˰ ˣˤ ˢ˪ˣ˰˲ ˞ˬˠˣˡ: 

http://stopmalvertising.com/malvertisements/firefox-add-on-and-google-chrome-extensions-

hijacked-by-sponsored-ads.html 

 

Malvertising ˫˧˲˯ˣˮ ˫˧˩˶˴˪ 

ˠ˶˞ ˧˩ ˣˮ˧˞˶ ˭˞˩ ˡ˰˫˧˷˪ˣˠˢ ˧˟˷˥ˬ ˪˰ ˫˧˵˧ˤˬ ˭˧˵˸ˢ˪ ˧ˡ˩˟ ˸ˣˬˣ˯˶˲˟ ˷ˣˬ˧˷ ˫˧˷ˣ˰ ˫˧ˮˣ˷ ˢ˰˧˷˲ ˧ˮˣ ,

ˢˬˣˡ ˧˲ˣ˞ ˧˪˰˟ ˸ˣ˶˦ˬ ˣ˲˴ˮ ˫˧ˮˣ˷ ˫˧˶˵ˬ˟ ,˭˧˦ˣ˪˥˪ ˸ˣˮˣ˷ ˨˞ , ˸ˣ˲˵˸ˬ ˰˴˟˪ ˧ˡ˩˟ ˫ˣ˯˶˲˟ ˷ˣˬ˧˷ ˭ˣˠ˩

DDoS ˫˧ˮˣ˷ ˫˧˶˸˞ ˪˰. 

 

ˣ˯˶˲˟ ˶˸˞˟ ˸ˣ˧˰˟˦ˢ ˸ˣˬˣ˯˶˲ˢ ˸˲˪˥ˢ ˧ˡ˧ ˪˰ ˣˮ˧˞˶˷ ˣˬ˩ ˸˰˴˟˸ˬ ˣˤ ˢ˪ˣ˰˲˸ˣˮˣ˷ ˸ˣˬ , ˫ˣ˵ˬ˟ ˨˞

 ˧ˮˣˡˤ ˡˣ˵ ˸ˣ˪˧˩ˬ ˣ˪˞ ˸ˣˬˣ˯˶˲ ˧ˮˣˡˤ ˡˣ˵ ˭˟˶ˣ˵ˢ ˪˰ ˭˧˵˸ˢ˪ ˸ˣ˯ˮ˪) ˡˣ˵Flash ˶˵˧˰˟ (  ˫ˣ˶ˠ˪ ˣˡ˧˵˲˸˷

 ˸˲˵˸ˬDoS ˫˧ˮˣ˷ ˫˧˶˸˞ ˪ˣˬ ˪˞ ,˸˟˥˶ˮ ˢ˶ˣ˟˰˸ ˪˰˟ ˶˸˞˟ ˶˟ˣˡˬˣ ˢˡ˧ˬ˟ , ˢ˶˦ˬ˩ ˟˴ˣˢ˷ ˶˸˞ˢ

 ˸˲˵˸ˬ ˸˥˸ ˢ˧ˢ˧DDoS ˣ˧ ˫ˮ˧˞˷ ˫˧ˬ˧ˬ˸ ˫˧˷˪ˣˠ ˫ˢ ˫˧˲˵ˣ˸ˢ ˶˷˞˩ˢ˰˴˟˪ ˧ˡ˩˟ ˣ˪˴ˣˮ˷ ˫˧˰ˡ. 

 

 ˶˸˞ˢ ˞ˣˢ ˢˤ˩ ˢ˶˵ˬ˪ ˢ˟ˣ˦ ˞ˬˠˣˡstopmalvertising.com ) ˶ˣ˸˧˞˪ ˭ˣ˧˯˧ˮ˟ ˵˯˰˸ˬ ˧ˮˣ˶˧˞ ˭˲ˣ˞˟˷

˫ˣ˯˶˲ ˸ˣ˯˯ˣ˟ˬ ˸ˣ˲˵˸ˬ ˪˷ ˢ˶˧˴˰˪( ,ˢ ˨˧˶˞˸˟˷-21/07/11  ˸˲˵˸ˬ ˸˥˸ ˭ˣ˸ˮ ˢ˧ˢDDoS  ˸˷ˣ˪˷ˬ

ˣ˞˟ˢ ˸ˣ˟ˣ˸˩ˢ:˸ 

¶ data-ero-advertising.com 

¶ flatfee.ero-advertising.com 

¶ www.ero-advertising.com 

˵ˡ˟ˮ ˞˪ ˢˤ ˞˷ˣˮ ,˱˸ˣ˷ˬ ˸ˣˬˣ˯˶˲ ˶ˠ˞ˬ ˣ˪˪ˢ ˫˧˶˸˞ˢ ˸˷ˣ˪˷˪ ˢ˞˶ˮˢ ˪˩˩ ˪˟˞ , ˞ˣˢˣ ˢˡ˧ˬ˟˷ ˨˩

ˣˤ ˢ˲˵˸ˬ˟ ˣ˲˸˸˷ˢ ˫˸˷ˣ˪˷ ˢˬ˪ ˭˧˟ˢ˪ ˭˸˧ˮ ˳˶˲ˮ. 

http://stopmalvertising.com/malvertisements/firefox-add-on-and-google-chrome-extensions-hijacked-by-sponsored-ads.html
http://stopmalvertising.com/malvertisements/firefox-add-on-and-google-chrome-extensions-hijacked-by-sponsored-ads.html
http://www.stopmalvertising.com/
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˫ˣ˩˧˯ 

˸ˣ˞˶˪ ˭˸˧ˮ˷ ˣˬ˩ ,˧˴ˮ˦ˣ˲ ˪˰˟ ˞˷ˣˮ˟ ˶˟ˣˡˬ˭˦˵ ˞˪ ˵ˤˮ ˪˞ ,˫˧ˮ˦˵ ˫˧˪ˠ˟ ˡ˧ˬ˸ ˶˟ˣˡˬ ˫ˣ˧ˢ˪ ˭ˣ˩ˮ , ˨˞

˟˶ ˵ˤˮˣ ˷˰˶ ˶ˣ˴˧˪ ˧ˡ˩˟ ˫˧˵˧˲˯ˬ ˣ˪˞ ˫ˠ ˧˩ ˢ˞˶ˮ .ˢˤ ˞˷ˣˮ˪ ˫˧˰ˡˣˬ ˞˪ ˫˧˟˶ ˫˧ˮˣˠ˶˞ ˧˩ ˢ˞˶ˮ , ˧ˮˣˠ˶˞ˣ

˫˧˧˷˧˞ˢ ˫ˢ˧˩˶˴˪ ˣ˟ ˷ˣˬ˧˷ ˫˧˷ˣ˰ ˫˧˟˶ ˢ˰˧˷˲ . ˢ˞˶ˮˣ ˶˟ˠ˸ ˢˤ ˞˷ˣˮ˪ ˸ˣ˰ˡˣˬˢ ˟ˣ˶˵ˢ ˡ˧˸˰˟˷ ˢˣˣ˵ˮ

 ˫ˣ˯˶˲˟ ˷ˣˬ˧˷ˢ ˧˩ˢ˟ˣ˦˪ ˟˸ˣˮ˧ ˦ˮ˶˦ˮ˧˞˟. 

 

˸ˣ˶ˣ˵ˬ 

¶ http://stopmalvertising.com 

¶ http://blog.armorize.com 

¶ http:// www.zdnet.com 

¶ http://cve.mitre.org 

¶ http://news.cnet.com 

 

http://stopmalvertising.com/
http://blog.armorize.com/
http://www.zdnet.com/
http://cve.mitre.org/
http://news.cnet.com/
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HTML5  ˸˶˥˞ ˦˟ˬ ˸ˡˣ˵ˮˬ- ˟ ˵˪˥' 
˸˞ˬ :˧˞˟ˠ ˡ˰˪˞ˣ ˯˧ˡˣˮ˟ ˭˶˧˪ 

 

 

ˢˬˡ˵ˢ 

 ˸˶ˤ˰˟ ˡ˟˰ ˦ˮ˶˦ˮ˧˞ˢ ˫˧ˮ˷ ˢˬ˩ ˧ˮ˲˪ ˡ˰HTML4.01  ˣˬ˩ ˸ˣ˲˯ˣ˸ˣJS ,CSS ˣ˩ˣ ,' ˸ˣˮˣ˶˥˞ˢ ˫˧ˮ˷˟

 ˫ˡ˵˸ˬ ˦ˮ˶˦ˮ˧˞ˢ˷ˡ˥ ˭ˡ˧˰ ˸˞˶˵˪ ,HTML5 . ˸ˣ˴˴ˣˮ ˸ˣ˧˴˵˧˪˲˞ ˨˧˞ ˸ˣ˞˶˪ ˫˧˪˧˥˸ˬ ˣˮ˞ ˣ˧˷˩˰ ˶˟˩

˟ ˣ˟˸˩ˮ˷-HTML5 ˸˷˶ˢ ˪˰ ˦˞ ˦˞ ˸ˣ˦˪˸˷ˬ. 

 

HTML5 ˸ˣˬ˧˧˵ ˸ˣ˲˷˟ ˧ˣˮ˧˷ˣ ˸ˣ˷ˡ˥ ˸ˣ˧ˠˣ˪ˣˮ˩˦ ˢˬ˩ ˪˷ ˟ˣ˪˧˷ ˢˮ˧ˢ .-˟HTML5 ˪ ˸ˣ˷ˡ˥ ˸ˣ˧ˠ˸ ˣ˲˯ˣˮ-

HTML ,ˢ˷˰ˮ˷ ˧˸ˣˢˬˢ ˧ˣˮ˧˷ˢ ˞˪ ˪˪˩˟ ˣˢˤ ˨˞ .HTML5  ˢ˲˧˯ˣˬ ˫˧˶ˣ˯˧˞ ˢˡ˧˶ˣˬˣ ˢ˷ˡ˥ ˸ˣ˧˪˞ˮˣ˧˴˵ˮˣ˲

ˢ˩ ˡ˰ ˸˷˶ˢ ˸ˣ˧˴˵˧˪˲˞ ˧˥˸˲ˬ ˪˰ˣ ˫˧ˮ˲ˡ˲ˡ ˪˰ ˣ˧ˢ˷ ˫˧ˬˡˣ˵. 

 

 ˢ˞˶ˮ ˣ˟ ˧ˡ˧˥˧ˢ ˫ˣ˵ˬˢ ˞˪ ˣˢˤ ˦ˮ˶˦ˮ˧˞ˢHTML5 ,˸ˣ˟˶ ˥ˣ˸˧˲ ˸ˣ˟˧˟˯˪ ˱˧˪˥˸ ˸ˣˣˢ˪ ˢˮˮ˩ˣ˸ ˞˧ˢ ˭˩˷ ,

 ˢ˪˰˲ˢˢ ˸ˣ˩˶˰ˬ ˫ˣ˧ˢ ˶˟˩Android x-IOS ˟ ˸ˣ˧˴˵˧˪˲˞ ˸˟˧˸˩˟ ˸ˣ˩ˬˣ˸-HTML5 ,˷˧ˠˣ ˢˡ˧˸˰ ˣˤ ˢ

ˢ˴ˣ˞˸ ˶ˣ˟˴˪ˣ ˨˧˷ˬˢ˪ , ˸ˣ˧˴˵˧˪˲˞ ˸ˣ˴˧˶ˬˢ ˸ˣ˧ˤ˧ˣˣ˪˦ ˫ˠ ˢ˞˶ˮ ˸ˣ˟ˣ˶˵ˢ ˫˧ˮ˷˟HTML5  ˭˟ˣˬ˩ ˱˯ˣˮ˟

˫˧˟˷˥ˬ˪. 

 

 ˪˷ ˸ˣ˷ˡ˥ˢ ˸ˣ˲˯ˣ˸ˢ ˸˞ ˸˶˵ˣ˯ ˣˤ ˫˧˶ˬ˞ˬ ˸˶ˡ˯HTML5  ˣ˪˞ ˸ˣ˲˯ˣ˸ ˢ˥˦˟˞ ˸ˣ˧˰˟ ˣ˪˧˞ ˸ˮ˥ˣ˟ˣ

˸ˣ˶˴ˣ˧ ,˸˷˶ˢ ˫˪ˣ˰˟ ˢ˥˦˟˞ ˪˰ ˣ˰˧˲˷˧ ˡ˴˧˩ˣ. 

 

ˢˤ ˶ˬ˞ˬ˟ ,ˢ˶ˡ˯˟ ˧ˮ˷ˢ ,ˢ ˭ˣˮˠˮˬ ˸˞ ˶ˣ˵˯ˮ-Drag&Drop ˢ˪˰˲ˢˢ ˸ˣ˩˶˰ˬˬ ˶˩ˣˬˢ , ˞ˣˢ ˡ˴˧˩ ˢ˞˶ˮ

˸ˣ˧˴˵˧˪˲˞ˢ ˧˥˸˲ˬ˪ ˶˴ˣ˧ ˞ˣˢ ˸ˣ˷ˡ˥ ˸ˣ˧˰˟ ˣ˪˧˞ˣ ˭˲ˡ˲ˡ˟ ˷ˬˣˬˬ. 
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Drag&Drop (DnD) 

Drag&Drop  ˢ˪ˣ˰˲ˢ ˞˧ˢ)ˢ˪ˣ˰˲˟ ˢ˩˧ˬ˸ ˣ˞ ( ˧ˡ˧ ˪˰ ˣˢ˷˪˩ ˧˲˶ˠ ˦˵˧˧˟ˣ˞ ˪˷ ˢ˶˧˥˟ ˪˷"ˢ˴˧˥˪ "ˣ˧˪˰ ,

 ˣ˪˷ ˢ˶˧˶ˠˣ˶˥˞ ˫ˣ˵˧ˬ˪ ˶˥˞ ˧˲˶ˠ ˦˵˧˧˟ˣ˞˪ ˣ˞ )˸ˮ˟ˣˬ ˧˴˥ ˸˧˪ˬ˶ˣ˲ ˢ˶ˡˠˢ(. 

 

 ˣˬ˩ ˸ˣ˧˶˲˯˟ ˣˮ˷ˬ˸˷ˢ ˫˧ˮ˷ ˨˷ˬ˟DOJO x-JQuery 

 ˧ˮˣˮˠˮˬ ˶ˣ˴˧˪ ˧ˡ˩˟DnD , ˫˧ˮˣˮˠˮˬ˟ ˨˶ˣ˴ ˷˧˷ ˭˟ˣˬ˩

 ˸ˣˮ˧˧ˮ˰ˬ ˸ˣ˧˴˵˧˪˲˞ ˶ˣ˴˧˪ ˸ˮˬ ˪˰ ˣ˪˞˩˷

˸ˣ˧˟˧˦˵˶˦ˮ˧˞ˣ . ˥˸˲ˬ ˪˩˷ ˢ˟˧˯ ˫ˣ˷ ˭˧˞ ˨˞

˧ ˢˤ˩˷ ˳ˣ˲ˮ ˭ˣˮˠˮˬ˟ ˷ˬ˸˷ˢ˪ ˭ˣˣ˩˸ˬ˷ ˨˶˦˴

˸ˣ˧ˮˣ˴˧˥ ˸ˣ˧˶˲˯˟ ˷ˬ˸˷ˢ˪ , ˸˞ ˪ˣ˪˩˪ ˣ˦˧˪˥ˢ ˭˩˪

 ˸˯˶ˠ˟ ˭ˣˮˠˮˬˢHTML5. 

 

˸ˣ˴ˣ˲ˮˢ ˢ˪˰˲ˢˢ ˸ˣ˩˶˰ˬ˟ ˸ˣ˟˶ ˫˧ˮ˷ ˶˟˩ ˫˧˧˵ ˢˤ ˭ˣˮˠˮˬ , ˸ˣ˧˯˧˯˟ ˸ˣ˪ˣ˰˲˟ ˣ˟ ˫˧˷ˬ˸˷ˬ ˣˮ˞ ˫ˣ˧˩ˣ

 ˧˩ˬ˯ˬ ˨ˣ˸˟ ˦˯˵˦ˣ ˸ˣˮˣˬ˸ ˫˧˴˟˵ ˫˵ˬ˪ ˣˬ˩Word ˢ˧˵˧˸˪ ˢ˧˵˧˸ˬ ˫˧˴˟˵ ˶˧˟˰ˢ˪ ˣ˞.  ˪˧˥˸ˮ˷ ˧ˮ˲˪

 ˶˧˟˯ˢ˪ˢˤ˩˷ ˭ˣˮˠˮˬ˟ ˸ˣ˧˸˧˧˰˟ˢ ˸˞ , ˧˶ˣ˥˞ˬ ˪˰ˣ˲ ˞ˣˢ ˡ˴˧˩ ˪˰ ˸˴˵ˣ ˣ˟ ˫˧˷ˬ˸˷ˬ ˡ˴˧˩ ˶˧˟˯ˮ

˫˧˰˪˵ˢ. 

 

-˟HTML5  ˸˪ˣ˰˲DnD ˫˧˰ˣ˶˧˞ ˪˷ ˢ˶ˡ˯˩ ˸˶ˡˠˣˬ , ˰ˣ˶˧˞ ˶˶ˣˠˣ ˦˵˧˧˟ˣ˞ˢ ˪˰ ˳˥ˣ˪ ˷ˬ˸˷ˬˢ ˪˩ ˫ˡˣ˵

mousedown , ˷ˬ˸˷ˬˢ ˭˩ˬ ˶˥˞˪"˶˶ˣˠ " ˧˰ˣ˶˧˞ ˶˲˯ˬ ˫˧ˬ˧˧˵˸ˬˣ ˦˵˧˧˟ˣ˞ˢ ˸˞mousemove ˯˟˪ˣ˱ˣ ,

 ˰ˣ˶˧˞ˣ ˶˟˩˰ˢ ˭˴˥˪ ˸˞ ˶˶˥˷ˬ ˷ˬ˸˷ˬˢmouseup ˢ˶ˣ˵.  ˣˮ˧˪˰ ˢ˶˧˶ˠ˪ ˭˸˧ˮ˷ ˦˵˧˧˟ˣ˞ ˶ˣ˴˧˪ ˧ˡ˩˟

ˢ ˸ˮˣ˩˸ ˸˞ ˦˵˧˧˟ˣ˞˪ ˱˧˯ˣˢ˪-draggable , ˶ˣ˴˧˪ ˭˸˧ˮ ˸˞ˤ ˣˮ˧˷˰˷˩ˬEventListener  ˰ˣ˶˧˞˪ ˭˧ˤ˞ˬˢ

"dragstart ."ˣ˸ˣ˞ ˫˧˶˶ˣˠ ˭˞˪ ˸˰ˡ˪ ˢ˴˶ˮ ˢ˶˧˶ˠ˪ ˭˸˧ˮ˷ ˦˵˧˧˟ˣ˞ ˣˮ˪ ˷˧˷˩ ˸˰˩ ,ˣˮ ˦˵˧˧˟ˣ˞˪ ˱˧˯ˣˢ˪ ˪˩

ˢ ˸ˮˣ˩˸ ˸˞ ˣˢ˷˪˩ ˱˯ˣˮ-dropzone , ˰ˣ˶˧˞˪ ˭˧ˤ˞ˢ˪ˣdrop. ˢ ˨˧˪ˢ˸˟ ˶˟˰ˣˬˢ ˰ˡ˧ˬˢ-DnD  ˞˶˵ˮDDS 

˪˷ ˶ˣ˴˧˵ )drag data store(  ˟˩˶ˣˬ ˞ˣˢˣ)˶˞˷ˢ ˭˧˟ (˫˧˞˟ˢˬ: 

¶ )drag data store item list (DDSIL 

¶ ˢˮˠˢ ˠˣ˯. 
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 ˸˪ˣ˰˲ ˪˩ ˶ˣ˟˰DnD  ˪˷ ˢˬ˧˷˶ ˸˶˴ˣˮ(drag data store item) DDSI , ˸˶ˣ˴˟ ˶ˡˣ˯ˬ ˣˤ ˢˬ˧˷˶˟ ˰ˡ˧ˬˢ

˸˧ˮ˯˥ˬ ,ˢˬ˧˷˶ˢ ˷˞˶˟ ˞˴ˬˮ ˱˯ˣˮ˷ ˭ˣ˶˥˞ˢ ˰ˡ˧ˬˢ˷ ˨˩ . ˪˩DDSI ˸˞ ˪˧˩ˬ: 

¶  ˶˟˰ˣˬˢ ˰ˡ˧ˬˢ ˠˣ˯)˦˯˵˦ , ˳˟ˣ˵- ˧˶˞ˮ˧˟ ˰ˡ˧ˬ(. 

¶  ˸ˤˣ˶˥ˬMIME ˰ˡ˧ˬˢ ˠˣ˯ˢ ˸˞ ˸˰˟ˣ˵ˢ. 

¶ ˰ˡ˧ˬˢ. 

 

ˢˬ˧˷˶ˢ ˪˰ ˢˮˠˢ ˧ˠˣ˯ ˢ˷ˣ˪˷ ˫ˮ˷˧: 

¶ ˢ˞˧˶˵  /ˢ˟˧˸˩ -  ˰ˣ˶˧˞ ˶ˣ˟˰-sdatastart .ˢˬ˧˷˶˪ ˷ˡ˥ ˰ˡ˧ˬ ˱˧˯ˣˢ˪ ˭˸˧ˮ. 

¶ ˡ˟˪˟ ˢ˞˧˶˵ - ˢ ˰ˣ˶˧˞ ˶ˣ˟˰-drop .ˢˬ˧˷˶ˢ ˭ˬ ˰ˡ˧ˬˢ ˸˞ ˞ˣ˶˵˪ ˭˸˧ˮ. 

¶  ˭ˠˣˬ- ˶˥˞ ˰ˣ˶˧˞ ˪˩ ˶ˣ˟˰ . ˫ˢ˪˷ ˫˧˦ˬ˶ˣ˲ˢ ˸˞ˣ ˰ˡ˧ˬˢ ˧ˠˣ˯ ˸˞ ˞ˣ˶˵˪ ˭˸˧ˮ)˦˯˵˦ ˣ˞ ˧˶˞ˮ˧˟ (

˷ˡ˥ ˰ˡ˧ˬ ˱˧˯ˣˢ˪ ˭˸˧ˮ ˞˪ˣ ˱ˣ˷˥ ˣˮ˧˞ ˣˬ˴˰ ˰ˡ˧ˬˢ ˨˞. 

 

˴ˬ ˢˬˠˣˡ˪ ˥˵˧ˮˢˤ˩˷ ˟: 

<span draggable=òtrueò ondragstart=òstartDragFunc(event)ò>text</span> 

<div dropzone=òcopy s:text/plainò ondrop=òdropFunc(event,this)ò>DROP ZONE</div> 

 

ˡˣ˵ˢ ˪˷ ˫˧˧ˮ˩˦ˢ ˫˧˦˶˲˪ ˧ˡ˧ˬ ˶˸ˣ˧ ˯ˮ˩˧ˮ ˞˪ , ˦ˮˬ˪˞ ˫˧˧˵ ˧˩ ˸ˣ˞˶˪ ˭˸˧ˮ ˨˞span  ˢ˶˧˶ˠ˪ ˭˸˧ˮˢ

 ˦ˮˬ˪˞ˣdiv ˩ ˶ˡˠˣˬˢ-dropzone ,˫˧˦ˮˣˣ˪˶ˢ ˫˧˰ˣ˶˧˞˟ ˸˪˲˦ˬˢ ˢ˧˴˵ˮˣ˲ ˸ˬ˧˧˵ ˢ˪˞ˬ ˡ˥˞ ˪˩ ˶ˣ˟˰ .

ˢ ˠ˸ ˶ˣ˟˰-span  ˸˧˧˴˵ˮˣ˲ˢ ˸ˬ˧˧˵)startDragFunc(event  ˢˬ˧˷˶˪ ˱˧˯ˣ˸ ˶˷˞DDSI  ˸˞ ˪˧˩ˬˢ ˷ˡ˥

 ˸˰˟ˣ ˣˮ˶˶ˠ˷ ˦˯˵˦ˢ"ˢ˵˧˶ˤ "-˟dropzone  ˢ˪ˣ˰˲ˢdropFunc ˢˬ˧˷˶ˢ ˨ˣ˸ˬ ˰ˡ˧ˬˢ ˸˞ ˞˧˴ˣˢ˪ ˪˩ˣ˸ .

˧˟ˢˬˣ˧˯˪ ˢ˶˧˶ˠˢ ˸˪˧˥˸ ˭ ,˦˯˵˦ ˠˣ˯ˬ ˰ˡ˧ˬ ˫˧˶˶ˣˠ ˣˮ˞˷ ˸˰ˡ˪ ˪˩ˣ˧ ˣ˧˪˰ˬ ˶ˣ˟˰ˮ˷ ˦˵˧˧˟ˣ˞ ˪˩ , ˞˪ ˨˞

˦˯˵˦ˢ ˣˢˬ ˰ˡ˧. 

 

˞˟ˢ ˵ˮ˧˪˟ ˢˤ ˭ˣˮˠˮˬ˟ ˷ˣˬ˧˷˪ ˢˬˠˣˡ ˸ˣ˞˶˪ ˣ˪˩ˣ˸: 

http://html5demos.com/drag 

 

ˢ ˭ˣˮˠˮˬ-DnD  ˪˷ ˫˧ˠˣ˯ ˢˬ˩ ˶˴ˣ˧˸ˣ˧˰˟ ,˥˸˲ˬˢ ˡ˴ˬ ˭ˣ˩ˮ ˷ˣˬ˧ˬ ˸˶ˤ˰˟ ˶ˣ˸˲˪ ˭˸˧ˮ ˭˵˪˥ , ˭˸˧ˮ ˭˵˪˥

˰ˠ˶˩ ˭ˣ˶˸˲ ˭˧˞ ˭˵˪˥˪ˣ ˭˲ˡ˲ˡˢ ˡ˴ˬ ˭ˣ˩ˮ ˷ˣˬ˧ˬ ˸˶ˤ˰˟ ˶ˣ˸˲˪. 

 

http://html5demos.com/drag
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 ˰ˡ˧ˬ ˸˲˧˪ˡ- 1 

DnD ˣ˴˧˥ ˫˧ˬ˶ˣˠ˪ ˰ˡ˧ˬ ˸˲˧˪ˡ˪ ˫ˣ˶ˠ˪ ˸ˣ˪ˣ˪˰˷ ˸ˣ˧˰˟ ˢˬ˩ ˶˴ˣ˧˫˧˧ˮ ,ˢ ˪˰ ˸ˣˮˠˢˢ ˭ˣˮˠˮˬ˷ ˸ˣ˶ˬ˪-

DDSIL ˷ ˫˧˦˵˧˧˟ˣ˞ˬ ˰ˮˣˬ"˫˧˶˶ˣˠ " ˸˰ˡ˪ ˫˧˪ˣ˩˧ ˭˧˧ˡ˰ ˫ˢ ˫˧˶˶ˣˠ ˣ˸ˣ˞ ˰ˡ˧ˬˢ ˵ˣ˧ˡ˟ ˣˢˬ ˸˰ˡ˪ ˫ˢ˧˪˰ˬ

˰ˡ˧ˬˢ ˠˣ˯ ˸˞ .ˢ˰˶˪ ˪˴ˮ˪ ˣˡˬ˪˧ ˢˤˢ ˰ˡ˧ˬˢ ˸˞ ˫ˠ˷ ˥ˣ˦˟ ˧ˮ˞ ˶˟˰˟ ˫˧˶˵ˬ ˢ˟˶ˢ ˣˬ˩ , ˸˞ˤ ˰ˠ˶˩ ˨˞

ˢˤ ˭ˣˮˠˮˬ˟ ˶˸ˣ˧˟ ˢˮ˦˵ˢ ˢ˧˰˟˪ ˸˟˷˥ˮ. 

 

ˢ ˭ˣˮˠˮˬ˟ ˷ˬ˸˷ˬˢ ˧ˬ˧˦˧ˠ˪ ˦ˮ˶˦ˮ˧˞ ˡˣˬ˰ ˫˧˧˵ ˣ˟ ˟˴ˬ ˢˬˠˣˡ˪ ˥˵˧ˮ-DnD ˡ˩˟˷˧ˠ˶ ˰ˡ˧ˬ ˶˧˟˰ˢ˪ ˧ .

 ˦ˮˬ˪˞ ˡˣˬ˰˟ ˰˧ˬ˦ˬ ˱˵ˣ˸HTML  ˧ˢ˷˪˩ ˨˶ˡ˟ ˧ˮˣˡˤ) ˶˸˞˟ ˸˧ˬ˧˦˧ˠ˪ ˸˧˞˶ˮˢ ˸ˬˣ˯˶˲ ˶ˣ˸˟ ˪˷ˬ˪

˱˵˸ˣˬˢ( , ˡˣ˵ ˳˧˶ˬ ˣ˧˪˰ ˶˟˰ˬ ˸˰˟ ˶˷˞JS ˪ ˫˶ˣˠˢ-redirection  ˶˸˞ ˪˞phishing  ˡˣˬ˰ˢ ˣˬ˩ ˢ˞˶ˮˢ

˧ˬ˧˦˧ˠ˪ˢ .˶˸˞˪ ˯ˮ˩ˮˢ ˫˧ˬ˸ ˷ˬ˸˷ˬ ,˞ ˷˧ˠ˶ˢ ˰ˡ˧ˬˢ ˸˞ ˶ˣ˶ˠ˪ ˪˧˥˸ˬˢ ˶˟˰ ˪-drop zone . ˸˪˧˥˸˟

˪ ˱˯ˣˬ ˷˧ˠ˶ˢ ˰ˡ˧ˬˢ ˢ˶˧˶ˠˢ ˸˪ˣ˰˲-DDSIL .˧ˮˣˡˤˢ ˦ˮˬ˪˞ˢ ˪˰ˬ ˶˟ˣ˰ ˷ˬ˸˷ˬˢ ˢ˶˧˶ˠˢ ˰ˣ˴˧˟ ˸˰˟ .

˧ˮˣˡˤˢ ˡˣˬ˰ˢ ˪˞ ˶˷ˣ˵ˬ ˷ˬ˸˷ˬˢ .˸˰˩ , ˷ˬ˸˷ˬˢ˷˩"˵ˣ˶ˤ˧ "˟ ˦˵˧˧˟ˣ˞ˢ ˸˞-drop zone . ˱˵ˣ˸ˢ

˧ˮˣˡˤˢ ˰ˡ˧ˬˢ ˪˩ ˸˞ ˪˟˵˧. 

 

 ˸˞ˢ ˢ˧˰˟ˢˬˢ ˡ˴ˬ ˫ˠ ˶ˣ˸˲˪ ˭˸˧ˮ ˣˤ˭˲ˡ˲ˡˢ ˪˷ ˭ˣ˩ˮ ˭ˣˮ˩˸ ˸˶ˤ˰˟ ˫ˠˣ ˥˸˲: 

 ˥˸˲ˬˢ ˡ˴ˬ-  ˪˩ ˫ˣ˯˥˪ ˪ˣ˩˧ ˥˸˲ˬˢredirection ˢ ˰ˣ˶˧˞˟ ˪ˣ˲˧˦˟-dragstart  ˢˬ˧˯˥ˢ ˸˞ ˪˦˟˪ˣ

ˢ ˰ˣ˶˧˞˟-drop ,ˢ˧˰˟˪ ˰ˡˣˬ ˸ˣ˧ˢ˪ ˨˧˶˴ ˸˞ˤ ˸ˣ˷˰˪ ˪˧˟˷˟˷ ˭˟ˣˬ˩ , ˸˥˦˟˞˟ ˢ˴ˬ˸ˬ ˞˪˷ ˥˸˲ˬ ˪˩ˣ

ˢ˟ ˪˲˦˧ ˞˪ ˰ˡ˧ˬ. 

 

 ˭˲ˡ˲ˡˢ ˡ˴ˬ- ˪ ˫˧˪ˣ˩˧ ˫˧ˮ˲ˡ˲ˡ˸˧˯˥˧ ˸ˣ˪˵˟ ˢ˧˰˟ˢ ˸˞ ˶ˣ˸˲ , ˪˩ ˵ˣ˥ˬ˪ ˢˤ ˸ˣ˷˰˪ ˫ˢ˧˪˰˷ ˪˩

 ˸ˣ˪˧˰˲DnD  ˰ˣ˴˧˟ ˧ˮ˲˪ ˸ˬˡˣ˵redirection. 

˱˯ˣˮ˟ , ˸˪ˣ˰˲ ˪˷ ˫ˣ˧˯ ˣ˞ ˢ˪˥˸ˢ ˰ˣˮˬ˪ ˫˧ˮ˲ˡ˲ˡ ˪˰DnD  ˪˩˪ ˸ˣ˶˧ˢˤ˟ ˯˥˧˧˸ˢ˪ˣ ˦˲˧˶˵˯ ˧ˡ˧ ˪˰

 ˸˪ˣ˰˲˷ ˭ˬˤ˟ ˳˶ˢ ˦˲˧˶˵˯DnD ˸˞˶ˣ˵. 
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ˢ˧˰˟ˢ ˸˞ ˭˧˟ˢ˪ ˧ˡ˩˟ ˸ˣˮˣ˧˰˶ ˢˬ˩ ˭˸˧ˮ: 

¶ ˵ ˯ ˸˪ˣ˰˲ ˸˪˥˸ˢ˪ ˫ˣ˶ˠ˪ˣ ˶˟˩˰ˢ ˪˰ ˷ˬ˸˷ˬˢ ˸˴˧˥˪˪ ˭˧ˤ˞ˢ˪ ˪ˣ˪˰ ˦˲˧˶DnD  ˸ˤˤˢ ˧ˡ˧ ˪˰

 ˭ˣ˪˥˭˲ˡ˲ˡˢ. 

 

¶  ˸˪ˣ˰˲˪ ˫ˣ˶ˠ˪ ˪ˣ˪˰ ˦˲˧˶˵˯drop ˷ˬ˸˷ˬˢ ˸ˮˣˣ˩ ˞˪˪. 

 

ˢ ˪˰ ˢˮˠˢˢ ˭ˣˮˠˮˬ ˸˞ ˷ˬˬ˪ ˨˧˶˴ ˫ˠ ˭˲ˡ˲ˡˢ˷ ˭˟ˣˬ˩-DDSIL ˢˮˣ˩ˮ ˢ˶ˣ˴˟ , ˳˶ˢ ˦˲˧˶˵˯ ˪˩ ˸˶˥˞

˟˵˪ ˪˩ˣ˧ ˡˣˬ˰˟ˢ ˸˪ˣ˰˲˟ ˶˟ˣ˰ˢ ˷˧ˠ˶ ˰ˡ˧ˬ ˪˩˪ ˢ˷˧ˠ ˸ˣ˪˵˟ ˪-DnD. 

 

Click Jacking 

Click Jacking  ˸ˣ˲˵˸ˢ ˰ˣ˴˧˟˪ ˸˷ˬ˷ˬˢ ˢ˦˧˷ ˢˮ˧ˢCross-domain  ˧ˡ˧ ˪˰"˸˟˧ˮˠ " ˣ˰˴ˣ˟˷ ˫˧˵˧˪˵

˭ˢ˧˪˞ ˭ˣˣ˩˸ˢ ˞˪ ˞ˣˢ˷ ˸ˣ˪ˣ˰˲ ˰˴˟˪ ˧ˡ˩˟ ˷ˬ˸˷ˬˢ ˧ˡ˧ ˪˰ ˢˮˣˣ˩˟. x˶ ˣˤˢ ˢ˲˵˸ˬˢ ˠˣ˯ ˸˞ ˫˧˶˧˩ˬ ˣˮ˟

ˬ˧˲˟ ˸ˣ˴ˣ˟˵ˢ ˱˴˷ ˧ˡ˩˟ ˫˧˶ˣ˸˲˩ ˢ˟˶ˢ ˪˰ ˳ˣ˥˪˪ ˫˩˪ ˸ˣ˞˶ˣ˵˷ ˵ˣ˟˯˧"˫˧˦ˣ˟ˣ˶ ˞˪ ˫˸˞˷ ˞ˡˣˣ˪ "

 ˭˟ ˡ˪˧ ˪˩ˣ˞ ˶ˠ˶ˣ˟ˬˢ ˠ˧˴ˬˢ ˧˶ˬˠ˪ ˧˸˧ˬ˞ ˭ˣ˦˶˯ ˫˩˧ˮ˲˟ ˱ˣ˷˥˪ˣ9.  ˫˷˟ ˡˣˬ˰ ˶˴ˣˮ ˪˩ ˫ˡˣ˵inner.html 

 ˠ˸ ˪˧˩ˬˢiframe ˱˵˸ˣˬˢ ˡˣˬ˰ˢ ˸˞ ˣ˩ˣ˸˟ˣ: 

 

ˢ ˸˞ ˶ˡ˯˪ ˨˧˶˴-iframe ˳˥˪˧ ˷ˬ˸˷ˬˢ˷ ˢ˴˶ˮ˷ ˦ˮˬ˪˞ˢ˷ ˨˩ ˢ˪˰ˬ˪ ˸˧˪˞ˬ˷ˢ ˢˮ˧˲˟ ˢ˧ˢ˧ ˣ˧˪˰: 
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˱ˣ˯˟˪ˣ , ˡˣˬ˰ˢ ˸˞ ˭˰˦ˮinner.html  ˨ˣ˸ ˪˞iframe  ˶ˣ˸˲˩ˢ ˸˞ ˵ˣ˧ˡ˟ ˪˧˩ˢ˪ ˵˧˲˯ˬˢ ˶˸ˣ˧ ˭˦˵

"Tweet": 

 

˪ ˢˬˠˣˡ ˸ˣ˞˶˪ ˣ˪˩ˣ˸-Click Jacking ˞˟ˢ ˵ˮ˧˪˟: 

http://www.planb-security.net/notclickjacking/iframetrick.html 

 ˰˴˟˪ ˸ˣˮˣˣˠˬˣ ˸ˣ˟˶ ˸ˣ˦˧˷ ˡˣ˰ ˭˟ˣˬ˩ ˷˧Click Jacking ˢˤ ˭ˣˮˠ˯˟ ,ˢˤ ˭˧˧ˮ˰˟ ˟˧˥˶ˮ ˞˪ ˨˞. 

Click Jacking  ˭ˣˠ˩ ˸ˣ˶˥˞ ˸ˣ˦˧˷ ˫˰ ˟ˣ˪˧˷˟ ˧˷ˣˬ˧˷ ˡˣ˞ˬ ˸ˣ˧ˢ˪ ˪ˣ˩˧ˣ ˵ˤ˥ ˧˪˩ ˣˮ˧ˢ ˸˶˩ˣˬˢ ˣ˸˶ˣ˴˟

CSRF x-XSS ,ˡ˰ ˨˞˪˟ˠˣˬ ˸˧˯˥˧ ˞ˣˢ ˭˧˧ ,ˣ ˫˧˶ˣ˸˲˩ ˪˰ ˢ˴˧˥˪ ˶˷˲˞ˬ ˞ˣˢ-check-boxes  ˞˪ ˞ˣˢ ˞˪ ˨˞

˦˯˵˦ ˸ˣˡ˷ ˪˷ ˧ˣˮ˧˷ ˶˷˲˞ˬ. 

 

HTML5 ˢ ˭ˣˮˠˮˬˣ-DnD  ˫˧ˮ˲ˡ˲ˡ ˢ˟˶ˢ˟ ˷ˬˣˬˬ ˫ˣ˧ˢ ˶˟˩˷)ˢ˞˪ˬ ˢ˶ˣ˴˟ ˞˪ ˫˞ ˫ˠ( , ˱˵ˣ˸˟ ˶˷˲˞ˬ

˦˯˵˦ ˸ˣˡ˷ ˪˰ ˫ˠ ˢ˧˴˪ˣ˲˧ˮˬ ˰˴˟˪ .˶ˢ ˸˞ ˪˟˵˪ ˧ˡ˩ ˸ˣ˷˰˪ ˣ˪˩ˣ˸˷ ˭˦˵ ˪˧ˠ˶˸ ˸˞ ˥ˣ˸˲˪ ˞ˣˢ ˭ˣ˧˰

˦˯˵˦ ˸˟˧˸ ˨ˣ˸ ˪˞ ˣ˸ˣ˞ ˶ˣ˶ˠ˪ˣ ˶˟˩˰ˢ ˫˰ ˣˢ˷˪˩ ˦˯˵˦ ˭ˬ˯˪ ˫˩˧˪˰ ˟˧˟˥ˢ ˭˲ˡ˲ˡˢ ,ˡ˟˰ ? ˣ˧˷˩˰

ˢˤ ˫˰ ˸ˣ˷˰˪ ˶˷˲˞ ˢˬ ˣ˟˷˥˸... 

 

˷ ˞˧ˢ ˭˧˧˴˪ ˟ˣ˷˥˷ ˢˡˣ˵ˮ-DnD  ˧ˡ˧ ˪˰ ˪˟ˠˣˬ ˣˮ˧˞"Same Origin Policy" , ˸˷ˠ˪ ˶˸˞ˬ ˸˰ˮˣˬ ˶˷˞

˶˥˞ ˭˧˧ˬˣˡ˪ ˨˧˧˷ˢ ˰ˡ˧ˬ˪ .˞ˬ ˫˧ˮ˲ˡ˲ˡ˭ˣ˩ˮ ˷ˣˬ˧ˬ˟ˣ ˭ˣˣ˩ˬ ˸˞ˤ ˫˧˶˷˲ , ˸˪ˣ˰˲DnD  ˢ˪ˣ˰˲˟ ˢ˪˧˥˸ˬ

ˣˢ˷˪˩ ˦˲˧˶˵˯ ˧ˡ˧ ˪˰ ˞˪ˣ ˷ˬ˸˷ˬˢ ˪˷. 

 

ˢˤ˩ ˞ˣˢ ˢ˲˧˵˸ˢ ˨˪ˢˬ: 

1. ˡˣˬ˰ˢ ˧ˮ˲ ˪˰ ˣˢ˷˪˩ ˦˵˧˧˟ˣ˞ ˶ˣ˶ˠ˪ ˷ˬ˸˷ˬ ˰ˮ˩˷ˬ ˧ˮˣˡˤ ˡˣˬ˰ 

2. ˟ ˷ˣˬ˧˷ ˰˴ˣ˟ˬ ˢ˪˧˥˸ˬ ˢ˶˧˶ˠ ˶˷˞˩-DnD API ˪ ˧ˣ˴˶ˢ ˰ˡ˧ˬˢ ˸˞ ˱˧˯ˣˢ˪ ˧ˡ˩˟-DDSIL 

3.  ˷ˬ˸˷ˬˢ ˶˷˞˩"ʕ˵˶ˣ "˪ ˱˯ˣˮ˷ ˰ˡ˧ˬˢ ˦˵˧˧˟ˣ˞ˢ ˸˞-DDSIL  ˪˞ ˶ˣ˟˰˧iframe  ˫˵ˣˬ ˣ˟˷ ˶˸˯ˣˬ

˦˯˵˦ ˢˡ˷ ,˦˯˵˦ˢ ˢˡ˷ ˨ˣ˸˪ ˯ˮ˩˧ ˰ˡ˧ˬˢ˷ ˨˩ .ˢˤ ˰ˡ˧ˬ˟ ˦˪ˣ˷ ˧ˮˣˡˤˢ ˡˣˬ˰ˢ ˪˰˟˷ ˶ˣ˩ˤ˪ ˷˧. 

 

http://www.planb-security.net/notclickjacking/iframetrick.html
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˟ ˷ˬ˸˷ˢ˪ ˪˩ˣ˧ ˞ˣˢ ˫˧˴ˣ˥ˮˢ ˦˯˵˦ˢ ˧˩˶˰ ˪˩ ˸˞ ˯˧ˮ˩ˢ˪ ˷ˬ˸˷ˬ˪ ˫˶ˠ ˱˵ˣ˸ˢ˷ ˶˥˞˪-Click Jacking 

˪ ˫ˣ˶ˠ˪ ˧ˡ˩˟ ˦ˣ˷˲ˢ ˶ˣ˸˲˩ ˪˰ ˳ˣ˥˪˪ ˷ˬ˸˷ˬ-Submit. 

 

 ˡˣ˞ˬ ˢ˪˧˰˧ ˸ˣ˧ˢ˪ ˢ˪ˣ˩˧ ˣˤ ˢ˵˧ˮ˩˦ ˸ˣ˲˵˸ˢ ˫ˢ˟ ˫˧˶˵ˬ˟CSRF x-Click Jacking ˸ˣ˧˶˷˲˞ ˞˪ ˪˧ˠ˶ .

˱˯ˣˮ˟ ,˸ˣ˷ˡ˥ ˸ˣ˲˵˸ˬ ˶ˣ˴˧˪ ˧ˡ˩˟ ˸ˣ˶˥˞ ˸ˣ˵˧ˮ˩˦ ˫˰ ˟ˣ˪˧˷˟ ˢ˵˧ˮ˩˦˟ ˷ˬ˸˷ˢ˪ ˭˸˧ˮ. 

 

 ˰ˡ˧ˬ ˸˲˧˪ˡ- 2 

˟ ˷ˣˬ˧˷˟ ˣ˪ˠ˸ˮ˷ ˢ˥˦˟˞ ˸ˣ˧˰˟ ˸ˣ˟˵˰˟-iframes ˢˮˠˢ ˧ˮˣˮˠˮˬ ˭˲ˡ˲ˡ ˪˩˪ ˣ˲˯ˣˮ , ˢˮˠˢˢ ˸ˣ˦˧˷ˬ ˸˥˞

˵˪ˬ ˡˣˬ˰ ˫ˣ˯˥˪ ˞˧ˢ ˠ˸ ˸˶ˤ˰˟ ˣ˩ˣ˸˟ ˰ˬ˦ˣˬˢ ˡˣˬ˰ ˪˷ ˭˩ˣ˸ ˞ˣ˶iframe  ˫˧˞˴ˬˮ ˫ˮ˧˞ ˣ˪˞ ˧ˮ˷ ˫˞

˭˧˧ˬˣˡ ˣ˸ˣ˞˟ ,˸˞˶˵ˮ ˸˞ˤ ˢˮˠˢ same-origin-policy )˫ˡˣ˵ ˶˟˩ ˢ˶˩ˤˣˢ˷ .(˸˞ˤ ˢ˦˧˷ ˨˞ , ˣˮ˧˧˴˷ ˣˬ˩

˫ˡˣ˵ˬ ,ˢ ˭ˣˮˠˮˬ ˪˰ ˸ˬ˷ˣ˧ˬ ˢˮ˧˞-DnD ,˸˶ˬˣ˞ ˸˞ˤ , ˞ˣ˶˵˪ ˸ˮˬ ˪˰ ˢˤ ˭ˣˮˠˮˬ˟ ˷ˬ˸˷ˢ˪ ˶˷˲˞˷

ˣˬ˰ ˪˷ ˰ˡ˧ˬ ˠ˸ ˸˶ˤ˰˟ ˰ˬ˦ˣˬˢ ˡiframe ˰˧ˬ˦ˬˢ ˡˣˬ˰ˢ ˪˷ ˭˧˧ˬˣˡ ˣ˸ˣ˞˟ ˞˴ˬˮ ˞˪ ˡˣˬ˰ ˣ˸ˣ˞ ˫˞ ˫ˠ. 

˸˞ˤ˩˷ ˢ˶ˣ˴˟ ˶˸˞ ˱˧˵˸ˢ˪ ˧ˡ˩˟ , ˪ˣ˩˧ ˱˵˸ˣˬˢ ˡˣˬ˰˟ ˞˴ˬˮˢ ˰ˡ˧ˬ ˪˷ ˠˣ˯ ˢˤ˧˞ ˸ˣˢˤ˪ ˱˵ˣ˸ˢ ˪˰

˶ˣ˶ˠ˪ ˷ˬ˸˷ˬˢ ,˪ˡ˥ˬ ˸˶˧˶˟˟ ˸ˣˮˣˬ˸ˣ ˫˧˶ˣ˷˧˵ ˶ˣ˶ˠ˪ ˫˧˶˷˲˞ˬ ˫˧ˮ˲ˡ˲ˡˢ ˟ˣ˶ . ˢˮˣˬ˸ ˫˧˶˶ˣˠ ˶˷˞˩

˪ ˣ˞˵ˮ˧ ,-sDDS (Drag Data Store (ˢ ˸˞ ˪˧˩˧-URL ˵ˮ˧˪ˢ ˣ˞ ˢˮˣˬ˸ˢ ˪˷ . ˣˮ˧ˢ ˢˤ˩˷ ˰ˡ˧ˬ ˪˪˩ ˨˶ˡ˟

˧˦˦˯ ,ˢ ˸˟ˣ˸˩ ˫˧˸˰˪ ˨˞-URL  ˣˬ˩ ˷˧ˠ˶ ˰ˡ˧ˬ ˢ˪˧˩ˬID ˨ˬ˯ˬ ˪˷ ,Token ˢ˥˦˟˞ , ˪˰ ˢˢˤˬ ˰ˡ˧ˬ ˣ˞

 ˷ˬ˸˷ˬˢ)˶˸˞ˢ ˸˞ ˢ˞ˣ˶ ˞ˣˢ ˢ˟ ˢ˲˷ˢ ˢˬˠˣˡ˪.( 

 ˸ˣ˟ˣ˸˩˷ ˸ˣ˶ˬ˪URL ˸ˣˮ˧˧ˮ˰ˬ ˸ˣ˧ˢ˪ ˸ˣ˪ˣ˩˧ ˡˣ˞ˬ , ˸˞ ˣˮ˪ ˵˲˯˧˷ ˢˤ ˞ˣˢ ˧˪˞ˣ˦˯˵˦ˢ ˰ˡ˧ˬˢ ˪˪˩ ˨˶ˡ˟

˶˸ˣ˧˟ ˢ˟˶ˢ ˰ˡ˧ˬˢ ˸ˣˬ˩ .ˣ˪˷ ˭ˣˬ˧˯ ˧ˡ˧ ˪˰ ˡˣˬ˰˟ ˶ˣˤ˞ ˪˩ ˶ˣ˶ˠ˪ ˭˸˧ˮ , ˸˧˷˰ˮ˷ ˭˲ˣ˞ ˣ˸ˣ˞˟ ˢ˷˰ˮ ˭ˣˬ˧˯

 ˸˪ˣ˰˲DnD ,˧˪˞ˬ˷ˢ ˶˟˩˰ˢ ˷˵ˬ ˪˰ ˢ˴˧˥˪ , ˭ˬ˯˪ ˢ˴˶ˮ ˣ˸ˣ˞ ˶ˣˤ˞ˢ ˪˰ˬ ˢ˶˧˶ˠ)˦˯˵˦ ˪˪˩ ˨˶ˡ˟ (

˶˟˩˰ˢ ˷˵ˬ ˶ˣ˶˥˷ˣ. 
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˶ˤ˰˟ˢ ˸˦˧˷˟ ˷ˣˬ˧˷ ˸-Click Jacking ˫ˡˣ˵ ˣˮ˞˶ˢ˷ , ˪ˣ˩˧ ˱˵ˣ˸"ˡˣ˟˰˪ " ˰˴˟˧˷ ˨˩ ˷ˬ˸˷ˬˢ ˪˰

˧˪˞ˬ˷ˢ ˷˵ˬˢ ˪˰ ˸ˣ˴˧˥˪ ˪˷ ˢ˶ˡ˧˯ ,˷ˬ˸˷ˬˢ˷ ˨˩ ˶ˣ˶˥˷ˣ ˶˟˩˰ˢ ˪˷ ˸ˣ˶˧˶ˠ ,ˣ˸˰˧ˡ˧ ˞˪˪ , ˭ˬ˯˧

 ˶˸˞˟ ˶ˣˤ˞imbeingframed.com ˟ ˪˩ˣˬˢ-iframe ˸˯ˮˡˣˬ˰˟ ˰ˬ˦ˣˬˢ ˶ , ˶ˣˤ˞ˢ ˸˞ ˶ˣ˶ˠ˧ ˭˩ˬ ˶˥˞˪ˣ

˱˵ˣ˸ˢ ˡˣˬ˰˟ ˦˯˵˦ ˸˟˧˸˪ ˭ˬˣ˯ˬˢ. 

ˣˤ˩˷ ˢ˲˧˵˸ ˸ˣ˶˷˲˞ ˢ˷˧˥ˬˬˢ ˢ˦ˣ˷˲ ˢˬˠˣˡ ˢˮˢ: 

<style>  

  div,iframe,textarea{  

      text - align:center;  

      width:500px;  

      position:absolute;  

      left:0;  

  }  

  iframe,textarea{  

      opacity:0.0;  

      filter:alpha(opacity=0);  

  }  

  iframe:hover,textarea:hover{  

      opacity:0.5;  

      filter:alpha(opacity=50);  

  }  

</style>  

<div style="top:0; z - index:0; height:500px; background - color:lightgreen">  

  Try to select text from within the iframe and drag it to the textbox below  

  <span style="position:absolute; left:150px; top:190px;">Move you mouse 

here</span>  

  <span style="position:absolute; left:150px; top:440px;">Move you mouse 

here</span>  

</div>  

<iframe src="http://www.digitalwhisper. co.il/AboutUs" width="500px" 

height="400px" style="top:0; z - index:1;"></iframe>  

<textarea style="top:400; height:100px; z - index:1;"></textarea>  

ˣ˶˩ˤˣˢ˷ ˸ˣ˪ˣ˰˲ˢ ˸˞ ˰˴˟˪ ˷ˬ˸˷ˬˢ ˸˞ ˰ˮ˩˷˪ ˨˶ˣ˴ ˷˧ ˧˸˧ˬ˞ ˢ˶˵ˬ˟˷ ˭˟ˣˬ˩ , ˵˥˷ˬ ˧ˡ˧ ˪˰ ˢˬˠˣˡ˪

˫ˡˣ˵ ˣˮ˧˞˶˷ ˣˬ˩. 

 ˵˶ ˧ˢˣˤˢ˲˵˸ˢˢ ˸˞ ˰˴˟˪ ˸˥˞ ˨˶ˡ , ˢ˶˧˶ˠ ˸ˣ˪ˣ˰˲ ˧˸˷ ˢˤ ˨˧˶˴˷ ˢˬ ˪˩˷ ˭˧˟˧ ˫˩˥ˣ˸ˬ ˶˸ˣ˧ ˱˵ˣ˸

˷ˬ˸˷ˬˢ ˪˷ ,˭˞˪ˣ ˢ˲˧˞ˬ ˢˮ˷ˬ ˞˪ ,˪ˣ˩˧ ˱˵ˣ˸ˢˣ ˭ˣˣ˩ˬ ,˰˵˶˟ ˳˶ˢ ˣˢ˷˪˩ ˦˲˧˶˵˯ ˸˶ˤ˰˟ , ˟ˣ˵˰˪

˫˧˰ˣ˶˧˞˪ ˫˞˸ˢ˟ ˫˧˦˵˧˧˟ˣ˞ˢ ˸˞ ˫˵ˬ˪ˣ ˷ˬ˸˷ˬˢ ˪˷ ˶˟˩˰ˢ ˧˶˥˞.  ˣˤ˩˷ ˢ˲˧˵˸ ˪˷ ˫˧˰ˣ˶˧˞ ˶ˡ˯

ˣ˧ˢ˪ ˪ˣ˩˧ˢˤ˩ ˸: 

1.  ˠ˸iframe ˷ˬ˸˷ˬˢ ˪˷ ˶˟˩˰ˢ ˭ˬ˯ ˧˶˥˞ ˟ˣ˵˰˧. 

2.  ˫ˣ˶ˠ˧ ˱˵ˣ˸ˢ ˷ˬ˸˷ˬˢ ˧ˡ˧ ˪˰ ˢ˰˴ˣ˟˷ ˢ˴˧˥˪ ˶˥˞˪)˦˲˧˶˵˯ ˸˶ˤ˰˟ ˟ˣ˷ (ˢ ˪˷ ˢ˪˧˪ˠ˪-

iframe. 

3. ˶˟˩˰ˢ ˸˞ ˤ˧ˤ˧ ˷ˬ˸˷ˬˢ˷ ˰ˠ˶˟ ,˰˴˟˸˧ ˭ˣˬ˧˯ˢ. 

4. ˭ˣˬ˧˯ˢ ˸˪ˣ˰˲ ˸˞ ˫˧˧˯˧ˣ ˶˟˩˰ˢ ˷˵ˬ ˸˞ ˶˶˥˷˧ ˷ˬ˸˷ˬˢ ˭˩ˬ ˶˥˞˪. 

http://www.imbeingframed.com/
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5. ˢ ˸ˤˤˢˣ ˢ˴˧˥˪ ˸˪ˣ˰˲ ˸˰˩ ˟˪˷˟ ˭ˬˣ˯˷ ˦˯˵˦ˢ ˪˷ ˢ˶˧˶ˠ ˸˪ˣ˰˲ ˸˪˥˸ˢ˪ ˫ˣ˶ˠ˸ ˶˟˩˰

˫ˡˣ˵ˢ. 

6. ˢ ˫˰ ˶˟˩˰ˢ ˭ˬ˯ ˧˶˥˞ ˟ˣ˵˰˪ ˵˧˯˲˧ ˱˵ˣ˸ˢ-iframe ˫ˣ˵ˬ˟ˣ , ˸˟˧˸ ˫˰ ˭ˬ˯ˢ ˧˶˥˞ ˟ˣ˵˰˧

˦˯˵˦. 

7. ˦˯˵˦ˢ ˸˟˧˸˪ ˯ˮ˩˧ ˰ˡ˧ˬˢ ˶˟˩˰ˢ ˷˵ˬ ˸˞ ˶˶˥˷˧ ˷ˬ˸˷ˬˢ˷ ˰ˠ˶˟. 

8. ˭˞˩ˬ , ˸˷˵˟ ˸˶ˤ˰˟ ˰ˡ˧ˬˢ ˸˞ ˣˬ˴˰˪ ˥ˣ˪˷˪ ˪ˣ˩˧ ˱˵ˣ˸ˢAJAX  ˣ˞HTTP. 

 

ˢ˧˰˟ˢ ˧ˢˬ ˣˮ˶˟˯ˢ ˢ˩ ˡ˰ ,ˢ˧˰˟ ˣˤ ˢˬ˪ ˣˮ˶˟˯ˢ ˞˪ ˭˧˧ˡ˰ ˪˟˞ . ˦ˮ˶˦ˮ˧˞˟ ˞˴ˬˮ ˣˢ˷˪˩ ˡˣˬ˰ ˫˞ ˧˶ˢ

ˣ˸ˣ˞ ˸ˣ˞˶˪ ˪ˣ˩˧ ˱˵ˣ˸ˢ ˫ˠ˷ ˧˶ˢ ,ˣˮ˸ˣ˞ ˨˧˶˴ ˞ˣˢ ˢˬ ˪˧˟˷˟? 

 

ˣˮ˪˷ ˵ˮ˟ˢ ˭ˣ˟˷˥˪ ˫˧˯ˮ˩ˮ ˣˮ˥ˮ˞˷ ˥˧ˮˮ , ˣˮ˪ˬ˰ ˪˰ ˫ˣ˪˷˸˩ ˭ˣ˟˷˥˟ ˣˮ˪ ˡ˵˲ˣ˧˷ ˡ˟˩ˮ ˫ˣ˩˯˪ ˫˧˩˥ˬ ˣˮ˞

˷ˡˣ˥ˢ ˨˷ˬ˟ .˷˟ ˡ˴˟ ˥ˣ˸˲ ˣ˸ˣ˞ ˫˧˶˧˞˷ˬ ˣˮ˞ˣ ˭˩ˡ˰˸ˬ ˞˪˷ ˡˣˬ˰˟ ˸ˣˢ˟˪ ˣˮ˪ ˯˞ˬˮ ˫˧ˣ˯ˬ ˟˪

 ˵˥˷ˬ ˫˧˥˸ˣ˲ˣAngry Birds ˟ ˭˲ˡ˲ˡ˪-Tab ˶˥˞ . ˣˮ˞ ˸ˣˬ˰ˣˤ ˫˧˶ˣ˲˧˴˟ ˫˧˶˧ˤ˥ ˫˧˴˧˴˲ˬ ˣˮ˥ˮ˞ ˡˣ˰˟ ˨˞

 ˥˸˲ˮ ˧˩ ˟˪ ˫˧ˬ˷ ˞˪iframe ˣ˟ ˣˮ˪˷ ˵ˮ˟ˢ ˡˣˬ˰ ˸˞ ˰˧ˬ˦ˬ ˶˷˞ ˡˣˬ˰˟ ˶˸˯ˣˬ , ˣˮ˪ ˷˧ ˶˟˩˷ ˭ˣˣ˩ˬ

session  ˡˣˬ˰˟ˣ ˢˬ˯˧˯ˣ ˷ˬ˸˷ˬ ˫˷ ˫˰ ˢ˯˧ˮ˩ ˰˴˟˪ ˨˶˦˴ˮ ˞˪ ˵ˮ˟ˢ ˫˰ ˥ˣ˸˲)˶˸˯ˣˬˢ ( ˰ˡ˧ˬˢ ˰˧˲ˣ˧

ˣˮ˪˷ .ˢ ˸˞ ˢ˞˶ˮ ˞˪ ˣˮ˞˷ ˭˟ˣˬ˩-iframe ˢˤˢ , ˫˧˶˧ˤ˥˟ ˢ˶˧ˮˣ ˢ˵˦ˠˣ˶ˢ ˪˰ ˫˧˶ˣ˲˧˴ ˶ˣ˶ˠˮ ˶˷˞˩ ˨˞

 ˭ˬ˯ˮ ˣˮ˞ ˸ˮˤˣ˞ˬ ˢ˶ˣ˴˟ ˫˧˴˰ ˢˬ˩ ˡ˧ˬ˰ˢ˪ ˢ˧ˢ ˫˰˷˲ ˪˩˷ ˫˧ˮ˩˯ˬ)ˣˮ˧˸˰˧ˡ˧ ˞˪˪ (ˡˣˬ˰˟ ˦˯˵˦ˢ ˸˞ 

˸˶˸˯ˣˬ ˦˯˵˦ ˸˟˧˸ ˪˞ ˭˩ˣ˸ˢ ˸˞ ˶ˣ˶ˠˮˣ ˣˮ˪˷ ˵ˮ˟ˢ , ˣ˷˰ˮ˷ ˸ˣˮˣˡ˵˧˲ˢ ˪˩˪ ˢ˷˧ˠ ˱˵ˣ˸˪ ˭˸˧ˮ ˨˩˟ˣ

ˣˮ˧ˮˣ˟˷˥˟. 
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˶ˣ˵ˬ ˡˣ˵ 

˶˸˞ˢ ˪˷ ˭˩ˣ˸ˢ ˸˞ ˪˟˵˪ ˧ˡ˩˟ ˢ˦˧˷˟ ˣˮ˷ˬ˸˷ˢ ˢ˩ ˡ˰: ˦˯˵˦ ,˸ˣˮˣˬ˸ ,˫˧˶ˣ˷˧˵ ˣˡ˩ˣ' ... ˭˸˧ˮ ˨˞

˶ˣ˵ˬˢ ˡˣ˵ ˸˞ ˪˟˵˪ ˣ˪˧˲˞ !˫˧˦˲˧˶˵˯ˢ ˪˪˩ ,˸ˣ˶˰ˢ ,ˣ˪˧˲˞ˣ ,˪˥˟˫˧ˮ˲ˡ˲ˡˢ ˭ˬ ˵ , ˭ˬ ˶˸˯ˣˬ ˶˷˞ ˰ˡ˧ˬ

 ˣˬ˴˰ ˷˪ˣˠˢ) ˠˣ˯ˬ ˦˪˵ ˸˟˧˸ ˪˷ˬ˪hidden  ˫˰ ˦˵˧˧˟ˣ˞ ˣ˞display:none.( 

˸˞ˤ ˫˧˷ˣ˰ ˨˧˞ ?ˣˮ˪ ˭˸ˣˮ ˣˮ˪˷ ˭˲ˡ˲ˡˢ˷ ˫˧˪˩ˢ ˧ˮˬˬ ˸˥˞˟ ˷ˬ˸˷ˢ˪ ˞˧ˢ ˢ˪˵ˢ ˨˶ˡˢ.  ˸˞ˤ ˣ˯ˮ

˫˩ˬ˴˰˟ , ˸˟ˣ˸˩˪ ˣ˯ˮ˩source:http://digitalwhisper.co.il-view  ˫˧ˮ˲ˡ˲ˡ˟Firefox  ˣ˞Chrome.  ˭˞˩ˬ

ˢ˞˪ˢˣ ,ˣˮ˞˶ˢ˷ ˢ˦˧˷ ˢ˸ˣ˞˟ ˫˧˷ˬ˸˷ˬ .˞˪˲ˮ ˶˟ˡ ˢˤ ˫˧ˮ˲ˡ˲ˡ˷ ˭ˣ˩ˮ? 

 
)˧ˮˣ˰˟˴ ˣ˪˧˲˞ ˢˤ!( 

˸˲˯ˣˮ ˢ˦˧˷ ˢˮ˷˧ ,˟˧˥˶ˮ ˞˪ ˢ˧˪˰ ˨˞ ,ˢ˦ˬ˪ ˶ˬ˞ˬ˟ ˢ˧˪˰ ˞ˣ˶˵˪ ˫˧ˮˬˤˣˬ ˫˸˞: 

http://www.contextis.com/research/white-

papers/clickjacking/ContextClickjacking_white_paper.pdf 

view-source:http://digitalwhisper.co.il
http://www.contextis.com/research/white-papers/clickjacking/ContextClickjacking_white_paper.pdf
http://www.contextis.com/research/white-papers/clickjacking/ContextClickjacking_white_paper.pdf
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˫˧ˮˮˣˠ˸ˬ ˨˧˞ ˤ˞? 

ˢˤ ˵˪˥˟ ˸ˣ˷ˡ˥ ˸ˣ˵˧ˮ˩˦ ˶˲˯ˬ ˣˠ˴ˣˢ ˢˤ ˵˪˥˟˷ ˧˲ ˪˰ ˱˞ ,˧ˮ˲ˬ  ˫ˢ˟ ˫˧˩˶ˡ ˭˸ˣ˞˟ ˭ˮˣˠ˸ˢ˪ ˭˸˧ˮ ˭˟ˣ˶

 ˧ˮ˲ˬ ˫˧ˮˮˣˠ˸ˬ ˣˮ˧˧ˢClick Jacking ˧˸˶ˣ˯ˬ. 

 

Frame-busting  ˸ˣ˲˵˸ˢ ˫˰ ˣˡˡˣˬ˸ˢ ˢ˸˧˞˷ ˢˮˣ˷˞˶ˢ ˢ˵˧ˮ˩˦ˢ ˢˮ˧ˢClick Jacking . ˣˤ ˢ˵˧ˮ˩˦

ˢ˞˟ˢ ˢ˶ˣ˴˟ ˸˪˰˲ˣˬ , ˨ˣ˸˟ ˞˴ˬˮ ˞ˣˢ˷ ˢˢˤˬ ˡˣˬ˰iframe ˢ ˸˶ˠ˯ˬ˪ ˳ˣ˥ˬ ˣˬ˴˰ ˸˞ ˭ˣ˰˦˪ ˢ˯ˮ˧ˣ-

iframe ˬ˟˸ˣ˶˥˞ ˫˧˪˧ , ˫˴˰˟ˣ ˧˷˞˶ˢ ˡˣˬ˰˩ ˣˬ˴˰ ˸˞ ˭ˣ˰˦˪ ˢ˯ˮ˧"˸˶ˠ˯ˬˢ ˭ˬ ˳ˣ˶˲˪ ." ˷˧˷ ˭˟ˣˬ˩

ˣ˧˪˰ ˦˪˸˷ˢ˪ ˢ˯ˮˬ ˣˢ˷˧ˬ˷ ˸ˣˢˤ˪ ˪ˣ˩˧ˣ ˸ˣ˪˵˟ ˶˸ˣˣ˪ ˨˪ˣˢ ˞˪ ˧ˮˣˡˤˢ ˡˣˬ˰ˢ˷ ˭ˣ˟˷˥˟ ˸˥˵˪ , ˢˬˠˣˡ˪

ˢ ˰ˣ˶˧˞˟ ˷ˬ˸˷ˢ˪ ˪ˣ˩˧ ˞ˣˢ-onunload ˡˣˬ˰ˢ ˪˰ ˢ˶ˤ˥˟ ˢ˦˧˪˷ ˸˥˵˪ ˧ˡ˩˟. 

 

ˬ ˢˮˠˢ˪ ˸˶˥˞ ˢ˵˧ˮ˩˦-Click Jacking  ˞˴ˬˮ ˞ˣˢ˷ ˫˧ˢˤˬ ˶˷˞˩ ˡˣˬ˰ˢ ˭˩ˣ˸ ˸˞ ˶˧˸˯ˢ˪ ˸ˣ˯ˮ˪ ˞˧ˢ

 ˨ˣ˸˟iframe. 

 

˟ ˸ˣ˪˧˰˧ ˭ˮ˧˞ ˫˰˲ ˱˞ ˣ˪˞ ˸ˣ˦˧˷-100%  ˰ˡ˧ˬ ˸˲˧˪ˡ ˪˷ ˢ˶˵ˬ˟ ˸ˣ˪˲˦ˬ ˞˪ ˰ˠ˶˩ˣ) ˭˧˧ˡ˰ ˧ˮˣˡˤ ˶˸˞

˪˷ˬ˪ ˶˸˞ˢ ˪˷ ˶ˣ˵ˬˢ ˡˣ˵ ˸˞ ˪˟˵˪ ˪ˣ˩˧( , ˢˬˠˣˡ˪ ˸ˣ˲˯ˣˮ ˢˮˠˢ ˸ˣ˧ˣ˶˷˲˞ ˣ˷ˬ˧ˬ ˫˧ˮ˲ˡ˲ˡ ˭˩˪X-

Frame-Options ,˟ ˞˵ˣˣˡ ˢˮˣ˷˞˶˪ ˢˠ˴ˣˢ ˶˷˞-Internet Explorer 8 .˟ ˫˧˩ˬˣ˸ ˶˷˞ ˦ˮ˶˦ˮ˧˞ ˧ˮ˲ˡ˲ˡ-

X-Frame-Options  ˨ˣ˸ ˪˞ ˭˰˦˧ˢ˪ ˡˣˬ˰ˬ ˣ˰ˮˬ˧iframe ˢ ˸˶˸ˣ˩ ˣ˪˴˞ ˸ˬ˧˧˵ ˫˞-X-Frame-Options .

ˢ ˸ˣˮˠˢ˟ ˫ˠ ˷ˬ˸˷ˢ˪ ˳˪ˣˬˬ ˣˤ ˢ˦˧˷˟ ˫˧˩ˬˣ˸ ˞˪ ˶˷˞ ˶˸ˣ˧ ˫˧ˮ˷˧ ˫˧ˮ˲ˡ˲ˡ ˪˰ ˭ˠˢ˪ ˧ˡ˩˟-JS  ˸ˣ˰ˣˡ˧ˢ

˪ ˱˯ˣˮ˟-Header. 

 

 ˶ˬ˞ˬˢ ˭ˬ ˥˵˪ˮ ˢˤ ˵˪˥˟ ˰ˡ˧ˬˢ"Next Generation ClickJacking" ,˶ˬ˞ˬ˪ ˵ˮ˧˪ )ˡˣ˞ˬ ˳˪ˬˣˬ:(! 

http://www.contextis.com/research/white-

papers/clickjacking/ContextClickjacking_white_paper.pdf 

 

http://www.contextis.com/research/white-papers/clickjacking/ContextClickjacking_white_paper.pdf
http://www.contextis.com/research/white-papers/clickjacking/ContextClickjacking_white_paper.pdf
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˫ˣ˩˧˯ 

˪ ˱˯ˣˣ˸ˢ˷ ˷ˡ˥ ˭ˣˮˠˮˬ ˣˮ˶˵˯ ˢˤ ˶ˬ˞ˬ˟-HTML5  ˸ˣ˲˵˸ˢ ˰˴˟˪ ˶˷˲˞ˬˣClick Jacking  ˷ˡ˥ ˠˣ˯ˬ

˶˸ˣ˧ ˢ˟˶ˢ ˵ˤ˥ˣ , ˢ˸ˣ˞ ˸ˣˮ˷˪ˣ ˣˤ ˢ˲˵˸ˬ ˟˪˷˪ ˭˸˧ˮ˷ ˭˟ˣˬ˩ ˨˞ ˢ˲˵˸ˬˢ ˪˷ ˸ˣˮˣ˷ ˸ˣ˧˴˞˧˶ˣˣ ˣˮ˧˞˶

˶ˡ ˢ˟˶ˢ˟˫˧˩ .ˢ˲˵˸ˬˢ ˧ˮ˲ˬ ˢˮˠˢ ˧ˮˣˮˠˮˬ˟ ˣˮ˰ˠˮ , ˫˴˰˟ ˶˸ˣ˧˟ ˵ˤ˥ˢ ˢˮˠˢˢ ˭ˣˮˠˮˬ ˫ˣ˧˩ ˧˩ ˣˮ˧˞˶ˣ

 ˨ˣ˸ ˪˞ ˡˣˬ˰ˢ ˸˞ ˯˧ˮ˩ˢ˪ ˸ˣ˶˷˲˞ˢ ˪ˣ˦˧˟˟ ˵˯ˣ˰iframe  ˢˬ˧˯˥ ˧ˡ˧ ˪˰ ˢ˧˰˟ˢ ˸˞ ˶˸ˣ˲ ˫˴˰˟ˣ

ˢ˧˰˟ˢ ˸˞ ˫˧˶˴ˣ˧ˢ ˫˧ˬ˶ˣˠˢ ˭ˬ ˡ˥˞ ˪˷ ˸˦˪˥ˣˬ. 

 

 ˣ˲˯ˣˮ˷ ˫˧˷ˡ˥ ˫˧ˮˣˮˠˬ ˠ˧˴ˮˣ ˨˧˷ˬˮ ˫˧˞˟ˢ ˫˧˶ˬ˞ˬ˟-˪HTML5 ˢ˰˶˪ ˫˪˴ˮ˪ ˭˸˧ˮ ˡ˴˧˩ˣ . ˧ˮˣˮˠˮˬ ˸˞ ˠ˧˴ˮ

-sStorage ˫˧ˮ˲ˡ˲ˡ˪ ˣ˲˯ˣˮ˷ ˫˧ˮˣ˷ˢ ,ˣ˪˞ ˫˧ˮˣˮˠˮˬ ˪˩ ˭˧˟ ˫˧˪ˡ˟ˢˢ ˢˬ ˢ˞˶ˮ , ˣˬ˩ ˸ˣ˲˯ˣ˸ ˪˰ ˶˟ˡˮ

Websockets  ˥ˣ˸˲˪ ˶˷˲˞ˬ ˶˷˞socket ˟ ˷ˣˬ˧˷ ˨ˣ˸ ˭˲ˡ˲ˡˢ ˭ˬ-JS  ˭˸˧ˮ ˨˧˞ ˪˰ ˸ˣ˞ˬˠˣˡ ˢˬ˩ ˭˸˧ˮˣ

ˢ˰˶˪ ˢˤ ˭ˣˮˠˮˬ ˪˴ˮ˪ .ˬ ˪˰ ˶˟ˡˮˢ ˭ˣˮˠˮ-Geo-location ˳ˬ˷ˣˬˢ ,ˣ˟ ˧˸˧˧˰˟ ˨˩ ˪˩ ˢˬ ˭˧˟ˢ˪ ˢ˯ˮˮ , ˡ˴˧˩

ˢ˰˶˪ ˣ˪˴ˮ˪ ˭˸˧ˮ ,ˣ˧ˡ˰˪˟ ˫ˠ ˫˩ˬˣ˵˧ˬ ˸˞ ˠ˧˷ˢ˪ ˭˸˧ˮ ˫˞ˢˣ. 

 

˫˧˞˟ˢ ˫˧˶ˬ˞ˬ˟ ˣˠ˴ˣ˧ ˱ˣ˯˪ ˣˮ˶˞˷ˢ˷ ˫˧˟˶ ˫˧˞˷ˣˮ ˡˣ˰ˣ ˣ˪˪ˢ ˫˧˞˷ˣˮˢ. 

 

˸˲˯ˣˮ ˢ˞˧˶˵˪ 

¶ http://dev.w3.org/html5/spec/dnd.html 

¶ http://www.html5rocks.com/en/tutorials/dnd/basics/ 

¶ http://blogs.msdn.com/b/ie/archive/2011/07/27/html5-drag-and-drop-in-ie10-ppb2.aspx 

¶ https://wiki.mozilla.org/Firefox3.1/HTML5_drag_drop_Security_Review 

 

http://www.contextis.com/research/white-papers/clickjacking/Context-Clickjacking_white_paper.pdf
http://www.contextis.com/research/white-papers/clickjacking/Context-Clickjacking_white_paper.pdf
http://dev.w3.org/html5/spec/dnd.html
http://www.html5rocks.com/en/tutorials/dnd/basics/
http://blogs.msdn.com/b/ie/archive/2011/07/27/html5-drag-and-drop-in-ie10-ppb2.aspx
https://wiki.mozilla.org/Firefox3.1/HTML5_drag_drop_Security_Review
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˟ ˫˧ˮˣ˸ˮ ˸ˮ˲˴ˢ-MS-SQL 
˸˞ˬ :ˡ˪˲ˮˡˣ˶ ˶˴ˮ 

 

ˢˬˡ˵ˢ 

˸ˣˬ˧˧˵  ˵ˣ˷˟ ˫ˣ˧˩ ˠˣ˯ˬ ˸ˣ˧˶˵˧˰ ˸ˣˮ˩ˣ˸ ˧˸˷"˸˩˶˰ˬ ˫˧ˮˣ˸ˮ ˧˯˧˯˟ ˪ˣˢ˧ˮ˪ :"Oracle Database 

)DBMS/RDBMS (ˣ ˪˵˶ˣ˞ ˸˶˟˥ ˪˷-SQL Server Management Studio )SSMS( ,ˢˬ˷˟ ˣ˞ ˶˸ˣ˧ ˧ˬˬ˰ˢ: 

MS-SQL Server ˦˲˯ˣ˶˵˧˧ˬ ˸˶˟˥ ˪˷. 

 

 ˢ˶˴˵˟ ˷ˬˬ ˪˟˞ ˫˧ˬ˪˷ ˫˧˶˲˯ ˟ˣ˸˩˪ ˶˷˲˞ ˢ˟ˣ˦ ˶˸ˣ˧ ˸˟˷˥ˮ ˭ˢˬ ˣˤ˧˞ˣ ˸ˣˮ˩ˣ˸ˢ ˭˧˟ ˫˧˪ˡ˟ˢˢ ˪˰

˫˧˟ˣ˦ ˫˧˰ˣ˴˧˟ ˸˪˰˟ ˸˟˷˥ˮ ˪˵˶ˣ˞˷ ˡ˧ˠˢ˪ ˶˷˲˞ ˶˸ˣ˧  ˨˞SQL Server  ˢ˥ˣˮ ˶˸ˣ˧˪ˣ˰˲˸˪ˣ ˷ˣˬ˧˷˪ .

˭˟ˣˬ˩ , ˢˮˣ˶˥˞ˢ ˢ˶˧ˬ˞ˢ ˪˰ ˣ˵˪˥˧˷ ˫˧˟ˣ˦ˣ ˫˧˟˶ ˣ˧ˢ˧) ˪ˠˣˠ˟ ˟ˣ˸˩˪ ˵˧˲˯ˬ"SQL Server VS. oracle" 

ˣ˪˟˵˸ ˸ˣˮˣ˷ ˸ˣ˞˴ˣ˸ ˢˬ˩ ˸ˣ˞˶˪ˣ  .( 

˟ ˸ˣˬ˧˧˵ˢ ˢˮ˲˴ˢˢ ˸ˣ˧ˣ˶˷˲˞ ˸˞ ˭ˣ˥˟˪ ˞˧ˢ ˢˤˢ ˶ˬ˞ˬˢ ˸˶˦ˬ SQL Server-˴˧˲ ˦˶˲˟ˣ ˪˪˩˟' ˶"˷ˡ˥ "

˪˷ ˢ˯˶˧ˠ˟ ˞˴˧˷ ˸˧˯˥˧ SQL Server 2008 Enterprise . ˢˮ˲˴ˢˢ ˨˧˪ˢ˸ ˪˩ ˸˞ ˠ˧˴ˮ- ˸ˣ˸˪˧˞˷ ,

˫˧˦˲˧˶˵˯ ,˴ˢˢ˧˶˥˞ˣ ˢˮ˲˴ˢˢ ˧ˮ˲˪ ˰ˡ˧ˬˢ ˸ˠ , ˭˩ˣ˸ˣ˧˰˟ ˸ˣ˴ˣ˲ˮ ˷ˣˬ˧˷˟ ˧ˮˣˮˠˮˬ˟ ˢˮ˲˴ˢˢ ˫˧ˮˣ˷ˢ. 

 

 ˸ˮ˵˸ˢSQL Server management server: 

˪ ˷ˣˬ˧˷˪ˣ ˢˡ˶ˣˢ˪ ˸˧˶˷˲˞ ˸˞ˤˢ ˢ˯˶ˠˢ-3 ˫˧˷ˡˣ˥ .˶˥˞˪ ˷ˣ˪˷ s˸ˢ ˫˧˷ˡˣ˥-SQL Server  ˨˲ˣˢ

 ˠˣ˯ˬ ˸ˣ˧ˢ˪express  ˢ˯˶˧ˠ˟ ˪˟˞ ˣ˟ ˷ˬ˸˷ˢ˪ ˶˷˲˞ ˭˧˧ˡ˰ˣ"ˢˤ˶": 

http://www.microsoft.com/downloads/en/details.aspx?FamilyID=265f08bc -1874-4c81-

83d8-0d48dbce6297&displaylang=en 

˷˧ ˭˩ ˧ˮ˲˪˷ ˶ˣ˩ˤ˪ ˟ˣ˷˥ ˡ˧˶ˣˢ˪ ˸˞ SQL Server 2008 service pack 1  ˧ˮ˲˪ ˡˣ˰ ˣ˸ˣ˞ ˭˧˵˸ˢ˪ˣ

ˢ ˪˷ ˢˮ˵˸ˢˢ-SQL Server ˣˬ˴˰: 

http://www.microsoft.com/download/en/details.aspx?displaylang=en&id=20302  

SSMS  ˧˪˩ ˞ˣˢˢˬ˴ˣ˰ ˟˶ ˧ˮˣ˸ˣ˟˶ ˸ˣ˪ˣ˰˲ ˣ˸˶ˤ˰˟ ˰˴˟˪ ˭˸ ,˨˞ ˣˮ˞  ˶ˬ˞ˬ˪ ˧˦ˮˣˣ˪˶˷ ˢˬ˟ ˵˶ ˡ˵ˬ˸ˮ

ˢˤˢ:  

http://he.wikipedia.org/w/index.php?title=%D7%9E%D7%A2%D7%A8%D7%9B%D7%AA_%D7%9C%D7%A0%D7%99%D7%94%D7%95%D7%9C_%D7%91%D7%A1%D7%99%D7%A1%D7%99_%D7%A0%D7%AA%D7%95%D7%A0%D7%99%D7%9D&action=edit&redlink=1
http://www.microsoft.com/downloads/en/details.aspx?FamilyID=265f08bc-1874-4c81-83d8-0d48dbce6297&displaylang=en
http://www.microsoft.com/downloads/en/details.aspx?FamilyID=265f08bc-1874-4c81-83d8-0d48dbce6297&displaylang=en
http://www.microsoft.com/download/en/details.aspx?displaylang=en&id=20302
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˟ˢ ˪˷ ˭ˣ˪˥-Object Exporer ˰ˡ˧ˬˢ ˪˷ ˢ˧˩˶˶˧ˢˢ ˸˞ ˸ˣ˞˶˪ ˭˸˧ˮ.  ˭˲ˣ˞˟ ˢ˧ˣˮ˟ ˰ˡ˧ˬˢ ˪˷ ˢ˧˩˶˶˧ˢˢ

˞˟ˢ: 
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ˢˮ˲˴ˢˢ ˧ˠˣ˯ 

 ˢˬ˯˧˯ ˸˶ˤ˰˟ ˢˮ˲˴ˢ)EncryptByPassPhrase:( 

˞˧ˢ ˢˤ ˶ˬ˞ˬ˟ ˶˧˩ˮ˷ ˢˮˣ˷˞˶ˢ ˢˮ˲˴ˢˢ ˸˧˲˧˴˲˯ˢ ˸ˤˣ˶˥ˬˢ ˸ˬ˶˟ ˢˮ˲˴ˢ , ˢ˧˴˵ˮˣ˲˟ ˷ˣˬ˧˷ ˸˶ˤ˰˟

 ˸ˮ˟ˣˬˢ"EncryptByPassPhrase ."˫˧˶˦ˬ˶˲ ˧ˮ˷ ˦˪˵˩ ˸˪˟˵ˬ ˢ˧˴˵ˮˣ˲ˢ : ˞˧ˢ ˢ˸˶ˤ˰˟˷ ˸ˤˣ˶˥ˬ

 ˢˮ˲˴ˢˢ ˥˸˲ˬ ˸˞ ˪˪ˣ˥˸")PassPhrase ("˭˧˲˴ˢ˪ ˫˧ˮ˧˧ˮˣ˰ˬ ˣˮ˞ ˣ˸ˣ˞ ˰ˡ˧ˬˢ ˸˞ˣ . ˪˪ˣ˥˸ ˢ˧˴˵ˮˣ˲ˢ

 ˨˶ˣ˞˟ ˥˸˲ˬ128bit ,ˢ ˸˞ ˣ˸˧˞ ˭˧˲˴˸ˣ ˢˮ˲˴ˢˢ ˫˸˧˶ˣˠ˪˞ ˸˶ˤ˰˟ ˰ˡ˧ˬTriple DES . 

ˢ˪˟˦ ˶ˣ˴˧ˮ ˞ˬˠˣˡˢ ˫˷˪: 

create  table  MyPassTable (  

data varchar ( 122 ),  

passward varchar ( 122 ),  

encryptedData varbinary ( max)  

)  

¶ encryptedData - ˭˲˴ˣˬˢ ˰ˡ˧ˬˢ ˭ˣ˯˥˧˞˪ ˷ˬ˷˧. 

¶ Data -  ˰ˡ˧ˬˢ˷˭˧˲˴ˢ˪ ˢ˴˶ˮ ˣ˸ˣ˞. 

¶ Passward - ˴ˢˢ ˥˸˲ˬˣ˸˶ˤ˰˟˷ ˢˮ˲  ˷ˬ˸˷ˮˢ ˸˰˟ˢˮ˲˴ˢ. 

˭˧ˤˮ ˸˧ˮˡ˧ ˢ˶ˣ˴˟ ˢ˪˟˦ˢ ˸˞: 

 

 ˢˡ˷ˢ˷ ˸ˣ˞˶˪ ˭˸˧ˮencryptedData ˵˧˶. ˸˰˩ ,ˢ˸ˣ˞ ˭˧˲˴ˮ: 

UPDATE MyPassTable  

   SET  encryptedData = EncryptByPassPhrase ( passward ,  data )  

¶ EncryptByPassPhrase(password, data) - ˢˬ˯˧˯ ˸˶ˤ˰˟ ˢˮ˲˴ˢ˪ ˢ˧˴˵ˮˣ˲ˢ , ˭ˣ˷˞˶ˢ ˶˦ˬ˶˲ˢ

˭˲ˣ˴ˢ ˞ˣˢ ,˭˧˲˴ˢ˪ ˢ˴˶ˮ ˣ˸ˣ˞ ˰ˡ˧ˬˢ ˞ˣˢ ˧ˮ˷ˢˣ . ˸˞ ˭˧˲˴ˢ˪ ˢ˴˶ˮ ˞ˬˠˣˡ˪"ˢ˷ˬ " ˢˬ˯˧˯ˢ ˸˶ˤ˰˟

"13234 48794". 

ˢ˞˴ˣ˸ˢˣ: 
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˸˰˩ , ˢ˞˴ˣ˸ˢ ˸˞ ˥ˮ˰˲ˮ)EncryptedData( ,˞˟ˢ ˭˲ˣ˞˟: 

select  encryptedData ,  

convert ( varchar , decryptByPassPhrase ( passward , encryptedDat a))  as  

decrypted  

from  MyPassTable  

¶ encryptedData - ˭˲˴ˣˢ˷ ˰ˡ˧ˬˢ. 

¶ Convert - ˬ ˢ˶ˬˢ-varbinary )˧˶˞ˮ˧˟ ˰˲ˣˬ (˪varchar- )˸ˤˣ˶˥ˬ˪ ˫˧˞˸ˬ˷ ˰˲ˣˬ.( 

¶ decryptByPassPhrase(password, encryptedData) - ˣˮ˰˧˲ˢ ˸˧˧˴˵ˮˣ˲ ˥,˫˧˶˦ˬ˶˲ ˧ˮ˷ ˸˪˟˵ˬ ,

ˣ˲˧ ˣ˸˶ˤ˰˟˷ ˢˮ˲˴ˢˢ ˥˸˲ˬ ˞ˣˢ ˭ˣ˷˞˶ˢ˰ˡ˧ˬˢ ˥ˮ˰,  ˰ˡ˧ˬˢ ˢˤ ˧ˮ˷ˢˣ˥ˮ˰˲˪ ˣˮˮˣ˴˶˟˷. 

ˢ˞˴ˣ˸ˢˣ: 

 

 ˸ˣ˞˶˪ ˭˸˧ˮ ˧˩ ˰ˡ˧ˬˢ ˭˩˞ˢ˥˪˴ˢ˟ ˥ˮ˰ˣ˲. 

˪ ˸ˣ˞ˬˠˣˡˢˮ˲˴ˢ˟ ˸ˣ˷˪ˣ˥: 

¶  ˸˶ˤ˰˟ ˟˵˰ˬProfiler: 

-sProfiler ˪ˣˢ˧ˮ˪ ˧˪˩ ˞ˣˢ ,˞˷ ˶ˢ ˨ˣ˸˟ ˫˧˧˵-SQL Server ˧ˮ ˶˷˲˞ˬˣ˦˪˩ ˪˷ ˶ˣ ˪ ˸ˣ˸˪˧˞˷ˢ

˰˵˶˟ ˸ˣ˰˴˟˸ˬ˷ ˸ˣ˪ˣ˰˲ˢˣ .˞˷˶ˢ ˫˰ ˷ˬ˸˷ˬ ˟˷˥ˬ˪ ˢˬ˧˞˸ˬ ˢ˨˞  ˭˲˴ˣˬˢ ˰ˡ˧ˬ˪ ˢ˞˷˶ˢ ˧˪˟

 ˰ˡ˧ˬˢ ˸˞ ˭˧˲˴˧˷ ˷ˬ˸˷ˬˢ ˧ˡ˧˟ ˢ˧˴˵ˮˣ˲ˢ ˸˪˰˲ˢ ˸˞ ˸ˣ˪ˠ˪ˣ ˟ˣ˵˰˪ ˪˩ˣ˧) ˸˧˧˴˵ˮˣ˲ ˸˪˰˲ˢ

 ˢˬ˯˧˯ˢ ˸˟˧˸˩ ˸˞ ˫ˠ ˸˪˪ˣ˩ ˢˮ˲˴ˢˢ-˟Hard Code ˸˧ˮˣ˴˧˥ ˢ˧˴˵ˮˣ˲ˬ ˢ˸˥˧˪˷ ˸˞ ˣ˞.( 

 

 ˫˷˪ ˶˷˵˸ˬˢ ˸ˣˢˡˤˢ ˡˣˬ˰ ˣ˟ˣ ˧˸˧˟ˢ ˸˶˷ˢ ˪˰ ˶˸˞ ˧˸ˬ˵ˢ ˢˬˠˣˡˢ˫˧ˮˣ˸ˮ ˡ˯ˬ ˪ˣˬ: 
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˫˧˦˶˲ˢ ˧ˣ˪˧ˬ ˧ˮ˲˪ ,ˢ ˫˰ ˧˸˶˟˥˸ˢ-Profiler  ˧˸˪˰˲ˢˣ ˸˶˷˪New Trace . ˫˧ˮˣ˸ˮˢ ˧ˣ˪˧ˬ ˶˥˞˪

˫˸˥˧˪˷ˣ ,˟ ˪˩˸˯ˢ˪ ˭˸˧ˮ-Trace Log ˥˪˷ˮ˷ ˯˲ˣ˦ˢ ˧˦˶˲ ˸˞ ˸ˣ˞˶˪ˣ: 

 

˟˴ˬ˟ ˸˶˧˶˟ ˪ˡ˥ˬˢ ˪˷ ˳˟ˣ˵ s-Web.config ˢ˶˵ˬ˟ ˪˷ ˷ˣˬ˧˷ ˸ˣ˧˴˵ˮˣ˲˟ ˸ˣ˶˟˥˸ˢˢ ˸ˣˮ˟ˣˬˢ 

˪˷ ˤ˧ˣ'˪˞ˣ ˣ˧ˡˣ˦˯ ˶ˡˠˣˬ ˭˩ˣ˸˷ ˸ˣˡ˷ˢ ˥˪˷˧ ˭˲˴ˣˬ˩:  

passwordFormat =" Hashed "  

˪˰ ˸ˮˬ ˰ˡ˧ˬˢ˷ ˥˪˷ˮ˷ ˞˪ ˢ˧ˢ˧ ˭˲˴ˣˬ ˨˧˶˴ ˟ˣ˸˩˪ ˸˞ˤ ˷˶ˣ˲ˬ˟: 

passwordFormat =" Clear "  

˭˩˪ˣ ˵˶ ˸ˣ˶˟˥˸ˢ ˢ˶ˣ˴˟ ˸˧˦˶˲ ˸˟˷˥ˮ ˸ˣ˥˲ ˢ˥ˣ˦˟. 

 

˸˧ˮ˷ ˯˲ˣ˦ˢ ˸˞ ˥˪˷ˮˣ ˭˲˴ˣˬ ˭˲ˣ˞˟ ˣ˥˪˷˧ ˸ˣ˞ˬ˯˧˯ˢ ˧˩ ˰˟˵ˮˣ ˢˡ˧ˬ˟ ,ˣˮ˟ ˸˞˶˪ ˪˩-Profiler: 

 

˟ˢ ˢˤ ˢ˶˵ˬ-Profiler ˣˮ˪ ˶ˤ˰ ˞˪ . 
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˟ ˷ˣˬ˧˷˪ ˣˮ˪˷ ˢˬˠˣˡ˪ ˶ˣˤ˥ˮ-.EncryptByPassPhrase ˢ ˫˰ ˶˟˥˸ˮ-Profiler  ˢ˸˪˧˞˷ˢ ˸˞ ˳˧˶ˮˣ

˸ˬˡˣ˵ˢ: 

select  encryptedData ,  

convert ( varchar , decryptByPassPhrase ('1324 5644', encryptedData ))  as  

decrypted  

from  MyPassTable  

ˢ ˞ˣˢ ˣˮ˪˷ ˧ˡˣ˯ˢ ˰ˡ˧ˬˢ˷ ˶ˣ˶˟-PassPhrase -  ˥˸˲ˬ ˸˞ ˫˧˪˪ˣ˥ˬ ˢ˸˶ˤ˰˟ ˶˷˞ ˸ˤˣ˶˥ˬˢ

ˢˮ˲˴ˢˢ .˟ ˪˩˸˯ˮ ˫˞-Profiler ,˞˟ˢ ˶˟ˡˢ ˸˞ ˢ˞˶ˮ: 

 

˭˞˩ ˫ˠ- s-Profiler  ˸˞ ˫˧ˣˣ˵˟ ˞˪ˬˬˣ ˠˣ˪ˤ˪ ˰ˡ˧ˬˢˬ ˰ˮˣˬ ˸˶˷ˢ ˪˟˞ ˞˸˪˧˞˷ˢ ˸˞ ˢˢˤˬ ˭˩˞

˷˧ˠ˶ˢ ˰ˡ˧ˬˢ .ˢ ˭˩˧ˢ ˤ˞-Profiler  ˪ˣ˩˧ ˭˩ˣˮ˪ ˶ˣˤ˰˪ ? 

 

˟ ˷ˣˬ˧˷ ˷˧ ˫ˢ˟ ˫˧˶˵ˬ˟-!Stored Procedure )˸˶ˣ˩ˤ˸ :Stored Procedure  ˸ˣˡˣ˵˲ ˶˲˯ˬ ˣ˪˞

˷˞˶ˬ ˶ˡˠˣˬ ˢˬ ˶˟ˡ ˰˴˟˪ ˣˡ˧˵˲˸˷ ˡ˥˞ ˨˧˪ˢ˸˟ ˸ˣ˴˟ˣ˵ˬˢ . ˫˰˲ ˪˩˟ˣ ˸˶˷ˢ ˪˰ ˶ˬ˷ˮ ˨˧˪ˢ˸ˢ

˸ˣ˪ˣ˰˲ˢ ˭˸ˣ˞ ˸˞ ˰˴˟˪ ˢ˴˶ˮ˷- ˢ ˸˞ ˳˧˶ˮ-Stored Procedure ˫˧ˬ˧˞˸ˬˢ ˫˧˶˦ˬ˶˲ˢ ˫˰(. 

ˡ˪˞ˬˠˣ , ˧˸ˮ˩ˢStored Procedure  ˫˷˟""use_profiler ,ˢ ˸˶ˤ˰˟ ˰ˡ˧ˬ ˥ˮ˰˲˪ ˣˡ˧˵˲˸˷-

decryptByPassPhrase x-PassPhrase ˧ˮˣ˴˧˥ ˫˶ˣˠˬ ˰˧ˠˬ˷: 

CREATE PROCEDURE use_profiler  

AS 

declare  @passward varchar ( 30)  = 'D%'  

select  encryptedData ,  

convert ( varchar , decryptByPassPhrase ( @passward, encryptedData ))  as  

decrypted  

from  MyPassTable  

go 

¶  use_profiler- ˢ˶ˣˡ˴ˣ˶˲ˢ ˫˷. 
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¶ @passward - ˩ ˷ˬ˷˧ˣ ˧ˮˣ˴˧˥ ˫˶ˣˠˬ ˰˧ˠ˧˷ ˶˦ˬ˶˲-PassPhrase , ˞ˬˠˣˡ˪-  ˪˷ ˢˬ˯˧˯ˢ

 ˷ˬ˸˷ˬˢ)˷˧ˠ˶ˢ ˰ˡ˧ˬˢ ˢˤ.( 

ˢ ˪˰ ˪˩˸˯ˮ ˫˞-Profiler ˢ˶ˣˡ˴ˣ˶˲ˢ ˸˴˶ˢ ˶˥˞˪ ,ˢ˞˶ˮ: 

 

 ˸˞ ˸ˣ˞˶˪ ˭˸˧ˮ˶˞˷ˢ ˪˩ ˨˞ ˢ˶ˣˡ˴ˣ˶˲ˢ ˸˶˧˴˧ ˸˪˧˥˸ , ˞ˣˢ ˸ˣ˞˶˪ ˪˩ˣˮ˷ ˧ˡ˧˥˧ˢ ˶˟ˡˢ

˟ ˣ˸ˣ˞ ˟˧˴ˢ˪ˣ ˶˦ˬ˶˲˩ ˷ˬ˸˷ˬˢ ˸ˬ˯˧˯ ˸˞ ˪˟˵˪ ˢ˶ˣˬ˞ ˢ˶ˣˡ˴ˣ˶˲ˢ˷-@password . 

 

ˢ˶ˣˡ˴ˣ˶˲ˢ ˸˞ ˪˧˰˲ˮ ˫˞ ,˨˩ ˞ˬˠˣˡ˪: 

EXEC use_profiler  ' 12341 '  

˟ ˪˩˸˯ˮˣ-Profiler: 

 

ˣˢˤˣ ,ˣˮ˧ˡ˧˟ ˸˧˟ˢ ˶ˢ !J 
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¶ :Brute Force 

˸ˢˢˬ˩˥ ˨˩ ˪˩ ˞˪ ˢ˲˵ ,˨˞ ˰˧ ˧ˡ˟ ˷ˣˬ˧˷ ˣˮ˷˧ ˶˷˞˩ ˢ˪˧-PassPhrase ˦ˣ˷˲ ˢˮ˲˴ˢ , ˢ˸ˣ˞ ˫˧ˠˡˮ

ˣˮ˶˴˧˷ ˢ˪˟˦ˢ ˪˰ . ˢ˧˴˵ˮˣ˲ ˶ˣ˴˧ˮˢ˲˵˸ˢˢ ˸˞ ˰˴˟˸˷ ,˞ ˞˪ˢ˶ˣ˷ ˢ˶ˣ˷ ˢ˸ˣ˞ ˶˧˟˯ , ˞˧ˢ ˪˟˞

 ˪˷ ˶˥˞ ˷ˣˬ˧ˬ ˪˩˪ ˢˬˣˡ ˢ˶ˣ˴˟ ˸˪˰ˣ˲BruteForce  ˪˷ ˢ˪˟ˠˬ ˦˰ˬ˪6 ˭˲˴ˣˬˢ ˰ˡ˧ˬ˪ ˸ˣ˧˸ˣ˞ .

˭˟ˣˬ˩ ˭˸˧ˮ ˸ˣ˧˸ˣ˞ ˶˸ˣ˧˪ ˢ˧˴˵ˮˣ˲ˢ ˸˞ ˟˧˥˶ˢ˪ .˞˧ˢ ˢ˧˴˵ˮˣ˲ˢ ˫˷ -  :encryption_data 

CREATE function  [dbo] . [encryption_data] ( @encryptedtext varbinary ( max))  

returns  varchar ( 8000 )  

with  execute  as  caller  

as  

begin  

declare  @data varchar ( 8000 )  

declare  @password varchar ( 6)  

dec lare  @i int  

declare  @j int  

declare  @k int  

declare  @l int  

declare  @m int  

declare  @n int  

  

  

set  @i=- 1 

set  @j=- 1 

set  @k=- 1 

set  @l=- 1 

set  @m=- 1 

set  @n=- 1 

set  @password =''  

  

while  @i<255  

begin  

    while  @j<255  

    begin  

        while  @k<255  

        begin  

            while  @l<255  

            begin  

                while  @m<255  

                begin  

                    while  @n<=255  

                    begin  

                    set  @password=isnull ( char ( @i), '' )  + 

isnull ( char ( @j), '' )+ isnull ( char ( @k), '' )  

     + isn ull ( char ( @l), '' )+ isnull ( char ( @m), '' )  

+ isnull ( char ( @n), '' )  

                    if  

convert ( varchar ( 100 ), DecryptByPassPhrase ( ltrim ( rtrim ( @password)),  

     @encryptedtext ))  is  not  null  

                    begin  

                    -- print 'This is the Encrypt ed text:' +@password  
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                    set  @i=256 ; set  @j=256 ; set  @k=256 ; set  @l=256 ; set  

@m=256 ; set  @n=256 ;  

                    set  @data = convert ( varchar ( 100 ),  

    

 DecryptByPassPhrase ( ltrim ( rtrim ( @password)), @encryptedtext ))  

                    end  

                    -- print 'A'+ltrim(rtrim(@password))+'B'  

                    -- print convert(varchar(100),  

     --

DecryptByPassPhrase(ltrim(rtrim(@password)),@encryptedtext))  

                    set  @n=@n+1 

                    end  

                set  @n=0 

                set  @m=@m+1 

                end  

            set  @m=0 

            set  @l=@l+1 

            end  

        set  @l=0 

        set  @k=@k+1 

        end  

    set  @k=0 

    set  @j=@j+1 

    end  

set  @j=0 

set  @i=@i+1 

end  

  

return  @data 

END 

]˶ˣ˵ˬ˟ ˡˣ˵ˢ:-password-Hacking---2005-Server-http://www.databasejournal.com/features/mssql/article.php/3717826/SQL 

Encryption.htm[ 

 

˲ˢ ˪˷ ˢ˪˰˲ˢˢ˧˴˵ˮˣ: 

select   data ,  [dbo] . [encryption_data]   

( encryptedData )  data_hacked from  MyPassTable  

ˣˣ˯ˬ ˶˸ˣ˧ˣ ˢ˩ˣ˶˞ ˶˸ˣ˧ ˢ˧ˢ˸ ˢˬ˯˧˯ˢ˷ ˪˩˩˷ ˭˟ˣˬ˩ˢ˪ˣ˰˲ˢ ˰ˣ˴˧˟˪ ˭ˬˤ ˶˸ˣ˧ ˥˵˧ ˸˩˟ . ˡˣ˰˪

˞˟ˢ ˶ˣ˷˧˵ˢ ˪˰ ˶ˣ˟˰˪ ˳˧˪ˬˬ ˧ˮ˞ ˸ˣ˞ˬˠˣˡ: 

http://www.databasejournal.com/features/mssql/article.php/3717826/SQL-Server-2005---

Hacking-password-Encryption.htm 

http://www.databasejournal.com/features/mssql/article.php/3717826/SQL-Server-2005---Hacking-password-Encryption.htm
http://www.databasejournal.com/features/mssql/article.php/3717826/SQL-Server-2005---Hacking-password-Encryption.htm
http://www.databasejournal.com/features/mssql/article.php/3717826/SQL-Server-2005---Hacking-password-Encryption.htm
http://www.databasejournal.com/features/mssql/article.php/3717826/SQL-Server-2005---Hacking-password-Encryption.htm
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˸˧˪˦˧ˠ˧ˡ ˢˬ˧˸˥ ˫˰ ˸˧˶˦ˬ˧˯ ˢˮ˲˴ˢ: 

˶ˮ˷ ˢ˧ˮ˷ˢ ˢˮ˲˴ˢˢ˸˧˪˦˧ˠ˧ˡ ˢˬ˧˸˥ ˸˶ˤ˰˟ ˸˧˶˦ˬ˧˯ ˢˮ˲˴ˢ ˞˧ˢ ˢ˞ . ˪˰ˣ ˸˧˪˦˧ˠ˧ˡ ˢˬ˧˸˥ ˪˰ ˢ˟˥˶ˢ

˟ ˞ˣ˴ˬ˪ ˭˸˧ˮ˧˶˦ˬ˧˯ ˭˲ˣ˴˳˧˟ˣˬ˧˧˥ ˪˪ˢ ˪˷ ˶ˬ˞ˬ' ˟x˵ˣ˦˷˲˪˵ ˳˶˲ ˧˥˧ˬ˰ ˪˷ ˶ˬ˞ˬ ˞˷ˣˮ˟ , ˣˮˬ˯˶ˣ˲˷

˭˧ˤˠˬˢ ˪˷ ˫˧ˬˡˣ˵ˢ ˸ˣˮˣ˧˪ˠ˟. 

 

˯ˬ ˢ˪˧˩ˬ˷ ˢ˪˟˦ ˶ˣ˴˧ˮ ˸˧˷˞˶˯˧˦˶˩ˢ ˪˰˟ ˫˷ ˸˞ ˭˩ˣ ˧˞˶˷˞ ˧˯˧˦˶˩ ˶˲: 

create  table  creditCardTable (  

names varchar ( 22),  

creditCard NVARCHAR( 100 )  

)  

˭˧ˤˮ ˸˧ˮˡ˧ ˢ˪˟˦ˢ ˸˞. s˨˩ ˸˧˞˶ˮ ˢ˪˟˦:  

 

ˢ ˸˞ ˶ˣ˴˧ˮ ˸˰˩-Master key .-sMasket Key ˫˧ˮˣ˸ˮ ˡ˯ˬ ˪˩˪ ˧ˡˣ˥˧˧ ˥˸˲ˬ ˞ˣˢ , ˣˮ˲˴ˣ˧ ˣ˸˶ˤ˰˟ˣ

˸ˣ˧˪˦˧ˠ˧ˡˢ ˸ˣˬ˧˸˥ˢ .ˢˮ˲˴ˢ˟ ˫˧ˬ˶ˣˠˢ ˪˷ ˢ˧˩˶˶˧ˢˢ ˸˞ ˸ˣ˞˶˪ ˭˸˧ˮ ˞˟ˢ ˫˧˷˶˸˟: 

 

]˶ˣ˵ˬ˟ :1.aspx-http://www.4guysfromrolla.com/articles/022107[ 

http://www.digitalwhisper.co.il/files/Zines/0x03/DW3-1-PKI.pdf
http://www.digitalwhisper.co.il/files/Zines/0x18/DW24-5-PKI.pdf
http://www.4guysfromrolla.com/articles/022107-1.aspx
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 ˶ˣ˴˧˪ ˧ˡ˩˟Master Key ,˟ ˷ˬ˸˷ˮ: 

create  Master  Key encryption by  password = ' SectertPassword1 ';  

ˢˬ˯˧˯ˢ ˸ˣ˟˩˶ˣˬ ˸ˣ˧ˮ˧ˡˬ˪ ˢˬ˧˞˸ˬ ˢˬ˯˧˯ˢˣ ˢˡ˧ˬ˟ ,ˢ˞˟ˢ ˢ˰ˡˣˢˢ ˸˞ ˪˟˵ˮ ˣˮ˞: 

    Command(s) completed successfu lly  

˭˩˞ˣ, s-Master Key  ˶˴ˣˮˢ˥˪˴ˢ˟ . 

˸˧˪˦˧ˠ˧ˡˢ ˢˬ˧˸˥ˢ ˸˞ ˣ˸˶ˤ˰˟ ˶ˣ˴˧ˮ ˸˰˩: 

create  certificate MyCert with  subject = 'MyCertSubj'  

¶ Mycert - ˢˬ˧˸˥ˢ ˪˷ ˫˷ˢ. 

¶ MyCertSubj - ˢˬ˧˸˥ˢ ˪˷ ˢˬ˯˧˯ˢ. 

 

˸˶˧˴˧ ˶˥˞˪ ˧˶˦ˬ˧˯ˢ ˥˸˲ˬˢ ˸˞ ˶ˣ˴˧˪ ˪˩ˣˮ ˢˬ˧˸˥ˢ: 

create  symmetric  key  MyKey with  algorithm =AES_256 encryption  

 by  certificate  MyCert ;  

¶ MyKey - ˧˶˦ˬ˧˯ˢ ˥˸˲ˬˢ ˪˷ ˫˷ˢ. 

¶ algorithm=AES_256 - ˢˮ˲˴ˢ˪ ˫˧˷ˬ˸˷ˬ ˣ˟˷ ˫˸˧˶ˣˠ˪˞ˢ ˠˣ˯. 

¶ by certificate MyCert - ˸ˬˡˣ˵ˢ ˢˡˣ˵˲ˢ ˢ˶ˣ˷˟ ˣˮ˶˴˧˷ ˸˧˪˦˧ˠ˧ˡˢ ˢˬ˧˸˥ˢ ˸˶ˤ˰˟ ˭˲˴ˣˬ. 

 

-˟SQL Server ˞ˬ˷ ˰ˡ˧ˬ ˢ˟˶ˢ ˷˧ ˢˬ˴˰ ˸˩˶˰ˬˢ ˪˷ ˸ˣ˞˪˟˦ ˨ˣ˸˟ ˭˯˲ˣ)sys ( ˸˰ˡ˪ ˶˷˲˞ ˢˮˬˬˣ

˫˧˧ˮ˩˦ ˫˧˦˶˲ ˡˣ˞ˬ ˢ˟˶ˢ ,ˣˮ˪ ˣ˶˴ˣˮ ˸ˣ˥˸˲ˬ ˢˬ˩ ˸˰ˡ˪ ˢ˴˶ˮ˷ ˣˮ˪˷ ˢ˶˵ˬ˟ ˣˬ˩. ˟ˣ˸˩ˮ ˭˩˪: 

select *  from sys.symmetric_keys  

ˢ˞˴ˣ˸ˢˣ: 

 

˶˟˩ ˫˧ˬ˧˧˵˷ ˸ˣ˥˸˲ˬˢ ˪˪˷ ˭˧˟ , ˣˮ˶˴˧ ˣˮ˥ˮ˞˷ ˸ˣ˥˸˲ˬˢ ˸˞ ˸ˣ˞˶˪ ˭˸˧ˮ MyKey  ˸˞ˣ-sMaster Key 

ˣˮ˶˴˧˷ .ˣ˪˷ ˢ˶˧˴˧ˢ ˨˧˶˞˸ˣ ˢˮ˲˴ˢˢ ˠˣ˯ ˸˞ ˫ˢ˧ˮ˧˟ˣ ˥˸˲ˬ ˪˩ ˪˰ ˫˧ˮˣ˷ ˫˧ˮˣ˸ˮ ˸ˣ˞˶˪ ˭˸˧ˮ ˭˩ ˣˬ˩. 

 ˢ˪˟˦˪ ˶ˣˤ˥ˮ ˸˰˩creditCardTable  ˱˧˯ˣˮˣ ˣˮ˶˴˧˷˭˲˴ˣˬˢ ˰ˡ˧ˬ˪ ˷ˬ˷˸˷ ˢˡˣˬ˰ ˡˣ˰ ˢ˪: 

alter  table  creditCardTable  

add  creditCardEncrypted VARBINARY( MAX)  
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˪ ˣˬ˧˷ ˠˣ˯ˬ ˞ˣˢ ˢˡ˷ˢ ˠˣ˯˷ ˟varbinary ˧˪ˬ˧˯˵ˬˢ ˞ˣˢ ˪˧˩ˢ˪ ˪ˣ˩˧ ˞ˣˢ˷ ˪ˡˣˠˢˣ. ˭˸˧ˮ ˸˰˩  ˪˧˥˸ˢ˪

ˢˬ˴˰ ˢˮ˲˴ˢˢ ˫˰ ,˸˲ˬˢ ˸˞ ˥˸˲ˮˣˮ˶˴˧˷ ˧˶˦ˬ˧˯ˢ ˥: 

open symmetric key  MyKey decryption by certificate  MyCert  

˟ ˣˮ˷ˬ˸˷ˢ ˢ˥˧˸˲ˢ ˨˶ˣ˴˪-cert ˫˧ˬˡˣ˵ˢ ˫˧˟˪˷˟ ˣˮ˶˴˧˷ , ˭˸˧ˮ ˢ˧ˢ ˞˪ ˸˶˥˞˥˸˲ˬˢ ˸˞ ˥ˣ˸˲˪ .

˭˩ˬ ˶˥˞˪ ,˷ˬ˸˷ˮ  ˢˡˣ˵˲˟update ˪ ˸ˣˬ˧˧˵ˢ ˸ˣ˶ˣ˷ˢ ˪˷ ˭ˣ˩ˡ˧˰ ˨˶ˣ˴) ˢˡˣˬ˰ˢcreditCardEncrypted 

 ˞˧ˢ ˢˡ˷ˢnames ˢˮ˲˴ˢ ˶˥˞˪:( 

update  creditCardTable  

SET creditCardEncrypted =  

EncryptByKey ( Key_GUID( 'MyKey' ), creditCard );  

" "EncryptByKey˪˟˵ˬ ˸ˢ ˶˦ˬ˶˲˟˥˸˲ˬˢ ˫˷ ˸˞ ˭ˣ˷˞˶ ,ˮ˷ˢ ˶˦ˬ˶˲˟ˣ ˫˧ˮ˧˧ˮˣ˰ˬ ˣ˸ˣ˞ ˢˡ˷ˢ ˸˞ ˧

˭˧˲˴ˢ˪. 

ˢ˞˴ˣ˸ˢˣ: 

 

ˮ ˢ˟˷ ˢˡˣˬ˰ ˡˣ˰ ˱˧˯ˣˮ˸ˮ˲˴ˣˬˢ ˢ˶ˣ˷ˢ ˸˞ ˠ˧˴: 

alter  table  creditCardTable  

add  creditCardDecrypted VARBINARY( MAX)  

˥ˣˮ˰˧˲ˢ ˸˞ ˢ˷ˡ˥ˢ ˢˡˣˬ˰˟ ˟˧˴ˮˣ: 

update  creditCardTable  

SET creditCardDecr ypted =  

DecryptByKey ( creditCardEncrypted );  

ˢ˞˴ˣ˸ˢˣ:  

 

 ˪˷ ˢˡˣˬ˰˟creditCardDecrypted ˴ˣ˸ˢ ˸ˠ˴ˣˬ˸ˮ˲˴ˣˬ ˞˪ ˸˧˶˞ˮ˧˟ ˢ˶ˣ˴˟ ˢ˞ , ˢ˸ˣ˞ ˶˧ˬˢ˪ ˢ˴˶ˮ

 ˪˷ ˢ˞˧˶˵˪ ˸ˮ˸˧ˮˣ ˸˪˟ˣ˵ˬ ˢˠˣ˴˸˪varchar ,˰˴˟ˮ ˭˩˪ˣ: 

SELECT CONVERT( nVARCHAR( 100 ), creditCardDecrypted )  as  decryptedRow  

 from  creditCardTable  

˪ ˟˪ ˣˬ˧˷-n ˢ ˨ˣ˸˟-nvarchar ,˞˪ ˫˧ˬ˰˲˪ˣ ˢ˸˧˞ ˫˧˷ˬ˸˷ˬ ˫˧ˬ˰˲˪ ,ˢ˶ˬˢ ˪˷ ˭˧˧ˮ˰ ˵˶ ˢˤ , ˢ˶˵ˬ˟

˸˧ˮ˧˯˪ ˸˧˶˞ˮ˧˟ˢ ˢˠ˴ˢˢ ˪˷ ˢ˶ˬˢ ˫˧˪˟˵ˬ ˣˮ˧˧ˢ ˫˧˷ˬ˸˷ˬ ˣˮ˧˧ˢ ˞˪ ˫˞ ˣˮ˪˷.  
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˸˧˲ˣ˯ˢ ˢ˞˴ˣ˸ˢˣ: 

 

decryptedRow  ˢˤˢˣ˴˸˪ ˧˸˸ˮ˷ ˫˷ˢˠ ,˶ˣ˵ˬˢ ˢ˪˟˦ˢˬ ˵˪˥ ˞˪ ˢˤˣ˸˧ . ˭˸˧ˮ ˫˧˞˸ˬ ˢˤ˷ ˸ˣ˞˶˪

ˢ ˧˶˲˯ˬ˪-creditCard ,ˢˮ˲˴ˢ ˧ˮ˲˪ ˞˧ˢ ˢˮˣ˷˞˶ˢ ˢˡˣˬ˰ˢ ˶ˬˣ˪˩ , ˢˮ˲˴ˢ ˧˶˥˞ ˞˧ˢ ˢ˧ˮ˷ˢ ˢˡˣˬ˰ˢˣ

˥ˣˮ˰˧˲ ˧˶˥˞ˣ.  

 

˸˧˪˦˧ˠ˧ˡ ˢˡˣ˰˸ ˞˪˪ ˸˧˶˦ˬ˧˯ ˢˮ˲˴ˢ: 

 ˸ˬ˧˧˵ˢ˦ˣ˷˲ ˸ˣ˶˷˲˞ ˧˶˦ˬ˧˯ ˥˸˲ˬ ˸˶ˤ˰˟ ˢˮ˲˴ˢ˪ ˶˸ˣ˧ ,ˣ ˞˧ˢ ˷ˬ˸˷ˢ˪ ˧˪˟ˬ ˸˧˶˦ˬ˧˯ ˢˮ˲˴ˢ

˧˪˦ˠ˧ˡ ˢˬ˧˸˥˟ ˸,˶ˣ˴˧˪ ˞˪ ˨˶ˣ˴ ˭˧˞ ˤ˞ˣ Master Key ˞˪ˣ ˶ˣ˴˧˪ ˸˧˪˦˧ˠ˧ˡ ˢˬ˧˸˥,  ˪˰ ˶ˣˬ˷˪ ˵˶ ˞˪˞

 ˸˶ˤ˰˟ ˥˸˲ˬˢˢˬ˯˧˯ .˶ˬˣ˪˩ ,˰˴˟˪: 

CREATE SYMMETRIC KEY SecureSymmetricKey  

 WITH ALGORITHM = DESX 

 ENCRYPTION BY PASSWORD = N'StrongPassword 1'  

˩ˣˣ˸ˣ˞ ˥ˣ˸˲˪ ˢ˴˶ˮ ˶˷˞ ,˰˴˟ˮ: 

OPEN SYMMETRIC KEY SecureSymmetricKey  

 DECRYPTION BY PASSWORD = N'StrongPassword 1' ;  

˧˶˦ˬ˧˯ˢ ˥˸˲ˬˢ ˪˷ ˸ˬˡˣ˵ˢ ˢˮ˲˴ˢˢ ˸˪ˣ˰˲˟ ˣˮ˶˞˧˸˷ ˣˬ˩ ˭ˢ ˸ˣ˪ˣ˰˲ˢ ˶˞˷ ˪˩.  ˷ˣˬ˧˷˟ ˭ˣ˶˯˥ˢ

ˢˮ˲˴ˢˢ ˸˞ ˥˴˲˪ ˪˵ ˶˸ˣ˧ ˢ˧ˢ˧˷ ˭˟ˣˬ˩ ˞ˣˢ ˢˬ˯˧˯ ˫˰ ˵˶ ˥˸˲ˬˢ ˪˰ ˢˮˠˢ˟. 

˞ ˢˮ˲˴ˢ-˸˧˶˦ˬ˧˯: 

˞ ˢˮ˲˴ˢˢ ˨˧˪ˢ˸- ˰˴˟˸ˬ ˸˧˶˦ˬ˧˯ˢ ˨˧˪ˢ˸˪ ˢˢˤ ˦˰ˬ˩ ˭˲ˣ˞˟ ˢˮ˲˴ˢ˧˶˦ˬ˧˯ˢ . ˭˟ˣˬ˩ ˞ˣˢ ˪ˡ˟ˢˢ

 ˢˮ˲˴ˢˢ ˠˣ˯˟- ˢ˞˴ˣ˸˟ˣ . ˸˞ ˶ˣ˴˧ˮˢ˞˟ˢ ˞ˬˠˣˡ˟ ˣˬ˩ ˥˸˲ˬˢ: 

CREATE ASYMMETRIC KEY SecureAsymmetricKey  

 WITH ALGORITHM = RSA_2048 

 ENCRYPTION BY PASSWORD = N'AnotherStrongPassword1' ;  

˪˟˦˟ ˷ˬ˸˷ˮ ˪˷ ˸˩˶˰ˬˢ ˸ˣ˞SQL Server ˸ˣ˞˶˪ ˸ˮˬ ˪˰ ˣˮ˶˴˧˷ ˥˸˲ˬˢ ˸˞ . ˸ˠ˴˧˧ˬ ˸˞ˤˢ ˢ˪˟˦ˢ

˞ˢ ˸ˣ˥˸˲ˬˢ ˸˞ ˵˶-˭˩˪ˣ ˫˧˧˶˦ˬ˧˯ ˫˧˰˧˲ˣˬ ˞˪ ˶˟˰˟ ˣˮ˶˴˧˷ ˸ˣ˥˸˲ˬˢ: 

SELECT *  FROM sys.asymmetric_keys ;  
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 ˧˩ ˸ˣ˞˶˪ ˭˸˧ˮ ˞ˣˢ ˢˬ˯˧˯ˢ ˠˣ˯encrypted by passward , ˶˟ˡˢ ˨˩ ˭˩˞ˣ- ˲˴ˬ ˣˮ˞ ˣˤ ˢ˦˧˷˟ ˸˶ˤ˰˟ ˫˧ˮ˧

˸˧˪˦˧ˠ˧ˡ ˢˡˣ˰˸ ˸˶ˤ˰˟ ˞˪ˣ ˢˬ˯˧˯. 

 

ˢˬ˴˰ ˢˮ˲˴ˢ˪ ˶ˣ˟˰ˮ ,ˢˮˣ˷ ˸˴˵ ˢ˶ˣ˴˟ ˢˤ ˸˞ ˢ˷˰ˮ ˫ˡˣ˵ˢ ˨˧˪ˢ˸ˢˬ ,˫˧˶˦ˬ˶˲˟ ˷ˬ˸˷ˮˣ: 

DECLARE @str NVARCHAR( 100 )  

 SET @str ='avram zimer' ;  

 

INSERT INTO AsymmetricTempTable ( PlainText ,  CipherText )   

VALUES (  

 @str ,  

 Encryp tByAsymKey ( AsymKey_ID ( 'SecureAsymmetricKey' ),  @str )  

);  

¶  ˢ˶ˣ˷1 -   ˶˦ˬ˶˲ ˣˮ˶ˡˠˢstr )@ ˶˦ˬ˶˲˟ ˷ˣˬ˧˷ˢ ˧ˮ˲˪ ˰˧˲ˣˬ (ˠˣ˯ˬ  nvarchar  ˪ˡˣˠ˟100. 

¶  ˢ˶ˣ˷2 -  ˸ˤˣ˶˥ˬ˪ ˢˣˣ˷ ˢ˧ˢ˧˷ ˶˦ˬ˶˲ˢ ˸˞ ˣˮ˶ˡˠˢ"avram zimer." 

¶  ˢ˶ˣ˷3-5  ˢ˪˟˦ˢ ˨ˣ˸˪ ˣˮ˯ˮ˩ˢAsymmetricTempTable  ˶˦ˬ˶˲ˢ ˸˞str. 

¶  ˢ˶ˣ˷6 -  ˢˡˣˬ˰ˢ ˨ˣ˸˪ ˣˮ˯ˮ˩ˢchiperText  ˸˪˧˥˸˟ ˣˮ˶˴˧˷ ˥˸˲ˬˢ ˸˶ˤ˰˟ ˭˲˴ˣˬ ˶˦ˬ˶˲ˢ ˸˞

˨˧˪ˢ˸ˢ. 

 

 ˸˞ˤˢ ˢ˪ˣ˰˲ˢ ˪˰ ˶ˣˤ˥ˮ4  ˢˮ˷ˮ ˫˰˲ ˪˩ˣ ˫˧ˬ˰˲˶˦ˬ˶˲ˢ ˪˷ ˸ˤˣ˶˥ˬˢ ˸˞ ,˭˞˩ ˶ˬˣ˪˩: 

SET @str ='Type here what you want" ;  

 

˳˧˶ˮ: 

SELECT *  FROM AsymmetricTempTable ;  

ˢ˞˴ˣ˸ˢˣ: 

 

˥ˮ˰˲˪ ˧ˡ˩˟ˣ , ˰˴˟ˮ) ˢ˵˧ˡ˟ˢ ˫˷˪- ˢˮˣ˩ˮ ˞˪ ˢˬ˯˧˯ ˯˧ˮ˩ˮ:( 

SELECT CipherText , CONVERT( NVARCHAR( 100 ),   

    DecryptByAsymKey ( AsymKey_ID ( 'SecureAsymmetricKey' ),  

 CipherText ,  N'AnotherStrongPassword 1' ))  AS PlainText  

FROM AsymmetricTempTable ;  
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¶ CipherText - ˣˢ˷ ˢˡ˷ˢ˭˲˴. 

¶  Convert-  ˠˣ˯ˢˬ ˢ˶ˬˢvarbinary  ˭˧˟˪ ˢˮ˲˴ˢˢ ˸ˠ˴ˢ˪ ˷ˬ˷ˬ˷varchar. 

¶ DecryptByAsymKey - ˫˧˶˦ˬ˶˲ ˷ˣ˪˷ ˪˟˵ˬ , 

Á ˭ˣ˷˞˶ˢ - ˢˮ˲˴ˢ˪ ˷ˬ˷˧˷ ˥˸˲ˬˢ ˫˷. 

Á ˧ ˮ˷- ˥ˮ˰˲˪ ˫˧˴ˣ˶ ˣˮ˥ˮ˞ ˣ˸ˣ˞ ˢˡ˷ˢ ˫˷. 

Á  ˧˷˧˪˷- ˧˶˦ˬ˧˯ˢ ˥˸˲ˬˢ ˪˷ ˢˬ˯˧˯ˢ . ˢ˧ˣˠ˷ ˢˬ˯˧˯˟ ˧˸˷ˬ˸˷ˢ˷ ˟˪ ˣˬ˧˷) ˶˯˥1.( 

¶ AS PlainText- ˠ˴ˣ˸˷ ˢˡˣˬ˰˪ ˣˮ˸ˮ˷ ˫˷ˢ. 

ˢ˞˴ˣ˸ˢ: 

Msg 15466, Level 16, State 1, Line 1  

An error occurred during decryption.  

ˣˬ˩ˣˢˮˣ˩ˮˢ ˢˬ˯˧˯ˢ ˸˞ ˯˧ˮ˩ˮ ˣ˧˷˩˰ ˭˟: 

SELECT CipherText , CONVERT( NVARCHAR( 100 ),   

    DecryptByAsymKey ( AsymKey_ID ( 'SecureAsymmetricKey' ),  

 Cipher Text ,  N'AnotherStrongPassword1' ))  AS ourPlainText  

FROM AsymmetricTempTable ;  

ˢ˞˴ˣ˸ˢˣ: 

 

  

ˢ ˸ˬ˧˧˵ ˸˶ˤ˰˟ ˢˮ˲˴ˢ˟ ˷ˬ˸˷ˢ˪ ˸ˣ˶˷˲˞˸˧˪˦˧ˠ˧ˡ ˢˡˣ˰˸,  ˨˧˶˞˸ ˶ˣ˴˧˪ˣ"˸ˢˠˣ˲:" 

CREATE CERTIFICATE SelfSignedCertificate  

   ENCRYPTION BY PASSWORD = 'CertificateStrongPasswo rd1'  

   WITH SUBJECT = 'Self Signed Certificate' ,   

EXPIRY_DATE = '12/01/2030'  

 ˶˷˞˩ˢˮ˲˴ˢˢ ˸˞ ˥ˮ˰˲˪ ˢ˴˶ˮ , ˣˮ˰˟˵˷ ˢˬ˯˧˯ˢ ˸˶ˤ˰˟ ˢˡˣ˰˸ˢ ˸˞ ˭˩˪ ˫ˡˣ˵ ˥ˮ˰˲ˮ ˨˶ˣ˴ ˪˩ ˞˪˪

˸ˣ˥˸˲ˬ˟ ˷ˣˬ˧˷˟: 

DecryptByCert ( Cert_Id ( 'SelfSignedCertificate' ),  

    CipherText ,  N'CertificateS trongPassword 1' ))  
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 ˭ˣˮˠˮˬ ˭˩ˣ ˫˧˶˥˞ ˸ˣ˥˸˲ˬ ˸˶ˤ˰˟ ˫˧ˬ˧˧˵ˢ ˸ˣ˥˸˲ˬˢ ˪˷ ˢˮ˲˴ˢ ˪˷ ˸ˣ˶˷˲˞ ˡˣ˰ ˸ˣˬ˧˧˵ ˭˩ ˣˬ˩

˸˧˪˦˧ˠ˧ˡ ˢˬ˧˸˥ˢ ˸ˣˬ˧˞ ˸˵˧ˡ˟˪ ˸ˣ˞˟ˢ ˸ˣ˧˴˵ˮˣ˲˟ ˷ˣˬ˧˷ ˸˶ˤ˰˟: 

 

˯ˮ˩˧ˢ˪ ˳˪ˬˣˬ ˟˧˥˶ˢ˪ ˫˧ˮ˧˧ˮˣ˰ˬ˪: 

http://www.4guysfromrolla.com/articles/022807 -1.aspx  

 

 ˸ˮ˲˴ˢ˫˧ˮˣ˸ˮˢ ˡ˯ˬ ˪˪˩ 

 ˣˮ˶˵˯˷ ˧˶˥˞ ˸ˣ˦˧˷ˢˡ˟˪˟ ˫˧˧˵˪˥ ˫˧ˮˣ˸ˮ ˸ˮ˲˴ˢ˪ ,˶˟˰ˮ˫˧ˮˣ˸ˮˢ ˡ˯ˬ ˪˪˩ ˪˷ ˢˮ˲˴ˢ˪ ˣ , ˭ˣˮˠˮˬˢ

 ˞˶˵ˮTDE ,˪˷ ˶ˣ˴˧˵" :"Transparent Data Encryption  ˢ˯˶˧ˠˬ ˵˶ ˫˧˧˵ ˞ˣˢˣ2008 Enterprise. 

ˮˢ ˭ˣˮˠˮˬˢ ˭˧˟ ˪ˡ˟ˢˢ ˸˞ ˷˧ˠˡˢ˪ ˧ˡ˩"˪ ˪ ˡ˰ ˣˮ˶˵˯˷ ˸ˣˮ˲˴ˢˢ˩ , ˣˮ˧˲˴ˢˢ˩ ˡ˰ ˸ˣˮ˲˴ˢˢ ˪˩ ˧˩ ˭˧˧˴ˮ

 ˫˧ˮˣ˸ˮ ˵˶ ˣ˞ ˢ˶ˣ˷ˢ ˸ˬ˶˟ ˸ˬ˶˟ˢ˪˟˦ˢ . 

 

ˢ ˪˷ ˸ˣˮˣ˶˸˧ˢ-TDE ˫ˢ: 

¶ ˩ ˪˷ ˢˮ˲˴ˢ˪ ˪˞˪˟˦ˢ ˪˩ ˪˰ ˫˧ˮˣ˸ˮˢ ˡ˯ˬ˸ˣ ˣ˧˸ˣ˶ˣ˷ˣ˧ .ˢ˶ˣ˦˵˦˧˩˶˞ˢ ˸˞ ˸ˣˮ˷˪ ˨˶ˣ˴ ˭˧˞  ˪˷

 ˧ˡ˯ˬˢ˫˧ˮˣ˸ˮ , ˨˧˶˴ ˞˪˭˲˴ˣˬˢ ˰ˡ˧ˬˢ ˸˞ ˣ˪˧˩˧˷ ˪˧˟˷˟ ˸ˣ˶ˣ˷ ˣ˞ ˸ˣˡˣˬ˰ ˱˧˯ˣˢ˪ . ˫˧ˮ˧˲˴ˬ ˦ˣ˷˲

˪˩ˢ ˸˞ ˫˧˥ˮ˰˲ˬ ˨˩ ˶˥˞ˣ ˪˩ˢ ˸˞. 

¶ ˥ˣˮ˰˧˲ ˪˷ ˸ˣ˪ˣ˰˲ ˫ˣˬ˧ˮ˧ˬ/ˢˮ˲˴ˢ  . 

¶ ˢ ˪˩ ˪˷ ˸˧ˮ˟ˣˬ ˢˮ˲˴ˢ-log-˸ˣ˞˪˟˦˪ ˸ˣˣ˪ˮˢ ˸ˣ˪ˣ˰˲ˢ ˪˩ˣ ˫˧. 

¶ ˭˲˴ˣˬ ˰ˡ˧ˬˢ ˪˷ ˧ˤ˧˲ˢ ˰˲ˣˬˢ˷ ˶˥˞ˬ ,ˣˬ˴˰ ˰ˡ˧ˬˢ ˞˪ˣ ,˵ˡˮ˧˞ˢ ˪˰ ˢ˰˲˷ˢ ˭˧˞ ˸ˣ˥˸˲ˬˢ ˪˰ˣ ˫˧˯

)ˢˮ˲˴ˢˢ ˸ˣ˥˸˲ˬ˪ ˶ˣ˷˵ ˞˪ˣ ˸ˣ˞˪˟˦ˢ ˨ˣ˸˟ ˶ˤˢ ˣ˞ ˧˷˞˶ˢ ( ˸ˣ˸˪˧˞˷ ˸˴˶ˢ˪ ˢ˧˰˟ ˭˧˞

˫˧˯˵ˡˮ˧˞ˢ ˪˰ ˸ˣ˩ˬ˸˯ˬ˷/˸ˣ˥˸˲ˬ. 

¶  ˫˧˰ˣ˴˧˟ˢ ˭˧˟ ˫˧˪ˡ˟ˢ)˦˲ˣ˯ˣ˶˵˧ˬ ˧˲˪:(...  ˫ˢ ˫˧˰ˣ˴˧˟ˢ ˭˧˟ ˫˧˪ˡ˟ˢˢ3-5%  ˸ˬˣ˰˪ ˣ˧˷˩˰20-28% 

˫˧ˮ˷˧ˢ ˢˮ˲˴ˢˢ ˧ˮˣˮˠˮˬ˟. 

 

http://www.4guysfromrolla.com/articles/022807-1.aspx
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˫ˢ ˸ˣˮˣ˶˯˥ˢˣ: 

¶ ˶ˣˬ˞˩ ,ˤˢ ˞˯˶˧ˠˢˬ ˵˶ ˭˧ˬ-2008 Enterprise. 

¶ ˞˪ ˢˬˣ ˭˲˴ˣ˧ ˢˬ ˪˰ ˢ˦˧˪˷ ˸ˣ˥˲ . 

¶ ˣ ˦˰ˬ˩ ˭˸˧ˮ ˞˪˫˧˶˵ˬ˟ˣ ˫˧˴˟˵ˢ ˸˞ ˯ˣ˥ˡ˪ ˣ˞ ˳ˣˣ˩˪ ˢ˧ˢ˧ ˭˩˷ ˥˧˪˴ˮ- ˸˧˪ˣ˷ ˢ˧ˢ˸ ˢ˰˲˷ˢˢ . 

ˢˬ˴˰ ˢˮ˲˴ˢˢ ˫˰ ˪˧˥˸ˮ: 

 ˭˧˟ ˫˰˲ ˪˩ ˣˮ˸˷˧ ˢ˷˰ˮ˷ ˸ˣ˪ˣ˰˲ˢ ˶˥˟ˬ˸ˬ˶Master , ˢ ˪˩ ˪˷ ˪ˣˢ˧ˮˢ ˟˴ˬ ˞ˣˢ˷-DB  ˸ˬ˶ ˭˧˟˪-s

DB  ˧ˮ˦˶˲ˢ) ˣˮ˪˷ ˢ˶˵ˬ˟TDE (˶ˣ˴˧ˮ ˣ˸ˣ˞˷ .ˢ ˪˰ ˫˧˴˥ˣ˪ ˫˧ˬˣ˥˸ˢ ˭˧˟ ˶ˣ˟˰˪ ˧ˡ˩-Drop Down 

ˢ˪ˣ˰˲ˢ ˫ˣ˵˧ˬ ˸˞ ˶ˣ˥˟˪ ˶˷˲˞ˣ: 

 

 ˧˩ ˵ˣˡ˟ˮ ˫˷˟ ˫˧ˮˣ˸ˮ ˡ˯ˬ ˶˟˩ ˫˧˧˵ ˞˪TDE ˣ˸ˣ˞ ˵ˣ˥ˬˮ ˤ˞ ˭˩ ˫˞ˣ: 

if  exists  ( select  *  from  master . sys.databases  where  name = 'TDE' )  

drop databas e TDE;  

 ˪˷ ˢ˵˧˥ˬ˟ ˶˟ˣˡˬ˷ ˟˪ ˣˬ˧˷˩˪ s˪-DB ˣ˵˥ˬ˧ ˫ˠ ˣ˩ˣ˸˟ ˸ˣˬ˧˧˵˷ ˸ˣ˞˪˟˦ˢ ˪˩ ˶ˬˣ˪˩ . ˸˞ ˶ˣ˴˧ˮ ˸˰˩

-sDB ˷ˡ˥ˬ: 

CREATE DATABASE TDE 

ˢ ˸˞ ˢ˥˪˴ˢ˟ ˣˮ˶˴˧˷ ˧˶˥˞-DB "TDE" ,˟ ˶ˣ˟˰˪ ˟ˣ˷˥-Drop Down ˪-TDE: 

 

 ˢ˪˟˦ˢ ˸˞ ˶ˣ˴˧ˮ ˸˰˩Customers  ˵˶ ˫˴˰˟ ˢ˧ˢ˧ ˷˧ˠ˶ˢ ˰ˡ˧ˬˢ ˶˷˞˩Credi tCardNumber: 

Create  Table  Customers  

(  

  CustomerId int ,  

  FirstName nvarchar ( 50),  

  LastName nvarchar ( 50),  

  CreditCardNumber varchar ( 50)  

)  

ˢ˥˪˴ˢ˟ ˢ˪˟˦ˢ ˸˞ ˣˮ˶˴˧˷ ˶˥˞˪ , ˢ˸ˣ˞ ˞˪ˬˮ˸ˣ˷ˡ˥ ˸ˣ˶ˣ˷ ˷ˣ˪˷˟ ˞˸˪˧˞˷ˢ ˸˶ˤ˰˟: 

Insert  Into  Customers  

Select  1,  N'Anakin' ,  N'Skywalker' ,  '1234567812345678'  

go 

Insert  Into  Customers  

Select  2,  N'David' ,  N'Gabay' ,  '9348'  

go 
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Insert  Into  Customers  

Select  2,  N'˵˥˴˧' ,  N'˯˲˧˪˧˲' ,  '231 - 415 - 6617 - 71631'  

˦˧˟ˮ ˢ˶˴ˣˮ˷ ˢ˪˟˦ˢ ˪˰ ,ˣˣˮ˧˴˶˷ ˰ˡ˧ˬ˟ ˢ˞˪ˬ ˞˧ˢ ˭˩˞˷ ˢ˞˶ˮ: 

 

 

 ˶˟ˡ ˭˧˟ˮ˷ ˟ˣ˷˥ ˨˧˷ˬˮ˷ ˧ˮ˲˪˱˯ˣˮ :-sSQL Server ˷ ˰ˡ˧ˬˢ ˪˩ ˸˞ ˶ˬˣ˷˫˧ˮˣ˸ˮˢ ˡ˯ˬ˟  ˢ˥˧˷˵ ˢ˶ˣ˴˟

ˣ˪ ˫˧˧ˡˣ˥˧ ˫˧˴˟˵ ˢˮ˟ˬ˟ ˭˵˸ˣˬ ˞ˣˢ ˣ˟˷ ˟˷˥ˬˢ ˪˰ . ˢ˪˞ˢ ˫˧˴˟˵ˢ ˸˞ ˥ˣ˸˲˪ ˸˧˯˥˧ ˸ˣ˪˵˟ ˶˷˲˞

 ˸˶ˤ˰˟notepad ˶˥˞ ˦˯˵˦ ˨˶ˣ˰ ˪˩ ˣ˞ ,˶ˡˣ˯ˬ ˢ˧ˢ˧ ˞˪ ˫ˮˬˣ˞ ˰ˡ˧ˬˢ ,ˢ˞˧˶˵˪ ˭˸˧ˮ ˢ˧ˢ˧ ˭˧˧ˡ˰ ˵˶ .

˸˞ˤ ˷˧˥ˬˢ˪ ˧ˡ˩˟ ,˸˲ˮ ˸˞ ˥ˢˢ ˪˷ ˫˧˴˟˵ˢ ˪˩ ˢ˟˷ ˢ˧˶˲˯-SQL Server ˫˧˶ˬ˷ˮ ,˞ˣˢ ˭˟ˣˬ˩  ˢˮ˸˷˧

 ˸˞ ˫˸ˮ˵˸ˢ˷ ˢ˲˧˞˪ ˫˞˸ˢ˟SQL Server: 

 

˫˧˴˟˵ˢ ˪˪˩ ˭˧˟ˬ ˢˮˣˬ˸˟ , ˭˸˧ˮ˸˞ ˸ˣ˞˶˪ ˸˞ ˶ˬˣ˷˷ ˳˟ˣ˵ˢ s-DB ˣˮ˪˷- TDE .˷ ˸ˮˬ ˪˰ ˞˪˰ˠ˲ˮ 

˫˧˧˵ˢ ˰ˡ˧ˬ˟ ,ˬ ˣˬ˷ ˸˞ ˧˸˧ˮ˧˷ ˫ˠˣ ˶˥˞ ˫ˣ˵ˬ˪ ˳˟ˣ˵ˢ ˸˞ ˧˸˵˸˰ˢ-"TDE "-˪"˧ˮ˲˪ ." ˣ˸ˣ˞ ˧˸˥˸˲

 ˪˰ ˧˸˴˥˪ˣctrl+f ˳˟ˣ˵ˢ ˨ˣ˸˟ ˷ˣ˲˧˥ ˨˶ˣ˴˪ .ˬ ˧ˮ˞˸ˮ˲˴ˣˬ ˞˪ˢ ˢ˪˟˦ˢ ˨ˣ˸ˬ ˰ˡ˧ˬ ˷˲˥: 
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 ˸˞ ˷˲˥ˮ9348: 

 

 ˣ˟ ˫˧ˬ˧˧˵ˢ ˫˧ˮˣ˸ˮˢ ˸˞ ˸ˣ˞˶˪ ˫˧˪ˣ˩˧ ˣˮ˞ ˳˟ˣ˵˪ ˸˧ˤ˧˲ ˢ˷˧ˠ ˸˶ˤ˰˟ ˧˩ ˸ˣ˞˶˪ ˭˸˧ˮ ˸ˣ˪˵˟ï  ˫ˮ˧˞ ˫ˢ

˭˲˴ˣˬ ˭˲ˣ˞˟ ˫˧˶ˬ˷ˮ. 

 

˸˰˩, ˢˮ˲˴ˢˢ ˨˧˪ˢ˸˟ ˪˧˥˸ˮ. ˰ˮˢ ˸ˬ˶˟ ˡˣ˟-Master :˥ˬˮˢ ˸˞ ˵Master-Key ˫˧˧˵ˢ: 

drop master key  

 ˶ˣ˴˧ˮMaster Key ˢˬ˯˧˯ ˸˶ˤ˰˟ ˭ˠˣˬ: 

CREATE MASTER KEY ENCRYPTION BY PASSWORD = 'masterkeypassword' ;  

 

ˢ ˸˞ ˶ˣ˴˧ˮ ˸˰˩˸˧˪˦˧ˠ˧ˡˢ ˢˡˣ˰˸: 

CREATE CERTIFICATE TDECertificate WITH SUBJECT = 'TDECertificat e' ;  

 

ˢ ˸ˬ˶˟ ˥˸˲ˬˢ ˸˞ ˶ˣ˴˧ˮ-DB,  ˸˶ˤ˰˟ ˭ˠˣˬAES  ˨˶ˣ˞˟128 ˢ ˸˶ˤ˰˟ˣ ˦˧˟ ˣˮ˶˴˧˷ ˸˧˪˦˧ˠ˧ˡˢ ˢˡˣ˰˸

˸ˬˡˣ˵ˢ  ˢ˪ˣ˰˲˟: 

CREATE DATABASE ENCRYPTION KEY 

WITH ALGORITHM = AES_128  

ENCRYPTION BY SERVER CERTIFICATE TDECertificate ;  

˭˩ˬ ˶˥˞˪ ,ˢˮ˲˴ˢ˟ ˷ˣˬ˧˷ ˶˧ˡˠˢ˪ ˣˮ˧˪˰: 

ALTER DATABASE TDE SET ENCRYPTION ON;   

ˣ˧˷˩˰ˬ - ˫˧ˮˣ˸ˮˢ ˡ˯ˬ ˸˞ ˢˮ˷˸ˣ ˢ˷˰˧˸˷ ˢ˪ˣ˰˲ ˪˩ TDE  ˢˬˣ˷˶ ˢ˧ˢ˸˸ˮ˲˴ˣˬ .˷ ˵ˣˡ˟˪ ˪˩ˣˮ ˨˧˪ˢ˸

 ˢˮ˲˴ˢˢˡˣ˟˰˪ ˪˧˥˸ˢ ˭˩˞: 

SELECT is_encrypted FROM master . sys . databases  WHERE name = DB_NAME()  
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 ˫˞  ˣˮ˪˟˧˵"1" - ˡ˟ˣ˰ ˢˮ˲˴ˢˢ ˨˧˪ˢ˸" .0 "- ˪ˡ˟ˣ˰ ˞.  

ˢ ˪˷ ˥˧˷˵ˢ ˵˸ˣ˰˪ ˷ˠ˧ˮˣ ˢˮ˲˴ˢˢ ˧ˮ˲˪ ˣˮ˧˷˰˷ ˢ˪ˣ˰˲ ˢ˸ˣ˞ ˸˞ ˢ˷˰ˮ ˸˰˩-DB. ˰˴˟ˮ  ˣ˸ˣ˞ ˸˞

ˢ ˷ˣ˲˧˥˸ˤˣ˶˥ˬˢ ˶˥˞ ˣˮ˰˴˧˟˷ 9348 ,ˢ˞˴ˣ˸ˢˣ: 

 

 ˫˷˟ ˡˣ˵ ˧˰˦˵ ˭˧˟ ˢ˞ˣˣ˷ˢ˪ ˢ˟ˣ˦ ˡˣ˞ˬ ˢˮ˩ˣ˸˟ ˷ˬ˸˷ˮ ˢˬˠˡˢˢ ˨˶ˣ˴˪WinMerge . ˡˣ˞ˬ ˢ˟˶ˢ ˷˧

ˢ˸˧˞ ˸ˣ˷˰˪ ˶˷˲˞˷ ˫˧˶˟ˡ ,˸˯ˮ ˣˮ˥ˮ˞ ˪˟˞ˢ ˳˟ˣ˵ ˸ˠ˴ˢ˟ ˵˲DB ˫˧˧ˣˮ˧˷ˢ ˧˶˥˞ˣ ˫˧˧ˣˮ˧˷ˢ ˧ˮ˲˪.  ˭˸˧ˮ

˭˞˩ˬ ˢ˸ˣ˞ ˡ˧˶ˣˢ˪: 

http://sourceforge.net/projects/winmerge/files/stable/2.12.4/WinMerge-2.12.4-

Setup.exe/download 

ˢˮ˲˴ˢˢ ˶˥˞˪ˣ ˢˮ˲˴ˢˢ ˧ˮ˲˪ ˳˟ˣ˵ˢ ˸˞ ˵˧˸˰ˮ , ˫ˢ˧ˮ˷ ˸˞ ˢˮ˩ˣ˸˟ ˥˸˲ˮWinMerge ˮx ˸˞ ˢ˞˶

˫˧˪ˡ˟ˢˢ .ˬ ˧ˮˬ˧ˢ ˡ˴ˢˣ ˭˲˴ˣˬ ˞˪ˢ ˳˟ˣ˵ˢ ˞ˣˢ ˧˪˞ˬ˷ˢ ˡ˴ˢ˭˲˴ˣ: 

 

 

˭˲˴ˣˬ - ˫ˣ˪˩ ˣˮ˞˴ˬ ˞˪ˣ.    ˭˲˴ˣˬ ˞˪ - ˸ˤˣ˶˥ˬˢ ˸˞ ˣˮ˞˴ˬˣ. 

http://sourceforge.net/projects/winmerge/files/stable/2.12.4/WinMerge-2.12.4-Setup.exe/download
http://sourceforge.net/projects/winmerge/files/stable/2.12.4/WinMerge-2.12.4-Setup.exe/download
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 ˪˞ˬ˷ ˡ˴˟˷ ˭˧˟ ˫˧˪ˡ˟ˢˢ ˸˞ ˸ˣ˞˶˪ ˭˸˧ˮ˫˧˴˟˵ˢ ˧ˮ .˫ˣ˸˩ ˣ ˰ˡ˧ˬ ˷˧˷ ˶ˬˣ˞˶ˣ˲˞ ˫˷ ˵˧˶˷ ˶ˬˣ˞ .

˧ˮˬ˧ˢ ˡ˴˟˷ ˸ˣ˞˶˪ ˭˸˧ˮ ,˭˧˦ˣ˪˥˪ ˵˧˶ ˣ˟ˣ˶ ˦˰ˬ˩˷ ˧˪˞ˬ˷ˢ ˸ˬˣ˰˪ ˰ˡ˧ˬ˟ ˞˪ˬ ˨ˬ˯ˬˢ ˪˩. 

 

˪ ˶ˣˤ˥ˮ-SQL Server , ˰˴˟˪ ˪˩ˣˮˢ ˪˷ ˭ˣˮˠˮˬˢ ˧ˣ˟˧˩ˢˮ˲˴ˢ ,˰ ˫˧˧˵ˢ ˰ˡ˧ˬˢ ˪˷ ˥ˣˮ˰˧˲ ˣ˞"˧: 

ALTER DATABASE TDE SET ENCRYPTION off ;  

˷˥˫˧˥ˣ˸˲ ˸ˣ˥˸˲ˬˢ ˫˞ˣ ˣ˪˷ ˷ˬ˸˷ˬˢ ˨ˣ˸˟ ˸ˣ˞˪˟˦ˢ ˪˰ ˪˩˸˯ˬ ˷ˬ˸˷ˬˢ ˫˞˷ ˭˧˧˴˪ ˟ˣ , ˞ˣˢ

ˢ˧ˣ˪ˠ ˢ˶ˣ˴˟ ˰ˡ˧ˬˢ ˪˩ ˸˞ ˢ˞˶˧ .ˢ ˪˰ ˢˡˣ˟˰ˢ ˪˩ ˨˶ˣ˞˪ ˦˰ˬ˩ ˢˮ˲˴ˢˢ ˫˰ ˵˯˰˸ˢ˪ ˨˶˦˴˧ ˞˪ˣ-DB 

ˢˮ˲˴ˢ˪ ˧ˡˣ˰˧˧ˢ. 

˫ˣ˩˧˯ 

˟ ˫˧ˬ˧˧˵ˢ ˢˮ˲˴ˢˢ ˧ˠˣ˯ ˸˞ ˣˮ˶˵˯ ˢˤ ˶ˬ˞ˬ˟-MSSQL ,˲˴ˢ˪ ˫˧˩˶ˡ˟ ˣˮ˰ˠˮ ˢ˪˧˥˸˟ ˫˧ˡˡˣ˟ ˸ˣˡ˷ ˭˧

˫˧ˮˣ˸ˮˢ ˡ˯ˬ ˪˪˩ ˸˞ ˭˧˲˴ˢ˪ ˭˸˧ˮ ˡ˴˧˩ ˣˮ˧˞˶ ˭˩ˬ ˶˥˞˪ˣ . ˫˧ˮ˟ˣˬˢ ˢˮ˲˴ˢ ˧˩˶ˡ ˵˶ˣ ˨˞ ˣˠ˴ˣˢ ˢˤ ˶ˬ˞ˬ˟

 ˫˧ˮˣ˸ˮˢ ˡ˯ˬ˟MSSQL ,˫˧˧ˮˣ˴˧˥ ˫˧˪˩ ˸˶ˤ˰˟ ˫˧ˮˣ˸ˮˢ ˡ˯ˬ ˪˰ ˭ˠˢ˪ ˨˶ˣ˴ˢ ˣˮ˷˧ ˫ˢ˟ ˫˧˶˵ˬ ˫˧ˬ˧˧˵- 

 ˭ˣˠ˩ ˫˧˪˩EFS  ˸˩˶˰ˬˣ ˫˧˴˟˵ˢ ˸˩˶˰ˬ˟ ˫˧ˮ˟ˣˬ ˫˧˪˩ ˸˶ˤ˰˟ ˫˧ˡˡˣ˟ ˫˧˴˟˵ ˸ˮ˲˴ˢ ˫˧˶˷˲˞ˬ ˶˷˞

ˢ˪˰˲ˢˢ . ˭ˣˠ˩ ˫˧˪˩BitLocker  ˣ˞TrueCrypt ˫˧˴˟˵ˢ ˸˩˶˰ˬ˟ ˸ˣˬ˪˷ ˸ˣ˴˧˥ˬ ˸ˮ˲˴ˢ ˫˧˶˷˲˞ˬˢ .

˫˧˪˵˸ˮ ˣˮ˞ ˫ˢ˟ ˢ˧˴˞ˣ˦˧˯ˢ ˧˲˪ ˫ˢ˟ ˷ˣˬ˧˷ˢ ˸˞ ˫˧˞˸ˢ˪ˣ ˣ˪˪ˢ ˫˧˪˩ˢ ˸˞ ˶˧˩ˢ˪ ˟ˣ˷˥. 

˸ˣˡˣ˸ 

˪ ˢ˟˶ ˢˡˣ˸ˢˮˣˣ˩ˢˢˣ ˢ˩˶ˡˢˢ ˪˰ ˭ˬ˟ˣ˷ ˪˞˩˧ˬ ˶ˬ. 

˸ˣ˶ˣ˵ˬ 

¶ http://www.databasejournal.com/features/mssql/article.php/3717826/SQL-Server-2005--

-Hacking-password-Encryption.htm 

¶ www.msdn.com 

¶ http://technet.microsoft.com 

¶ http://www.4guysfromrolla.com/articles/022807-1.aspx 

¶ http://programming4.us/security/1074.aspx 

¶ http://www.simple-talk.com/sql/database-administration/transparent-data-encryption/ 

¶ http://www.mssqltips.com/sqlservertip/1312/managing-sql-server-2005-master-keys-for-

encryption/ 

http://windows.microsoft.com/en-us/windows7/What-is-Encrypting-File-System-EFS
http://windows.microsoft.com/en-US/windows-vista/BitLocker-Drive-Encryption-Overview
http://en.wikipedia.org/wiki/TrueCrypt
http://www.databasejournal.com/features/mssql/article.php/3717826/SQL-Server-2005---Hacking-password-Encryption.htm
http://www.databasejournal.com/features/mssql/article.php/3717826/SQL-Server-2005---Hacking-password-Encryption.htm
http://www.msdn.com/
http://technet.microsoft.com/
http://www.4guysfromrolla.com/articles/022807-1.aspx
http://programming4.us/security/1074.aspx
http://www.simple-talk.com/sql/database-administration/transparent-data-encryption/
http://www.mssqltips.com/sqlservertip/1312/managing-sql-server-2005-master-keys-for-encryption/
http://www.mssqltips.com/sqlservertip/1312/managing-sql-server-2005-master-keys-for-encryption/
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 ˧ˮ˲˴ ˥ˣˮ˰˲XML-Enc  ˧˩ˬ˯ˬ˟XML 
˸˞ˬ :ˢˮˣ˧ ˢˬ˪˷ 

 

ˢˬˡ˵ˢ 

 

˵˪˱ˣ˯ ˸˞˶ ˣˬ˯˶˲ ˢˮ˷ˢ ˶˟ˣ˦˵ˣ˞ ˷ˡˣ˥]1[ ˬ ˫˧˶˵ˣ˥ ˧˟ˬˣ˲˟˫ˣ˩ˣ˟˟ ˶ˢˣ˶ ˸˦˧˯˶˟˧ˮˣ˞  ˧ˣ˵˧˪ ˢ˧ˮˬ˶ˠ˟˷

˭˵˸˟ ˧˸ˣˢˬ XML-Enc ˪˷ W3C. ˟˧ˡ˩ ˫˧˷ˬ˸˷ˬ ˢˤˢ ˭˵˸ ˭˧˲˴ˢ˪ ˧˩ˬ˯ˬ˟ ˰ˡ˧ˬ XML.  ˫˧ˮ˷ ˨˷ˬ˟

 ˶˥˯ˬ ˸ˣ˩˶˰ˬ˟ ˫˧˟˶ ˫˧ˬˣ˷˧˧ ˧ˡ˧ ˪˰ ˶ˡˣ˷˷ ˰ˡ˧ˬ ˪˰ ˢˮˠˢ˟ ˪˧˰˧ ˧˰˴ˬ˞˪ ˭˵˸ˢ ˪˷ ˫˧˷ˣˬ˧ˬˢ ˣ˟˷˥ˮ

ˣ˶˦˵˪˞˧ˮ ,˸ˣ˧˞ˣ˲˶ ˸ˣ˩˶˰ˬ ,˸ˣ˧˯ˮˮ˧˲ ˸ˣ˩˶˰ˬ ,˸ˣ˧˞˟˴ ˣ˪˧˲˞ˣ ˸ˣ˧˸˪˷ˬˬ . ˶ˣ˷˵˷ ˰ˡ˧ˬ ˳ˣ˲ˮ ˭˲ˣ˞˟

ˢˤˢ ˭˵˸ˢ ˪˷ ˫˧˷ˣˬ˧ˬ ˸ˣ˰˴ˬ˞˟ ˭˲˴ˣˬ ˧˞˶˷˞ ˧˯˧˦˶˩˟ ˸ˣ˞˵˯˰˪. 

 

 ˫˧˷ˣˬ˧ˬˢ ˸˞ˣ ˭˵˸ˢ ˸˞ ˭˩ˡ˰˪ˬ ˯ˣˮˬ ˭˧˞ˣ ˭˵˸ˢˬ ˵˪˥ ˞˧ˢ ˢˮ˲˴ˢˢ ˥ˣ˴˧˲ ˸˞ ˸˶˷˲˞ˬ˷ ˢ˷˪ˣ˥ˢ

ˣ˪˷ .˸ˣ˰˴ˬ˞˟ ˢ˰˴ˣ˟ ˸ˣˮ˩˸ˢˢ ˸˥˩ˣˢ  ˸ˣ˧˸˷˸ Apache Axis2 /  Java ˪˰ ˫ˠ ˢ˸ˬˣ˞ˣ JBoss.  ˣˤ ˭˧˞

˪˷ ˢˬ˧˸˥ˢˣ ˢˮ˲˴ˢˢ ˧ˮˣˮˠˮˬ˟ ˸ˣ˧˰˟ˣ ˸ˣ˷˪ˣ˥˷ ˢˮˣ˷˞˶ˢ ˫˰˲ˢ XML ˣ˥ˣˣˡ]2][3[,  ˫˰˲ˢ ˣˤ ˭˧˞˷ ˧˞ˡˣˣ˟ˣ

ˮˬ˷ ˢˮˣ˷˞˶ˢ˸ˣ˷˪ˣ˥ ˸ˣ˪˴ˣ]4][5][6[, ˟-CBC )˫˧˵ˣ˪˟ ˸ˣ˞˶˷˶˷ ˸˯˯ˣ˟ˬ ˢˮ˲˴ˢ ( ˸ˣ˷˪ˣ˥˟ ˵ˣ˯˰ˮ ˞˪

˶˟˰˟ ˣˬ˯˶ˣ˲ ˶˟˩˷ . ˡ˟ˣ˰ ˡ˴˧˩ ˭˧˟ˮ ˢˤ ˶ˬ˞ˬ˟˟ ˢˮ˲˴ˢˢ ˭ˣˮˠˮˬ-XML , ˫˧˷ˬ˸˷ˬ ˡ˴˧˩ˣ ˢ˷˪ˣ˥ˢ ˧ˢˬ

˵˦ ˥˴˲˪ ˧ˡ˩ ˢ˟˭˲˴ˣˢ˷ ˰ˡ˧ˬˢ ˸˞ ˱ˣ˷˥˪ˣ ˭˲˴ˣˬ ˦˯ .˪ˣˬ ˢ˴˧˶˲ˢ ˪˷ ˫˧˦˶˲˪ ˯ˮ˩ˮ ˞˪  Axis2  ˪ˣˬ ˣ˞

JBoss )˟ ˰ˡ˧ˬ ˞ˣ˴ˬ˪ ˫˧˪ˣ˩˧ ˫˧ˮ˧˧ˮˣ˰ˬˢ-]1[ .( ˭˵ˣ˸˧ ˶˷˞ ˡ˰ ˸ˣ˷˰˪ ˭˸˧ˮ ˸˞ˤ ˪˩˟ ˢˬ ˦˶˲ˮ ˫ˣ˩˧˯˟

˧ˣ˵˧˪ˢ. 

 

˟ ˢˮ˲˴ˢˢ ˭ˣˮˠˮˬ-XML 

˭˵˸ ˢˮ˲˴ˢˢ ˟-XML ˣˮ˧˞ ˦˶˲ˬ ˣˮ˧˞ˣ ˶˧ˡˠˬ ˫˧ˬ˸˧˶ˣˠ˪˞ ˫˧˷ˡ˥ ˞˪˞ ˶˞˸ˬ ˨˧˪ˢ˸ ˶˧˟˥˸ˣ ˣ˟˷ 

˫˧˷ˬ˸˷ˬ ˫˧ˬ˸˧˶ˣˠ˪˞˟ ˫˧ˬ˧˧˵ ˧˯˯ˣ˟ˬ ˫˧˵ˣ˪˟ ,˪˷ˬ˪ ,AES x-3DES ˧ˡ˩ ˭˧˲˴ˢ˪ ˸ˣ˰ˡˣˢ ˸ˣ˩ˣ˶˞˷ ˶˸ˣ˧ 

˵ˣ˪˟ˬ ˢˮ˲˴ˢˢ ˦˪˵˟˷ ˫˧˷ˬ˸˷ˬ ˭ˣˮˠˮˬ˟ CBC. 

                                                           
1 http://www.nds.rub.de/research/publications/breaking-xml-encryption/ 
2 http://isecpartners.com/files/iSEC_HILL_AttackingXMLSecurity_bh07.pdf 
3 http://aws.amazon.com/security/security-bulletins/reported-soap-request-parsing-vulnerabilities-reso/ 
4 http://citeseerx.ist.psu.edu/viewdoc/download?doi=10.1.1.134.3005&rep=rep1&type=pdf 
5 http://www.iacr.org/archive/eurocrypt2002/23320530/cbc02_e02d.pdf 
6 http://www.usenix.org/event/woot10/tech/full_papers/Rizzo.pdf 

http://www.ruhr-uni-bochum.de/index_en.htm
http://www.w3.org/TR/xmlenc-core/
http://www.w3.org/
http://he.wikipedia.org/wiki/קריפטוגרפיה
http://he.wikipedia.org/wiki/קריפטוגרפיה
http://he.wikipedia.org/wiki/XML
http://axis.apache.org/axis2/java/core/
http://www.jboss.org/
http://en.wikipedia.org/wiki/Block_cipher_modes_of_operation
http://www.nds.rub.de/research/publications/breaking-xml-encryption/
http://isecpartners.com/files/iSEC_HILL_AttackingXMLSecurity_bh07.pdf
http://aws.amazon.com/security/security-bulletins/reported-soap-request-parsing-vulnerabilities-reso/
http://citeseerx.ist.psu.edu/viewdoc/download?doi=10.1.1.134.3005&rep=rep1&type=pdf
http://www.iacr.org/archive/eurocrypt2002/23320530/cbc02_e02d.pdf
http://www.usenix.org/event/woot10/tech/full_papers/Rizzo.pdf
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˪˰ ˰˵˶ CBC ,˸ˣ˶ˡˠˢˣ ˡˣ˲˧˶ 

˭˵˸ XML-Enc7 ˫˸˧˶ˣˠ˪˞ ˸˞ ˶˧ˡˠˬ AES  ˸˞ˣ3DES ˩˫˧˵ˣ˪˟ ˧ˮ˲ˣ˴ . ˢˮˣ˩˸˪ ˸˯˥˧˧˸ˬ ˢˮ˧˞ ˢ˲˵˸ˢˢ

˫ˢ˷˪˩ ˫˧˵ˣ˪˟ ˧ˮ˲ˣ˴ ˸ˮ˧˧˲˞ˬ ˞˪˞ ˢ˪˞ ˢˮ˲˴ˢ ˧ˬ˸˧˶ˣˠ˪˞ ˧ˮ˷˪ ˞˵ˣˣˡ ˸˧ˡˣ˥˧˧˷ .˨˩˧˲˪ , ˭˲ˣ˴˟ ˷ˬ˸˷ˮ

˫˧ˬ˸˧˶ˣˠ˪˞ ˠˣˤ˩ ˶˧ˡˠˮ ˣ˸ˣ˞˷ ˫˧˵ˣ˪˟ . ˢˮ˲˴ˢˢ ˫˸˧˶ˣˠ˪˞  ˥˸˲ˬ ˪˟˵ˬ 

 ˧ˣ˪ˠ ˦˯˵˦ˣ  ˷ ˨˩- ˟ ˵˪˥˸ˬ-8  ˸˧˶˞˷ ˞˪˪)ʕ"˪˷ ˫˪˷ ˶˲˯ˬ ˞ˣˢ ˞ ˫˧˸˟ (

˭˲˴ˣˬ ˦˯˵˦ ˶˧ˤ˥ˬˣ  .˥ˣˮ˰˲ˢ ˫˸˧˶ˣˠ˪˞  ˥˸˲ˬ ˪˟˵ˬ  ˭˲˴ˣˬ ˦˯˵˦ˣ  ˶˧ˤ˥ˬˣ 

. 

˸˰ˡˣˢ ˭˧˲˴ˢ˪ ˣˮˮˣ˴˶˟˷ ˥˧ˮˮ  XML ˣˢ˷˪˩ ˨˶ˣ˞˟ .-˟XML ˟ ˷ˬ˸˷ˢ˪ ˫˧˞˷˶ ˣˮ˥ˮ˞ ˸˦˧˷

˫˧ˣ˸ˢ ˡˣˡ˧˵ UTF-8  ˫˧˸˟ ˪˷ ˫˪˷ ˶˲˯ˬˬ ˟˩˶ˣˬ ˣ˸ ˪˩˷ ˥˧ˮˢ˪ ˭ˣ˩ˮ ˢ˟ˣ ˪ˡ˥ˬˢ ˸˶˧˶˟ ˫ˠ ˞˧ˢ˷

˫˧˸˟ ˪˷ ˫˪˷ ˶˲˯ˬˬ ˸˟˩˶ˣˬ ˞˧ˢ ˫ˠ ˣˮ˪˷ ˢ˰ˡˣˢˢ ˨˩˧˲˪ˣ .˸˞ˤ ˫˰ ˡ˥˧   ˢ˪ˣ˲˩ ˸ˣ˧ˢ˪ ˟˧˧˥ ˣˮ˧˞

˨˶ˣ˞˟ ˫˧˵ˣ˪˟ ˪˷ ˢˬ˪˷  .ˡˣ˲˧˶ ˫˸˧˶ˣˠ˪˞˟ ˷ˬ˸˷ˢ˪ ˵˵ˡˤˮ ˨˩˧˲˪  ˲ˣˢ˟ˣˣ˪˷ ˧˩   ˪˟˵˪ ˧ˡ˩

˸ˡ˲ˣ˶ˬ ˢ˰ˡˣˢ  ˸ˣ˧˟˧˯˟ ˢ˩˶ˣ˞˷  ˪˷ ˢˬ˪˷ ˢ˪ˣ˲˩ ˞ˣˢ . 

 

˭˵˸ XML-Enc ˡˣ˲˧˶ˢ ˭ˣˮˠˮˬ˟ ˷ˣˬ˧˷ˢ ˸˞ ˶˧ˡˠˬ  ˞˟ˢ ˭˲ˣ˞˟: 

1. ˶˸ˣ˧˟ ˭˦˵ˢ ˫˧˸˟ˢ ˶˲˯ˬ ˣˢˬ ˟˷˥ˮ ˢ ˦˯˵˦ˢ ˧˶˥˞ ˶˷˶˷˪ ˭˸˧ˮ˷ ˨˩ ˢ˰ˡˣˢˢ ˪˷ ˧ˣ˪ˠ

 ˢ˪ˣ˲˩ ˢ˧ˢ˧ ˡ˲ˣ˶ˬˢ ˧ˣ˪ˠˢ ˦˯˵˦ˢ ˪˷ ˫˧˸˟ˢ ˶˲˯ˬ˷ˢˬ˪˷ ˪˷ . 

2. ˢ˰ˡˣˢˢ ˪˷ ˧ˣ˪ˠˢ ˦˯˵˦ˢ ˧˶˥˞ ˶˷˶˷ˮ  ˫˧˸˟ 

3. ˪ ˢˣˣ˷ ˢ˧ˢ˧ ˣ˩˶˰˷ ˨˩ ˱˯ˣˮ ˡ˥˞ ˸˧˟ ˶˷˶˷ˮ-. 

 

 ˫˧˸˟ ˢˬ˩ ˢ˶ˣˬ˷ ˭ˣ˶˥˞ˢ ˸˧˟ˢ ˸˞ ˞ˣ˶˵˪ ˷˧ ˡˣ˲˧˶ˢ ˸˞ ˶˧˯ˢ˪ ˸ˮˬ ˪˰ ˶˧˯ˢ˪ ˷˧ ˣ˧ˮ˲˪ ˫˧˲˯ˣˮ) ˪˪ˣ˩

ˣˬ˴˰ ˣ˸ˣ˞ (-ˬ ˸˞ ˪˟˵ˮ˷ ˨˩ . 

˫˧˵ˣ˪˟ ˡˣ˵ ˞ˣˢ ˶˸ˣ˧˟ ˳ˣ˲ˮˢ ˢˮ˲˴ˢ˪ ˡˣˡ˧˵ˢ ˭˲ˣ˞ CBC .˭˵˸˟ ˶ˡˠˣˬ˷ ˡ˧˥˧ˢ ˭˲ˣ˞ˢ ˫ˠ ˣˢˤ XML-Enc. 

ˢ˰ˡˣˢ ˸ˡ˟ˣ˰ˬ ˢˤ ˡˣˡ˧˵˟ ˢˬ˪˷ ˢ˪ˣ˲˩ ˢ˩˶ˣ˞˷  ˪˷ ˵ˣ˪˟ ˪ˡˣˠ ˪˷ ˫˸˧˶ˣˠ˪˞   ˨˩

˷: 

1. ˪ˣ˥˸˞ ˶ˣ˦˵ˣ ˧˞˶˵˞˟ ˶˥˟ˮ  ˨˩ ˟˷˥ˮ ˭˲˴ˣˬˢ ˦˯˵˦˟ ˭ˣ˷˞˶ˢ ˵ˣ˪˟ˢ ˸˞ˣ : 

 

2. ˭˲˴ˣˬˢ ˦˯˵˦ˢ ˪˷ ˫˧˞˟ˢ ˫˧˵ˣ˪˟ˢ ˸˞  ˨˩ ˟˷˥ˮ : 

 ˪˩˪ . 

                                                           
7 http://www.w3.org/TR/xmlenc-core/ 

http://he.wikipedia.org/wiki/צופן_בלוקים
http://he.wikipedia.org/wiki/בית_(מחשב)
http://he.wikipedia.org/wiki/בית_(מחשב)
http://en.wikipedia.org/wiki/Character_encoding
http://en.wikipedia.org/wiki/Character_encoding
http://en.wikipedia.org/wiki/Character_encoding
http://en.wikipedia.org/wiki/Character_encoding
http://he.wikipedia.org/wiki/UTF-8
http://www.w3.org/TR/xmlenc-core/
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3. ˪˟˵˸ˬ˷ ˭˲˴ˣˬˢ ˦˯˵˦ˢ ˨˩˧˲˪ ˞ˣˢ  . 

˟ ˢˮ˲˴ˢ ˭ˬ˯ˮ- ˟ ˭ˬ˯ˮ ˥ˣˮ˰˲ˣ- .˞ ˫˧˷˶˸˟ ' ˭˸˧ˮ

ˢ ˨˧˪ˢ˸ ˣ˪˧˞ˣ ˢˮ˲˴ˢˢ ˨˧˪ˢ˸ ˪˷ ˢ˷˥ˬˢ ˸ˣ˞˶˪ˮ˲˴ˢˢ  ˨˧˪ˢ˸ ˨ˣ˲˧ˢˬ ˪˟˵˸ˬ ˥ˣˮ˰˲:s 

 

]˞ ˫˧˷˶˸' : ˫˧˵ˣ˪˟ ˡˣ˵ ˸˷˥ˬˢ)CBC (ˡˣ˲˧˶ ˫˰[  

ˢ˷˪ˣ˥ˢ 

˸ˣ˟˵˰˟ ˢ˷˪ˣ˥ ˸˧˲˶ˠˣ˦˲˧˶˵ ˟-CBC ,˸ˬ˧˧˵˷ ˪˩˟ ˫˸˧˶ˣˠ˪˞ ˢˮ˲˴ˢ ˯˯ˣ˟ˬ ˡˣˡ˧˵ ˫˧˵ˣ˪˟ ,˭˸˧ˮ ˰˴˟˪ 

˸˲˵˸ˢ chosen-cyphertext ˶˷˞ ˸˴˪˥ˬ ˸˞ ˦˯˵˦ˢ ˭˲˴ˣˢ˷ )ˡˣ˯ˢ (˨ˣ˸ˬ ˭˲ˣ˴ˢ. 

 

˭˲˴ˣˬ ˦˯˵˦ ˭ˣ˸ˮ˷ ˥˧ˮˮ  ˢ˰ˡˣˢ ˭˧˲˴ˬ˷   ˡˣˡ˧˵˟

˫˧˵ˣ˪˟ CBC .˧ˤ˞ ˭˸˧ˮ ˶˴˧˧˪ ˦˯˵˦ ˭˲˴ˣˬ ˶˥˞ ˭˲ˣ˞˟ ˞˟ˢ :ˢ˧ˢ˧  ˶ˣ˟˰ 

 ˣˢ˷˪˩ .˭˲˴ˣˬˢ ˦˯˵˦ˢ ˧ˤ˞  ˢ˰ˡˣˢˢ ˪˷ ˢˮ˧˵˸ ˢˮ˲˴ˢ ˞ˣˢ 

. ˱˯ˣˮ˟ ,˭˲˴ˣˬˢ ˦˯˵˦ˢ  ˢ˰ˡˣˢˢ ˪˷ ˢˮ˧˵˸ ˢˮ˲˴ˢ ˞ˣˢ  

˪˩˪ . 

˸˞ ˷˶˲˧ ˥ˣˮ˰˲ˢ ˫˸˧˶ˣˠ˪˞ ˧˩ ˟˪ ˫˧˷ˮ  ˟ ˭˲˴ˣˬˢ ˦˯˵˦ˢ ˫˞ ˪ˣ˥˸˞ˢ ˶ˣ˦˵ˣ ˶ˣ˸

ˢˤˢ ˵ˣ˪˟˟ ˪˧˥˸˧ .˪˷ ˫˧ˮˣ˷ ˫˧˩˶˰ ˫˧˶˥˟ˮ ˢ˲˵˸ˢ˟   ˭˲˴ˣˬˢ ˦˯˵˦ˢ ˸˞ ˫˧˥˪ˣ˷ ˫ˢˬ ˡ˥˞ ˪˩˪ˣ

˸˶˷˪ ˶˴ˣˮ˷ XML . ˧ˣ˪ˠˢ ˦˯˵˦ˢ ˸˞ ˵˧˯ˢ˪ ˶˷˲˞˸ ˸˶˷ˢ ˪˷ ˢ˟ˣˠ˸ˢ)ˡˣ˯ˢ (˭˲˴ˣˬˢ ˦˯˵˦ˢ ˨ˣ˸ˬ. 
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˷˶ˡˮ ˢˬ? 

˧ˡ˩ ˶˷˲˞˪ ˸˞ ˢ˲˵˸ˢˢ ˷˶ˡˮ ˪˵˶ˣ˞ ˷˞ ˶ˢ˪ˠ˧ ˣˮ˪ ˫˞ˢ ˡˣ˯ˢ ˭˲˴ˣˢ˷ ˭˧˵˸ ˸˧˶˧˟˥˸ ˸ˮ˧˥˟ˬ XML 

)ʕ"˞ ˫˞ˢ ˞ˣˢ well formed XML .(˪˰ˣ˲˟ ˶˷˲˞ ˪˟˵˪ ˸ˣ˪˵˟ ˪˵˶ˣ˞ ˢˤ˩ ˶˷˞˩ web service ˶˧ˤ˥ˬ 

˸˰ˡˣˢ ˢ˞˧ˠ˷ ˸˰˟ ˭ˣ˧˯˧ˮˢ ˥˸ˮ˪ ˸˞ ˨ˬ˯ˬ s-XML ˶˥˞˪ ˟˪˷ ˪˷ ˥ˣˮ˰˲ ˢˮ˲˴ˢ .˫˧ˬ˰˲˪ ˣ˪˧˲˞ ˭˧˞ 

˨˶ˣ˴ ˨˩˟ ˞˪˞ ˧˧ˡ ˭ˣˬˤ˸˟ ˸˪˟˵ ˟ˣ˷˸ˢ s˸ˣ˶˧˷ˢˬ )˸˥˸ ˢ˥ˮˢ ˡˣ˟˧˰˷ ˸˰˟ ˢ˞˧ˠ˷ ˸˧˶˧˟˥˸ ˷˶ˣˡ 

˭ˬˤ ˡˣ˟˧˰ ˢˮˣ˷ ˡˣ˟˧˰ˬ ˣˮ˧˞˷ ˪˪ˣ˩ ˧ˣ˪˧ˠ ˸˞˧ˠ˷ ˶˧˟˥˸.( 

 

 ˭˵˸ ˧˲˪ ˭˲˴ˣˬˢ ˵˪˥ˢ ˸ˬ˧˸˥ ˫ˠXML-DSig  ˭˸˧ˮ ˧˩ ˸˞ˤˢ ˢ˲˵˸ˢˢˬ ˢˮˠˢ ˢ˶˵ˬ ˪˩˟ ˶˷˲˞ˬ ˣˮ˧˞

ˢˬ˧˸˥ˢ ˸˞ ˱ˣ˦˰˪]8[. 

˟ ˢˮ˲˴ˢˢ ˭˵˸ ˪˷ ˫˧˧ˮ˩˦ ˫˧˦˶˲ ˞˪˪ ˢˬˠˣˡ-XML  ˪˷ˣXML: 

 ˢ˰ˡˣˢˢ˷ ˥˧ˮˮ ˸ˣ˦˷˲ˢ ˸˟ˣ˦˪)ˡˣ˯ˢ (ˡ˥˞ ˸˧˟ ˧ˡ˧ ˪˰ ˠ˴ˣ˧ˬ ˣ˸ ˪˩˷ ˨˩ ˫˧ˡˡˣ˵ˬ˷ ˫˧ˣˣ˸ˬ ˵˶ ˢ˧ˣˮ˟ ,

˟ ˪˷ˬ˪-ASCII ,ˡˣ˲˧˶˟ ˷ˣˬ˧˷ ˭˧˞˷ ˡˣ˰ ˥˧ˮˮˣ ,˷ˬ˪ ˧˩˪˷ ˢ˪ˣ˲˩ ˡ˧ˬ˸ ˞ˣˢ ˢ˰ˡˣˢˢ ˨˶ˣ˞ ˪ ˨˶ˣ˞ ˪˷ ˢˬ

˭˲˴ˣˬ ˵ˣ˪˟. 

 

˸ˣ˴ˣ˟˵ ˧˸˷˪ ˫˧ˣˣ˸ˢ ˪˪˩ ˸˴ˣ˟˵ ˸˞ ˵˪˥ˮ ˢ˸˰  x- .ˢ˴ˣ˟˵ˢ˷ ˶ˬ˞ˮ  ˠˣ˯ˬ ˫˧ˣˣ˸ ˢ˪˧˩ˬ   ˣ˪˧˞ˣ

ˢ˴ˣ˟˵ˢ  ˠˣ˯ˬ ˫˧ˣˣ˸ ˢ˪˧˩ˬ  .ˢˬˠˣˡ˟, ˢ˴ˣ˟˵ˢ˷ ˡˣ˰ ˥˧ˮˮ  ˡ˧˥˧ ˣ˸ ˢ˪˧˩ˬ - ,  ˣ˸ˢ ˪˷ˬ˪

0x00 .˭˲˴ˣˬ ˦˯˵˦˷ ˶˧ˡˠˮ  ˥˧˟ ˭˧˵˸˥˸˲ˬ˪ ˯   ˸˧˶ˣ˵ˬˢ ˢ˰ˡˣˢˢ ˫˞)ˡˣ˯ˢ ( 

ˠˣ˯ˬ ˫˧ˣˣ˸ ˢ˪˧˩ˬ  ˡ˟˪˟. 

 ˭˲˴ˣˬ ˦˯˵˦ ˣˮ˪˟˧˵˷ ˥˧ˮˮ ˢ˸˰)ˠ˶˩ ˣˮ˶ˡˠˢ˷ ˭˟ˣˬ˟ ˭˧˵˸ ˥˶˩ˢ˟ ˣˮ˧˞˷ ˰( 

˪ˣ˥˸˞ ˶ˣ˦˵ˣˣˬ ˤ˩˶ˣˬ˷  ˡ˧˥˧ ˭˲˴ˣˬ ˵ˣ˪˟ˬˣ  ˞ ˭˧˲˴ˬ ˶˷˞ ˸.  ˪˞˷˸˪ ˣˮ˸˪ˣ˩˧˟˷ ˡˣ˰ ˥˧ˮˮ

˪˵˶ˣ˞  .˫˧˵ˣ˪˟ ˡˣˡ˧˵˟ ˭˲˴ˣˬ ˦˯˵˦ ˦˪˵˩ ˪˟˵ˬ ˪˵˶ˣ˞ˢ .  - CBC  ˸˞ ˟˷˥ˬ ˪˵˶ˣ˞ˢ

˥ˣˮ˰˲ˢ  ˟˧˷ˬˣ   ˸˧˶ˣ˵ˬˢ ˢ˰ˡˣˢˢ ˫˞)ˡˣ˯ˢ ( 

ˠˣ˯ˬ ˫˧ˣˣ˸ ˵˶ ˪˧˩ˬ  ˟x˟˧˷ˬ ˶˥˞ ˢ˶˵ˬ ˪˩ .  ˪˩ˣˮ ˫˧˞˟ˢ ˫˧ˡ˰˴ˢ ˸˷ˣ˪˷ ˸ˣ˰˴ˬ˞˟

˸˞ ˸ˣ˪ˠ˪ ˣˮ˪ ˶˷˲˞ˬ ˪˵˶ˣ˞ˢ ˡ˴˧˩ ˸ˣ˞˶ˢ˪  ˨ˣ˸ˬ  ˧ˮ˷ˢ ˧˶˥˞ ˡ˥˞ ˸˧˟: 

1. ˪ˣ˥˸˞ˢ ˶ˣ˦˵ˣ ˟ˣ˷˧˥ ˨˶ˣ˴˪ ˪˵˶ˣ˞˟ ˷ˬ˸˷ˮ  ˷ ˨˩-  ˭˧˵˸ ˞ˣˢ. 

2. ˪ˠ˪ ˧ˡ˩ ˪˵˶ˣ˞˟ ˷ˬ˸˷ˮ˥ˣˮ˰˲˟ ˫˧˧ˮ˧˟ˢ ˟˪˷ ˸˞ ˸ˣ . 

3. ˸˞ ˢ˪ˠˮ  ˟ˣ˷˧˥ ˸ˣ˰˴ˬ˞˟ . 

˪ˣ˥˸˞ ˶ˣ˦˵ˣ ˟˷˥˪ ˧ˡ˩  ˷ ˨˩- ˭˧˵˸ ˞ˣˢ, ˪˵˶ˣ˞ˢ ˸˞ ˪˞˷˸ˮ ˫˞ˢ 

                                                           
8 http://dl.acm.org/citation.cfm?id=1103026 

http://dl.acm.org/citation.cfm?id=1103026
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 ,˸˞ ˰˟˵ˮ ˸˧˟ˣ˧˥ ˢ˟ˣ˷˸ˢ ˫˞ˣ  ˸ˣ˧ˢ˪  .˸˶˥˞, ˸˞ ˰˟˵ˮ   ˸ˣ˧ˢ˪

˸ˣ˧˟˧˯ ˪˷ ˧ˢ˷˪˩ ˸˧˞˶˵˞ ˸ˤˣ˶˥ˬ .˸ˣ˶˟˸˯ˢˢ  ˫˧˸˟ˢ ˶˲˯ˬ˟ ˢ˧ˣ˪˸ ˭˧˵˸ ˭˲˴ˣˬ ˦˯˵˦ ˨˩ ˪˟˵ˮ˷ 

 ˵ˣ˪˟ ˪˩˟˷ .˪˷ ˸˧˥˩ˣˮˢ ˢ˶ˡˠˢˢ ˶ˣ˟˰  ˪ ˢˣˣ˷ ˸˞ˤˢ ˸ˣ˶˟˸˯ˢˢ-. 

 

˨˩˧˲˪ ,˟ ˫˧˷ˬ˸˷ˬ ˶˷˞˩-AES ˮ˪ ˷˧ x, ˟ ˫˧˷ˬ˸˷ˬ ˶˷˞˩ˣ-

3DES ˣˮ˪ ˷˧ .  ˶˸˞˪ ˸ˣ˲˴˪ ˪˩ˣˮ˷ ˭˞˩ˬ   ˶˲˯ˬ ˶˥˞˪ ˫˧˞˸ˬ

ˡˣ˞ˬ ˢˢˣ˟ˠ ˸ˣ˶˟˸˯ˢ˟ ˭˦˵ ˸ˣˮˣ˧˯˧ˮ .ˣˮ˥˪˴ˢ ˧˸ˬ ˸˰ˡ˪ ˧ˡ˩ ˪˵˶ˣ˞ˢ ˸˞ ˫˧˪˞˷˸ˬ ˣˮ˞. 

 

˭˧˵˸ ˭˲˴ˣˬ ˦˯˵˦ ˣˮ˧ˡ˧˟ ˢ˸˰ .  ˣˢ˷˪˩ ˸˧˟ ˥ˮ˰˲˪ ˧ˡ˩   ˫˧˧ˮ˧˟ˢ ˟˪˷ ˨ˣ˸ˬ

˥ˣˮ˰˲˟  ,˟ ˭ˬ˯ˮ- ˟x- ˸˞ ˫˧˟˧˩˶ˬ˷ ˫˧˸˟ˢ ˸˞ 

 ˸˞ˣ ˢˬ˞˸ˢ˟. 

 

˪ˣ˥˸˞ˢ ˶ˣ˦˵ˣ ˸˞ ˢˮ˷ˮ ˢ˸˰  ˸ˣ˰˴ˬ˞˟ XOR ˪˷  ˢ ˸˧˟ˢ ˫˰-j ˪˷  ˪˟˵ˮ˷ ˡ˰   

˷ ˫˧˧˵ˬ˷- ˨ˣ˸ˬ ˣ˸ ˪˧˩ˬ . 

ˢ ˸˧˟ˢ ˸˞ ˵˶ ˣˮ˧ˮ˧˷˷ ˫ˣ˷ˬ-j ˪˷  ˷ ˪˟˵ˮ-. 

 

˸˞ ˞ˣ˴ˬ˪ ˪˩ˣˮ ˭˩˪ ˟ˣ˷˧˥ ˸ˣ˰˴ˬ˞˟ . ˪˩˪ ˡ˟ˣ˰ ˢˤˢ ˨˧˪ˢ˸ˢ j ˸˞ ˞ˣ˴ˬ˪ ˪˩ˣˮ ˭˩˪ˣ  

˟ ˶˥˞ ˸˧˟˸˧ .˪˟˵ˮ ˫˞˷ ˭˞˩ˬ  ˡˣ˯ˢ ˸˞ ˳˪˥˪ ˪˩ˣˮ   ˢ˰ˡˣˢˢ ˨ˣ˸ˬ

˸ˮ˲˴ˣˬˢ  ˟ˣ˷˧˥ ˧ˡ˧ ˪˰.   
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˪˷ ˟ˣ˷˧˥ˢ   ˫˧˷˶˸˟ ˠ˴ˣˬ2: 

 

 

ˢˮ˲˴ˢ ˥˴˲˪ ˧ˡ˩ ˢ˷˪ˣ˥˟ ˷ˣˬ˧˷ 

˸˰˟ ˥ˣ˸˧ˮ ˸˰ˡˣˢ XML ˷˧˷ ˢ˟ ˷ˣˬ˧˷ ˢˮ˲˴ˢ˟ ˧˲˪ XML-Enc ˷˧ ˯˪˵ˣ˶ ˸˞ ˪˩ ˨ˬ˯ˬ s-XML ˶˸˞˪ˣ 

˧ˠ˸ >EncryptedData <˫˧˪˧˩ˬ˷ ˰ˡ˧ˬ ˪˰ ˫˸˧˶ˣˠ˪˞ ˢˮ˲˴ˢˢ ˠ˸˟ >EncryptionMethod <˪˰ˣ ˥˸˲ˬˢ 

˷˶ˡˮˢ ˠ˸˟ >KeyInfo <˭˟ˣˬ˩ˣ ˫˧˪˧˩ˬ ˸˞ x˞ ˫˧˰˧˟˴ˬ ˦˯˵˦˪ ˭˲˴ˣˬˢ ˠ˸˟ >CipherValue< .˶˥˞˪ 

˥ˣˮ˰˲ˢ ˦˯˵˦ˢ ˥ˮ˰ˣ˲ˬˢ )ˡˣ˯ˢ (˟˪ˣ˷ˬ ˨ˬ˯ˬ˟ s-XML ˨˩˧˲˪ˣ ˣ˧˪˰ ˪˸ˣ˧ˢ well formed ˶˷˵ˢ˟ .˭˧˞ 

ˢˤ ˢˮ˷ˬ ˫˞ˢ ˡˣ˯ˢ ˞ˣˢ ˦˯˵˦ x˞ ˦ˬ˶ˣ˲ ˶˥˞ ˟˪ˣ˷ˬ˷ ˦˯˵˦˩ ˨ˣ˸˟ ˠ˸ XML x˞ ˞ˣˢ XML Fragment 

ˣˬ˴˰˟ - ˥ˣˮ˰˲ˢ )ˢ˷˰ˬ˪ˣ ,˫ˠ ˢˮ˲˴ˢˢ (˫˧˷˰ˮ ˭˲ˣ˞˟ ˢˢˤ ˨˶ˡ˟ˣ ˪˪˩ ˪˰ ˧ˡ˧ ˫˧˷ˣˬ˧ˬ ˫˧˧˦˶ˡˮ˦˯ ˪˷ 

˧ˬ˸˧˶ˣˠ˪˞ ˥ˣˮ˰˲ˢ ,˪˷ˬ˪ ,ˣˬ˩ ˢ˪˞ ˪˷ openssl. 

 

˟ˣ˷˥ ˭˧˟ˢ˪ ˞˪˷ ˪˩ ˣ˸ ˶˸ˣˬ ˷ˣˬ˧˷˟ ˟-XML ˫ˠˣ ˢ˪˞ ˫˧˶˸ˣˬ˷ ,˫ˢ ˧˧ˣ˪˸ ˶˷˵ˢ]9[,]10[ .ˢ˲˵˸ˢˢ 

˸˪˴ˮˬ ˸˞ ˫˧˶˵ˬˢ ˫ˢ˟˷ ˷ˣ˥˧ˮ ˧ˣˠ˷ ˪˷ ˦˯˵˦ˢ ˭˲˴ˣˬˢ ˶ˣ˴˧˧ ˦˯˵˦ ˧ˣ˪ˠ )ˡˣ˯ˢ (ˣˮ˧˞˷ XML well 

formed .˫˧˶˵ˬ˟ ˢ˪˞˩ ˟-Axis2 ˫ˠˣ JBoss ˪˷˩ ˢˤ˩˷ ˶˧ˤ˥ˬ SOAP11 Fault ˭˧˧˴ˬ˷ ˢˬ˧˧˵˸ˢ˷ ˸˶˧˟˰ 

ˢ˥˦˟˞ )˷˭˩ ,˪˷˩ ˥ˣˮ˰˲˟ ˭˲ˣ˴ˢ x˞ ˸ˣˮ˧˵˸˟ ˸˧˶˧˟˥˸ˢ ˪˷ ˦˯˵˦ˢ ˥ˮ˰ˣ˲ˬˢ ,˷˶ˣ˲ˬ ˪˷˩˩ ˢ˥˦˟˞.( 

                                                           
9 http://www.w3.org/TR/xml/ 
10 http://www.w3.org/TR/xml11/ 
11 http://www.w3.org/TR/2000/NOTE-SOAP-20000508/ 

 

http://www.w3.org/TR/xml/
http://www.w3.org/TR/xml11/
http://www.w3.org/TR/2000/NOTE-SOAP-20000508/


 

˧ˮ˲˴ ˥ˣˮ˰˲ XML-Enc ˧˩ˬ˯ˬ˟ XML  
alWhisper.co.ilwww.Digit 

 ˭ˣ˧˪ˠ28 ,˶˞ˣˮ˧ 2012  50 

 

 
 

˫˷˪ ˸ˣ˦˷˲ˢ ˶ˣ˞˧˸˟ ˥˧ˮˮ ˦˯˵˦ˢ˷ ˧ˣ˪ˠˢ )ˡˣ˯ˢ (˟ˣ˸˩ ˣ˪ˣ˩ ˵˶ ˟-ASCII ˨˞ ˭˧˧˴ˮ ˭˧˞˷ ˢ˰˧ˮˬ ˷ˬ˸˷ˢ˪ 

˫˸ˣ˞˟ ˸ˣˮˣ˶˵˰ˢ ˫ˠ ˫˞ ˷˧ ˷ˣˬ˧˷ ˫˧ˣˣ˸˟ ˫˧˶˥˞ ˡˣ˵˧ˮˣ˧ˬ ˫˧˧˶˷˲˞˷ ˡˣˡ˧˵˟ UTF-8 .˨˷ˬˢ˟ ,ˢ˪˟˦ 

˟ ˫˧ˣˣ˸ˢ ˸˵ˣ˪˥ ˸˞ ˸˶˞˸ˬ˷ ASCII-˸ˣ˴ˣ˟˵˪  x- ˫ˡˣ˵ ˣˮ˶˟˯ˢ˷ ˧˲˩: 

 

 

ˡ˧˥˧ ˵ˣ˪˟ ˪˰˟ ˭˲˴ˣˬ ˦˯˵˦˷ ˶ˬ˞ˮ  ˥˸˲ˬ˪ ˯˥˧˟ ˟˦˧ˢ ˶ˡˠˣˬ  ˸˧˶ˣ˵ˬˢ ˢ˰ˡˣˢ˪ ˫˞ 

 ˡ˧˥˧ ˸˧˟ ˪˷ ˡˣ˲˧˶ ˷˧ ,"ʕ˷ ˞- ˸ ˵˶ ˪˧˩ˬˣ ˫˧ˣˣ

ˠˣ˯ˬ , ʕ"˷ ˞- ˪˩˪ . 

 

˸ˣ˶ˠ˷ ˧˸˷ˬ ˟˩˶ˣˬ ˫˸˧˶ˣˠ˪˞ˢ FindIV -xFindXbyte.  ˡˣˡ˧˵˟ ˭˲˴ˣˬ ˦˯˵˦ ˦˪˵˟ ˸˪˟˵ˬ ˢˮˣ˷˞˶ˢ

˫˧˵ˣ˪˟  ˯˵ˡˮ˧˞ˣ  ˪ˣ˥˸˞ ˶ˣ˦˵ˣ ˢ˶˧ˤ˥ˬˣ   ˦˯˵˦ˢ˷ ˨˩

˭˲˴ˣˬˢ  ˭˧˵˸ .˯˵ˡˮ˧˞ ˦˪˵˩ ˸˪˟˵ˬ ˢˮˣ˶˥˞ˢ   ˵ˣ˪˟ ˪˰˟ ˭˲˴ˣˬ ˦˯˵˦ˣ

ˡ˧˥˧  ˥˸˲ˬ˪ ˯˥˧˟ ˟˦˧ˢ ˶ˡˠˣˬ  ˷ ˨˩-  ˢ ˸˧˟ˢ  ˸˞ ˢ˶˧ˤ˥ˬˣ-j˧ ,  ˪˷

˥ˣˮ˰˲˟ ˫˧˧ˮ˧˟ˢ ˨˶˰ .  ˫˸˧˶ˣˠ˪˞ ˣ˪˪ˢ ˸ˣ˶ˠ˷ˢ ˸ˣ˰˴ˬ˞˟2 

 ˸˞ ˳˪˥ˬˡˣ˯ˢ  ˟ ˭˲˴ˣˬ˷-C.  












