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http://tutsdyou.com/download.php?view.2979
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X N7 .Symantec n'an oIN'I-'VIX [7NIN ,7'2TNT 0N IR ININY 17 D10AN AWNN VW N

:0MN'-'UIRN MV NNITA RN DR 7D DTIR 21727 13 VirusTotal-7 n7w ny'2imn

0 WT Community user(s) with a total of 0 reputation credit(s) say(s) thiz sample iz goodware. 3 VT Community VT Community
user(s) with a total of 1708 reputation credit(s) zay(s) thiz sample iz malware.
File name: 92b58d067b13147d14a4747af07b2d10 @
Submission date: 20101211 08:44:52 (UTC)
Current status: finished malware
Result: 30142 (92.9%) Safety score: 0.0%
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£ S_gl File Edit Search ‘iew Analysis Extras ‘Window ?
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O000DZED 00 00 00 00 00 00 00 00 0O 00 00 00 00 00 00 oo
QODODZFO 00 00 00 OO0 00 OO0 00 00 00 00 0O 00 00 00 00 o0
00000300 00 00 00 OO0 00 OO0 OO 00 00 00 00 00 00 00 00 00
Qooo0310 00 00 00 OO0 00 OO0 00 00 00 00 00 00 00 00 00 o0
0o0003z0 00 00 00 OO0 00 00 00 00 00 00 00 00 00 00 00 oo
00000330 00 00 00 00 00 OO0 OO 00 00 00 00 00 00 00 00 00
Qo000340 00 00 00 OO0 00 OO0 00 00 00 00 0O 00 00 00 00 o0
0o000350 00 00 00 OO0 00 00 00 00 00 00 00 00 00 00 00 oo
0o0oo3e0 00 00O 00 OO 00 OO 00 00 0O 00 00 00 00 00 00 oo
Qooo0370 00 00 00 OO0 00 OO0 00 00 00 00 00 00 00 00 00 o0
0o0003s0 00 00 00 OO0 00 00 00 00 00 00 00 00 00 00 00 oo
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Qoooo3D0 00 00 00 OO0 00 OO0 00 00 00 00 0O 00 00 00 00 o0
000003ED 00 00 00 00 00 00 OO0 00 00 00 00 00 00 00 00 00
0o00o03F0 00 00 00 00 00 00 00 00 0O 00 00 00 00 00 00 oo
Qoooo400 |2 Y3 74 00 00 00 00 CC CC 3C 19 7B 90 FF FF &2
00000410 A7 AF AS 3C ZE 99 46 43 1C C4 4F GA E3 L9 A3 E9
00000420 6B 38 25 43 18 3A Fz2 FC CD 54 69 AF 9E 22 30 OE kS%C.:Dﬂ‘Ti_."D.
00000430 CE AD 0D 57 D2 5C 3F 51 E7 40 F6 A0 CF AC 39 A1 ——.W 4208+ ¢fm;
00000440 CF 54 46 BY 82 54 AE 88 23 70 BO 9C 25 08 EF 94 °TF-,T@ #p°.%.1"
00000450 F9 F2 41 BE 74 ZE 5B 92 EE D1 34 40 00 00 00 1F vwdst.[™ 2:@....
ooooo460 92 C2 32 50 £6 51 58 CBE CE 73 3B 34 72 58 EBE CC ‘2 _P&.E- s:4r¥a
00000470 90 EO 48 03 6B SA EF BE E7 12 94 E4 CB 29 BE 66 .wH.k.q ..mX1)%E
00000450 C1 6C 6E VE 34 36 84 31 5C S0 41 1F A8 AA 87 24 _1n~46.1..4. 7 xF+# b
Offset: 400 Block: 400-402 Length: 5 Crverrite

0'oN TYW NIXT7 N1 .TIZN VINA0 N'NNA NRXNMIY "bsv" NTNNNAN XIN |'VY7 YOIPY [IURIN 12T

NITIYN [N 0'"IN1R-X97X DUIN 7W NITNNN 0TI 'MIYYY '9> .An'Mn7 o'Tivn o'nn |'r ,400
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NnX 'I"I'I|7'7 NY72INn X IYNANWN 1AW 0'1on Packer 7w nn'mn nX1an 720 X' IT DTN LD

:PEID N1DIN2 wnNWn'7 AWON TINX PE-N DX 21727 *T2 . TN VINA0

Extra Information @

FileMame: | C:\Users\Herzel\Desktop'zbot_av_bypass\a\zeusBot
Detected: | Microsoft Visual C++ 6.0 [Qverlay]
Scan Mode: | Mormal

Enfropy: 7.71 (Packed) j
EP Check:  |Not Packed =
Fast Check: |Packed
oK
= |

N0l NN'NNN NX NIwa .Packer INIX 7v nn'mnnn ,7'7n X'n bsv nrnnnnl TR PE-NW AR

Yalpn DX QY

O00003EQD 00 00 OO0 00 00 00 OO0 00 00 00 00 00 00 00 00 00 ... e eeeeeenenn
O00003FO 00 00 OO0 00 00 00 OO0 00 00 00 00 00 00 00 00 00 ... eeeeeeeensnn

ooooo400 6l 61 61 00 00 00 OO <2 CC 3C 12 7E S0 FF FF 62

- B

oooo0410 A7 AF AS 3C ZE 99 46 43 1C C4 4F S E3 L9 A3 E8 § ¥<.®FC. 0. £87
oo00D420 6B 38 25 43 15 3A F2 FC CD 54 69 AF SE 22 30 OE k&8%C.:vl Ti ."0.
ooooo430 CE AD OD 57 D2 5C 3F 51 E7 40 Fg A0 CF AC 39 A1 ——,T0 %2097 zdm;
ooooo440 CF 54 45 B7? 52 54 AE 88 23 70 BO 9C 25 08 EF 94 "TF- , T@ #p°.%.17

npEP"Mon ANKRYT IRXINND

0 %T Community user(s) with a total of 0 reputation credit(s) say(s) this sample is goodware. 0 WT Community VT Community
user(s) with a total of 0 reputation credit(s) say(s) this sample is malware.
File name: reusBot_tweaked.exe Q
Submission date: 20101214 10:28:00 (UTC)
Current status: finished not reviewed
Result: 17 143 (39.5%) Safety score: -
A Compact Print resutts &
Sophos 4.60.0 2010.12.14 Mal/FakeRV-CH
SUPERANntiSpyware 4.40.0.1006 2010.12.14 -
Symantec 20101.3.0.103 2010.12.14 -
TheHacker 6.7.0.1.099 2010.12.13 -
TrendMicro 9.120.0.1004 2010.12.14 -

22) 0'901 0N'I-'VIX XN NND TIV DY TN ,Symantec 7w nn'MNN '12'wW7 D2 DA DTN 'Y

(142 qinn
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NX NMY97 T Dnw 1 ?Packer-n NX NPT D'ANIN ON'I-'UINRN "XIN XY Symantec nnY

NX DIYN WWXRD IWNNWN Malware-n MxI' Packer nT'ka NyT? D'DMX DN ,TTIP)’J/TI'\ND yT'nn

yT'nnv yTI' XIn DX |790) yTNIn DR NY97 T¥D YTI' 1I'R ON'I-'VIRN ,Packer-n 7w nn'nnn

(7972 1T

:UPX NTya TNNY yalzn yop? nnait

e

-
15 HxD - [C:\Users\Herzel\Documents\setup.exe]

- = | B )

E_.‘f] File Edit Search View Analysis Extras Window 7 E@E
T w % oH f s 16 E|| ANSI E|| hex E|

E setup.exe
Cffsetc(h) 00 01 02 03 04 O5 06 O7 08 09 QA OB OC OD OE OF s
Q0000150 00O Q00 00 00 Q0 00 OO0 00 OO0 00 00 00 00 00 00 00 .. iivvvronnnnnns LJ
Q0000160 OO0 OO0 OO0 OO OO0 QOO0 OO0 00 00 OO0 OO0 00 00 00 00 00 ... .vececanmnnns
Q0000170 QO OO0 OO0 OO0 Q0 00 OO 00 55 50 58 30 00 00 00 00 ........ TFX0
Q0000180 00 &0 12 00 OO0 10 00 00 00 OO0 OO0 00 00 02 00 00 . .. eececenmnnns
00000190 0O OO0 OO0 OO0 OO0 OO0 OO OO0 OO OO0 QO 00 80 00 0D EQO .....eeeiuuna £..8
Q00001RA0 55 50 58 31 00 00 00 00 00 50 OR OO QO 70 12 00 UPX1..... P E.
Q00001BO OO 4A OAR OO OO0 02 0O OO0 OO OO OO 0O OO OO OO0 00 L
Q00001C0 00 00 00 00 40 00 00 EOQO 2E 72 73 72 63 00 00 00 @..®.rarc
Q0000100 OO 30 00 0O OO0 CO 1C 00 00 28 00 00 0O 4C OR 00 0...Q. [«..L
Q00001EQ OO 00 00 00 00 00 00 00 00 00 00 00 40 00 00 CO . .v.eeenennn @..0
Q000001F0 32 2E 30 33 00 55 50 58 21 0D 09 08 O7 4C AR TA 2.03.UPX!'....L=z
00000200 &1 B2 46 91 &F ED 54 1C 00 Be 47 04 00 13 C2 1A a*F'on”..9G...0.
Q0000210 00 26 22 00 EC 03 79 FF FF 55 8B 0D 28 CT7 5B 00 JEML L yDO0e L (O
Q00000220 89 ES SD FF E1 8D 74 26 00 1E OC BT Fé FF 6F 12 %i1]0a.t&... -x0o.
Q0000230 53 83 EC 24 C7 04 24 50 11 40 00 E8 22 12 51 5C SFfO89.5P.E8.n".Q%\
00000240 1C 04 QOE 10 EF CC FBE FF DA T7F 08 FO AC BD 45 F4 ....-1000..1-.Eg
Q0000250 C7 04 00 00 89 44 24 10 A1 3C 1B 57 00 C7 10 BD oO...%D5. ;<. W.0.%
00000260 F& EE 7D 04 04 30 SA 00 &6 00 OC 2E OC 4R F8 OC O..fmzZ.f£....J7. =

Offset: 0 Overwrite

— —

© ?UPX Packer nTw NNT' X7 0N'I-'0INNY 'TD DAYN DN'N DNX NN
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&/ Process Moni

Eile Edit Ewvent Fikter Tools Opkions Help
ZWd ABPE | A0 @K | (&5 L o0
Time of Dap—Fy bk e R -— D Lhperation Path .
12:43 2?‘.022458£ zeusBot.exe 1878 2020 &% Process Start
12:43:27.0224607 | zeusBotexe 1876 2020 &7 Thread Create
12:4327.0256594 " zeusBot.exe 1876 4008 r:-‘]\Quer_l,lr\l amnelnformationFile C:\Documents and Settings\HerzelhD esktopizeusBot. exe
12:43:27.0260834 ~zeusBotexe 1876 4008 &% Load Image CADocuments and SettingstHerzehDesktopizeusBot exe
12:4327.0273270 " zeusBotexe 1676 40028 &% Load Image CAWIMD OWS havstem32hntdll. dll
12:43:27.0274005 "~ zeusBot exe 1876 4008 B\QueryN amnel nformationFile C:\Documents and Settings\HerzelhD esktophzeusBot. exe
12:43:27.0289115 ~zeusBot.exe 1876 4008 :rglCreateFile C:ADocuments and SettingstHerzelhDesklop
12:4327.0348637 ~zeusBot.exe 1876 4008 ':.3. FileSystermContral C:ADocuments and SettingstHerzelDesktop
12:43:27 0356872 ~zeusBot exe 1876 4008 &F Load Image CAWINDODWShaystem32ikemel32.d
12:43: 27 0383275 ~zeusBat exe 1876 4008 d RegDpenkey HELMAS pstermCurrentContralS et\Contrals T erminal Server
12:4327.0384711 " zeusBot.exe 1876 4008 dHegCIDseKey HELMAS psterm CurrentContralS et\ContralsT erminal Server
12:4327.0391715 :" zeusBot.exe 1876 4008 rsl ReadFile CADocuments and SettingstHerzelhDesktopizeusBot. exe
12:43:27 0576442 T zeusBat exe 1876 4008 E.iﬂeadFile CADocurents and SettingstHerzelhDesktopzeusBot exe
1243270629066 "~ zeusBot.exe 1676 40028 &% Load Image CAWIND OWS hapstem32iuzerd2 dil
12:43:27. 0833902 :zeusBot.eHe 1876 4008 &F Load Image CAWIND OWShaystem32hgdia2 dil
12:43:27.0638914 " zeusBat exe 1876 4002 &% Load Image CAWAND DWW S hapstem32hole 32 dll
12:4327.0699631 ~zeusBot.exe 1876 4008 &7 Load Image CAwIMDOW S hapstem3Z2hmevert.dll
12:43:27.0705238 ~zeusBotexe 1876 4008 &% Load Image CAWIND DWS spstem3Zhadyapia2 dil
12:43:27.0712404 " zeusBotexe 1876 4002 &% Load Image CAMAND DWW S hapstem32hrpertd. dil
12:4327.0715988 " zeusBot.exe 1876 4002 ﬁ Reglpentey HELMYS psterm CurrentControlS et\Contrals T erminal Server b
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