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http://www.ynet.co.il/articles/1,7340,L-3028684,00.html
http://www.ynet.co.il/articles/1,7340,L-3028684,00.html
http://www.amazon.com/
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http://www.comscore.com/Press_Events/Presentations_Whitepapers/2007/Cookie_Deletion_Whitepaper
http://www.quantcast.com/white-papers/quantcast-cookie-corrected-audience-white-paper.pdf
http://www.networkadvertising.org/managing/opt_out.asp
http://www.infosecwriters.com/text_resources/pdf/CookieCorePartA.pdf
http://www.infosecwriters.com/text_resources/pdf/CookieCorePartB.pdf
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http://www.comscore.com/Press_Events/Presentations_Whitepapers/2007/Cookie_Deletion_Whitepaper
http://www.adobe.com/products/player_census/flashplayer/
http://www.adobe.com/products/player_census/flashplayer/
http://www.informationweek.com/news/security/privacy/showArticle.jhtml?articleID=160400801
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http://arstechnica.com/tech-policy/news/2010/07/privacy-lawsuit-targets-net-giants-over-zombie-cookies.ars
http://arstechnica.com/tech-policy/news/2010/08/lawsuit-disney-others-spy-on-kids-with-zombie-cookies.ars
http://www.macromedia.com/support/documentation/en/flashplayer/help/settings_manager02.html#118539
http://www.macromedia.com/support/documentation/en/flashplayer/help/settings_manager02.html#118539
http://www.macromedia.com/support/documentation/en/flashplayer/help/settings_manager02.html#118539
http://www.eff.org/
http://panopticlick.eff.org/
http://panopticlick.eff.org/browser-uniqueness.pdf
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Variable Source Remarks
User Agent Transmitted by HTTP, logged by Contains Browser micro-
server version, OS version, language,
toolbars and sometimes other
info
HTTP ACCEPT headers Transmitted by HTTP, logged by

server

Cookies enabled?

Inferred in HTTP, logged by server

Screen resolution

JavaScript AJAX Post

Timezone

JavaScript AJAX Post

Browser plugins, plugin
versions and MIME

types

JavaScript AJAX Post

Sorted before collection

System fonts

Flash applet or Java applet, collected
by JavaScript/AJAX

Not sorted

Partial supercookie test

JavaScript AJAX post
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https://addons.mozilla.org/en-US/firefox/addon/2275/
http://noscript.net/
http://www.allfacebook.com/infographic-the-history-of-facebooks-default-privacy-settings-2010-05
http://www.allfacebook.com/infographic-the-history-of-facebooks-default-privacy-settings-2010-05
http://www.allfacebook.com/infographic-the-history-of-facebooks-default-privacy-settings-2010-05
http://www.allfacebook.com/infographic-the-history-of-facebooks-default-privacy-settings-2010-05
http://www.theregister.co.uk/2010/05/26/facebook_connections/
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http://blog.quaji.com/2009/08/facebook-csrf-attack-full-disclosure.html
http://blog.quaji.com/2009/12/out-of-context-information-disclosure.html
http://blog.quaji.com/2009/08/facebook-csrf-attack-full-disclosure.html
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Anatomy of an attack

User 1. Web page request forum.com quaji.com

2.HTNML response

with IMG tag to altack g

Web sever
3. IMG request
ﬂ hitpHquajicomattackg ¥
@ 4, IMG response
redirect to hittpapp s.facebook.com hackerapp/ stepl1.php
Home Web server
computer

5. Application request appsfacebook.com | 6. App content request
hitp ¥ apps.facebook com hitp¥backquaicom
Fhackerapp/step. php Astepl.php

8. Facebook response T. App response
reditect to step2 php : redirect to step? php

9. Application request 10. App content req
hitp#apps.facebook com hitp#ba ck.quaji.com/
Shacker-app/step2. php Facebook sep2php App server

platform

12. Facebook response 1I1' App response
mdirect to propergit redlirect to proper gif

13. IMG request.
hitp Hquajicomiproper.gif

14, IMG response
A

h
Just @ normal image
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http://www.youtube.com/watch?v=eLdpwQIIeS4
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http://www.digitalwhisper.co.il/files/Zines/0x07/DW7-5-AnonymousDB.pdf
http://www.facebook.com/press/info.php?statistics
http://www.facebook.com/press/info.php?statistics
http://www.facebook.com/press/info.php?statistics
http://www.facebook.com/press/info.php?statistics
http://ha.ckers.org/weird/CSS-history-hack.html
http://jeremiahgrossman.blogspot.com/2006/08/i-know-where-youve-been.html
http://startpanic.com/
https://bugzilla.mozilla.org/show_bug.cgi?id=57351
https://bugzilla.mozilla.org/show_bug.cgi?id=57351
https://bugzilla.mozilla.org/show_bug.cgi?id=57351
http://www.safehistory.com/
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http://www.facebook.com/social_graph.php?node_id=4981419559
http://www.facebook.com/group.php?gid=4981419559
http://www.skullsecurity.org/blog/?p=887
http://www.facebook.com/directory/
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http://33bits.org/2010/02/19/ubercookies-history-stealing-social-web/
http://online.wsj.com/article/SB10001424052748703748904575411530096840958.html
http://online.wsj.com/article/SB10001424052748703748904575411682714389888.html
http://www.usatoday.com/news/opinion/editorials/2010-08-09-editorial09_ST1_N.htm
http://www.usatoday.com/news/opinion/editorials/2010-08-09-editorial09_ST_N.htm?csp=obinsite
http://arstechnica.com/business/news/2010/03/why-ad-blocking-is-devastating-to-the-sites-you-love.ars
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Flash Cookies and Privacy, by Ashkan Soltani, Shannon Canty, Quentin Mayo, Lauren
Thomas and Chris Jay Hoofnagle, August 2009, Available at SSRN,
http://papers.ssrn.com/sol3/papers.cfm?abstract-id=1446862

Fact and Fiction: The Truth About Browser Cookies, by The How-To Geek, February
2010, http://lifehacker.com/5461114/fact-and-fiction-the-truth-about-browser-cookies
How Unique is Your Web Browser, by Peter Eckersley, Electronic Frontier Foundation,
http://panopticlick.eff.org/browser-uniqueness.pdf

EPIC Flash Cookie page, http://epic.org/privacy/cookies/flash.html
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