IDS- Intrusion Detection System
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“If you spend more on coffee than on IT security, you will be hacked. What's more, you deserve to be
hacked.” - White House Cybersecurity Advisor, Richard Clarke
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HIDS - Host-based Intrusion Detection System n>ay»
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File Edit View Terminal Help
Package configuration

Tripwire Configuration |

Tripwire uses a pair of keys to sign various files, thus ensuring their
unaltered state. By accepting here, you will be prompted for the
passphrase for the first of those keys, the site key, during the
installation. You are also agreeing to create of a site key if one
doesn't exist already. Tripwire uses the site key to sign files that
may be common to multiple systems, e.g. the configuration & policy
files. See twfiles(5) for more information.

Unfortunately, due to the Debian installation process, there is a period
of time where this passphrase exists in a unencrypted format. Were an
attacker to have access to your machine during this period, he could
possibly retrieve your passphrase and use it at some later point.

If you would rather not have this exposure, decline here. You will then
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POLFILE Default = /etc/tripwire/tw.pol

DBFILE Default = /var/lib/tripwire/$ (HOSTNAME) .twd

REPORTFILE Default = /var/lib/tripwire/report/$ (HOSTNAME)-$ (DATE) .twr
SITEKEYFILE Default = /etc/tripwire/site.key

LOCALKEYFILE Default = /etc/tripwire/$ (HOSTNAME)-local.key
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http://idstutorial.com
http://netshine.wordpress.com
http://www.la-samhna.de
http://sourceforge.net/apps/wordpress/tripwire
http://www.ynet.co.il/articles/0,7340,L-3856254,00.html
http://linux.die.net/man/4/twconfig
http://linux.die.net/man/4/twpolicy
http://linux.die.net/man/8/twadmin
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