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˶˟ˡ ˫˧˩˶ˣ˰ˢ 
 

˫˧˩ˣ˶˟ ˫˧˞˟ˢ ˭ˣ˧˪ˠ˪ ˧˷˧˷ˢ ˪˷ Digital Whisper ï ˭˧ˤˠˬ ˧ˮˣ˶˦˵˪˞ ˧˞˷ˣˮ˟ ˢ˧ˠˣ˪ˣˮ˩˦ .˸˞ ˭ˣ˧˪ˠˢ 

˫˧˞˧˟ˬ ˫˩˪ ˶˧ˮ ˶ˡ˞ ,˯ˡˮˢˬ ˢˮ˩ˣ˸ ,˪ˢˮˬ ˦˵˧˧ˣ˶˲ UnderWarrior )www.underwar.co.il (ˣ˵˧˲˞ 

˪˞˧˦˯˵ )aka cp77fk4r( ,ˡ˥˞ ˫˧˪˰˟ˢˬ ˪˷ www.Trythis0ne.com ,Penetration Tester ˸˶˟˥˟ 

BugSec ,˷˧˞ ˸˥˦˟˞ ˰ˡ˧ˬ ˶˟ˠˣ-˶˟ˠ ˭˲ˣ˞˟ ˧˪˪˩ )˧˦˶˲ˣ.( 

˭ˣ˧˰˶ˢ ˧˶ˣ˥˞ˬ Digital Whisper ˞ˣˢ ˶ˣ˴˧˪ ˢˡˣ˵ˮ ˸˧˪˞˶˷˧ ˸˧˸ˣ˩˧˞ ˤ˩˶˸˷ ˫˧˞˷ˣˮ ˫˧˶ˣ˷˵ˢ ˫˧˟˷˥ˬ˪ 

˪˪˩˟ ˸˥˦˟˞˟ˣ ˰ˡ˧ˬ ˦˶˲˟ ,˪˩ˢˣ - ˸˧˶˟˰˟ .˭ˣ˧˪˧ˠˢ ˣˮ˧˞ ˪˧˩ˬ ˵˶ ˸ˣ˟˸˩ ˞˷ˣˮ˟ ˥˦˟˞ ˸˰ˡ˧ˬ ,˪˟˞ 

˷ˠˡˢ ˧˶˵˧˰ˢ ˣˮ˪˷ ˞ˣˢ ˪˰ ˸˥˦˟˞ ˰ˡ˧ˬ . 

 

˱ˣ˯ ˶˞ˣ˶˟˲ ˰˧ˠˢ ˭ˣ˧˪ˠˢˣ ˧˷˧˷ˢ ˪˷ Digital Whisper ˱ˣ˯ ˱ˣ˯ ˳ˣ˥˟, ˵˶ ˡˣ˰ ˢ˷ˣ˪˷ ˸ˣˮˣ˧˪ˠ ˶˧ˮˣ ˟˧˧˥ ˧˪ 

ˢ˥ˣ˶˞! (: 

˭ˬˤ˟ ˭ˣ˶˥˞ˢ ˣˮ˥ˮ˞ ˫˧˰ˬˣ˷ ˡˣ˰ ˡˣ˰ˣ ˪˰ ˸ˣ˸˷˶ Botnets ˸ˣ˷ˡ˥ ˧˶˵ˣ˥˷ ˸˥˦˟˞ ˰ˡ˧ˬ ˫˧˪ˠˬ ,˫˞ ˢˤ 

˸ˣ˞˯˶˧ˠ ˮˣ˷˸ˣ ˸ˣˮˣ˷ˬˣ ˪˷ Zeus ,˫˞ˣ ˢˤ ˫˧ˡ˧˶˷ ˪˷ s-Storm ,˫˞ ˢˤ  ˸ˣˮˣ˟˷˥ ˫˧ˡˣ˷˥ ˟-Twitter x˞ 

-˟Tumblr ˫˞ˣ ˢˤ ˧˩˶ˡ ˢ˦˧˪˷ ˸˶ˤ˰˟ Emule. ˭ˣ˧˪ˠ˟ ˧˥˩ˣˮˢ ˣˮ˟˪˧˷ ˶˲˯ˬ ˫˧˶ˬ˞ˬ ˫˧˶˷˵˸ˬˢ ˞˷ˣˮ˪ ,

˫˧ˣˣ˵ˬ ˣ˟ˢ˞˸˷. 

ˣˬ˩ˣ ˪˩˟ ˫˰˲- ˧ˮ˲˪ ˶ˣ˟˰ˮ˷ ˵˪˥˪ ˟ˣ˷˥ˢ ,ˣˮ˞ ˫˧˴ˣ˶ ˡ˧ˠˢ˪ ˢˡˣ˸ ˧ˬ˪ ˪˩˪ ˶ˤ˰˷ xˣˮ˪ ˸˷ˠˢ˟ ˭ˣ˧˪ˠˢ: 

¶ ˯˩ ˪˞ ˩˧ˣ˶ˬ˭ ˷˧ˠˢ˷ ˣˮ˪ ˶ˬ˞ˬ ˵˧˶˟ˬ ˪˰ ˢ˲˵˸ˬˢ "Cross Site History Manipulation." 

¶ ˧ ˶ˣ˞ )ˢˤ˷ ˶˟˩ ˶ˬ˞ˬˢ ˧˷˧˪˷ˢ ˣ˪˷ ˭˧ˤˠˬ˟ (˟˸˩˷ ˣˮ˪ ˶ˬ˞ˬ ˵˸˶ˬ ˪˰ ˫˪ˣ˰ s-Rookits. 

¶ ˪˴ ˶ˢ ˧ˣ˪ )˰˲ˣˬ ˧ˮ˷ ˭˧ˤˠˬ˟ ˣˮ˪˷ (˟˸˩˷ ˣˮ˪ ˥ˣ˸˧ˮ ˪˰ s-Conficker. 

¶ ˪ ˞ˠ˧ ˧ˮ˞ˬ˧˪ˣ˯ )˲ˣˬ ˰˧ˮ˷ ˫ˠ ˣ˪˷ ˭˧ˤˠˬ˟ (!˟˸˩˷ ˣˮ˪ ˶ˬ˞ˬ ˪˰ ˸ˣ˧ˠˣ˪ˣˮ˩˦ s-Firewalling 

˸ˣˮˣ˷ˢ. 

¶ ˧ ˮ˟˭˧ˬ ˭ˢ˩ ˟˸˩˷ ˣˮ˪ ˶ˣ˵˧˯ ˪˰ ˸ˣ˧ˠˣ˪ˣˮ˩˦ ˢˮ˲˴ˢˢ ˪˷ ˦˲ˣ˯ˣ˶˵˧ˬ- EFS x-BitLocker. 

¶ ˪ ˢ˟˶ ˢˡˣ˸-Ratinho ˭ˣ˧˪ˠˢ ˸˩˧˶˰˟ ˶ˤ˰˷ ˪˰. 

 

 

ˢ˞˧˶˵ ˢˮˢˬ! 

˵˧˲˞ ˪˞˧˦˯˵       ˶˧ˮ ˶ˡ˞ 

http://www.underwar.co.il/
http://www.trythis0ne.com/
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-BotNet ˢˬ ˸˞ˤ ˢ˧˥ˢ ˸˞ˤˢ? 
 ˪˞˧˦˯˵ ˵˧˲˞ ˸˞ˬ)cp77fk4r( 

 

˫ˣ˧˟ ˧˷˧˷ ,25 ˦˯ˣˠˣ˞˪ ˸ˮ˷ 2006 ,˪˟˧˵ ˶˲ˣ˦˯˧˶˩ ˪ˣˣ˯˵ˬ ,˶ˣ˥˟ ˭˟ 21 ,˸˞ ˶ˤˠ ˣˮ˧ˡ ˸˧˟˟ ˦˲˷ˬˢ 

˧˪˶ˡ˲ˢ ˪˦˞˧˯˟ ˪˰ ˧ˡ˧ ˸˦˲ˣ˷ˢ ˢ˷˶ˬ ˴˲'˭ˬ- ˢ˪˰ˬ˪ ˷ˣ˪˷ˬ ˸ˣˮ˷ ˶˯˞ˬ ˫ˢ˧˶˥˞˪ˣ ˡˣ˰ ˷ˣ˪˷ ˫˧ˮ˷ 

˪˷ ˶ˣ˶˥˷ ˸˥˸ ˥ˣ˵˧˲ ,˱˯ˣˮ˟ ˫˧˧ˣ˴˧˲˪ ˨˯˟ 252,000$ ˞ˣˢ˷ ˳˪˞ˮ ˫˪˷˪ .˪ˣˣ˯˵ˬ ,˭˧˟ ˶˞˷ˢ ,ˢ˧ˢ 

˧˞˶˥˞ ˪˰ ˸˟˧˸˩ ˸˴˲ˢˣ ˸˰˪ˣ˸ Botnet ˢ˪˰˲˷ ˨˷ˬ˟ ˢ˪˰ˬ˪ ˫˧˧˸ˮ˷ˬ .˭˧˟ ˶˞˷ ˫˧˟˷˥ˬˢ 

ˢ˥˧˪˴ˢ˷ ˸˰˪ˣ˸ ˸˞ˤ ˵˧˟ˡˢ˪ ,ˣ˪˪˩ˮ ˫ˠ ˢ˪˰ˬ˪ ˬ-400 ˫˧˟˷˥ˬ ˷ ˪˸ˣ˧ˣ˷˶ ˭ˣ˥˦˟ˢ ˪˷ ˸ˣ˴˶˞ 

˸˧˶˟ˢ. 

ˢ˶˵ˬˢ ˪˷ ˶˲ˣ˦˯˧˶˩ ˪ˣˣ˯˵ˬ ˞ˣˢ ˡ˥˞ ˧ˮˬ ˫˧˶˵ˬ ˫˧˟˶ ˫ˢ˟˷ ˣˮ˥ˮ˞ ˫˧˰ˬˣ˷ ˪˰ ˢ˧˥ˢ ˸˞ˤˢ ,

ˢˮˣ˶˥˞˪ ,ˣˮ˞ ˫˧˰ˬˣ˷ ˪˰ ˫˧˶˵ˬ ˣ˪˞ ˶˸ˣ˧ ˶˸ˣ˧ˣ )˶˸ˣ˧ˣ ˶˸ˣ˧ˣ ˶˸ˣ˧ˣ ˶˸ˣ˧ˣ.( 

˧˶˵ˣ˥ ˸˥˦˟˞ ˰ˡ˧ˬ ˦ˮ˶˦ˮ˧˞ˣ ˫˧˩˧˶˰ˬ ˧˩ ˸ˣˬ˧˧˵ ˸ˣ˶˷˰ )˫˞ ˞˪ ˸ˣ˞ˬ (˪˷ ˸ˣ˸˷˶ ˢ˪˞˩ ˭ˢˣ ˵˶ ˸ˣ˪ˡˠ 

˸ˣ˵ˤ˥˸ˬˣ ˫ˣ˧ˬ ˫ˣ˧˪. 

 

ˢˬ sʕ ˪˪˩˟ Botnet? 

 

˸ˮ˩ˣ˸ Botnet ˞˧ˢ ˟ˣ˪˧˷ ˷˵˟˸ˬ ˧ˮ˪˦˵ˣ ˡ˥ˣ˧ˬ˟ ˭˧˟ ˶˲˯ˬ ˸ˣˮ˩ˣ˸ ˸ˣ˧ˮˣˡˤ ˸ˣ˪˰˟ ˧˲ˣ˞ ˸ˣˮˣ˩˸ˣ ˸ˣˮˣ˷ 

ˣˬ˥˪ˣˢ˷ ˢˮ˩ˣ˸˪ ˸˥˞ .˭ˣ˧˰˶ˢ ˞ˣˢ ˸˥˵˪ ˸ˣˮˣ˩˸ ˸ˣˮˣ˷ ˪˷ ˫˧˵˧ˤˬ ˫˧ˮˣ˷ ,˟˪˷˪ ˭ˡ˥˧ ˨˩ˣ ˶ˣ˴˧˪ ˢˮ˩ˣ˸ 

˸˧ˮˣˡˤ ˸˥˞ ˷"˸˧ˮˢˮ "˸ˣˮˣ˩˸ˬ ˣ˪˞ .˞ˬˠˣˡ˪: 

¶ ˢˮˣ˩˸ˢ ˸˧˶˵˧˰ˢ ˪˷ ˸˰˪ˣ˸ ˞˧ˢ ˸˪ˣ˩˧ ˸ˣ˟˶˸ˢˢ ˢ˪˷ ,˞˫ ˢˤ ˸˶ˤ˰˟ ˧ˮˣˮˠˮˬ Mass-Mailing 

)ˣˬ˩ s-Mydoom (ˣ˞ ˰"˧ ˢ˵˟ˡˢ ˪˷ ˫˧˴˟˵ )ˣˬ˩ s-Melissa( ,˫˞ ˢˤ ˪ˣ˴˧ˮ ˢ˷˪ˣ˥ ˡ˥˞˟ 

˧˟˧˩˶ˬ ˸˩˶˰ˬˢ )ˣˬ˩ s-SQL Slammer (ˣ˞ ˫˞ ˢˤ ˸˶ˤ˰˟ ˷ˣˬ˧˷ ˸ˣ˸˷˶˟ Peer to Peer )ˣˬ˩ 

-sTibick.f( 

¶ ˢˮˣ˩˸ˢ ˸˧˶˵˧˰ˢ ˪˷ Rootkit ˞˧ˢ ˸˪ˣ˩˧ ˢ˞ˣˣ˯ˢˢ ˣ˪˷ ,˫˞ ˢˤ ˤ˰˟˸˶ ˸ˣ˷˲˥˸ˢ ˧˪˩˪ ˸˩˶˰ˬ 

˫˧ˬ˧˧˵ x˞ ˸ˣ˦˪˸˷ˢ ˫ˢ˧˪˰ )ˣˬ˩ ˪˷ˬ˪ s- SHV4 ˢ ˣ˞-SHV5( ,˫˞ ˢˤ ˸˶ˤ˰˟ ˸˵˶ˤˢ ˡˣ˵ˢ 

ˣ˪˷ ˨ˣ˸˪ ˨˧˪ˢ˸ ˫˧˧˵ )Vanquish( ,˫˞ ˢˤ ˸˶ˤ˰˟ ˰ˣ˴˧˟ Hooking ˸ˣ˧˴˵ˮˣ˲˪ ˸˩˶˰ˬ x˞ ˫˞ ˢˤ 

˸˶ˤ˰˟ ˧˧ˣˮ˧˷ ˫˧˩˶˰ ˫˧˟ˣ˷˥ ˧˩˧˪ˢ˸˟ ˸˩˶˰ˬ. 

¶ ˢˮˣ˩˸ˢ ˸˧˶˵˧˰ˢ ˪˷ Trojan Horse ˞˧ˢ ˸˪ˣ˩˧ ˢ˦˧˪˷ˢ x˟ ˵ˣ˥˶ˬ ,ˣˬ˩ ˪˷ˬ˪ s-Back Orifice 

˟˸˩˷ Sir Dystic ˬ- Cult o the Dead Cow )cDc.( 

 

http://www.networkworld.com/news/2010/022010-chuck-norris-botnet-karate-chops-routers.html
http://www.pcworld.com/article/185122/good_guys_bring_down_the_megad_botnet.html
http://www.krebsonsecurity.com/2010/02/zeus-a-virus-known-as-botnet/
http://www.nydailynews.com/news/2010/02/18/2010-02-18_kneber_botnet_virus_attacks_75000_computers_worldwide_including_us_government_sy.html
http://en.wikipedia.org/wiki/Mydoom
http://en.wikipedia.org/wiki/Melissa_(computer_worm)
http://en.wikipedia.org/wiki/SQL_slammer_(computer_worm)
http://www.f-secure.com/v-descs/tibick_f.shtml
http://web.fhnw.ch/plattformen/ns/vorlesungsunterlagen-1/network-analysis-tools/shv4-analysis
http://www.youtube.com/watch?v=vO_JnMhTDQU
http://en.wikipedia.org/wiki/Back_Orifice
http://en.wikipedia.org/wiki/Sir_Dystic
http://w3.cultdeadcow.com/cms/
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˟ˣ˪˧˷ ˪˷ ˸˷ˣ˪˷ ˫˧ˮˣˮˠˮˬ ˢ˪˞ ˣ˪˩ˣ˧ ˶ˣ˴˧˪ ˢˮ˩ˣ˸ ˸˧ˮˣˡˤ ˫ˠ˷ ˳˧˲˸ ˸˞ ˢˬ˴˰ ˣˬ˩ ˸˰˪ˣ˸ ,˸˶ˤ˰˟ 

ˮˠˮˬ˧ˮˣ Mass-Mailing x˞ ˪ˣ˴˧ˮ ˢ˷˪ˣ˥ ˸˩˶˰ˬ˟ ˢ˪˰˲ˢˢ ,˫ˠ ˶˧˸˯˸ ˸˞ ˸ˣ˪ˣ˰˲ˢ ˢ˪˷ ˸˶ˤ˰˟ 

˫˧ˮˣˮˠˮˬ ˫˧ˮ˧˧˲ˣ˞ˬˢ ˶˵˧˰˟ ˪-Rootkits ˨˩ ˢ˷ ˭ˣ˧ˢ˧ ˦˰ˬ˩ ˸ˣ˲ˣ˵˷ ,˫ˠˣ ˶˷˲˞˸ ˶˴ˣ˧˪ ˢ˪˷ ˣ˪˷˪ ˦˪˰ 

˟˷˥ˬˢ ˵ˣ˥˶ˬ. 

˫˞ ˧˪˩ ˪˰˟ ˸ˣ˪ˣ˩˧ ˢ˪˞˩ x˞ ˸ˣˬˣˡ ˟˸˩ˮ ˢ˶ˣ˴˟ ˢˮˣ˩ˮ ,˨ˣ˸ ˵˶˲ ˭ˬˤ ˶˴˵ ˡˣ˞ˬ ˣ˧ˢ˧ ˧ˡ˧˟ ˶˴ˣ˧ˢ ˣ˪˷ 

˶˲˯ˬ ˟˶ ˡˣ˞ˬ ˪˷ ˫˧˟˷˥ˬ ˫˧˞˴ˬˮˢ ˣ˸˦˧˪˷˟ ˵˶ˣ ˫˧˩˥ˬ ˪˟˵˪ ˣˮˬˬ ˸ˣˡˣ˵˲. ˟˷˥ˬ ˡ˥˞ ˢˤ˩ ˞˶˵ˮ 

"˧˟ˬˣˤ) "ˣ˞ Bot (˪˪˩ˣ ˫˧˟˷˥ˬˢ ˫˧˞˴ˬˮˢ ˸˥˸ ˸˷˶ )Net (˸˞ˤ˩ ˫˧˟˷˥ˮ "˞˟˴" ,ˣ˞ ˦ˣ˷˲- Botnet. 

˪˷˟ ˪˞˧˴ˮ˦ˣ˲ˢ ˧˵ˮ˰ˢ ˷˧˷ ˧˪˩˪ ˢˤ˩˷ ,˞˪ ˫˧˪ˢˮˬ ˸˞ ˞˟˴ ˫˧˟ˬˣˤˢ ˸˶ˤ˰˟ ˞ˢ˧˴˵˧˪˲ ˟˷˥ˬˬ ˡ˧˥˧ ,

ˢ˪˞ ˸˶ˤ˰˟ ˧˸˶˷ IRC x˞ ˧˸˶˷ HTTP. 

 

˪ˠ˰ˬ ˫˧˧˥ˢ ˪˷ Botnet 

 

¶ ˟˪˷ ˭ˣ˷˞˶- ˱˵ˣ˸ˢ ˳˧˲ˬ ˸˞ s-Botnet ˶˲˯ˬ˪ ˸ˣˮ˟˶ˣ˵: 
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¶ ˟˪˷ ˧ˮ˷- s-Botnet ˵˧˟ˡˬ ˸˞ ˸ˣˮ˟˶ˣ˵ˢ ,˶˟˥ˬ ˭˲ˣ˞˟ ˱ˣ˵˷ ˸˞ ˫˧˟˷˥ˬˢ ˸˶˷˪ s-IRC 

)˸˶˷ s-"Command & Control ("ˢ˩˥ˬˣ ˸ˣˡˣ˵˲˪ ˱˵ˣ˸ˢˬ: 

 

 

 

¶ ˟˪˷ ˧˷˧˪˷- ˪˧˟˵ˬ˟ ˸ˣ˶˟˥˸ˢ˪ ˸˶˷˪ ˢ˶˵˟ˢ ˪˷ ˱˵ˣ˸ˢ ,˫˧˪˧˥˸ˬ ˫˧˟˷˥ˬˢ ˫˧˰ˣˠˮˢ 

˵ˣ˶˯˪ ˸˞ ˸˷˶ˢ x˞ ˥ˣ˪˷˪ ˫˧˪˧˧ˬ ˫˰ ˡˣ˵ ˧ˮˣˡˤ ˢ˶˦ˬ˟ ˵˧˟ˡˢ˪ ˡˣ˰ ˡˣ˰ˣ ˫˧˟˷˥ˬ: 
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¶ ˟˪˷ ˧˰˧˟˶- ˸ˣ˶˟˥˸ˢ ˫˧˟˷˥ˬˢ ˫˧˰ˣˠˮˢ ˸˶˷˪ ˢ˶˵˟ˢ ˪˷ ˱˵ˣ˸ˢ ˭ˣ˧˯ˮˣ ˢ˵˟ˡˢ ˪˷ 

˫˧˟˷˥ˬ ˫˧˲˯ˣˮ: 

 
 

¶ ˟˪˷ ˧˷˧ˬ˥ ï ˪˱˵ˣ˸ ˢ˦˧˪˷ ˢ˞˪ˬ ˪˰ ˪˪˩ ˫˧˟˷˥ˬˢ ˸˷˶˟ s-Botnet ˣ˪˷ .˧ˡ˩˟ ˥ˣ˪˷˪ 

ˢˡˣ˵˲ ,˞ˣˢ ˶˟˥˸ˬ ˸˶˷˪ s-Command & Control ,˶ˠ˷ˬ ˢˡˣ˵˲ ˪˪˩ˣ ˫˧˟˷˥ˬˢ ˫˧˰˴˟ˬ 

ˢ˸ˣ˞ .ˢˬ ˞ˣˢ ˢ˷˰˧ ˫ˢ˟ ?ˢˤ ˧ˣ˪˸ ˧ˬ ˫˪˷˧ ˶˸ˣ˧ .˸ˣ˧ˣ˶˷˲˞ˢ ˸ˣˡˬˣ˰˷ ˣ˸ˣ˷˶˪ ˸ˣ˟˶: 

o ˰ˣ˴˧˟ DDoS ˪˰  ˧˟˧˯˞ˬ˫˧˶˸˞ ˸˷˶˟ 

o ˷ˣˬ˧˷ ˫˧˟˷˥ˬ˟ ˸˴˲ˢ˪ ˫˞˲˯ 

o ˸˟˧ˮˠ ˸ˣ˞ˬ˯˧˯ ˫˧˦˶˲ˣ ˫˧˧˷˧˞ ˪˷ ˧˪˰˟ ˫˧˟˷˥ˬˢ 

o ˪x ˴˧ˮ ˥˩ ˟ˣ˷˥˧ˬˢ ˪˷ ˸˷˶ˢ ˫ˣ˷˧˧˪ Rainbow Cracking ˸ˣ˥˸˲ˬ˪ RSA/MD/SHA 

ˣ˩ˣ' 

o ˸˶˧˩ˬ ˸˷˶ˢ ˧ˮˣˠ˶˧˞˪ Cyber-Mafia )ˣˬ˩ ˪˷ˬ˪ s-RBN( 
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˥˩ ˡˣ˟˧˰ ˢˤ˩˷ ˶˷˲˞ˬ ˫˧˲˵ˣ˸˪ ˰˴˟˪ ˸ˣ˲˵˸ˢ ˪˰ ˫˧˶˸˞ ˪˷ ˸ˣ˶˟˥ ˧˦ˮ˞ ˧x˯ˣ˶ x˞ ˫˧˶˸˞ ˫˧˵˲˯ˬ˷ 

ˢ˩˧ˬ˸ ˫˧˪˩ˣ ˸˶˯ˢ˪ s-Botnet ˭˟ˣˬ˩ˣ - ˪˩˩ ˶ˣ˟˰˧˷ ˭ˬˤˢ ˨˩ ˵˶ ˪ˡˠ˸ ˢ˸ˣ˞ ˸˷˶ˢ ˨ˣ˲ˢ˸ˣ ˢ˵ˤ˥  

˶˸ˣ˧. 
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˸ˣ˵˧ˮ˩˦ ˷ˣˬ˧˷˟ s-Botnets 

 
˞˪ ˦ˣ˷˲ ˡˣ˴˪ ˸˷˶ ˸˞ˤ˩ ,˸ˣˬ˧˧˵ˣ ˶˲˯ˬ ˸ˣ˵˧ˮ˩˦ ˭ˢ˟ ˫˧˷ˬ˸˷ˬ ˧˟˸ˣ˩ s-Botnets ˧ˡ˩˟ ˸ˣ˷˰˪ ˸˞ 

˨˧˪ˢ˸ˢ ˢ˷˵ ˱˞ ˶˸ˣ˧. 

 

˷ˣˬ˧˷ ˟˶˸ˣ˸˷ Fast-Flux 

 

ˢˡ˧ˬ˟ ˸˶ˣ˴˸ˣ ˸ˣ˶˷˵˸ˢˢ ˪˷ ˫˧˟˷˥ˬˢ ˫˧˰ˣˠˮˢ ˫˰ ˸˶˷ s-Command & Control ˢ˸˧˧ˢ ˢ˶˧˷˧ ,˞˪ 

ˢ˸˧˧ˢ ˪˩ ˢ˧˰˟ ˭˧ˤ˞ˢ˪ ˢ˶ˣ˟˰˸˪ ˸ˣ˞˶˪ˣ ˢ˲˧˞ˬ ˫˧˟˷˥ˬˢ ˫˧˰ˣˠˮˢ ˫˧˪˟˵ˬ ˸˞ ˸ˣˡˣ˵˲ˢ ˤ˞ˣ ˡ˧˶ˣˢ˪ 

˸˞ ˸˶˷ ˢ˦˧˪˷ˢ .˨˞ ˧˟˸ˣ˩ s-Botnets ˫˧˷ˬ˸˷ˬ ˭ˣˮˠˮˬ˟ DNS ˢˮˣ˩ˬˢ "Fast-Flux." 

˭ˣ˶˵˰ˢ ˞ˣˢ ˸ˣ˸˷˶˟˷ IP-Flux ˸˟ˣ˸˩ DNS ˸˥˞ ˶˧ˤ˥˸ ˪˩˟ ˫˰˲ ˸˞ ˰ˡ˧ˬˢ ˸˟ˣ˸˩ˬ IP ˢˮˣ˷ 

˸˩˧˧ˣ˷ˬˢ ˪˩ ˫˰˲ ˸˶˷˪ Proxy ˢˮˣ˷ ˶˷ˠˬˢ ˭˧˟ ˟˷˥ˬˢ ˱˵˸ˮˢ ˭˧˟˪ ˸˶˷ s-Command & Control .

˧ˡ˧˟ ˫˧˲˵ˣ˸ˢ ˫˧˞˴ˬˮ ˧˲˪˞ ˫˧˟˷˥ˬ ˢ˪˞˩ ˫˧˟˧˩˶ˬˢ ˸˞ ˸ˣ˸˷˶ s-Fast-Flux .˫˧ˬ˧˧˵ ˶˲˯ˬ ˧ˠˣ˯ 

˸˷˶˸ˣ Fast-Flux .˸˷˶ Fast-Flux ˸˯˯ˣ˟ˬˢ ˪˰ IP-Flux  ˢ˪ˣ˩˧˸ˣ˧ˢ˪ ˸˷ˬˣˬˬ ˭˲ˣ˞˟ ˪˷: 

¶ Single-Flux 

¶ Double-Flux 

 

˱˯ˣˮ˟ ˫˧˧˵ ˭ˣˮˠˮˬ ˫˷˟ Domain-Flux ,˶˷˞˩ ˭ˣ˧˰˶ˢ ˞ˣˢ ˵ˣ˧ˡ˟ ˨ˣ˲ˢ ˬ-IP-Flux ,˫ˣ˵ˬ˟ ˷-DNS ˡ˥˞ 

ˢˮ˲˧ ˶˲˯ˬ˪ ˟˶ ˪˷ ˸ˣ˟ˣ˸˩ IP ,˶˟ˣˡˬ ˶˲˯ˬ˟ ˟˶ ˪˷ ˸ˣ˟ˣ˸˩ DNS ˸ˣˮ˲ˬ˷ ˩˪˸˟ˣ˸ IP ˸˥˞ .˷ˣˬ˧ˬ 

ˡ˥˞ ˞ˬˠˣˡ˪ ˞ˣˢ ˷ˣˬ˧˷ˢ ˟-Domain Wildcarding ,˦ˣ˷˲ ˡˣ˞ˬ: 

sdfasdsffds.digitalwhisper.co.il  

vzcvvcas34.digitalwhisper.co.il  

efasaa32ds.digitalwhisper.co.il  

vs1caddbbs.digitalwhisper.co.il  

xxf555fdg.digitalwhisper.co.il  

 

˫˪ˣ˩ ˫˧ˮ˲ˬ ˢ˸ˣ˞˪ ˟ˣ˸˩ ˸IP ,˨˞ ˨˩ ˸˶˷ s-Command & Control ˪ˣ˩˧ ˸ˣˢˤ˪ ˢ˧ˮ˲ ˸˧˲˧˴˲˯ .˭˧˧ˮ˰ˢ 

ˢˬˣˡ ˡˣ˞ˬ ˭ˣ˧˰˶˪ ˡˬˣ˰˷ ˧˶ˣ˥˞ˬ ˸ˣ˧ˠˣ˪ˣˮ˩˦ s-Balancing ˫˧˷ˬˣˬˬˢ ˫˧˶˸˞˟ ˧˪˰˟ ˢ˶ˣ˟˰˸ ˸˟˥˶ˮ. 
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˭ˮ˷˧ ˸ˣ˸˷˶ ˸ˣ˲˧˯ˣˬˢ ˡˣ˰ ˸˟˩˷ ˸ˣ˧ˬ˧ˮˣˮ˞ ˸˶ˤ˰˟ ˷ˣˬ˧˷ ˭ˣˮˠˮˬ˟ ˞˶˵ˮˢ "Blind-Proxy Redirection ."

˰ˡ˧ˬ˪ ˱˯ˣˮ ˸ˣˡˣ˞ ˸ˣ˸˷˶ s-Fast-Flux ˶˷˲˞ ˞ˣ˶˵˪ ˸˶ˡ˯˟ ˫˧˶ˬ˞ˬˢ KYE ˪˷ Honeynet ˞˷ˣˮ˟: 

http://www.honeynet.org/papers/ff/ 

 

 

˧ˮˣˮˠˮˬ ˫˧ˮˣ˩ˡ˰ 

 

˧˟˸ˣ˩ s-Botnets ˫˧ˬ˷˧˧ˬ ˫˧ˮˣˮˠˮˬ ˭ˣ˩ˡ˰˪ ˧˶ˣ˦˵ˣ ˢ˲˧˵˸ˢ ˪˷ ˫˧˰˪ˣ˸ˢ ˫ˢ˪˷ ,˷ˬˬ ˩ˣˬ ˸˧ˮ˶˴˧˷ 

ˢˮ˩ˣ˸ ˵ˣ˷˟ ˸ˬ˷˧˧ˬ ˭ˣˮˠˮˬ ˶˷˲˞ˬˢ ˢ˪ ˭˩ˡ˰˪ ˸˞ ˸ˣˮ˩ˣ˸ˢ ˣˮ˞˷ ˫˧˷˩ˣ˶ )˸˞ˬˠˣˡ˩ LiveUpdate ˪˷ 

Microsoft x˞ ˧ˮˣˮˠˮˬ ˭ˣ˩ˡ˰ ˸ˣˬ˧˸˥ˢ ˪˷ ˸ˣˮ˩ˣ˸ ˧˦ˮ˞ˢ-˫˧˯ˣ˶˧ˣ ˫ˢ˧ˮˬ˪.( 

 

˥˧ˮˮ ˟˸ˣ˩ˣ s-Botnet ˫˷˧˧ ˸˰˪ˣ˸ sˢ˴˧˲ˬ ˸˞ ˢˬ˴˰ ˸˶ˤ˰˟ ˪ˣ˴˧ˮ ˢ˲˧˷˥ˢ MS08-067 ,ˢˬ ˨˧˶˴˷ 

˸ˣ˷˰˪ ˧ˡ˩˟ ˶ˣ˴˰˪ ˸˞ ˸˰˪ˣ˸ˢ ˨˧˷ˬˢ˪ˬ ˳˧˲ˢ˪ˣ ˸˞ ˢˬ˴˰ ˢˤ ˦ˣ˷˲ ˭˩ˡ˰˪ ˸˞ ˸˩˶˰ˬˢ ˭ˣ˩ˡ˰˟ 

˧˦ˮˣˣ˪˶ˢ .˧ˡ˩˟ ˶˟ˠ˸ˢ˪ ˪˰ ˫˧˶˵ˬ ˢ˪˞˩ ,˧˟˸ˣ˩ ˫˧˰˪ˣ˸ˢ ˫˧ˬ˷˧˧ˬ ˧ˮˣˮˠˮˬ ˭ˣ˩ˡ˰ ˸ˣ˶˷˲˞ˬ˷ ˢ˪ ˭˭˩ˡ˰˪ 

˸˞ ˧˶ˣ˦˵ˣ ˢ˲˧˵˸ˢ ˪˷ ˫˧˰˪ˣ˸ˢ ˟0day- ˷ˡ˥ ,˨˩ˣ ,ˢˡ˧ˬ˟ ˞˴˧ˣ ˭ˣ˩ˡ˰ ˢ˲˧˷˥˪ ˢ˸ˣ˞˷ ˞ˣˢ ˪˴˧ˮ- ˞ˣˢ 

˭˩ˡ˰ˬ ˸˞ ˸˰˪ˣ˸ˢ ˨˧˷ˬˢ˪ ˱ˣ˵˸˪ ˸˶ˤ˰˟ ˶ˣ˦˵ˣ ˢ˲˧˷˥ ˷ˡ˥ ,ˣ˨˩ ˨˧˷ˬˢ˪ ˳˧˲ˢ˪ ˸˞ ˢˬ˴˰. 

 

˱ˣ˸˧˷ ˢ˪ˣ˰˲ ˭˧˟ ˸ˣ˸˷˶ Botnets 

 

ˢ˵˧ˮ˩˦˪ ˸˞ˤˢ ˭˧˞ ˭˧˧ˡ˰ ˸ˣ˥˩ˣˢ ˸ˣ˧˷ˬˬ ,˪˟˞ ˢˮˣ˶˥˞˪ ˫˧˶˵ˣ˥ ˫˧˶ˣ˟˯ ˧˩ ˭˩˞ ˷˧ ˷ˣˬ˧˷ ˢ˵˧ˮ˩˦˟ 

˸˞ˤ˩ ,˸˞ˬˠˣˡ˩ Kneber .ˡ˴ˬ ˮ˷˧ ,˫˧˶˵ˣ˥ ˫˧˶˥˞ ˫˧˶˟ˣ˯ ˧˩ ˶˟ˣˡˬ ˫˴˰˟ ˟-Botnet ˶˩ˣˬˢ 

ZeuS/Zbot. 

 

˭ˣ˧˰˶ˢ ˞ˣˢ ˢˡ˧ˬ˟˷ ˸˰˪ˣ˸ˣ ˸˥˞ ˢ˥˧˪˴ˢ ˶ˣˡ˥˪ ˨ˣ˸˪ ˟˷˥ˬ ,˞˧ˢ ˢˡ˧˶ˣˬ ˣ˧˪˞ ˢ˵˧˟ˡˬˣ ˣ˸ˣ˞ ˫˧˰˪ˣ˸˟ 

˸ˣ˶˥˞ ,˨˩ˣ ˫ˠ ˭s ˸ˣ˷ˣ˰ ,˶˟ˡˢ ˢ˷˵ˬ ˡˣ˞ˬ ˪˰ ˭˸˶˯ˢ ˢˡ˧ˬ˟ˣ ˣ˥˧˪˴ˢˣ ˶˧˯ˢ˪ ˸˞ ˸˥˞ ˫˧˰˪ˣ˸ˢ - 

˫˧˰˪ˣ˸ˢ ˸ˣ˶˥˞ˢ l˸ˣˠ˞ˣ ˡ˧˶ˣˢ˪ ˞˯˶˧ˠ ˸˷ˡˣ˥ˬ ˢ˪˷ .ˢ˵˧ˮ˩˦ xʕ ˢ˪˧ˡˠˬ ˢ˟˶ˢ˟ ˸˞ ˸˪ˣ˩˧ ˸ˣˡ˶˷ˢˢ 

˪˷ ˸˰˪ˣ˸ˢ ˪˰ ˟˷˥ˬˢ ˱˯ˣˮ˟ ˪˰ ˨˩ ˫ˠ ˸˪˲˩ˣˬ ˸ˣ˶˧ˢˬ ˸ˣ˟˶˸ˢˢ ˢ˪˷. 

http://www.honeynet.org/papers/ff/
http://www.microsoft.com/technet/security/Bulletin/MS08-067.mspx
http://www.microsoft.com/downloads/details.aspx?familyid=0D5F9B6E-9265-44B9-A376-2067B73D6A03&displaylang=en
http://www.microsoft.com/downloads/details.aspx?familyid=0D5F9B6E-9265-44B9-A376-2067B73D6A03&displaylang=en
http://news.idg.no/cw/art.cfm?id=E34F4667-1A64-67EA-E490F2C10B9ECC51
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˷ˣˬ˧˷ ˧ˮˣˮˠˮˬ˟ ˪ˣˢ˧ˮ ˫˧ˬ˩˥ˣ˸ˬ 

 

˫˧ˮˣˮˠˮˬ ˢ˪˞˩ ˞˪ ˣ˲˴ˮ ˶˲˯ˬ˟ ˟˶ ˪˷ Botnets ,˨˞ ˞ˬˠˣˡ ˢ˟ˣ˦ ˶˷˲˞ ˞ˣ˴ˬ˪ ˟-Botnet ˢˮˣ˩ˬˢ 

Storm. ˫ˣ˧˩ ,˧˩˶ˡ ˢ˦˧˪˷ˢ ˸ˣ˶˩ˣˬˢ ˶˸ˣ˧˟ ˟-Botnets ˭s: 

¶ ˸˶ˤ˰˟ ˪ˣ˵ˣ˦ˣ˶˲ s-HTTP: ˪ˢˮˬ ˸˷˶ˢ ˭˩ˡ˰ˬ ˳˟ˣ˵ ˶ˡˠˣˬ ˷˞˶ˬ ,˫˧˟˷˥ˬˢˣ ˫˧˰ˣˠˮˢ ˫˧˰ˡˣ˧ 

˵ˣˡ˟˪ ˪˩ ˵˶˲ ˭ˬˤ ˶˴˵ ˫˞ˢ ˷˧ ˫˧˧ˣˮ˧˷ ˳˟ˣ˵˟. 

 

¶ ˸˶ˤ˰˟ ˪ˣ˵ˣ˦ˣ˶˲ s-IRC: ˫˧˟˷˥ˬˢ ˫˧˰ˣˠˮˢ ˫˧˶˟ˣ˥ˬ 24 ˸ˣ˰˷ ˸˶˷˪ s-IRC ˫˧˪˟˵ˬˣ 

˸ˣˡˣ˵˲ ˭ˣ˞ ˪˭˧˧ ˪ˢˮˬˬ ˸˷˶ˢ. 

 

˧ˮ˷˟ ˫˧˶˵ˬˢ ,˧ˮˣ˸ˮ ˸ˣ˶˟˥˸ˢˢ ˸˶˷˪ ˫˧ˬˣ˷˶ Hard-Coded ˨ˣ˸˟ ˡˣ˵ ˸˰˪ˣ˸ˢ .˸˶ˤ˰˟ ˰ˣ˴˧˟ Sniffing 

˰ˡ˧ˬ˪ ˥˪˷ˮˢ ˸˰˪ˣ˸ˢˬ x˞ ˸˶ˤ˰˟ Reverse Engineering ˧˶˵ˣ˥ ˫˧˰˪ˣ˸ ˫˧˪ˠˣ˯ˬ ˱ˣ˪˷˪ ˸˞ ˧ˮˣ˸ˮ 

˸˶˷ˢ ,˭˧˟ ˫˞ ˶˟ˣˡˬ ˞ˬ˯˧˯˟ ˳ˣ˶˰˪ s-IRC ˣ˧˪˞˷ ˫˧˶˟˥˸ˬ ˪˪˩ ˫˧˰˪ˣ˸ˢ ,ˣ˞ ˫˞ ˶˟ˣˡˬ ˟-

Credentials ˷˶ˣˡ˷ ˸˶˷ s-HTTP ˧ˣˢ˧ˤ˪. 

 

˸˶ˣ˴ ˪ˣˢ˧ˮˢ ˪˷ s-Storm ˸˰˴˟˸ˬ ˸˶ˤ˰˟ ˸ˣ˸˷˶ Peer to Peer ,˭˲ˣ˞˟ ˞˟ˢ: 

¶ ˪s ˮˬ ˸˷˶ˢ ˫˯˶˲ˬ ˸˷˶˟ s-p2p ˸ˤˣ˶˥ˬ ˸ˬ˧˧ˣ˯ˬ ˢ˶ˡˠˣˢ˷ ˷˞˶ˬ ˱˯ˣˮ˟ˣ- ˡˣˬ˴ ˢ˸ˣ˞˪ 

˸ˤˣ˶˥ˬˢ ,˫˯˶˲ˬ ˪ˢˮˬˢ ˨˶˰ ˭˲˴ˣˬ ,˞ˬˠˣˡ˪: 

a@432&dAB=/a3sfaSFwFA5f35aFfW3462sAfASdefraUpO 

¶ ˸ˤˣ˶˥ˬˢ ˢ˸ˣ˞˷ ˫˯˶˲ˬ ˪ˢˮˬ ˸˷˶ˢ ˢ˶ˡˠˣˢ ˫ˡˣ˵ ˭˩˪ )Hard-Coded (˫˧˰˪ˣ˸˟ ,˭ˢˣ ˸ˣ˰ˡˣ˧ 

˷˲˥˪ ˢ˸ˣ˞ )a@432&dAB= (ˢ˸ˣ˞˟ ˸˷˶ˢ )˫˧ˬ˰˲˪ ˶˟ˣˡˬ ˶˲˯ˬ˟ ˸ˣˤˣ˶˥ˬ ˸ˣˮˣ˷ ˪˰˷ 

˫˧˰˪ˣ˸ˢ ˷˲˥˪ ˪˩ˣ ˫˰˲ ˸ˤˣ˶˥ˬ ˸˥˞ ˸˞˴ˬˮ ˷ˣˬ˧˷˟ (˱ˣ˪˷˪ˣ ˢˮˬˬ ˸˞ ˨˶˰ˢ ˭˲˴ˣˬˢ 

)a3sfaSFwFA5f35aFfW3462sAfASdefraUpO.( 

¶ ˨x ˸˟ ˫˧˰˪ˣ˸ˢ ˫˷ˣ˧ˬ ˭ˣˮˠˮˬ ˶˷˞ ˰ˡˣ˧ ˥ˮ˰˲˪ ˸˞ ˸ˤˣ˶˥ˬˢ ˪˟˵˪ˣ ˢˮˬˬ ˸˟ˣ˸˩ IP x˞ ˫ˣ˵˧ˬ 

˪˷ ˳˟ˣ˵ ˪˰ ˸˶˷ ˦ˮ˶˦ˮ˧˞. 

¶ ˪s ˮˬ ˸˷˶ˢ ˢ˪˰ˢ ˡˣ˰˟ˬ ˡ˰ˣˬ ˫˧˴˟˵ ˣ˸ˣ˞˪ ˸˶˷ ˫˧˪˧˩ˬˢ ˸ˣˡˣ˵˲/Payloads ˫˧˰˪ˣ˸˪. 

¶ ˫˧˰˪ˣ˸ˢ ˸ˣ˥ˮ˰˲ˬ ˸˞ ˸ˤˣ˶˥ˬˢ ˸ˮ˲˴ˣˬˢ ,˸ˣ˷ˠ˧ˮ ˩˪˸˟ˣ˸ s-IP ,˸ˣˡ˧˶ˣˬ ˸˞ ˫˧˴˟˵ˢ 

˸ˣ˰˴˟ˬˣ ˸˞ ˸ˣˡˣ˵˲ˢ ˶˧˞˷ˢ˷ ˪ˢˮˬ ˸˷˶ˢ. 
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˶˟ˣˡˬ ˭ˣˮˠˮˬ˟ ˪ˣˢ˧ˮ ˸˴˵ ˸ˣ˥˲ ˭˧ˬ˞ ,˨˞ ˢ˶ˣ˴˟ ˸˞ˤ˩ ,˪ˢˮˬ ˸˷˶ˢ ˥˧ˣˣ˶ˬ ˶˲˯ˬ ˫˧˶˟ˡ: 

¶ ˧˷ˣ˵ ˧ˣˤ˧˥- ˢ˷˵ ˟ˣ˵˰˪ ˧˶˥˞ ˪ˣˢ˧ˮ ˸˰˪ˣ˸ˢ ˧ˬˣ ˞˪˷ ˰ˡˣ˧ ˢˬ ˭s ˸ˣˤˣ˶˥ˬˢ ˫˧˰˪ˣ˸ˢ˷ 

˸ˣ˷˲˥ˬ ˸ˣ˸˷˶˟ ˱ˣ˸˧˷ˢ ˞˪ ˪˩ˣ˧ ˰ˡ˪ ˸ˢˤ˧˞˪ ˸˶˷ ˷˧ ˸ˣˮ˲˪ .˫ˠ ˫˞ ˞ˣˢ ˰˴˧˟ ˢˮˤ˞ˢ 

˸˶ˣ˟˰˸˪ ˸˰˪ˣ˸ˢ ˸˰˟ ˢ˸ˣ˟˸˩˸ˢ ˫˰ ˸˶˷ˢ ˶˥˞˪ ˢ˥ˮ˰˧˲˷ ˸˞ ˸ˤˣ˶˥ˬˢ ˸ˮ˲˴ˣˬˢ ,˞ˣˢ 

˪˩ˣ˧ ˸˰ˡ˪ ˵˶ ˢˤ˧˞˟ ˫˧˸˶˷ ˸ˣˮ˯˥ˣ˞ˬ ˸ˣˡˣ˵˲ ˸ˣˮ˷˧ ˪˷ ˸˰˪ˣ˸ˢ ,˪˟˞ ˞˪ ˫˧˸˶˷ ˫˧˧ˡ˧˸˰. 

¶ ˸ˣ˧ˬ˧ˮˣˮ˞- ˪ˢˮˬ ˸˷˶ˢ ˪ˣ˩˧ ˰ˣ˟˵˪ ˪˩˟ ˫˰˲ ˷ˡ˥ˬ ˭˩˧ˢ ˭˯˥˞˪ ˸˞ s˸ˣˡˣ˵˲ ˢ˲˵˸ˬ˪ ˢ˞˟ˢ 

˭˩ˣ ˰ˣ˟˵˪ ˪˩ ˫˰˲ ˭˩˧ˢˬ ˫˯˶˲˪ ˸˞ ˸ˣˤˣ˶˥ˬˢ ˸ˣ˞˟ˢ ˸˷˶˟ ˱ˣ˸˧˷ ˫˧˴˟˵ˢ ï ˶˟ˡ ˢ˷˵ˬˢ 

˭˲ˣ˞˟ ˶˩˧ˮ ˪˰ ˧ˣˢ˧ˤ ˫ˣ˵˧ˬ ˪ˢˮˬ ˸˷˶ˢ. 

 

-sStorm ˢ˸˧˧ˢ ˸˰˪ˣ˸ ˢˬ˩˥ ˢ˷ˡ˧˥˷ ˶˲˯ˬ ˫˧˶˟ˡ ˪˩˟ ˫˪ˣ˰ s-Botnets ,˨˞ ˫ˣ˞˸˲ ,˸˞˶˵˪ ˱ˣ˯ 

˸ˮ˷ 2008 ,˧˪˟ ˫ˣ˷ ˢ˟˧˯ ˸˞˶ˮ ˭˧˰˪- ˵˧˯˲ˢ s˸˰˪ˣ˸ˢ ˸˞ ˸ˣ˪˧˰˲ˢ ˢ˪˷. ˸ˣ˧˴˪ˣ˵˲˯ ˸ˣ˟˶ ˣ˴˴ 

˞˷ˣˮ˟ ˢˤ ,˵˪˥ ˫˧˶ˠˣ˪˟ˢˬ ˣ˶ˬ˞ ˧˶˵ˣ˥˷ ˫˧˰˪ˣ˸ ˣ˥˧˪˴ˢ ˦˪˸˷ˢ˪ ˪˰ ˸˷˶ˢ ˵˸˷˪ˣ ˢ˸ˣ˞ ,˵˪˥ ˣ˶ˬ˞ 

˶˟ˣˡˬ˷ ˸ˣ˪˧˰˲˟ ˪˷ s-FBI ˷˧ˣ ˣ˪˧˲˞ ˣ˶ˬ˞˷ ˶˴ˣ˧˷ ˸˰˪ˣ˸ˢ ˦ˣ˷˲ ˸ˬ. 

˸˰˪ˣ˸ ˸˲˯ˣˮ ˢ˸˲˴ˮ˷ ˢ˷ˣ˰ ˷ˣˬ˧˷ ˭ˣˮˠˮˬ˟ ˪ˣˢ˧ˮ ˡ˥ˣ˧ˬ ˞˧ˢ ˸˰˪ˣ˸ ˮˣˮ˞˸˧ˬ˧ ˪ˢˮˬ˷ ˸˷˶ˢ ˢ˪˷ ˪ˢ˧ˮ 

ˢ˸ˣ˞ ˸˶ˤ˰˟ ˸ˣˮˣ˟˷˥ ˧˶˸˞˟ s- Micro-blogging ˫˧˶˩ˣˬˢ Twitter ,Tumblr x-Jaiku.com .˧ˮ˷˟ 

˫˧˶˸˞ˢ ˣ˥˸˲ˮ ˸ˣˮˣ˟˷˥ ˷ˬ˸˷ˬ ˸˥˸ ˫˷ˢ " "upd4t3 ˸˶ˤ˰˟ˣ "Status Massages "˸ˣˡˡˣ˵ˬ ˥˪˷ 

˪ˢˮˬ ˸˷˶ˢ ˸ˣˡˣ˵˲ ˫˧˰˪ˣ˸˪ ˣ˰ˡ˧˷ ˭˧ˤ˞ˢ˪ ˫˸ˣ˞˪ ˸ˣˮˣ˟˷˥ˢ ˨˶ˡ ˧˸ˣ˶˧˷ RSS: 

 
)˶ˣ˵ˬ˟ :http://asert.arbornetworks.com/2009/08/twitter-based-botnet-command-channel/( 

 

http://asert.arbornetworks.com/2009/08/twitter-based-botnet-command-channel/

























































































