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push [ebp+ProcessID]
mov esi, eax
push edi
push 2Ah
inc esi
call ds :0penProcess | 1n2i1n '7nnn NNme
cmp eax, edi
mowv [ebp+hProcess], eax |yw yraynn namw
jz loc_B3CE3A4
push 48h
push 30886h
lea ecx, [esi+26h]
push eCx
push edi
push eax
| call ds:UirtualAllocEx | N30 1'INNA NITh IRYED
cmp eax, edli
mowv [ebp+AllocatedBuffer], eax
jz close_quit
mov edi, ds:GetHoduleHandlen
push ebx
push offset aLoadlibrarya ; "LoadLibraryn”
push otftset akerneldZ_dll ; “kerneldZ . dll™
call edi ; GetModuleHandlen
mov ebx, ds:GetProcAddress
push eax
call ebx : GetProcAddress
mov [ebp+lpLoadLibraryn], eax
lea eax, [ebp+HumberOfBytesWritten]
push eax
inc esi
push esi
push [ebp+ConfickerDl1Filename] -nYw ownl aman e apnyn
push [ebp+AllocatedBuffer] Conficker DLL
push [ebp+hProcess]
call ds:WriteProcessiemory
test eax, eax
jz loc_B3CE19
lea eax, [ebp+var 28]
push eax -0 [2In 7w Apnya
xor esi, esi DLL
push esi
push [ebp+AllocatedBuffer] nl!ﬂ“?nl1lﬁy
push [ebp+lpLoadLibraryfA] LoadLibrary
push esi nYmiIsa m Sy nxal
push esi CreateRemote Thread
push [ebp+hProcess]
call ds:CreateRemoteThread
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SB86A259 8BFF MOV EDI,EDI S5B86A259 E9 AOBO28A6 JMP 01AF52FE

SB86A25B 55 PUSH EBP

S5B86A25C B8BEC MOV _EEP ,ESP

5B86R25E 53 PUSH EBX SBBEAZERE 53 PUSH EBX

SB86AZSF 8B5D 14 MOV EBX,DWORD PTR S55:[EBF+14] SBBEAZSF 8B5D 14 MOV EBX,DWORD PTR 85:[EBP+14]
SB86RA262 56 PUSH ESI SBBEA262 56 PUSH ESI
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T2V NNIX 0NNYT D'ON'IN ZINN YIIN7 NY2INN X' N30 17X NIN'K 1210200 79 win'n Ntva
NY7IN X' 101 ,NNNKRIE TR D'DYTA WIN'Y AV .ANIR XYY ITynY 0'2op's "DanTy" npm
JW2IN0N DX OIXVY D'ON'IN RN Y'Y N0 R 01170

P04 T2 p 4 SX S s

A ~ ~ oA

.90D TINN NN -[AIND X' MIYNN

D'DX7 V7'V V1YWY I'D1I' DNMYY D01 DY NNPEN AR XD IRDIR X 27U DNRvn onn
7w Nxt N> oy DDOS %y aiwn% Tnon) DDOS nispnn? NIL'NO ,0DX90 NX¥ON 10D D''90D
.X7D DI DMWY 7Y DA NIR'NnY? Niv'no L(D'oin

TNT IX NIYXAXRA D'YXIANN D'YYON 'A10 72 IR IXNNN awim Xin Cyber Crime IX nwn 'wwo
IN DXD0 DIOND MIAKR LA'RTA [9IN [AIRNAI WIXNT DT NY'YD 210 190 [NNKRN 1YY .awnnn
MINN 90> TIXN NN 07w7 ndin (Cyber-Mafia pa n'x1j71) 198 D'ywod D'POIVY DRI
RBN-n nX nnaIT? Inp .0nDIx? '0aan plon yTn 17'9X IX DW7IM NAMD ,0'01Ia NINYA
X' DN7Y NINANNn .07 0*man Cyber-mafia-n aaxn TN (Russian Business Network)
NIX TTIYV N7 2R .Storm nnixyn 0'01IAN DY D'07IYY 17X 0N D 0DYN NN A NIFNT N2

772 TIRN NN 71271 .90 TINN N2YN DN7 N0 NYIIN NNIR DR IR Storm ny'2imn aimn

DTN NNArT? |IN'NN D'OSXN X

Rank Item Percentage Range of prices

1 i Credit cards P22 : $0.50-95
2 i Bankaccounts i 21 i $30- 3400
3 i  email passwords ; 8 { $1-$350
4 i Mailers i 8 ! $8-310
5 i  Email addresses i 8 ! $2/MB - $4/MB
6 i Proxies i 6 : $0.50-$3
7 i Full identity i 6 i $10-$150
8 {  Scams i 6 i $10/veek
9 {  Social Security { 3 ! $5-87
i Numbers
10 i  Compromised Uni§ 2 i $2-%10
i shells :

Breakdown of goods available for sale on underground economy servers,
(Source: Symantec Corporation, 2007)

(newcriminologist.com -n njp'n)
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http://en.wikipedia.org/wiki/Russian_Business_Network
http://en.wikipedia.org/wiki/Storm_botnet
http://www.newcriminologist.com/article.asp?cid=94&nid=2054

Technologic

Xl
(NN 1WYPYN RO AN AR'DARN NY7IN N7VI9 N2 NNdNINNN )TNA DYINNT7 K7W TWOR '
N> D"IYWTN D'ANNIIAX IYNM ,NINTENN NIV'WA IWANYA ,NNIAA TIKA NNN2 NY7IN 11N YT
19WY1 DTYNNY 1AKT 17'9X1 (VOIIM | DX a¥"'Nn RSA-2 R-n ,7n X7w %) vonm N 7w MD6-n
LIXYY? INT7¥D DNIRY NY7INN 210201 DR

nn' X7 728 .Nw1a 01T DR 907 nimy nntini 2008 719X [IWXR12 N7Y9IN NR'R NY7INn
April ) 79X 1-2 D791 K'Y DTAIYN DXY 7R DY) NNIXD DNIR 17'YON NMIXPY DNdIN
D 'ARNY? NYRY NINNY ,01IXA NNd 7¢ AN'Mn NN'N DNOo NRTY naIwnn Nx mann (Fools' day

NN DY7 NNWYI D 75 NndNImn Ny7ima nypwn
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