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25> nwyn? xin ,Computer Online Forensic Evidence Extractor -xvnn mwa ix ,Cofee
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DINIMAI NP AR 22 Y YN ppimn 7ann .wwon nafta ONLINE 2'in 0fiml qioN
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"nnin nnxa”

IX |07 770w ,)a% yana ongkan N'7ap DX ANKY TV 1A T DXy XN nsnn

. (anti forensic) NIMIANAN WM DI 'MNVAXD YN [D NI N0 NIFAYIDL XY

Joran 2R 3P v — ONLINE FORENSICS

12N DRYIND WNINNYT 2175w IRNXI0190 DRININ TIA'R K'D DT 2PN NI7ITAN NI'van NNX
D'9IN'Y ,D'NINS D'¥aAP ,NYI 2N L|ND'T? DIyLIRA 0D™AN (12D DM LIPINYD AWNnn
,D'YUNNYN NINY ,NIASXN Y12 NIVISA NNYFNN NNDIN 07NN D'AYNNY NIl
DN N7X 7D ,0ManT 0'¥aAPA MNWIN YT AN NIR7aL ,DNS ,nw'a nima ,0MyoIin o'nntg

YNNI 70WUNNN AWNnn 7IN2 KTV NIAa DTIANRA [12'001 'TI9N WpIinn 7w "nknnnl on7a"

JTI9N W2IWNN 11'0 9011 AIWN RWI)

Reconnaissance

Relevancy Reliability

NPNY D'RYNNN 7Y NI'0ANN DT L,DNIMNI W N2 DM QI0TK |1 [IT'R 7V 1mw? X'n nonn
NIAPY DN NIRYNY INYYT 1INK DIININ 9I0'K )'7NN 90112 .90XIN 1NN 7¢ N'xn Nl
X7 D'IN'NN DININ D YUNRAD DNRINE NP 12220 TWOKYT DI T2 VP"aIRN 7V (FOOTPRINT)
N2'202 ONLINE ntaima qio'X7 n'wnwn coffee md 0'HOW nTavn .np*Tan 170N 'y 7y 1Ny
N Ywnn 97 v meh o'nnomnn DX N2YNn NI X7 00T T 0Ny Nzian XY

JRY
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:0DVN D'V 717X INA

NN NIK 'PRNY N K7 R MSI yalpd nynan 0Dyagn QIn'y ninvna n7aannn npnhnn

.NNXNN2 NIN90Y D'xapn NX Y'?n]l MSI EXTRACT-N NIdINN NNK2 WNNwa |3'7I NN X7 na'on

[® Less MSIérables

File: | H:\complte downloads'Microsoft COFEENCOFEE w1.1 2%COFEE w1.1.2 Installer msi | [:]
 Bxract Files || Table View | Summary |
File Name Directory Size Version e
8247bdfadccf 11 1efadd85042b1e...  SourceDirtools 322 =
reg.exe Source Dirbin Win2:03 78336 52.379..
COFEE EULA rf SourceDir 21508
srvcheck exe Sournce DirbinWWin 2 28672
ftvZmlastnode gif SourceDirjs 125
tasklist.exe Source Dirtbin \WinXP 835968 52379...
whoami.exe Source Dirbin WWinVista 44544 £.0.538..
SHOWGRFS EXE SourceDiribin 24576
srvcheck exe Source Dirbin \WinXP 5120
psfile exe SourceDirtbin 45152 1000
38bc4Be508324bcled W6 126f480... SourceDirtools I3
quser.exe Source Dirbin WinXP 15456 52.379..
3cefhB6aS 728441474eaB6026 ... Sourcelirtools I
o) [ Gt v Dlie i Wil e 11 ANGEN E7 770 )
[ Selectal | | Unselect Al Extract
Status:Idle 181 files found.

‘X2N NIMS0N )vn KN 'upnn'? MIMKXY NARXINN

Marme Size | Type
IC3bin File Folder
Chis File Folder
ICilog File Folder
ICresource File Folder
Chsave File Folder
I tools File Folder
BinCheckSum 15K File
IE._] COFEE ELLA.rtf 22KB Rich Text Format
59/ COFEE .exe 836KB Application
COFEE.exe.duplicate 1 836 KB DUPLICATE1 File
@ Microsoft. VisualBasic. Compati. .. 232KB Application Extension
[‘E stdole. dll 16 KB Application Extension
E—& User Guide for COFEE v112.pdf 3,296 KB Foxit PDF Document

N9y Nj709N
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:017W nwITwY? 77inn COFEE-Q win'win

Ny Ll
yTnn qio'r .2

n"Itn Ny 3

Step 1: Tool Generation

Step 2: Data Acquisition

<
<

Step 3: Reporl Generatlon

Investigator’s Machine -
Target Machine

SHo57 N9 .1
NP'NA NIYONN NDINN — DMTIR VTN N"wn wwn K77 2 agma At na Iuxdn QA

NI VINT'9NI 2GB NINBY7 KIN YMmMmn N TAN 7712 .AN21Y N7 vINT'ol (SDELETE-wipe) nziny

fat32-4

E Format Device...
File

Select Device to Format

|g h: j Format and Wipe |

[v ‘wipe and Format Drive (This will take significantly longer than format alone)

Select Device to Format...

EDelete — Secure Delete vl 51
opyright <G> 1999-2885 Mark Russinovich
Byzinternals — www.sysinternals.com

EDelete is set for 1 pass.
leaning free space on j=:- 1x

N9y NjPoON
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:myy 750 nmAa7 wan ,DOK-n NX 1190w 1NXY

incident :D"'9No 2-7 o'jp7innl ONLINE yTm 9lo'R? D*1vimn 0'7d qoix oy yan COFEE
7NN AWNNN 7Y 17991'W NI7IV9N NINdA KIN D0'7'9N90 |2 7Tann .volatile data-1 response

. DN'2N NP™Mynn X' incident response TWKD

Mode |NWE - Incidert Response j

MW 3C - Incident Response
More | NW3C - Violatile Data

712y 0'wNTN DLL *¥apl 0Munis Nooin 7715 0'9011 072 7¢ NARNNI ND0IN TWORN DN oI
W' X .TIVE 0N "MiI7'Y  NIXNOO N9™MWY .0"0I7'D 070 9'oIn?1 "aan?" TWOKR NNNA XD .XINN

...N'NN N71Y97 Tvim "0 DT [amd

Taol
Applications List kD WON 07 Running Sequence /_
autorunsc.exe ~ ipconfig.exe /all ’
nbtstat.exe -A127.001 = nbtstat.exe -n O WP/D D
net.exe user
hostname.exe net.exe file
- net.exe accounts
handle exe -a net.exe share
net.exe use
openfiles exe lquery v e pslist exe -t
tasklist exe lave pslist exe
nbtstat.exe -c whoami.exe
sC.exe queryex quser.exe
psloggedon.exe
netstat.exe -80
netstat.exe -no
= sclist.exe
showgrps.exe
systeminfo.exe
netmas eve :
< | > < | >
Awailable Commands for Selection - S?]I . MNumber of Commands Selected 17
I
AddTool | P Load Order Save Order

linternet explorer-nn NIXNO'0 TIYV'NY7 'MOOINW 707 KNAIT

N9y Nj709N
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Tool Property

Description |IEPassw0rd Dycryptor

Tool
v XP |

v 2000 |
v 2003 |
[ Use the same teol for all 0OS

L]

Arguments | /5

Family |passw0rd j
Output Format |Text ﬂ
Vendor Name |
Vendor Link |

RTINS EY I C\Documents and Settings\coopert\D
CAGtXmld dll

[+ Randomizing Tool Name

oK | Caneel

.NXINY NNYWORN NN'WA7 DNIX N9'oInl D'X2pn NX NIV N1DINN

217V "2Th NNdm NImpEsl oI uesIoNP™M Y7 7y nroolan COFEE ny D'vaanin D'720 Q0IX
, TN 12217 NNN NIMDINN Y1272 KID XD NIDN D IPRT? W R D22 nnn? o'Ripnn 2707 onay

.ONLINE nX'7n0 n'¥nIVIRNI 'RV 2NN Nivp!

NIRXINN NIN'KRI N'NXNYA N1 'T'IIX'? NXTI NTIAY NNIXR DX NIVXANN NDIY NDITIES nim*e |3 D

19100 N"TA NIAXINN

NYIV "0 DRNI NYXANNY D' TaN 'Nn N1 .N'0ownn NIRRD 1N [IAYN NP7 9o AN
72 NIX? 7770 AWNNa DDA MIWN ATIEON DN ?INK 12T K71 NIWYY? AR KDY DN X

JITIRoN Ni7'wo 7y EXCEL 'vapa 0115n y1'n v 200MB nizninn Dy Njzoon usI0NE™M

:at.exe yalp N¥IN TIvNN 70 XNAT?

N9y Nj709N
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Technologic

2 (63 (12

B [52 |E |a |o2 e R [ER | | [

A c v] E

TimeofDay  Progess Name  PID | Operdtion Pan Desall
5260 aee 3336 |Load Image CHNINDOWS sstemaZnadiLall £55 mage Base: (N72300000, Image Size 00000
5260 aee 3336 | Cregerle MINDOWSPreeiomAT EXE-1891128A 00 £585 Deslred Asoess: Generl Read, Disposkion O
SrE0 sens 333 | QuerstandardintrmationTlie £85 AllocationSize” 16,354, EndOlle: 13,062, Numb
SrE0 sens 333 ReadFlie £85 et 0, Lenge 13,062
SEI60 sten 3335 CloseFlie £S5
52260 astew 3335 Reglpenkey Yiivindows NTiCurrenfyiersionimage Flie Execution Oplions'atene JOT FOUND  Deslred Access: Read
iAo 3335 Load mage hemeliz dil £55 mage Base (To300000, mage Size 04000
iAo 3335 ReqOpenke riConirolSefControliTenminal Sener £55 Deslred Acozss: Read
b A= 333 RegqQuenfVale ComtroiSefiControliTerminal SenerTSAppCompat £55 Tipe REG DWORD, Lengi 4, Dl 0
2260 e 3336 ReqCloseey ConirolSenControliTermingl Sener £S5
52260 atew 3336 Load Image =g mage Base 17710000, Image Size 0h55000
52360 atew 3336 |Load Image £S5 mage Base: 0000, Image Size- 1eiddd
52360 atew 3336 |Load Image £S5 Bz mage Size” 11000
5260 aee 3336 |Load Image £55 0000, Image Stre 1654000
5260 aee 3336 |Load Image £55 mage Base: (70800000, Image Size: 1514000
5260 aee 3336 |Load Image £585 Image Base: 0000, Image Stre 146000
SrE0 sens 3336 |Load Image £85 mage Base 40000, Image Size 080000
SrE0 sens 3336 |Load Image £85 mage Base TTH000], Image Size (76000
52260 astew 3335 QuenOpen maZshimeng dil £35 CreafionTime: 342004 12:56:46 AM, LastAcoes:
52260 astew 3335 Crese®le maZshimeng dil £35 Deslred Access Enecue Traverse nchronize
SEH0 e 3336 CresieFleMapging mi3Zghimeng.dll £33 e SincTypeCresieBection, Pagerrolect
b A= 333 CregieFlieMapping maZeshimeng.dil £55 meType: SmeTpeliner
b A= 333 RegqOpenkey TeriConirolSefControliSakSoat Option AOTFOUND | Deslred Acosss: Query Value, S48 Vale
52260 atew 3336 ReqOpenke) HKLMISoRwareiPolicies Mk oo iSaknCogeideniiners £55 Deslred Avoess: Query Vale
52260 atew 3336 ReqQuervale HELMISOFTWAREPOIK! iVindows SateriCodeidentilers TransparemEnabied £55 Type: REG DWORD, Leng 4, Daia 1
52360 atew 3336 ReqClosexe| HKLMISOFTWAREROI Vindows i SakeriCodeidentiiers £S5
5260 aee 3336 ReqOpenkey crosaRivindows SateriCodeidentiiers /OT FOUND  Deslred Acoess: Query Valie
5260 aee 3336 | ChogeFlie ehimendg dil £55
5260 aee 3336 |Load Image himeng dil £585 mage Base: IN5Ch70000, Image Size 026000
5260 aee 3336 | Cregerle jamaln s £585 Deslred Asoess: Generl Read, Disposkion O
SrE0 sens 333 | QuerstandardintrmationTlie Emaln s £85 AllocationSize” 1,191 836, EndOrFlle: 1,180,796,
52260 astew 333 CresieFlieMappig smaln sdb £35 SmeTyoe SncTypelresledaction PageProtect
SEI60 sten 3335 QuerySiandardinbrmationFlie emaln sd £S5 AllocafionSize: 1,181 836, EndOfFlle: 1,180,796,
i) 3336 CregieflieManoing Evamain s UCCESS FmeTvoe: SmcTvoeOfer

:coffee DY NIy=anN NIMEONI XN '¥apn nnd [7nY

.NINNN 7w MAC-n namd Tiy'n Arp-a .1
.NINNN 7INNXA N'ONIVIN NI7IVN NIDINN TIV'TN — autorunsc.exe

.TIVI PORTS REG Niniwn ,0'¥a77 D'NIMS 070N 7w nwian Tiv'n— handle.exe -a

ORI N

2 NX gymi arp-n MNP VII9N) NINNA MAC-n NIAIMD 7Y o1 TIY'N — getmac.exe
.(nwhn apnin

.Nd>YN2 NATINN NIN'wN TIY'N — at.exe

.'IDI GATEWAY IP DHCP-n niamd Tiy'n — Ipconfig /all

.MINNN DY TIV'N -Hostname

.01 Nd>YnN 'O TIV'N— msinfo32.exe

.0'9IN'Y 0T 7niNni Mipn LOGON-1 D'wnnwn Niny TIy'n -psloggedon.exe

S L w 9 o W

NINN2 N'9'¥50 NIJINYT NNANNN MY + MY NIFNYPNNIE D'VIID TIV'N — netstat —ao .1
.(PID)

.N2'77 nayvinn ( processes) 07NN TIV'N — pslist.exe .11

.D'PNINN D'9IN'Y 12 7V1 N'in 0'NINDS D'¥a7 TIV'N- openfiles.exe /query /v .12

D'00N9 NN NIXTY N712' DY X processes W qon TIy'n — Taskkist.exe /svc .13

N9 NPOON
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IP-n NN NIZNMNN NIINN DM 077100 NINN2 NetBIOS NIX7a0 TIv'n -Nbtstat.exe -c .14
.0n7v

.(running 2xN21) NMINNN 7y 0'¥IN D'NN'WA TIVN — Sc.exe queryex .15

.NINN2 YNNYn NNV TIYV'N -net user .16

.0'NIN9 0'¥a7 7w qon TIv'n -Net file .17

.0'7nNnl 0'Mipn 0D 119 TIY'n -Net use .18

.DOMAIN-2 D'NINSN D'9IN'YN 72 X NIKN7 NNYOKX OV 0O'NIND 0'9IN'Y — Net view .19

.NINNN 7V NIl security nixiap TIv'n — Net localgroup .20

JAINN 'TRN NXIAA DN2ANN D'YANWNN NN TIv'n -Net localgroup administrators .21

.NINNN 2V Ya1d 0PN D'NIN9N sessions-n TIV'N — net session .22

JIXZ2 7'won wnnwnn Ninan 7w qon Tiy'n — SHOWGRPS.EXE .23

.15 v"y — SCLIST.EXE .24

.LOGIN-2 R¥Nn10 wNnwnin 0w 7¢ qon '1n't — Whoami.exe .25

-0 7Y NID XD WATR ,NDYNa 0'¥1n PROCCESS 7y 019Nl qon yT'n TIV'N -Pstat.exe .26
(0790 MY 102 |"1¥n) N>IWNA 0*7V190 DRIVERS

.JNNXN RESTART-nn N> ynn At TIV'N — uptime.exe .27

2NN NIR7A0 TV — route print .28

(CASE) majznin '019 NX X7 XIN NIYYY 1N 7D ,17wn 07 190101 DX 07D 117N2Y NKY

117w 9100 DOK-n NX x"721,'1DI NNy pIinn OW

5 COFEE V1.1.2, September 2009

File Help
Tooal l Report ]
Tool Generation Case Notes /_
COFEE Source |H:\complte downloads\Microsoft C | ~_.0 Type |lest
COFEEUSE  [&; || caselD [ /
[ OwputUSE |23 =l | console Operator [caoper
Mode |NW3C - Incident Response ﬂ USE Operator |cooper2
| More Options (Advanced) | Case Description ihis is 2 very o case!
USE Label CheckSum Info

COFEE Refresh

Generate

nop NpPooSn
www.DigitalWhisper.co.il
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Technologic

File Edit Format View Help

05-01-2010 22:55:33 -- Start COFEE ~
05-01-2010 22:55:34 -- Change Output USB to k:
05-01-2010 22:55:34 —-- Change OQutput USB to h:
05-01-2010 22:55:34 —-- Change Qutput USBE to k:
05/01-2010 22:55:34 -- Change COFEE USB to k:
05-0172010 23:00:29 -- Change Output USB to h:
05-01-2010 23:00:29 -- Change COFEE USB to h:
05-01-2010 23:03:19 -- Enable Output USB Selection
05-01-2010 23:03:25 -- Change Output USB to j:
05-01-72010 23:03:27 —- Open "More Option" Dialog
05-01-2010 23:04:34 -- Change Mode to HW3C -
Yolatile Data
05-01-2010 23:04:38 -- Open "More Option" Dialog
05-01-2010 23:04:48 —- Change Mode to NW3C -
Incident Response
05-01-2010 23:05:15 -- Start Tool Generation
05-/01-2010 23:07:17 -- Disable Output USB b
Selection
05-01-2010 23:07:26 -- Change COFEE USB to j:
05-01/2010 23:07:37 -- Start Tool Generation
05-01-2010 23:20:06 —-- Open "More Option" Dialog
07-01-2010 19:16:02 -- Open "More Option" Dialog
07-01-2010 19:16:46 —- Change Mode to NW3C -
Volatile Data
07-01-2010 19:16:50 -- Open "More Option" Dialog
07-01-2010 19:52:05 -- Change Mode to NW3C -

hd

J'0NIVIX NXIN IX? AUTORUN-N N'¥j7a19a wnnwnin [2in DOK 2271 ,1121 750 n'wy DX .INT

.22 N'KN] NRXINN

File Edit View Favorites Tools Help Fle Edt Format View Help

. [autorun]

OEack © \_/I lﬁ }.JSeardn i Folders |open=runner.exe
acticon=Ezecute runner.exze
Address |[h 3:\hin icon=runner.exe

Name Size  Type
E%32.EXE 'L!‘]Ll| IN_]FN oY Ty 32KB ADD"C

] 4466, exe 288 KB  Applic
[[asez.exe /' KB Aonl
E.q;.m, exe Description: Autostart program viewer

ESUB o= Company: Sysinternals - www.sysinternals.com
' File Version: 8.53.0.0 File Edit View Favorites Tools Help
ESEM-EXE Date Created: 09/01/2010 17:41 _
8087.2xe Size: 258 KB e Back * ] m: _) Search Fold 5
i {{~ Folders | |2y
Flaa72.exe KB Applcation v |, -
lan71 RakR  anrlirati - . .
<_ AvE | rinliration l Address |‘“’ hA V| E
Name
[)bin
_'}Auh:nrun.inf

Birunner exe

N9y Nj709N
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File Edit View Favorites Tools Help ;?

»

O Back + (J Tr 7 ) search Falders ,;9.

Address |IC3 J:'bin L4 EGD
MName Size  Type e’

Fls071.exe [ ——

Flazss.exe Ble Bt Fomat Yew eb

= winZk~4013.0x0: eobulaﬂlEDJcBB?{Ddho?hDUhBG

cd?16252d2%ad7ef2Fa3a0213E2

E1conﬁg it winzp~4013.exe: ﬂcG656?cn28tﬂﬁeﬂ£ﬂ2b}5£1ﬂ?e
= . SOFEe7174725Fd 7473 1beeTaniu?

[Z) FileLists. txt winZk03

rgﬂl 4013 . exe:0c9656TcaZBeN9 :0A0ZETSA4A0Vechod 2
=| folders. bt 717472547473 16ccTandd2

e .~4466 . 0x0 ;7751967 5cdaa fFF60bFocObACIIFRI
RN 0038151 410016043061753
Flpausep.exe winZk 5605 . exe:6bfB6HcIId144a37£323cI9cBe5
Fo9cEadlfbalB398922efc92c429
winxp 5605 exe; TeadT99%9 9627791 1c3IF4d5dB003
cab0590131561c23F512d208c53d
winZk03
“5605,exe ;7ead799a9b277911c3F 4454800352054
90131561c23F5124208e53d
winZk~3595 . exe :Th99b93ee4(02dbd7ali 1bSaba 5
43bbB05b%alfFf207c37b45Hcahy
winxp 3595 exe 736a4FcZTESITIIGTEIA459E1319

1068bcBicBie lobeZe952bde 1d6E
- e TR

[Z] remuire tvt

DT NION .2

N701an 1T 2'¥91 TN LAAUTORUN-N 0T (yO' 230 ,nTIwNn NInn7? DOK-n NX 12N 1WUXD
VX217 NNWOKR NN QUKD YN MNR TNXR IXN' 0700 N7 RUNNER-D DX y1in% y7xa ,nanna

N7apnny AxXIn 73 7y HASH yyann 3 1md .Xan *23%7 1aw'2 "% KILL

= [4 / 44] Executing...

ommandline :© at.ex
[Press Space to ]{ILL the Processl

alculating Hash ... Done
nd
erifying ... Success

I autorunsc.exe
alculating Hash ... Done

nd
erifying ... Success

ommandline - arp.exe -a
[Press Space to KILL the Processl

alculating Hash ... Done

nd

erifying ... Success

Ftart...

ommandline : getmac.exe

[Prezz Space to KILL the Proces=sl

Noj Nj70ON
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HASH-n DN D'¥270 NINY WWXD N7'TAN XWII 197 NI7'N7 NiZ7innl DOK-N 7y NN NIXYINN

.00 NIY'YS NN TYNNN 901 A7 DR . TAN 9102 AWINAN

& out-COOPER_HOME-20100109182422

= network

File Edit WVew Favorites Tools Help

@Eack - \_J Lﬁ pSearm [{ Folders iy

File Edit V“iew Favorites Tools Help a'
4 ko3

e Back - \_/l l.ﬁ; p Search [{ Folders "

Address |E| 3:\put-COCPER,_HOME-20100109 182422 v| Go
MName Size | Type

Sifile File Folder

Cllog File Folder

[Cymemory File Folder

[Cmisc File Folder

[Cinetwork File Folder

[C)opt_toal File Folder

[C)password File Folder

(Cpolicy File Folder

[Ciprocess File Folder

[Ciregistry File Folder

[Cservices File Folder

Chusers File Folder

E] CaseMotes. txt 1KB TextDocument

CheckSumTXT BKE File

[£] coFeE.leg SKE TextDocument

< | >

Address |[E] J:\out-COOPER_HOME-20100109132422\network V| Go

Mame
[Z] 0e36537ddanf7a4ab232bf1dfa1357a1.lag
E] 0e36537dda0f7a4ab232bf1dfa1357a1. tut
E] 02a5a0d3133a 14dacefe 1cccalc10cf3. log
E] 02a5a0d3133a 149dacefe 1cccalo 1003, tut
[Z] adda4es5daz97daz4399123ff18a77e7f log
Ej gdd84e5daisrdaz4399128f18a77e 7 tut
[Z] 9f094d1779d8e8af22020202345d4f93 lag
E] f094d 1779d8e8af2e0202b2349d4f93 tut

- Af-rAarddrslonnraoonLalndl dnadooa—r 1o -

4 |

Size | Type
0KE TextD
1KBE TextD
OKE TextD
2KB TextD
OKE TextD
1KE TextD
0KE TextD

1KBE TextD
L

AT Tl

»

1

nop NjPoon

www.DigitalWhisper.co.il

2010 'xM2o ,5 |1'7a



Technologic

mT7 N .3

: NTIAYA NTAYA DY DX [1IY0Y71 DOK-n DX 7N17 [N Nw) ,01ININ qI0'K DY 1IN0

File Help
Tool  Report I

— Report Generation
Raw Input Folder

QOutput Folder
Qutput Format

= COFEE V1.1.2, September 2009

aEE

——
[

| ]
=

[ Duplicate Raw Input Folder

[]

—Case Notes

Date

Welcome to COFEE

o'xapn NnNn nni

Scene Description

Browse For Folder

Examiner at Scene I

|09/01/2010

= b out-COOPER._HOME-20100109182422

= file

) log

[C5) memory
[ﬁ) misc

I3 network
IC3) opt_tool
IC3) password
IC3) policy

IC3) process
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\%H 0 Handie

| @ c:pocuments and settings\c... | @ coree x[ ]

3 COFEE Report
=+ System Informatien
#10 Main

3 NETWORK

arpexe-a

getmac.exe
hostname.exe

ipconfig.exs fall

nbtstat.exs -5
nbtstatiexe -c
nbtstatexs -n

netexe view

net.exe session
netdom.exe query DC
spanfiles,exz /query /v
route.exe print
netstanexs -no

PrEEEeE e

netstat.exs -30
PROCESS
SERWICES
USERS
PASSWORD
POLICY
REGISTRY
LOG

FILE
MEMORY
OFT_TOOL
MISC
Correlation

e

e

B
rproprroropoe

nbtstatexe - A 127.0.0.1

S5at Jan 09 18:28:21 2010

Sat Jan 09 18:28:22 2010

Active Connections

Proto Local Address Foreign Address State

TCP 127.0.0.1:445 127.0.0.1:28718 ESTABLISHED
TCP 127.0.0.1:4745 127.0.0.1:4748 ESTABLISHED
TCP 127.0.0.1:4748 127.0.0.1:4745 ESTABLISHED
TCP 127.0.0.1:5152 127.0.0.1:28680 CLOSE_WATT
TCP 127.0.0.1:28718 127.0.0. 45 ESTABLISHED
TCP 192.168.1.2:445 1392.168.1.5:52348 ESTABLISHED
TCP 192.168.1.2:4743 64.4.34.110:1863 ESTABLISHED
TCP 192.168.1.2:13269 209.85.227.19:80 CLOSE_WATT
TCP 192.168.1.2:13357 209.85.227.18:443 CLOSE_WAIT
TCP 192.168.1.2:18811 209.85.227.19:443 CLOSE_WAIT
TCP 192.168.1.2:18812 209.85.227.19:443 CLOSE_WAIT
TCP 192.168.1.2:24433 209.85.227.17:443 ESTABLISHED
TCP 192.168.1.2:25881 209.85.137.125:5222 ESTABLISHED
TCP 192.168.1.2:28545 209.85.227.104:80 CLOSE_WAIT
TCP 192.168.1.2:28703 85.64.127.161:1714 ESTABLISHED
TCP 192.168.1.2:28706 209.85.229.83:443 ESTABLISHED
TCP 192.168.1.2:28709 212.143.162.149:80 ESTABLISHED

NTIAY NNIX D'WYX¥INN DY 07D |'2 DUNXRIYA DN NAYN YR correlation-n np"nnb 17 nw

.9011 0YINI NIN'K IX7 NNTI

3 COFEE Repart
S System Infermatien
#Q Main
F3 NETWORK
@ arpexe-z
3 germac.exe
[® hostname.exe
[ ipconfigiexe /all
@ nbrstatexe-A 127.0.0.1
[3) nbrstatexe-s
@ nbestatexe -
3] nbrsratese -n
@ netiexe view
[8 net.exe session
[@ netdom.exe query DC
@ cpenfiles.exs fquery /v
[8] routs.exe print

sc.exe query
--Tool Vendor Company

--Description
Correlate Different Commands among Services

--Command
dumpsec.exe /computer=tCOMPUTERNAMES /rpt=services /saveas=tsv /outfile=$Outfiles
psservice.exe

selist.exe

B natstaten-no

PsService ScList ScQuery

8 netstatene 2o

#0 prOCESS
#Q SERVICES
#Q users
O PASSWORD
#8 poLicy
(3 REGISTRY
10 LoG
90 FILE
|23 MeMoRY
| @ oeT_To0L
#0 misc
H3 Correlation

8 services_Corrslation
[8) Processes_Corrslation

Alerter (Alerter) v
ALG (Application Layer Gateway Service)

AppMgmt (Application M

y
aspnet_state (ASP NET State Service)

AudioSrv (Windows Audio)

BITS (Background Intelligent Transfer Service)

Browser (Computer Browser)

CiSve (Indexing Service)

ClipSrv (ClipBook)

clr_optimization v2.0.50727_32 (NET Runtime Optimization Service v2.0.50727_X86)
COMSysApp (COM+ System Application)

SR NI UL N N N N N N N
N N N N N N N N

<
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Coffee and more anti forensic tool-DECAF
[121 1770171 NINNY? coffee AN NINT? AMRY 727 DY NOTA NNONID ,NT AN DIOND |NATY? |I10]

[PX N1DNNN ,NNIF0IN 72 NNNY coffee NX NINT? decaf-7 DNA7 'MN%¥N X7 ,17% NNIY N2'MD NyY

72177 1'wnl 0T 2A7waW DRI ...AKAN N0NA7 DN'Y7Y TAIY KINI T2 NIXKAY NIN'R 5 1NN OW
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% DECAF v2 =)

Monitor Settings

.i] Monitor USE .i] Monitor CO-ROM .i] Meonitor Processes

Signatures

Main Signatures:|C:"-.Du:u:umer|ts and Settings“coopert My Du:ucn.| [ Set |

Custom Signatures |C:"-—.Du:ucumer|ts and Settings‘coopert\My Du:ucn.| [ Set |

l Wiew Signatures | [ Load Signatures |

Activation Settings
[] Lock Workstation [« Start In Monitor-Mede Add to Startup
[ File Execution [[]] Disable Device

Executahle | Set |

Save Settings Loaded Signatures 2 Stop Monitaring
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amw ona-"The debate isn't security versus privacy. It's liberty versus control."

N0 RN
e http://news.cnet.com/8301-10789_3-9932600-57.html
e http://www.interpol.int/public/ICPO/PressReleases/PR2009/PR200937.asp
e https://cofee.nw3c.org/

e DECAF - http://www.decafme.org/

:0j11'77 0D

e http://www.securityfocus.com/infocus/1503
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