PHP natya n'¥ap NX7yn2a NIXIS) NNVAX NIX1O
Hyp3rinj3cT10n nxn

D'a¥N] 0'7{7N1 NNAX D''AYD K71 DYD X7 :11'N TIRN YI917 19NW "y XIN DOIN'YI D'¥AP NX7VN
DINX D'AI0N D'¥277 IX D2IVY'0 ,NNRINNA NAITA DX |2 - 0¥ QN7 0'X¥N IR/ 0DDNY DX DAY
NNAIT NIYAI9 190N INKRN NI 1Y DY PHP-D 'NN9N .0TIN7 IK '9x? WXwN |2 1Ty
,TIND N9' NIXA NNTIAY DX NWIY DY¥722190 .DNWY 0'¥ap n72vnw ,move_uploaded_file n'¥ja1on
NIXID NIXID] DT 1AKNL TZNN] .INXY NDNNN T YaIPn DX 2ITA7 DIMNXD IR DN'RYUN X

.0'¥a NX7VN NN NN Ny NNXRY NINYOKI

NIW TX NISYA 02 NIZAPN XAXY NINNAITA 21 X PHP NdYWA NIKNAITA wnnwl NiNRN DYy
JNNX

PHP-77 %2 n97a757 72192 NIweN

117w NTIAYN N2'202 72 0TI 79071 1'N7 0MY INIX ,PHP-1 00901 POYNNYT 7'NNIY 1194
NN PHP ¢ NINTaNN YaIpa :nIYRIN NYTANN LRTH71 )NYY N¥IY NNTan 190N QY .Nwn
1NNIX .HTTP-D 2171009 Niy¥nxa 0'¥ap nivn? N ' oxkn waipw Sfile_uploads nnmann

N7 NI T PR NNTANNY XTI HTTP-N NIYYNANA 0¥ NI7YNY QIWORY XTI 2D

file_uploads = On

X ,NRT DY .HTTP-N NIVYNNA 272N yai? dnimn 20mn 7720 NX nvalp upload_max_filesize
1 1”7 up — _

IX7 .21 NNIRY NIT NRITA YN¥AY 9TV TN — DO7W NNWN NNDAXK IX7 ITD NNTann 7 1an

T XNATN

upload_max_filesize = 10M

NNTANN .TANY DT 190N TIY W' D' NX7YN Y 1Ix? POST NTINA2 D'YNNYN 13RI INKA
D2 NY'OYN IT NMNTAN .POST NL'WA NYNNYNN NYPRA 7Y 21NN 7TIAN DR NAX'N post_max_size
NNAIT2 ITN NNTANN 7w W DR I'RWN7 KT A 921 ,POST nO'WN NIVYNANRD D'¥27 NIK7UN 7V
7w 2mn 1772 DY Nrva yin T nnn 2man ) IR upload_max_filesize naTann 7w WY

INN2N NTAND WNNWI DT 110N NINNAITA .YaIpn
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<?php

if ( isset($_FILES["File"]) )

{
$name = $_FILES["Ffile ][ name"];
$tmp = $ FILES["File ][ tmp_name"];
$error = $ FILES["file"]["error™];

it ( $error == UPLOAD_ERR_OK && move uploaded_file($tmp, $name) )

{
echo "Your file has been uploaded.”;
}
else
{ _
echo "An error has been occurred, file not uploaded.";
}

echo "<br /><br />";

}

echo <<<END

<form action=""?" method="POST" enctype="multipart/form-data'>
File: <input type="file" name="file" />
<input type="hidden" name="MAX_FILE_SIZE" value="100000" />
<input type="submit" value="Upload" />

</form>

END;

?>
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Form Manipulation-» %17
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<form action=""?" method="POST" enctype="multipart/form-data'>
File: <input type="file" name="file" />
<input type="hidden' name="MAX_FILE_SIZE" value="100000" />
<input type="submit" value="Upload™ />

</form>

Anom input nTw N2 100,000-> 7w 09102 YTAM MAX_FILE_SIZE ,ninn0a nikd% naw 'od
Firefox |19T9Tn 7¢ NID0OIMN '99X 1NN NNX2 WNNWNY? X'N NI n0IYon NNworn .(hidden)
7w 97 100,000-n nx w7 'Dnw T L(text) LOPLV? INOIMN input-n AI0 NX NNYWY 72wl

NI7un7 NYw ' oxkNNa ,N1Y

NIVIL TIPN DX 2'NY] (070 77 Tign 2Md'Y - 1T N0'YR X' NNDNYT AIYNY NY NNYWOKR
1INW1 Nd>MYN 0I'oa .(NxN1 OX 7Thnn 1NN W DX NRYWY DA '72n) text-7 hidden-n nTw nNX
2 NIKNT X 1N9Y TIREn . HTML-) yaipn NX

<form action=""?" method="POST" enctype="multipart/form-data'>
File: <input type="file" name="file" />
<input type="text" name="MAX_FILE_SIZE" value="5000000" />
<input type="submit" value="Upload" />

</form>
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<form action="7?" method=""POST" enctype="multipart/form-data'>
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<form action="http://example.com/upload.php' method=""POST"
enctype="multipart/form-data">
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<form action="http://example.com/index.php?page=upload&terms=agreed"
method=""POST" enctype="multipart/form-data'>
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Javascript:alert("Can you see this?");
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| Javascript:alert(document.getElementsByName(""MAX_FILE_SIZE"™)[0]-value);
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Javascript:alert(document.getElementsByName(""MAX_FILE_SIZE"™)[0].value);
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<?php
$maxFileSize = 100000;
if ( isset($_FILES["File"]) )

$name = $_FILES["file"]["name"];

$tmp = $ FILES["File"]["tmp_name"];

$error = $ FILES["file"]["error-];

if ( isset($_POST["MAX_FILE_SIZE"]) &&
$maxFileSize == $_POST["MAX_FILE_SIZE"] )

{
if ( $error == UPLOAD_ERR_OK && move_uploaded_file($tmp, $name) )
{
echo "Your file has been uploaded.”;
¥
else
{
echo "An error has been occurred, file not uploaded.";
}
}
else
{ i i
echo "Were you trying to trick us?";
}

echo "<br /><br />%;

echo <<<END

<form action=""?" method="POST" enctype="multipart/form-data'>
File: <input type="file" name="file" />
<input type="hidden” name="MAX_FILE_SIZE" value="{$maxFileSize}" />
<input type="'submit" value="Upload" />

</form>

END;

>
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<?php
ifT ( isset($_FILES["file"]) )
{

$name = $_FILES["Ffile ][ "name"];
$tmp = $_FILES["File ][ tmp_name~"];
$error = $ FILES["file"]["error"];
$size = $ FILES["file"]["size"];

if ( $size < 100000 )

if ( $error == UPLOAD_ERR_OK && move_uploaded_file($tmp, $name) )
echo "Your file has been uploaded.”;
else
echo "An error has been occurred, file not uploaded.";
3

else

{

echo "Were you trying to trick us?-;
echo "<br /><br />";

echo <<<END

<form action=""?" method="POST" enctype="multipart/form-data'>
File: <input type="file" name="file" />
<input type="submit" value="Upload" />

</form>

END;

?>
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| $name = $_FILES["Ffile"]["name~];
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| $name = “uploads/".$_FILES[*file*]["name"];
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$name = "uploads/".time().crc32($_FILES["file"]["name"].time())."-
".$ FILES["file"]["name"];
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<?php

$maxFileSize = 100000;

$exts = array("php~,-cgi”, “html");
if ( isset($_FILES["File™]) )

{

$name = “uploads/".time().crc32($_FILES["file"]["name"].time()) ."-
".$ FILES["file ][ "name~];

$tmp = $_FILES["File"]["tmp_name"];

$error = $ FILES["file"]["error-];

ifT ( isset($_POST["MAX_FILE_SIZE"]) && $maxFileSize ==
$_POST["MAX_FILE_SIZE"] )
{
$extension
$extension

pathinfo($tmp);
strtolower($extension["extension™]);

if ( in_array($ext,$exts) )
{

}

else

echo "Bad extension®;

if ( $error == UPLOAD_ERR_OK && move_uploaded_file($tmp, $name) )
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{ echo "Your file has been uploaded.";
3
else
echo "An error has been occurred, file not uploaded.";
h
b
3
else
{

echo "Were you trying to trick us?";
echo "<br /><br />";
$extsText = implode(", ",%exts);

echo <<<END
<form action=""?"" method="POST" enctype="multipart/form-data'>
File: <input type="file" name="file" />
<input type="hidden” name="MAX_FILE_SIZE"™ value=" {$maxFileSize}" />
<input type="submit" value="Upload" /><br />
Disabled Extensions: {$extsText}.
</form>
END;
?>
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deny from all
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Directorylndex deface.html
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| Redirect index.php http://my-site.com/deface._html
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AuthName "Please ldentify"
AuthType Basic
AuthUserFile _htpasswd
Require valid-user

.Please Identify n*nN NINIDN UKD ,NN0'0I WNNWN DY Wpann 17N YO0 T TIp

:NNAIT? ,NINNO'OI D'YNNWNA NINY 7'2' 0T YAl .htpasswd-2 wnnwn? DA 110X NTh NN

username:encrypted-password
username:encrypted-password
username:encrypted-password
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http://tools.dynamicdrive.com/password/
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<?php
$maxFileSize = 100000;

$exts = array("jpg”, "bmp®,"png*,"gif","txt","rar","doc", "ppt"); //etc...
it ( isset($_FILES["file™]) )
{

$name = “"uploads/* .time().crc32($_FILES["file"]["name"].-time()) ."-
*_.$ FILES["file"]["name~];
$tmp = $_FILES["File ][ tmp_name"];
$error = $ FILES["file"]["error~];
it ( isset($_POST["MAX_FILE_SIZE"]) && $maxFileSize ==
$_POST["MAX_FILE_SIZE"] )

$extension = pathinfo($tmp); $extension =
strtolower($extension["extension®]);
if ( lin_array($ext,$exts) )
echo "Bad extension®;
else
if ( $error == UPLOAD_ERR_OK && move_uploaded_file($tmp, $name) )
echo "Your file has been uploaded.";
else

echo "An error has been occurred, file not uploaded.";

else echo "Were you trying to trick us?";
echo "<br /><br />%;

$extsText = implode(", ",$%exts);
echo <<<END
<form action=""?"" method="POST" enctype="multipart/form-data'>
File: <input type="file" name="file" />
<input type="hidden" name="MAX_FILE_SIZE"™ value=" {$maxFileSize}" />
<input type="submit" value="Upload" /><br />
Allowed Extensions: {$extsText}.
</form>

END;
?>
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Null Byte Poisoning
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:PHP-21 (%00 1x) 00-> axi'm 1mn HEX-2

| chr(0)

ANIN NIRNY [N X7 0K ' n KN Null Byte-n

(Null Byte Attack-> 23 9212) Null Byte Poisoning

NIX NI D20 NIXA YN DIRY 1 Null Byte-n et (TIovonx) & IMnw T ,na0nn ek
NINNXN TN NNAITA NRXYNIY IT 11D D'¥2R NXR7UNY7 %2119 17700 Nown 007 n'mT .nnaTin
image.jpg&.php :Xan DWN N'N' 01121W YalZn DY DX NP' 7UNn? NN XM IXIQ DY) .NINron ny
.NN7¥N2 MYN AR'TANL image.jpg 1l X 't PTA'w 10N LPHP-n NNTva nwvaw pprTa

image.jpg.php :n'n' yalpn owi nix' Null Byte-n QX1 yalzn Q1WUKD
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ATIX7 IN NN2NYT W 2ANNYT T L[101 K7 DT R L,NRY7 NINYG K7W N0'WA 12T D AR NNIRDY
:NINAN MWD NOTYA Null Byte-n DX W77 7010 .TpoN7 7210 X7w 70 Null Byte-n nX

| $name = str_replace(chr(0),"",$_FILES["file"]["name"]);

.DN"™7V 1N01 NNXA K7W [2mM>d X ,Null Byte-7 n'onivix nnHan no'yyan Magic Quotes-n

PHP matya n'¥ayp NX7UN2 NIXI9) NNVAX NIX1D
www.DigitalWhisper.co.il
1 2010 N 4 j1M'a
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N7VIN K7 KINEDRIY DUNINNY IR DVIN YAIRN DX DYTIN DAY ,12¥0Y DD TV NIKNATD 752
NIV UNNuNY 7901 NNIX ,NMMKR NDIWN 2V 0N2TNA 1INIRYD 72K ,TIXA TANI DD DT NIRNAITY
22111 ,Yalpn DY DX 7'90W name NINWNN NIX 17 W' D - AT YR DN A PR Yaipn nTinY

INDAIT? ,Y2IPn DX TN [9T9T7 Y TI'Y YA 1IX'Y7 11X .0190 12 wnnwny

<?php
if ( isset($_GET["file"]) && is_string($_GET["file"]) )
if ( @File_exists($_GET["Ffile™]) && @is_readable($_GET["file™]) )

~

header(*'Content-Type: application/octet-stream');
header("Content-Disposition: attachment;
filename=""_.$ GET["file"].-""");
readfile("uploads/~.$ _GET["file"]);
T

?>

(TINY% N¥MIW Yaln oW DX ax'n filename AWKRD) DK NIFAYZ NDMX NAIMdN MY

?File=[filename]

Path Traversal

X N NP'Nn "nexn™? INIR nwnwn (Directory Traversal-d> Da n1dim) Path Traversal nu'win
1'DN7 W'Y DMDIN D1IN'0 2 W' .O'R¥YN]

N'NONN AN DR NI - (AR AT) . e
(Parent Directory) .n7yn% NnnX n"'N NIAX'N - (NI 'MY) .. e

?n72un? n'p'n NI 1o Path Traversal-a wnnwa ok nn

?file=__/index.php

T NMpP'y aan

readfile(“uploads/. ./index.php");

XI71Y Yaipn NX X ownl L(MINR 1Tn) a'vn afpn? TN uploads n'ptm? wan nio
ONRNN DXNY YAl 72 RNP71 TN 7210 YW XD Nivawnn .index.php
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TIINT 721 DNIXK DAY ,DINK NNIXND '¥AP7 XY DITRD 770 072 KIXNT? 7210 op TN yalp ma
N7 7Y DIP'M/MINY NOWNN 7w 0 TI'RN 'YapA 77D )T KIXAT AWON L, XNAIT? LRNPYI AawnnY
Connection ) D'2IMIN TON7 NN2ANNNN '019 DX 7WNY 10,20 'WIN'Y YT 07700 nxnoaipn
DX .'IDI NDYN2 DDNINN AYIIADAIR '¥APZ7 NIXNP VTN [I00'K] NN DX wnwnin (String
TNT DNYMR DY PRY DA TIVIE htaccess, htpasswd '¥ap A1NX W9N7 C"WOX TNN ,7'd0n X7 N7

.JDwnn

nuaanag

NNAT? L(WK70) /-1 (NI 'MY) .. D'INN DX TIX) CTIRA N0IYD X'D NIMIRNNAN

$file = $ GET["File"];
$file = str_replace(*/","",$file);
$file = str_replace("..","",$file);

J1DyNN NMA700 'y 0NNIN DIIYA DUTITEN AI02 710 DHINN IR X 97007 Ix W

File Download Injection

'UNNWI DAY XNAITN |70

<?php
it ( isset($_GET["Ffile"]) && is_string($_GET["file"]) )
{

$file = $ GET["file"];
$file = str_replace(chr(0),"",$file);
$file = str_replace("..","",$file);

header("'Content-Type: application/octet-stream');
header("Content-Disposition: attachment; filename=""_$file.""");
readfile(Cuploads/~ .$Ffile);

TINTD 12 'DN YAIRY Wanwd Nwnn 7271w nanann

HTTP/1.1 200 OK

Date: ...

Content-Type: application/octet-stream
Content-Disposition: attachment; filename=[file name]
Content-Length: [file length]

[file content]

PHP matya n'¥ayp NX7UN2 NIXI9) NNVAX NIX1D
www.DigitalWhisper.co.il
13 2010 N 4 j1M'a




JNAN NNIXA YaI? wawd

?File=roy.bat%0a%0dContent-Length%3A%2016%0a%0d%0a%0dshutdown%20-s%20-t%2060

(mMiw nT) CRLF = a%0d e
(o'nTi) = A%3 e

nin=%20 e
i
roy.bat
Content-Length: 16
shutdown -s -t 60
Sy atrh!

HTTP/1.1 200 OK

Date: [--.]

Content-Type: application/octet-stream
Content-Disposition: attachment; filename=roy.bat
Content-Length: 16

shutdown -s -t 60
Content-Length: [...]

p'inn 16 NX 7 X' P21 ,Mwnn 17 N9 IWRIn Content-Length-n ANId% on'nt |9T19Tn
J112IN1 roy.bat X1jIW yalg T 9TOTN ,NWYN7 .0IWUKIN

shutdown -s -t 60

JMmw 60 Tiva n2dY YNy TN 17 V'9IN INIK IK NND' W2IANYW VA2 DIXX Y27 KD YA
:NT DX cmd-2 IR N7Y9NN NIYA YAn? U n72von 71017 .71ma% ~1 A1 NR 7'won? n'antin onx

| shutdown -a

.0'¥aR 7w 2N (1202 wnnwn? 7210w amd X (batch) niXX yalpa XuT 'Munnwn At NNpna
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<?php
it ( isset($_GET["Ffile"]) && is_string($_GET["file"]) )
{

$file = $ GET["file"];
$file str_replace("/","",$file);
$file str_replace("..","",$file);

if ( @is_readable($_GET["file"]) )

header(*'Content-Type: application/octet-stream');
header("Content-Disposition: attachment; filename=""_.$Ffile.""");
readfile(Cuploads/~ .$Ffile);

(DoS ¥1292%) Hoapna nPYa® NI 29%ap Nosn NopY

:0910N DX D .0'¥AR 5 7wn?7 72PN TRR YAl N Y AR7YN AWON7 N1l 0'ysY

<form action=""?" method="POST" enctype="multipart/form-data'>
File #1: <input type="file" name="filel" /><br />
File #2: <input type="file" name="Ffile2" /><br />
Fille #3: <input type="file" name="file3" /><br />
File #4: <input type="file" name="file4" /><br />
File #5: <input type="file" name="Ffile5" /><br />

NI'NYORK 1901 117 W' NOPNNN VIX'A DWY

.0myo 5 NNIX AT, YaIZN NX7VNA NoyNnw N9 nma .1
.D'TAIY IN'RY NINWNAN DY DX 1AWl DYD 702w) ,0my9 4 TIv IMpaTal Tipn Npgnyn .2
foreach nX7172 wnnwnb? .3

NPI70 NNO9N DA KN X ,YIN'YT AN NN [INN9N 02 KN DI NI Y1910 XN 'WH9YN [NN'DN
.aona
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foreach ( $_FILES as $file )

{
$name = "uploads/" .time().crc32($file["name"].-time())."-".$File["name"];
$tmp = $file["tmp_name™];
$error = $file["error™];

if ( isset($_POST["MAX_FILE_SIZE"]) && $maxFileSize ==
$ POST["MAX_FILE_SIZE"] )

$extension = pathinfo($tmp); $extension =
strtolower($extension[“extension®]);
if ( lin_array($ext,$exts) )
echo "Bad extension®;
else
if ( $error UPLOAD_ERR_OK && move_uploaded_file($tmp, $name) )
echo "Your file has been uploaded.”;
else
echo "An error has been occurred, file not uploaded.";

}
else echo "Were you trying to trick us?";
echo "<br /><br />";

0910 7'n 722 D'¥ap nwmMNn TV 1 NIWn? DMl ,0'uRV0 DN WAL [IYXIN NIRNN'ON
D'¥AjN 190D -0'¥a7 7Y NINWN NINd NitynY? 710! 'wwn NN'on ,0NNIvY ANk X971 ,Y¥anny
X7) :WTN yalj72 1INl 09100 DX )NY1 - Form Manipulation nf' 7180 91X L2772 RInw

(Yaction-n NX NWY

<form action="[file-url]"” method="POST" enctype="multipart/form-data'>

File #1: <input type="file" name="Ffilel" /><br />
File #2: <input type="file" name="file2" /><br />
Fille #3: <input type="file" name="file3" /><br />
File #4: <input type="file" name="file4" /><br />
File #5: <input type="file" name="Ffile5" /><br />
Fille #6: <input type="file" name="file6" /><br />
File #7: <input type="file" name="file7" /><br />
File #8: <input type="file" name="Ffile8" /><br />
Fille #9: <input type="file" name="file9" /><br />
File #10: <input type="file" name="Ffilel0" /><br />
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foreach ($_FILES as $key => S$array)

if ( $key == 4 ) // 0,1,2,3,4 =5
break;

RPN 7101 - v XN

if ( count($ _FILES) <= 5 )

foreach ($_FILES as $array)

2712°0
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